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Preface

Cisco Packet Tracer is a network simulator that can be used not just by students
but also by instructors and network administrators. This software provides a wide
range of Cisco switches and routers running on IOS 12 and 10S 15, wireless devices
from Linksys, and several end devices such as PCs and servers with a command
line. It is more than just a simulator and provides physical simulation as well as

an assessment tool. The assessment tool can be used to create practical networking
questions with a complex scoring model. The physical workspace provided can

be used to determine the range of wireless devices.

This book serves as a guide to those using Packet Tracer, be it students, instructors,
or administrators. This book differs from others by providing more information on
the how-tos of Packet Tracer rather than computer networking. You'll learn how to
efficiently use Packet Tracer to learn and understand packet flows in a topology.

What this book covers

Chapter 1, Getting Started with Packet Tracer, starts with a short introduction of
Packet Tracer, protocols supported by it, and explains its installation on Windows
and Linux. After reading this chapter, users should understand the use cases

and limitations of Packet Tracer and be familiar with the Packet Tracer interface.

Chapter 2, Network Devices, covers Cisco network devices such as routers, switches,
and other generic devices such as bridges, hubs, repeaters, and WAN emulators.
Network devices enable the end devices to communicate with each other.
Configuring these devices from the config tab will also be explained. By the end of
this chapter, readers will be able to understand and customize network devices with
modules, and save these under Custom Made Devices. Readers will also be able to
configure routers and switches using the config tab without using Cisco commands.
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Chapter 3, Generic IP End Devices, explains PCs, laptops, and servers at large with a
brief description on other end devices such as tablets and televisions. End devices are
the ones used by end users, with desktops and laptops being the most common ones.

Chapter 4, Creating a Network Topology, explains different connectors, creating
network topologies, and configuring them with Cisco commands. After testing
the connectivity with complex PDUs, users will also use the simulation mode
to analyze the packet flow.

Chapter 5, Navigating and Modifying the Physical Workspace, introduces the physical
workspace in Packet Tracer. After reading this chapter, users will understand
the physical limitations of wired and wireless devices. Physical workspaces

are a great way to make topologies more realistic.

Chapter 6, Configuring Routing with the CLI, guides the users to configure static
and dynamic routing. A router's job is to route traffic between different networks.

Chapter 7, Border Gateway Protocol (BGP), begins with a short introduction of BGP,
explains the differences between BGP and other Dynamic Routing protocols,
and ends with configuring BGP in Packet Tracer. BGP is a routing protocol
synonymous with ISPs.

Chapter 8, IPv6 on Packet Tracer, explains using IPv6 with Packet Tracer. IPv4 has
exhausted itself and the whole world is now migrating to IPv6. By the end of this
chapter, the user will be able to assign IPv6 addresses to network and end devices,
configure routing between IPv6 networks, and also configure a topology with both
IPv4 and IPvé6.

Chapter 9, Setting Up a Wireless Network, explains the wireless devices available
in Packet Tracer and makes use of the physical workspace to demonstrate the
range of wireless devices. Wireless networking is being implemented everywhere.

Chapter 10, Configuring VLANs and Trunks, explains how the user will be able
to create VLANS, modify trunk links between switches, configure VTP to
advertise VLANS, and use simulation mode to understand broadcasts in

a VLAN environment. A VLAN is used to segment a broadcast domain.

Chapter 11, Creating Packet Tracer Assessments, covers the Activity Wizard available
in Packet Tracer. Wouldn't it be great to create practical questions rather than the
mundane "Choose the best/correct answer" ones? By the end of this chapter, users
will be able to create timed networking scenario assessments.

[2]
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What you need for this book

This book is about the software called Packet Tracer that is available for download
from the Cisco Networking Academy website. This software is available for both
Windows and Linux operating systems.

As of the release date of this book, the latest version of Packet Tracer is Version 6.
You can always find the latest version at https://www.netacad.com/web/
about-us/cisco-packet-tracer

Who this book is for

This book is aimed at students, instructors, and network administrators who wish to
use a simulator to learn networking instead of investing in real hardware. This book
assumes that the reader has a good amount of Cisco networking knowledge and will
focus more on the Packet Tracer software rather than networking.

Once you've finished reading the book, you'll have a good understanding of
how to use Packet Tracer to build complex topologies and also how to bring
your simulations closer to reality.

Conventions

In this book, you will find a number of styles of text that distinguish between
different kinds of information. Here are some examples of these styles, and
an explanation of their meaning.

Any command-line input or output is written as follows:

chmod +x PacketTracer60l i386_ installer-rpm.bin

New terms and important words are shown in bold. Words that you see on the screen,
in menus or dialog boxes for example, appear in the text like this: "Click on Switches
from the device-type selection box and insert any switch (except Switch-PT-Empty)
into the workspace."

[31]
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Reader feedback

Feedback from our readers is always welcome. Let us know what you think about
this book —what you liked or may have disliked. Reader feedback is important for
us to develop titles that you really get the most out of.

To send us general feedback, simply send an e-mail to feedbacke@packtpub.com,
and mention the book title in the subject of your message.

If there is a topic that you have expertise in and you are interested in either writing
or contributing to a book, see our author guide on www.packtpub.com/authors.

Customer support

Now that you are the proud owner of a Packt book, we have a number of things
to help you to get the most from your purchase.

Errata

Although we have taken every care to ensure the accuracy of our content, mistakes
do happen. If you find a mistake in one of our books —maybe a mistake in the text
or the code —we would be grateful if you would report this to us. By doing so, you
can save other readers from frustration and help us improve subsequent versions
of this book. If you find any errata, please report them by visiting http: //www.
packtpub.com/submit-errata, selecting your book, clicking on the errata
submission form link, and entering the details of your errata. Once your errata are
verified, your submission will be accepted and the errata will be uploaded on our
website, or added to any list of existing errata, under the Errata section of that title.
Any existing errata can be viewed by selecting your title from http: //www.packtpub.
com/support.

[4]
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Piracy

Piracy of copyright material on the Internet is an ongoing problem across all media.
At Packt Publishing, we take the protection of our copyright and licenses very
seriously. If you come across any illegal copies of our works, in any form, on the
Internet, please provide us with the location address or website name immediately
so that we can pursue a remedy.

Please contact us at copyrighte@packtpub.com with a link to the suspected
pirated material.

We appreciate your help in protecting our authors, and our ability to bring
you valuable content.

Questions

You can contact us at questions@packtpub.com if you are having a problem
with any aspect of the book, and we will do our best to address it.

[51]






Getting Started with
Packet Tracer

So you have just entered the world of Cisco networking by starting to prepare for
CCENT or CCNA and would like to get a taste of everything in Cisco, but do not
have the luxury to afford real hardware. Well, who needs a few pieces of real
hardware when you can design complex topologies with tens (if not hundreds) of
Cisco devices and watch as packets move between them, and do all of this on your
laptop, sitting anywhere? The best part is, if you are an instructor or interviewer,
practical questions can be created with Packet Tracer; you'll learn how to do this
in Chapter 11, Creating Packet Tracer Assessments.

This chapter will guide you through the installation of Packet Tracer, describe its
graphical interface, and show you how to create your first simple topology in it.
Because this is a simulator, not all real world (read real hardware) protocols are
supported. So we will begin by seeing which protocols it does support.
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Protocols supported by Packet Tracer

A simulator, as the name suggests, simulates network devices and its environment,
so protocols in Packet Tracer are coded to work and behave in the same way as
they would on real hardware. The following table shows the protocols supported
by Packet Tracer:

Technology Protocols

LAN Ethernet (including CSMA/CD%*), 802.11 a/b/g/n wireless*, and PPPOE

Switching VLAN:S, 802.1q, trunking, VTP, DTP, STP*, RSTP*, multilayer switching*,
EtherChannel, LACP, and PAgP

TCP/IP HTTP, HTTPS, DHCP, DHCPv6, Telnet, SSH, TFTP, DNS, TCP*, UDP,
IPv4*, IPv6*, ICMP, ICMPv6, ARP, IPv6 ND, FTP, SMTP, POP3, and
VOIP(H.323)

Routing Static, default, RIPv1, RIPv2, EIGRP, single area OSPF, multiarea OSPF,
BGP, inter-VLAN routing, and redistribution

WAN HDLC, SLARP, PPP*, and Frame Relay*

Security IPsec, GRE, ISAKMP, NTP, AAA, RADIUS, TACACS, SNMP, SSH,
Syslog, CBAC, Zone-Based Policy Firewall, and IPS

QoS Layer 2 QoS, Layer 3 DiffServ QoS, FIFO Hardware queues, Priority

Queuing, Custom Queuing, Weighted Fair Queuing, MQC, and NBAR*

Miscellaneous  ACLs (standard, extended, and named), CDP, NAT (static, dynamic, inside/
outside, and overload), and NATv6

* These protocols have substantial modelling limitations, so not all commands under
these protocols work.

Installing Packet Tracer

To download Packet Tracer, go to https://www.netacad.com and log in with your
Cisco Networking Academy credentials; then, click on the Packet Tracer graphic and
download the package appropriate for your operating system.

Windows

Installation in Windows is pretty simple and straightforward; the setup comes in a
single file named Packettracer_Setupé.0.1.exe. Open this file to begin the setup
wizard, accept the license agreement, choose a location, and start the installation.

[8]
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Linux

Linux users with an Ubuntu/Debian distribution should download the file for
Ubuntu, and those using Fedora/Redhat/CentOS must download the file for
Fedora. Grant executable permission to this file by using chmod, and execute it
to begin the installation.

chmod +x PacketTracer60l1 i386 installer-rpm.bin
./PacketTracer601 i386 installer-rpm.bin

Complete the installation by following on-screen instructions.

Interface overview

The layout of Packet Tracer is divided into several components similar to a photo
editor. Match the numbering in the following screenshot with the explanations
given after it:

Move Object Set Tiled Background

New Cluster

Scenario 0 -

New Delate -]

e 5 istWirlduw] .

Device to Drag gngdss

[o]
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The components of the Packet Tracer interface are as follows:

Area 1: Menu bar - This is a common menu found in all software applications;
it is used to open, save, print, change preferences, and so on.

Area 2: Main toolbar - This bar provides shortcut icons to menu options
that are commonly accessed, such as open, save, zoom, undo, and redo,
and on the right-hand side is an icon for entering network information
for the current network.

Area 3: Logical/Physical workspace tabs - These tabs allow you to toggle
between the Logical and Physical work areas.

Area 4: Workspace - This is the area where topologies are created and
simulations are displayed.

Area 5: Common tools bar - This toolbar provides controls for manipulating
topologies, such as select, move layout, place note, delete, inspect, resize
shape, and add simple/complex PDU.

Area 6: Realtime/Simulation tabs - These tabs are used to toggle between
the real and simulation modes. Buttons are also provided to control the
time, and to capture the packets.

Area 7: Network component box - This component contains all of the
network and end devices available with Packet Tracer, and is further
divided into two areas:

[e]

Area 7a: Device-type selection box - This area contains device
categories

Area 7b: Device-specific selection box - When a device category
is selected, this selection box displays the different device models
within that category

Area 8: User-created packet box - Users can create highly-customized
packets to test their topology from this area, and the results are displayed
as a list.

Make sure you are familiar with these names, because moving forward we will
be referring to them frequently.

[10]
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Creating a simple topology

Now that you're familiar with the GUI of Packet Tracer, you can create your first
network topology by carrying out the following steps:

From the network component box, click on End Devices and drag-and-drop

a Generic PC icon and a Generic laptop icon into the Workspace.

Click on Connections, then click on Copper Cross-Over, then on PC0, and

select FastEthernet. After this, click on Laptop0 and select FastEthernet.
The link status LED should show up in green, indicating that the link is up.

Laptop-PT
LaptopO

Click on the PC, go to the Desktop tab, click on IP Configuration, and enter

an IP address and subnet mask. In this topology, the default gateway and
DNS server information is not needed as there are only two end devices

1.
2.
e
PC-PT
PCO
3.
in the network.
4.

Close the window, open the laptop, and assign an IP address to it in the

same way. Make sure that both of the IP addresses are in the same subnet.
We'll be learning more about end device configuration in Chapter 3, Generic

IP End Devices.

—IP Configuration

" DHCP

IP Address

Subnet Mask

DNS Server

Default Gateway

IP Configuration

¥ Static

255.0.0.0
|7|
—

—IP Configuration

" DHCP

IP Address

Subnet Mask

Default Gateway

DMNS Server

IP Configuration

¥ Static

IlD.l.l.Z
IZSS.D.D.D
I—
I—
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5. Close the IP Configuration box, open the command prompt, and ping the IP
address of the device at the end to check connectivity.

BCrping 10.1.1.1

12 time=&2ms TTL=128

ti ma TTL=1

31ma TTL~=1Z28

Ping statistics for 10.1.1.1:
Packets: Sent = 4, BReceived = 4, Lost = 0 (0% loss),
Approximate round trip times in milli-seconds:

Minimim = 3lms, Maximum = &Zms, Awverage =

Pinging Laptop0 from PC0

What is a network topology without a single network device in it? Add an Ethernet
switch to this topology so that more than two end devices can be connected, by
performing the following steps:

1. Click on Switches from the device-type selection box and insert any switch
(except Switch-PT-Empty) into the workspace.

2. Remove the link between the PC and the laptop using the delete tool from
the common tools bar.

3. Choose the Copper Straight-Through cable and connect the PC and laptop
with the switch. At this point, the link indicators on the switch are orange
in color because the switchports are undergoing the listening and learning
states of the Spanning Tree Protocol (STP).

_'!_ IS';-uitch -gll' _‘/ :’f

A
FC-FT Switchi Laptop-BT
PCO LaptopO

[12]
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4. Once the link turns green, as shown in the previous screenshot, ping again
to check the connectivity. The next chapter, Chapter 2, Network Devices, will
deal with the configuration of network devices.

5. To save this topology, navigate to File | Save As and choose a location.
The topology will be saved with a . pkt extension, with the devices in
the same state.

Summary

You have successfully installed Packet Tracer and used it to create a simple topology.
Keep trying different topologies with only PCs/laptops and switches to familiarize
yourself with the GUI You have also seen a list of protocols supported by Packet
Tracer; use this list as a reference. Whenever you want to try a new technology in

the future, make sure that the protocols to be configured are fully supported by
Packet Tracer before moving ahead.

In the next chapter, you'll learn about the different types of network devices and
how to customize them according to your needs. You'll also see how to configure
them through the CLI as well as through the graphical interface.

[13]






Network Devices

Network devices form the core of networking. In this chapter, you'll learn about all
of the network devices available in Packet Tracer and the modules used by it. So,
after you are done customizing a device with your preferred modules, wouldn't

it be nice to save them so that the device is available for use the next time? Don't
know Cisco Internetwork Operating System (I0S) commands? After reading the
Configuring network device section, you'll be on your feet configuring Cisco routers
and switches without using any commands.

Cisco devices and Packet Tracer devices

Selecting Switches or Routers from the device-type selection box lists both Cisco
devices and some devices labeled Generic. These are custom Packet Tracer devices
running on Cisco IOS, but the slots that hold the modules are different.

Routers

A router provides connectivity between two logical networks. Every router in Packet
Tracer can be switched on or off by using the provided power button.

The power switch is required to make a device simulate its real counterpart.
Modules can be added or removed only after powering off the device. If the running
configuration is not saved, power cycling a device will make it lose its configuration.



Network Devices

The following routers are available in Packet Tracer:

Cisco 1841: This is an Integrated Service Router (ISR) having two Fast
Ethernet ports, two slots for High Speed WAN Interface Cards (HWICs),
and one slot for Advanced Integration Module (AIM)

Cisco 1941: This is similar to the previous model but runs on Cisco IOS
Version 15. It has two ports that operate at Gigabit Ethernet speeds.

Cisco 2620XM: This is a multiservice router with one Fast Ethernet port,
two slots for WAN Interface cards, and one slot for AIM.

Cisco 2621XM: This is similar to the previous model, except that this
router has two Fast Ethernet ports.

Cisco 2811: This ISR comes with two Fast Ethernet ports, four WIC slots,
and a dual slot for AIM.

Cisco 2901: This router has two Gigabit Ethernet ports, four WIC slots,
and two Digital Signal Processor (DSP) slots. This router uses Cisco
IOS Version 15.

Cisco 2911: This router has three Gigabit Ethernet ports and all the
other features of the previous router. It runs on IOS Version 15.

Generic Router-PT: This is a custom router running on Cisco IOS.
It contains 10 slots and has separate modules with a naming
convention beginning with PT.

Switches

A switch, also called a multiport bridge, connects more than two end devices
together. Each switch port is a collision domain. The following switches are
available in Packet Tracer:

Cisco 2950-24: This managed switch comes with 24 Fast Ethernet ports.

Cisco 2950T-24: This switch is a member of the Catalyst 2590 Intelligent
Switch family and has two Gigabit Ethernet ports in addition to the 24
Fast Ethernet ports.

Cisco 2960-24TT: This is another 24 port switch; the previous switch
has Gigabit Interface Converter (GBIC) for Gigabit Ethernet ports,
whereas this switch has Small Form-factor Pluggable (SFP) modules
for the same. Note that this is a difference only on real switches,

it has no impact on Packet Tracer.

[16]
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* Cisco 3560-24PS: This switch is different from the others because it is a layer
3 switch that can be used to perform routing in addition to switching. The PS
suffix implies support for Power over Ethernet (PoE), which can be used to
power up IP phones without using power adapters.

* Bridge PT: This is a device used to segment a network and it has only two
ports (which is why it is a bridge; if it had more, it'd be called a switch).

* Generic Switch PT: This is a Packet-Tracer-designed switch running on Cisco
IOS. This is the only customizable switch with 10 slots and several modules.

Like the generic router, the switch section also includes a generic switch with 10 slots
that can be customized with the required modules. Except for the generic switch,
other Cisco model switches cannot be customized and do not have a power switch.
This is because that is how real switches of the same models are designed.

Other devices

Packet Tracer has more than just Cisco routers and switches, which we'll see in
this section. These devices do not have any configuration options and work out
of the box.

* Hub PT: This network hub was the oldest way to connect multiple end
devices together. It still exists in Packet Tracer so that you can simulate
and learn about network storms and broadcasts. This Packet Tracer
device has 10 slots.

* Repeater PT: This device is used to boost the signal on a wire when the
distance between two points is high. We'll be using it in Chapter 5,
Navigating and Modifying the Physical Workspace; this device has two slots.

* Coaxial Splitter PT: This is used to split a single coaxial connector into
two. It has three coaxial ports and cannot be customized in any way.

Customizing devices with modules

A device module is a piece of hardware containing several device interfaces.
For example, a HWIC-4ESW module contains four Ethernet (10 MBps) ports.
Similar to a real router/switch, the device has to be powered off in order to
add or remove modules.
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The power switch is on the right-hand side of each device, with a green LED indicating
that the power is on. Click on this switch to turn it off. To add a module, drag one from
the modules list and drop it onto an empty slot. If a module doesn't fit into that slot, it
automatically returns to the module list.

r

-* Router()

Physical | Config | CLI

MODULES Physical Device View
[M ’ Zoom In ” Original Size ” Zoom Cut ]
HWIC-AP-AG-B | s -
. P
WIC-1AM a- — ) =i
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\NI(:-iEr\IE‘l_ﬁ R e T ! : ! ; %18
WIC-1T Ll e
WIC-2AM \ }
Wic-21 Drag module into slot Power is off
WIC-Cover
£ | B
Custamize —~ Custamize ~
- 470
Ican in l - ‘ Icon in l - ‘
Physical Wiew Logical Wiew
4dding Modules: Drag the module to an available slot an the 2 | % S Sl Sl ol
o o
Removing Modules: Drag the module from the device to the
module list

To remove a module, power off the device and drag it from the slot back to the
module list.

[18]




Chapter 2

Naming convention

Each router has more than a dozen modules but the interface they offer can be
identified by their names. So, we have grouped them based on their similarities.

* Copper Ethernet Interface: This is the normal LAN interface, which takes
in an RJ-45 connector crimped to a copper cable. Based on speeds, these
interfaces are named Ethernet (10 MBps), FastEthernet (100 MBps), and
GigabitEthernet (1000 MBps). Modules having Ethernet interfaces
can be identified with a number followed by E, FE, CE, CFE, or CGE.
Modules with SW provide switching features when used on routers.

°  HWIC-4ESW (four Ethernet switching ports)
°  WIC-1ENET (single Ethernet port)
° NM-IE (single Ethernet port)
°  NM-1FE-TX (single Fast Ethernet port)
°  NMHE (four Ethernet ports)
°  NM-ESW-161 (16 Ethernet switching ports)
°  PT-ROUTER-NM-1CE, PT-ROUTER-NM-1CFE, PT-ROUTER
-NM-1CGE (Packet Tracer custom modules)
* Fiber Ethernet Interface: This is similar to the previous interface, except
that it uses a fiber cable. These modules are identified based on the letter F.
°  NM-1FE-FX (single Fast Ethernet fiber media)
°  PT-ROUTER-NM-1FFE, PT-ROUTER-NM-1FGE (Packet Tracer

custom modules)

* Serial Interface: Modules with serial interfaces have the letter T or the
string A/S. The difference is that the ones with T are synchronous while
the A/S modules are asynchronous. This difference affects only production
environments, but in a simulator it makes no difference.

°  WIC-1T, WIC-2T (a single or dual synchronous serial port)

°  NM-4A/S, NM-8A/S (four or eight asynchronous/synchronous
serial ports)

°  PT-ROUTER-NM-1S, PT-ROUTER-NM-1SS
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* Modem Interface: Modules with this interface have RJ11 ports for analog
telephone cables. They are identified by having the letters AM present after
a number as shown in the following list:

°  WIC-1AM (dual RJ11 ports for phone and modem)
°  WIC-2AM, WIC-8AM (two or eight RJ11 ports)
° PT-ROUTER-NM-1AM
*  WICs within NMs: Some Network Modules (NM) don't take up all the space

of a slot, so they provide WIC slots within them to accommodate smaller cards.
Such modules can be recognized by the letter W at the end of their names.

wi il
- o - 10100BASETX &= g

R e FASTEH o o os o o os g

°  NM-1E2W, NM-1FE2W (a single Ethernet / Fast Ethernet port
and two WIC slots)

°  NM-2E2W, NM-2FE2W (two Ethernet / Fast Ethernet ports
and two WIC slots)

°  NM-2W (no interfaces, only two WIC slots)
* Slot Covers: Packet Tracer also provides covers for empty slots. While it
makes no difference in a simulator, it can give a cleaner look when using

the physical view (more information on this in Chapter 5, Navigating and
Modifying the Physical Workspace).

°  NM-Cover: Covers a network module slot
°  WIC-Cover: Covers a WIC slot
*  HWIC-8A: This module is new to Packet Tracer 6. It provides eight

asynchronous EIA-232 connections to console ports. A router can be
used as an access server if this module is plugged in.
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Creating a custom device

If you require a router with a particular set of modules, it could be a daunting task to
drag-and-drop modules each time before creating a topology. So Packet Tracer offers
a feature to save a device that you've customized as a custom-made device. Carry out
the following steps to create a custom device:

1. Drag-and-drop a network device into the work area. For this example,
we'll use a Generic switch: Switch-PT-Empty.

2. Click on the switch to open its configuration dialog box, and turn the
device off.

3. Add your most-used modules to this switch.
Navigate to Tools | Custom Devices Dialog, or press Ctrl + E.

5. Click on the Select button, and then click on the switch that was
just customized.

6. Provide a name and description, and then click on Add and Save.

This custom device is saved with a .ptd extension in $USERPROFILES$\Cisco Packet
Tracer 6.0.1\templates); to make this custom device available to all users, copy
it to $PT5HOME% \templates)\.

Emulating WAN

To bring in more real-life scenarios, Packet Tracer has devices that emulate a WAN.
Clicking on the WAN emulation cloud icon from the device-type selection box
lists the following devices:

* Cloud-PT: This device looks like a cloud in the toolbar, but under the
configuration window it looks more like a router with several slots.
The following modules are available for the cloud device:

°  NM-1AM: This module provides an RJ11 connector for connecting
modems using telephone cables. The interface name of this module
is ModemN, with N being the port number.

°  NM-1CE, NM-1CFE, NM-1CGE: These three modules provide
an Ethernet, Fast Ethernet, or Gigabit Ethernet interface respectively,
through which the devices connected to the modem and cable
interfaces can be accessed. Except for speed, all three modules
perform the same function.
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°  NM-1FFE, NM-1FGE: These two modules provide Fast Ethernet or
Gigabit Ethernet for connecting fiber media. Functionality-wise, they
perform the same function as the previous modules.

NM-1CX: This module has a coaxial connector for connecting
a cable modem.

NM-1S: A serial port is available on this interface for configuring
frame relay. The Config tab for this interface provides options for
creating frame relay mappings.

* DSL-Modem-PT: This is a modem with an Ethernet interface and an
RJ11 interface. The Ethernet interface can be switched between Ethernet,
FastEthernet, and GigibitEthernet. This device doesn't have any
configuration options.

* Cable-Modem-PT: This modem is similar to the previous one, except that
it supports a coaxial port.

Accessing the CLI

The Command-line Interface of a device in Packet Tracer can be accessed
in two ways:

e The CLI tab

* Console port

Although it is possible to access a device through SSH or Telnet, these are Cisco
methods and are not exclusive to Packet Tracer.

The CLI tab

This is the simplest way of accessing the Command-line Interface of a device; click
on a network device, navigate to the CLI tab, and you'll see the booting process.
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The Console port

There is no difference between what is seen and controlled in this method and
the previous one, but the Console Port can be used to make the topology look
similar to the real world. Follow the steps to configure the console port:

1. Add aPCor alaptop to the workspace.

2. Choose connections, and then click on the console cable.

3. Connect the console cable of the network device to the RS-232 port

of the PC/laptop.

—
l o ——

2621HM
Routerl

-

PC-PT
PCO

4. Open the PC/laptop, navigate to the Desktop tab, open Terminal, and then
with the default settings, click on OK to view the console. The following
screenshot displays a router's console through its terminal:

Physical | Config Desktop | Software;'Servicesl

=10l

Compiled Wed 27-Apr-04 15:01 by miwang

Cisco Z8Z1 (MEC

Processcr board ID JRDOS1S0MTIZ (4232853914353)
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—--- SBystem Configuration Dislog ---
Continue with configuration dizleog? [yes/necl: no
Eress RETURN to get sterted!

|| Router>

8&80) processor (revision OxZ200) with Z5335ZE/81%ZK bytes of memor

|

[23]




Network Devices

In step 2, if you use the Automatically Choose Connection Type option,
the Ethernet ports of both of the devices will be connected.

Configuring network devices

In this section, you'll learn how to configure Cisco routers and switches without
using a single command! Yes, it is possible; Packet Tracer provides a Config tab
that contains GUI options for the most common configurations. What's more, as
you tinker with the GU]I, its equivalent Cisco IOS command is also displayed.

Take a look at the following screenshot:

T =
Physical  Config | CLI I
GLOBAL 1=
Settings FastEthernet0/1
n 1 = 1
Algorithm Settings Port Status I on
SWITCH
VLAN Database Bandwidth M Auto
LHIERENGE 10 Mbps & 100 Mbps
FastEthernetd/1
FastEthernet0/2 Duplex WV Auto
FastEthernetd/ ¢ Full Duplex * Half Duplex
FastEthernetD/4
FastEthernetl/s | Access ;I VLAN |1 ;I
FastEthernetl/&
FastEthernetd/7 Tx Ring Limit Il0
FastEthernetl/s  ¥|
Equivalent 105 Commands
Switchiconfigure terminsl -
Enter configuration commands, one per line. End with CNTIL/Z.
Switch (config)#interface FastEthernetl/s1 [
Switch (config-if) fshutdown -
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From the Config tab of the switch, we will set the Interface option to FastEthernet(/1
and uncheck the On checkbox for Port Status. So the Equivalent IOS Commands
section displays the following command to achieve this process:

Switch>enable

Switch#fconfigure terminal

Switch (config) #interface FastEthernet0/1

Switch (config-if) #shutdown
Using the Config tab, the following can be configured:

* Global settings
* Routing (on a router and a layer 3 switch)
* VLAN database (on a switch)

* Interface settings

Let's see what options are offered under each of these sections.

Global settings

The first part of Global settings allows you to change the Display name and
Hostname of the device. The display name can also be changed by clicking on
the name below the device icon. The configuration file for the device can also
be saved, erased, or exported for later use.

The Algorithm Settings section contains settings meant for advanced users who
want to minutely tweak their device to see how it responds to certain situations.
These settings can also be globally set for all network devices by navigating to
Options | Algorithm Settings, or by using the shortcut Ctrl + Shift + M.

Routing
This section has options for configuring Static and dynamic routing (RIP). To
configure static routing, enter the network address, netmask, and its next hop
address, and then click on Add. Here is some sample network information:

* Network: 192.168.30.0

* Mask: 255.255.255.0

* NextHop:10.0.0.6
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To configure Routing Information Protocol (RIP), it is enough to add only the
network IP. Please note that the GUI uses RIP Version 1, so classless routing is
not supported. Routing will be discussed in detail in Chapter 6, Configuring
Routing with the CLI. Apart from routers, routing can also be configured on

the 3560-24PS switch, as it is a layer 3 switch.

The VLAN Database

This section will teach you how to create and remove VLANs. VLANs and trunking
are discussed in Chapter 10, Configuring VLANs and Trunks. Only the VLAN database
can be modified from these options; adding interfaces to these VLANSs is what we'll
see in the next section.

Interface settings

This section slightly differs from the switch and the router. Switches have options
for modifying the speed and duplex setting and for assigning a port to VLAN. On
routers, the VLAN section is replaced by the IP address configuration.

While changing the speed and duplex settings, if you are setting it to anything other
than auto, make sure that the settings are the same on both ends. For example, if you
set it to 100 MBps on one end and 10 MBps on the other, the link won't come up.

Summary

In this chapter, we learned a lot about network hardware devices and their modules,
along with each one's features, limitations, and their naming convention. We have

also seen the methods through which the CLI can be accessed. By now, you will have
been able to configure these devices with just the GUL If you are the adventurous kind,
go ahead and try creating a simple topology with a couple of routers and PCs residing
in different logical networks.

In the next chapter, we'll learn about the end devices available in Packet Tracer. The
options in the Config tab of these devices will also be explored. You'll be surprised
to see the number of devices available.
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If network devices are the core, end devices are the ones that use this core. Packet
Tracer offers a wide range of end devices, starting from PCs and laptops, to tablets,
PDAs, and even a TV! In this chapter, we'll learn about each end device, the modules
available for it, and its configuration options. You'll be surprised to find that these
end devices support a wide array of modules; such as network devices, and also
have a lot of utilities under the Desktop tab that match the ones you have on

your real computer!

Desktops and laptops

Desktops and laptops form the highest level of configurable and usable client devices
in Packet Tracer. There is no difference between them when it comes to usability;
only the naming conventions of the modules are different.

The following modules are available for desktops and laptops. Similar to routers
(as seen in the previous chapter), these devices too have to be switched off
before adding/removing modules.

* Linksys-WMP300N: This provides a wireless interface for configuring
WLAN on a WiFi network.

e PC-HOST-NM-1AM: This provides an RJ11 interface that can be used
as a dial-up modem.

e PC-HOST-NM-1CE, PC-HOST-NM-1CFE, PC-HOST-NM-1CGE: These
three modules provide an Ethernet, FastEthernet, and GigabitEthernet
connection, respectively.
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e PC-HOST-NM-1FFE, PC-HOST-NM-1FGE: This is the fiber Ethernet version
of the previous module.

* PC-HOST-NM-1W, PC-HOST-NM-1W-A: Both of these modules provide
a wireless interface for WLAN. The first one has a frequency of 2.4 GHz
and the second 5GHz for 802.11a networks.

* PC-HEADPHONE, PC-MICROPHONE, PC-CAMERA, PC-USB-HARD-
DRIVE: These modules serve the purpose of representing each of their
respective devices. They do not have any functionality associated with them.

On laptops, the same modules are available with a different name. Instead
of HOST, LAPTOP is used. So, a PC-HOST-NM-1AM module is named
PC-LAPTOP-NM-1AM.

Servers

Servers are an entirely different breed when compared to other end devices. They
have various functionalities and also have space for two network interfaces. The
modules available for servers are the same as PC modules, except that the servers
do not have the PC-HOST-NM-1AM module.

Looking under the Config tab of a server, you can see that the following services
are available. Let us look at what each of these offers.

HTTP

The HTTP service offers a web server that runs both HTTP and HTTPS protocols.
A textbox below the HTTP section provides options to create and edit static HTML
pages. These are displayed when this server is accessed through the web browser
utility of other end devices. This service is on by default.

DHCP

The DHCP service can be used to assign IP addresses to routers. This section
has options to create and edit DHCP pools of IP addresses. It has a default pool
called serverPool, which cannot be removed or edited. This service is off by default.
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TFTP

The TFTP service can be immensely useful when learning about backing up and
restoring Cisco IOS images and configuration files. This section lists several IOS
images from routers and switches available in Packet Tracer. If any file is copied
from a network device to the TFTP server, that too will be displayed. A sample
is available at Cisco Packet Tracer 6.0.1\saves\Server\TFTP\TFTP.pkt.
This service is on by default.

DNS

The DNS service is for resolving domain names to IP addresses. The DNS service
offers the following record types: A, CNAME, SOA, and NS. Though this interface
looks simple and complete, multilevel DNS setups can be configured. A sample

is available at Cisco Packet Tracer 6.0.1\saves\Server\DNS\Multilevel
_DNS.pkt.

A DNS cache button allows you to view cached DNS requests and has a feature
that clears this cache. This service is off by default.

SYSLOG

This protocol provides a centralized logging service. Setting the Syslog server's IP to
point to the configured server's IP from a network device fills the table in the Config
tab with all of the logging messages generated by the device. This service is

on by default.

AAA

AAA stands for Authentication, Authorization, and Accounting. This service is used
for centrally managing the credentials of all network devices. It supports the RADIUS
and TACACS authentication protocols. The options in this section allow you to create
users and configure the network credentials to be used. Several samples are available
at Cisco Packet Tracer 6.0.1\saves\Server\AAA\. This service is off by default.

NTP

Network Time Protocol ensures that the clocks of all devices are synchronized
properly. This section has a calendar to set the date and time. Optionally, NTP
authentication can also be configured. Once the server has a proper time set,
all of the network devices can be configured to synchronize their clocks from
this server. This service is on by default.
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EMAIL

This section incorporates SMTP service and POP3 service. A domain name can
be set and users created so that users can communicate by using the EMAIL
option under the Config tab of a PC or laptop.

Only one domain is allowed per server, and either SMTP or POP3 can be
switched on or off as desired.

FTP

FTP has more features as compared to TFTP. Users can be created and permissions
can be granted to each one of them. This section also lists files that have been
uploaded. There is no GUI client for accessing the FTP server. But the command
line under the Desktop tab provides the FTP command-line client. A sample is
available at Cisco Packet Tracer 6.0.1\saves\Server\FTP\FTP.pkt.

Firewall/IPv6 Firewall

Because the server has two network interfaces now, the firewall feature has been
introduced in PT Version 6. This section allows you to configure inbound rules
that match source/destination IP addresses and local /remote port numbers.
Based on the match, the connection can either be allowed or denied.

Other end devices

Apart from PCs, laptops, and servers, Packet Tracer has a lot of end devices;
some of these have no functionality while some provide interesting features.

* Printer-PT: This is a network printer with modules similar to a PC except for
the PC-HOST-NM-1AM module. The only option available in this device is
the IP address configuration option.

* 7960: This is a Cisco IP phone with two Ethernet ports, one for connecting to
a switch and another for connecting to a PC. The only module available is IP_
PHONE_POWER_ADAPTER. If PoE (Power over Ethernet) is not available,
this module has to be used to power the device on.

* Home-VoIP-PT: This device has no modules and the only configuration
available is for the server address. This should be the IP address of the router
on which Communications Manager Express (CME) has been configured. It
has an Ethernet port and an RJ11 port for an analog phone.
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* Analog-Phone-PT: This is a phone with an RJ11 connector, which, when
connected to a Home-VoIP-PT device, can be used to make calls between
Cisco IP phones.

* TV-PT: This television has a coaxial port and a single configuration option
to turn it on or off. The screen can be viewed only in the Physical view of
Packet Tracer. When this device is connected to Cloud-PT, it can be used
to display a slideshow of images.

* TabletPC-PT: This has desktop options similar to a PC but doesn't have
any modules. It has a wireless interface for connecting it to a WLAN.

* PDA-PT: This device is similar to the tablet we saw previously.

e  WirelessEndDevice-PT: This is a device with a wireless interface. It has
an editable GUI that uses HTML code. The GUI tab has Traffic Generator
similar to the one available on PCs and laptops.

*  WiredEndDevice-PT: This is similar to the previous device but has
a wired interface.

Configuring end devices

End devices have a Desktop tab, which provides a lot of utilities for testing
and debugging the network. We will learn about each utility in this section.

The following utilities are available for PCs, laptops, PDAs, and tablet PCs.

IP Configuration

We have already used the IP Configuration utility in Chapter 1, Getting Started
with Packet Tracer, when we created a simple topology. This option is used to
choose between a dynamic and static IP address. Entering a static IP address
fills the Subnet Mask field; according to the class of the IP address, this field
can also be edited if required. If DHCP is configured on Server-PT, choosing
DHCEP here obtains an IP address dynamically. Starting with Packet Tracer
Version 6, this utility also has a section for configuring IPv6 addresses.
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Dial-up

A modem dialer, this utility can be used if the PC-HOST-NM-1AM module is
plugged in. This utility is available only on PC-PT and Laptop-PT devices as
other end devices do not have the NM-1AM module. A cloud-PT device with
phone numbers is required to be connected to this PC on one end and a router on
the other end with a modem interface. A username/password combination is also
required in the router; after this is done, entering them in this utility creates

a connection.

Terminal

We used this utility in Chapter 2, Network Devices, for accessing the CLI through the
console port. In most cases, the settings in this utility can be left to their defaults; but
if you change the baud rate of the network device, it has to be changed here so that
they match. This module is not available on the Server-PT device as it doesn't have
an RS-232 interface.

Command Prompt

This utility simulates the command line offered in Windows Operating Systems.
Only a limited set of commands are available but they are enough to test the
network. The following are the commands available:

? arp delete dir ftp help ipconfig ipvé6config netstat nslookup ping
snmpget snmpgetbulk snmpset ssh telnet tracert

Each command's supported parameters can be found by entering a command
without any options as shown in the following screenshot:
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Command Prompt

Packet Tracer PC Commend Line 1.0
PCrping
Packet Tracer BC Ping

Usage: ping [-n count | —v TOS | -t ] target

PCr»a3sh
Packet Tracer PC SSH
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Usage: tracert target
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Usage: ftp target
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Displaying arguments for each command

Web Browser

Web Browser is a utility with minimal options, which can be used if you have
a Server-PT device configured with HTTP. This can also be used if there is a

Linksys-WRT300N device to access its web interface. This utility has only back,
forward, go, and stop buttons and does not store any cache or history.

PC Wireless

This utility is designed for the Linksys-WMP300N module. It displays signal

strength information and also has options for choosing a wireless network and
modifying profiles to connect to wireless routers that are not broadcasting their
SSID. These settings can also be saved, imported, or exported. Wireless networking
will be explained in detail in Chapter 9, Setting Up a Wireless Network. This utility is
available only on PC-PT and Laptop-PT devices, as other end devices do not have

the Linksys module.
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VPN

The VPN utility is used to create a VPN connection for secure communication.
A router has to be configured as a VPN server for this to work. A sample topology
is available at Cisco Packet Tracer 6.0.1\saves\PC\VPN\Vpn Easy.pkt.

Traffic Generator

This utility is similar in functionality to the Add Simple PDU and Add Complex PDU
tools in the common tools bar. It is used to create customized packets and send them at
periodic intervals. This is immensely useful for simulating a real environment.

MIB Browser

The MIB (Management Information Base) Browser utility sends out SNMP requests.
This allows you to retrieve router and switch data or make changes to the devices.

A get request is sent to fetch a value, whereas a set request is sent to modify a value.
A router has to be configured with an RO (Read Only) community string and RW
(Read Write) community string. This utility is not available on the Server-PT device.
A sample topology is available at Cisco Packet Tracer 6.0.1\saves\PC\MIB_
Browser\SNMP_Router.pkt.

Cisco IP Communicator

Cisco IP Communicator is a Cisco software that can be used to turn a computer into

an IP phone. This utility is available in Packet Tracer to make and answer calls using

a PC or laptop. Clicking on it opens a phone GUI that can be used to dial numbers;

the default TFTP server can also be changed by navigating to the Preferences... option,
as shown in the next screenshot. This utility is not available on the Server-PT device.
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E Mail

This is an e-mail client utility that can be used to send and receive e-mails. The first
time it is opened, it has to be configured with the Incoming mail server (POP3),
Outgoing mail server (SMTP), and credentials. A Server-PT device has to exist in
the topology with its EMAIL section configured. This utility is not available on the
Server-PT device. A sample topology is available at Cisco Packet Tracer 6.0.1\
saves\Server\Mail\mail 2Server 2PC.pkt.

PPPoE Dialer

This utility is required to establish a connection using a DSL-Modem-PT device. On
one end, the modem device connects this PC over Ethernet and on the other end, it
has a cloud connected by a phone wire. A router has to be configured as a PPPoE
server with a username and password. A sample topology is available at cisco
Packet Tracer 6.0.1\saves\Router\PPPOE\client.server.modem.pppoe.pkt.
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Text Editor

The Text Editor utility is similar to the Notepad available in Windows. It can be
used to create, edit, and save text files that can be listed using the dir command
in the command-prompt utility. Created text file can also be used to test FTP by
uploading it from the command line.

Summary

In this chapter, we discussed all of the end devices available in Packet Tracer. This
marks the end of the learning phase of devices. Do check the sample topologies
mentioned in each section. Packet Tracer also has instructions on how to use them.
Now that you are familiar with all of the devices available in Packet Tracer, their
modules, and the utilities available, we will learn how to use them.

In the next chapter, we will start creating topologies that include the devices we've
learnt about so far. We'll also be learning how packets move from one hop to another
using the simulation mode. We will also see how to create clusters of multiple
devices for a clean look.
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So far, we have learned a lot about the devices available in Packet Tracer. In this
chapter, we will start putting these devices to use. We'll learn what it takes to
create a network topology, its connections, and link indications. Then we'll test the
connectivity between the topologies and a PDU (Protocol Data Unit), both simple
and complex. Once we are done with that, you'll no doubt be curious to see how
data moves from one node to another. That will be taken care of by the simulation
mode of Packet Tracer. Finally, we'll clean up our workspace a bit by using the
clustering feature.

Connecting devices

Choosing the Connections icon from the device-type selection box lists several
cables in the device-specific selection box. Packet Tracer provides the following
cables that can be used to connect devices:

* Console: This is a console cable that is used to view the network device's
console from a PC/laptop. One end of the cable connects to the console
port of a network device while the other one connects to the RS-232 port
on a PC/laptop.

* Copper straight-through: This is a standard Ethernet cable that is used
to connect two devices that operate in different layers of the OSI model
(such as hub to router and switch to PC). It can be used with Ethernet,
Fast Ethernet and Gigabit Ethernet port types.

* Copper cross-over: This Ethernet cable connects devices operating in
the same OSI layer (such as hub to hub, PC to PC, PC to router, and
PC to printer). This cable can also be used with Ethernet, Fast Ethernet
and Gigabit Ethernet port types.
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Fiber: This cable connects Fast Ethernet and Gigabit Ethernet ports of
a fiber port.

Phone: This RJ11 cable connects the analog phone to a VoIP phone
or a PC's modem to a cloud. It also connects the modem interface of routers.

Coaxial: The coaxial cable connects the cloud with a cable modem and a TV
with the cloud.

Serial DCE and DTE: Serial cables connect routers together and connect
routers to the cloud. The DCE (Data Circuit-terminating Equipment) end
has a clock symbol on it. Clocking must be enabled on this end using the
clock rate <300-4000000>command to bring the line protocol up. If Serial
DTE (Data Terminal Equipment) is chosen, the first device connected with
this cable will be the DTE end and next device will be the DCE end. For the
Serial DCE cable, this is just the opposite.

Octal: This cable was introduced in PT Version 6. It has a high-density
connector on one end and eight RJ45 plugs on the other.

Automatically choose connection type: If you are confused about the cable
to use, choosing this option automatically connects two devices with the best
cable. We say best cable because if you have two routers with serial and Fast
Ethernet interfaces on both of them and want to connect both of their Fast
Ethernet interfaces, choosing this option will connect only their serial
interfaces together. Similarly, console ports cannot be connected using

this option.

Link status

After connecting devices together, you'll find a light at each end of the cable; this
indicates the state of the connection, as follows:

Bright green: This indicates that the physical link is up, but it doesn't indicate
the status of the line protocol.

Blinking green: This indicates link activity.

Red: This indicates that the physical link is down. This can be caused by
incorrect cables or by a port being administratively shut down.

Amber: This appears only on switches, and indicates that the port is running
the STP (Spanning Tree Protocol) algorithm to detect layer 2 loops.
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Let us demonstrate how to connect devices in a topology containing a PC, laptop,
switch, and a router. We will be using the following topology for this demo:

—r e
- e
! 41
e j
SC-ET Rciterld
PO L, !
I AL

25950-24
Switcho
-—'/
Laptop-FT
Laptopld

After adding the devices shown in the previous topology, click on a connection type
from the device-type selection box and choose a connection. Click on a device and a
context menu will list all of the interfaces available for the device. Select the interface
and repeat the same steps on the other device to create a link between the two.

BB Console

r: [ ] FastEthernet0/0

I‘)Eute ru

¥

If a router is connected to any device, the link status will be red because routers have
their ports in "shutdown" status by default. If a device is connected to a switch, the link
is initially amber in color, indicating that it is going through the states of STP.

Testing connectivity with PDUs

Once a topology has been created, connectivity can be tested between devices
by using either simple or complex PDUs. Although it is possible to do the same
by pinging devices from their command-line interface, using the PDU option

is quicker for large topologies.
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Simple PDU

The Add Simple PDU option uses only ICMP (Internet Control Message
Protocol). We will create a topology with a PC and a server to demonstrate
how this option works:

1. AddaPCand aserver to the workspace and connect them using a copper
crossover cable.

2. Assign IP addresses to both of them in the same subnet. Example, PC1:
192.168.0.1/255.255.255.0 and PC2: 192.168.0.2/255.255.255.0.

3. From the common tools bar, click on the closed envelope icon or use the
shortcut key P.

4. The pointer will change to an envelope symbol. Click on the PC first and then
on the server. Now look at the User Created Packet box. You'll see the status
as Successful and will also see the source, the destination, and the type of
packet that was sent.

Fire |Last Status | Source | Destination |Type | Color | Time (sec) | Periodic | Mum | Edit

& Successful  FCO ServerD ICMP 0.000 M 0 {edit

That was very simple, wasn't it? Now let's see what complex PDUs have to offer.

Complex PDU

We will demonstrate complex PDUs with the same PC-Server topology:

1. Click on the open envelope icon or press C; this is the Add Complex PDU
option.

2. Click on the PC and the Create Complex PDU dialog box opens. Select the
application and fill the Destination IP address (IP of the server), Starting
Source Port, and Time fields, and then click on the Create PDU button.
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* Create Complex PDU X

—Source Settings

Source Device: PCO

Qutgeing Port:

FastEthernet LI W zutc Select Port
—FDU Settings
Select Application: IH'I'I'P ;l

Destination 1P Address: ILD.D.U.2

Source IP Address: I—
TIL: [z2—
TOS: [o—
Starting Source Port: IF
Destination Port: IBD—

ID—

Size:

—Simulation Settings

% One Shot Time: |D| Seconds
~ Pericdic Il*te-'-.-al:l Seconds

Create PDU |

3. Now click on the server and then look at the user-created packet box.
An entry indicates a successful TCP three-way handshake as shown in
the following screenshot::

Fire |Last Status | Source |DCestination |Type |Color | Time (sec) | Periodic | Mum | Edit
M Successful  FCO 10.0.0.2 cr IR 0.000 M 0 (edit

See the red button under the Fire column? Double clicking on it will send the same
packet again.
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Using the simulation mode

All of this was done while we were working in real-time mode, so the only indication
of traffic was the link status blinking green. But, using simulation mode, you can

see packets flowing from one node to another and can also click on a packet to see
detailed information categorized by OSI layers.

Use the realtime/simulation tab to switch to the simulation mode.

Click on the Auto Capture / Play button to begin packet capture. Try a Simple PDU,
as described in the previous section, and the event list will be populated with three
entries, indicating the creation of an ICMP packet, ICMP echo sent, and ICMP

reply received:

— Ewvent List

Wis. ITime (sec) ILast Device | At Device IT'5|’|:IE IInfD I

0.000 -- PCO ICMP
0.001 BCO ServerD ICMF
¥  0.002 Serverl PCO ICMF

If you click on a packet (the envelope icon), you'll be presented with the packet
information categorized according to OSI layers. The Outbound PDU Details
tab lists each layer's information in a packet format:

~ PDU Information at Device: PCO X

OSI Model  Outbound PDU Details |

—PDU Formats

Ethernet I1

1] 4 8 14 13 Byte:s
PREAMELE: DEST MAC: SRC MAC:
101010...1011 0001.4279.6610 | o0E0.FRCC.7B3Y
TYPE: DATA (VARIABLE LENGTH] FCS:
0%E00 0x0
IE
a 4 B8 18 18 31 Bits
s+ [ m [ osce:oxo TL: 28
ID: Oxdd 0x0 0x0
TTL: 255 | PRO: Oxl CHKSUM
SRC IP: 10.0.0.1
DST 1P: 10.0.0.2
QFT: 0x0 0x0
DATA (VARIABLE LENGTH]
ICHE
Q ] 1lg 31 Bics
[ TveE: oxe [ cooE: oxn | CHECKSUM | -

[ 10: Oxa | SEQ NUMBER: S | -
4 | _'l_l
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The simulation mode has a Play Controls section that works similar to the controls
of a media player and is as follows:

* Back: This button moves the process one step back each time it is clicked on.

* Auto Capture / Play: Pressing this button results in all of the network traffic
(chosen under event filters) being continuously captured until this button is
pressed again.

* Capture/Forward: This is the manual mode of the previous button. This
has to be pressed each time to move the packet from one place to another.

Clustering a topology

When large topologies are created, it becomes difficult to understand them after
a while. Clustering comes to the rescue by combining several devices that you
choose into a single cloud icon. Then, double-clicking on the cluster expands
and displays the devices normally.

Let us see how to create a cluster:

1. We'll be using the following topology containing three switches and nine
PCs. While this is not at all cluttered, it will give you an idea when to use
this feature.

o
;I Switchl

2950-24 FC-PT
Switch2
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2. Click on the whitespace next to PC3; drag your mouse to select PC3, PC4, PC5,
and Switch1; and click on the New Cluster button on the top-right corner.
Repeat these steps selecting the other two sets of three PCs and a switch.

3. You'll get a clustered view as follows:

Clusterd Clusterz

4. Double-clicking on a cluster expands it and displays only the devices within
it. To go back, click on the Back button on the top-left corner.

Clusters can also be created inside clusters. A cluster is a feature of the
logical workspace and hence does not affect how devices are displayed
in the physical workspace.

Summary

In this chapter, we learned the nuances of creating a network topology in Packet
Tracer, the types of connections available, and link statuses. We also saw how to
test connectivity by using simple and complex PDUs. The test feature will help
you a lot as you build complex topologies. Then we saw the simulation mode

of Packet Tracer — go ahead and explore this mode using hubs and look at the
difference between hubs and switches. Finally, we learned about creating and
managing clusters.

In the next chapter, we will move the physical workspace of Packet Tracer and
start creating wiring closets, offices, and entire cities! You will learn about the
physical limitations of each network technology and the purpose of devices
such as repeaters.
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A simulator, as the name says, only logically simulates the required environment.
However, Packet Tracer is much more than that. It simulates devices physically too.
You've read that a copper Ethernet cable has a range of 100 meters, but have you
bothered to try using it? Getting a 100 meter wire and struggling with it is not at all
required as we will do just that in this chapter. Do you find the device icons boring?
How about spicing things up with your own icons and background images? We will
show you all this and more in this chapter.

Creating cities, offices, and wiring
closets

So far, we've used the logical workspace to create topologies. The physical
workspace makes your logical topology more realistic by giving it a physical
dimension. The physical workspace has four environments: Intercity, City,
Building, and Wiring closet.

* Intercity: This is the largest environment consisting of cities. Cities,
buildings, and wiring closets can be created in this layer using the
controls on the toolbar.

* Cities: This layer contains buildings and wiring closets. The default city
is named Home City. Cities can be dragged and placed anywhere on the
intercity map.
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* Buildings: This layer contains wiring closets. The default building is
named Corporate Office.

* Wiring closet: This is the final layer that contains devices placed in the
logical topology. Its default name is Main Wiring Closet and it doesn't
have any specified area.

Moving devices physically
All devices used in the logical workspace are placed in Main Wiring Closet;
we'll learn how to move them.

1. Create a topology in the logical workspace with two PCs. Replace their
default modules with PT-HOST-NM-1FGE (remember to switch off both
the PCs before doing this) because Ethernet has distance restrictions (we'll
learn more about this in the following section). Connect both of them with
a fiber cable and assign IP addresses.

2. Switch to the physical view, click on the New City button on the yellow
toolbar, and rename the newly-created city. In this example, we'll name
it Remote City. Open this city and create a new building, and then create
a new wiring closet within this building.

3. Use the NAVIGATION button and navigate to Home City | Corporate
Office | Main Wiring Closet. This contains both the PCs we inserted in
the logical workspace, as shown in the following screenshot:

? Physical Locations &3
Current Location: Office Building
Mame Type
3. Intercity Intercity
=-Home City City
{ [E-Corporate Office Building
5-Main Wiring Closet Wiring Closet
Z-Table Table
PCO Device
LpCl Device
3-Remote City City
- Office Building Building
LeWiring Closet Wiring Closet

|Jurnp to Selected Location
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4. Use the Move Object button (or keys Shift + M) and move one of the PCs
to Remote City | Office Building | Wiring Closet, as shown in the
following screenshot. This can also be done in the navigation box by
using the drag-and-drop feature.

I Move Object I Grid Set Background

PC1]

—— ]
-
] Move to Intercity
Home City b

Move to New York |

K Move to Office Building |
E O B 68 o ccxct |

5. Navigate to the intercity and you'll find a link between home city and remote
city. Now navigate to Remote City | Office Building | Wiring Closet to find
the PC we moved.

Moving back to the logical topology, you'll see absolutely no difference in the
placement of the PCs. Devices can also be moved to the intercity, cities, and
buildings. In these cases, the icon of the device is displayed in the physical
environment.

Managing cables and distances

The physical view adds a dimension of distance for wired and wireless devices.
This is very useful for working out the placement of wireless devices.
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Cable distances

Measuring a cable is as easy as placing the pointer on a cable in the physical view
(as shown in the following screenshot):

From Device: PCO/GigabitEthernet
To Device: PC1/GigabitEthernet

Cable Length: 229111 meters ——
Total Cable Length: 229,111 meters

Home City

Standard copper Ethernet cables can extend up to a length of 100 meters; let's test
this with the physical view:

1. Create the same two PC topologies that we used previously (as shown in
the following screenshot) but use the copper cable instead of the fiber one.

2. In the physical view, move both the PCs to the intercity by following
the instructions in the previous section.

3. Navigate to the intercity and check the distance between them. If the distance
is less than 100 meters, move them further apart, until the distance between
them is more than 100 meters.

- ]
] '
PCO From Device: PCO/FastEthernet
To Device: PC1/FastEthernet
Cable Length: 120.395 meters
Total Cable Length: 120,395 meters

4. Now come back to the logical view and you'll find that the link status of both
the PCs is red because the connection came down due to the distance.
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5. Delete the link between the PCs and place a Repeater-PT from the hubs
section. Connect both the PCs to the repeater with a copper straight-through
cable. The link still remains down because this repeater was placed in the
main wiring closet (which is still at a larger distance) that is very far from
the intercity, as shown in the following screenshot:

=

PCO Repeater( PC1

(0

6. Move to the physical view, navigate to the Main Wiring Closet and move
the repeater to the intercity. Go to the intercity and place the hub between
the two PCs. Now you'll find that the link comes up as the repeater boosts
the signal.

Cable manipulation

Let's move to the cable manipulation part of the physical workspace. Once you have
a lot of devices, it becomes confusing to see which cable connects to what. Packet
Tracer's physical workspace has a feature that allows cables to be color coded.

To color-code a cable, click on a wire in the physical view, choose Color Cable from
the context menu, and pick a color from the Select Color dialog box. The following
screenshot shows cables after they've been color coded:
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The physical workspace also has a bend point creation feature that can be used
to remove the tangled look of cables. To create a bend point, click on a cable and
choose Create bendPoint from the context menu. Any number of bend points
can be created on a single link, as shown in the following screenshot:

In addition, bend points can also be grouped together to form group points. To create
a group point, drag a bend point and place it on another bend point. The red circle
changes to a yellow square, as shown in the following screenshot:

_,i Fh

[: PC3 PCO .
—
P4 SwitchO | s
} PC1
— —
AR )
PC5 pC2

To delete a bend point, use the delete tool from the Common Tools bar and click
on the bend point. This removes only the bend point; the connection still remains.

To delete a group point, use the same delete tool and click on the group point.
A context menu contains options to either ungroup a single bend point or to
ungroup all. This removes only group points; the bend points remain as it is.
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Customizing icons and backgrounds

Even though Packet Tracer offers its own set of icons for each device, it is also
possible to change it with our own icon. To change the icon of a device, click on
it and from under the Physical tab click on the Customize Icon in Logical View
button. Choose an icon from a location to change it in the logical view as shown
in the following screenshot:

Ei_ — —— — -u_'l
&L
PC-PT

Pe-FT PC1

PCO

If an icon is customized in the physical view, its changes are visible only if it is
placed somewhere outside the wiring closet. The backgrounds of both the logical
and physical workspaces can also be customized. To change the background of the
logical workspace, click on the Set Tiled Background button and choose an image.
If the chosen image is smaller than the workspace, you can use the Display Tiled
Background Image option.

In the physical workspace, the background can be changed for each of the intercity,
city, building, and wiring closets in the same way.

Summary

In this chapter, we've learned about the physical workspace of Packet Tracer. This will
help you to discover a lot of new possibilities for using wireless devices. Customizing
icons and backgrounds not only improves aesthetics but also helps to differentiate
between devices belonging to different organizations. In the next chapter, we will
focus more on Cisco networking by explaining IP routing — both static and dynamic.
The simulation mode comes very handy here, to see how things work.
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Configuring Routing with
the CLI

We have finally reached the important part of networking —routing. Routing allows
communication between multiple logical networks. When configuring routing on
the command line of Packet Tracer —similar to configuring on physical hardware
—you'll find that Packet Tracer offers a GUI to configure static and RIP routing
protocols. In addition to this, we'll also see how load balancing works using the
simulation mode, which will help you understand things better.

Static routing

Static routing is the no-brainer method for configuring routing even though it
requires more work. With Packet Tracer, static routing can be configured using
the GUI alone. In this method, we configure a router with a destination and a
gateway to reach it. So, each router in a topology should know the means to reach
all destinations in the network, which requires manual work. Similarly, if a router
is added or removed from the topology, all routers must be manually updated to
reflect this.
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Static routing with GUI

Even if you do not know Cisco commands, this feature of Packet Tracer comes
in handy. For this exercise, we will be using the topology shown in the following
screenshot:.

192,163,30.0/24

— I
.
 Falf0e tFaD_-"l
192.158.10.0/24 #1841 Ty

R2 . ~
Fail i \F:'_Z'H.-'"J
'“‘.-'_P"':.,: [ 'J“r:"'_"
\ ‘Fa-j_.-i Falfile" &
1641 ", 1841
R1 t Rd

& 0.0/ \vFa'j_'
192,168,20.0/24 s

"
1841
R3

ipa0/i.” 192.153.40.0/24
- aF

This network has four routers in a ring topology, with no PCs or loopback interfaces.
Because we will be using only the GUI here, configuration will be kept to a
minimum. The topology can be configured by performing the following steps:

1. Click on a router icon, go to the Config tab, select an interface, and configure
the IP address. Make sure that you select the On checkbox in this section to
bring the port state up. For this example, we'll be using the following

IP addresses:

Router Interface IP Address

R1 FastEthernet0/0 192.168.10.1
FastEthernet(/1 192.168.20.1

R2 FastEthernet0/0 192.168.10.2
FastEthernet(/1 192.168.30.1

R3 FastEthernet0/0 192.168.20.2
FastEthernet(/1 192.168.40.1

R4 FastEthernet(/0 192.168.30.2
FastEthernet(/1 192.168.40.2
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2. Under the ROUTING section, click on Static. The following screenshot

is displayed:

Physical

GLOBAL 2

Settings
Algorithm Settings
ROUTING
Static
RIP
SWITCHING
WLAN Database
INTERFACE
FastEthernetl/0
FastEthernet0/1

[

Config | cu |

RT=TE

Static Routes

Network
Mask
Next Hop

192.168.40.0

255,255,255.0

192.168.20.2
Add

Network Address

192.168.30.0/24 via 192,168.10.2

Equivalent I0S Commands

Remove |

3. The following settings will be used for configuring static routing using the
GUI. The concept here is to enter all routes that are not directly connected

to a router and a gateway IP that belongs to a network that is directly

connected.

Device Network/Mask Next Hop

R1 192.168.30.0/255.255.255.0 192.168.10.2
192.168.40.0/255.255.255.0 192.168.20.2

R2 192.168.20.0/255.255.255.0 192.168.10.1
192.168.40.0/255.255.255.0 192.168.30.2

R3 192.168.10.0/255.255.255.0 192.168.20.1
192.168.30.0/255.255.255.0 192.168.40.2

R4 192.168.10.0/255.255.255.0 192.168.30.1
192.168.20.0/255.255.255.0 192.168.40.1

4. Now use simple PDU and test the connectivity between all of the routers.

Then use the simulation mode to find the route taken by the packets.
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5. How about taking a look at the routing table? For this, too, the GUI
has an option; click on the inspect icon or press [ and select a router.
A table containing four routes will appear for each router, as shown
in the following screenshot:

X
Type Metwaork Fort Mext Hop IF IMetHc
- 192.168.10.0/24 FastEthernetd/0 --- a/a
C 192.168.20.0/24 FastEthernetd/1 --- 0/0
5 192.168.30.0/24 --- 192.168.10.2 1/0
5 192.168.40.0/24 --- 192.168.20.2 1/0

But we configured only two routes, so why four? The extra two routes are the
subnets of the directly-connected links.

In this topology, even though there is an alternate route to each network, only one

route is used because this is how we have configured it. We'll learn more about
having more than one route in the Load Sharing section.

Static routing with the CLI

The configuration and the topology will be same in this section. We'll only see the

commands required for one device. The topology can be configured by performing

the following steps:

1. Assign IP addresses to the interfaces on each router using the following

commands:

Rl (config) #interface FastEthernet0/0
Rl (config-if)#ip address 192.168.10.1 255.255.255.0

Rl (config-if)#no shutdown

Rl (config-if)#exit

Rl (config) #interface FastEthernet0/1
Rl (config-if)#ip address 192.168.20.1 255.255.255.0

Rl (config-if)#no shutdown

Rl (config-if)#exit
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2. Configure static routing with the ip route command, using the following
syntax:

Rl (config) #ip route <Destination Prefix> <Destination prefix mask>
<Gateway IP>

3. For router R1, the following commands are used:
R1(config) #ip route 192.168.30.0 255.255.255.0 192.168.10.2
R1(config) #ip route 192.168.40.0 255.255.255.0 192.168.20.2

Use simple PDU to test the connectivity. If you get message indicating a failure,
switch to simulation mode and see which router is incorrectly configured.

Dynamic routing protocols

When we learned about static routing we found that a lot of manual configuration
was involved and a change to the topology also required manual configuration
changes. Dynamic protocols work by advertising routes to each other.

The configuration is the opposite of static routing; here, we enable dynamic routing

on the required interfaces. The routing protocol then forms "neighborship" with other
routers and sends them the directly-connected routes and other received routes. In this
way, all routers exchange updates with one another. When a topology change occurs,
those updates are also sent out by routers that learn about this loss of connectivity.

Configuring RIP with the GUI

Packet Tracer offers a GUI to configure a dynamic routing protocol called RIP
(Routing Information Protocol). This GUI section is similar to the static routing
section. It has only one textbox for entering the network address of the directly
connected network.

You may think that the rest of the configuration is similar to the Static configuration,
but it isn't. Whereas in the static configuration we entered routes of other routers, in
RIP, we enter the network IP addresses of the router's interfaces. By doing this, you
are enabling that routing protocol on a particular interface. To configure dynamic
routing with the GUI, perform the following steps:
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1. Create the same four-router topology we used previously and assign the
same IP addresses through the Config tab.

2. Click on RIP—now, configuring this is very easy, with each router
requiring only the Network IP of its own interfaces, as shown in the
following screenshot:

=]

Physical Config | CLI|

GLOBAL A .
Settings RIP Routing

Algorithm Settings Network |
ROUTING Add

Static MNetwork Address

RIF 102.168.10.0
SWITCHING s

WLAN Databasze
INTERFACE
FastEthernst0/0
FastEthernetd/1

Remove |

(-]
Equivalent 105 Commands

FoUTEerrenzble

Routerfconfigure terminal

figuraticn commands, cne per line. End with CNIL/Z.

Reouter (config) #router rip -

3. Enter the following network IP addresses:

Device RIP Network
R1 192.168.10.0
192.168.20.0
R2 192.168.10.0
192.168.30.0
R3 192.168.20.0
192.168.40.0
R4 192.168.30.0
192.168.40.0
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Once the topology is configured, use the simple PDU to check for
connectivity. Let's check for two indirectly connected routers (R1 and R4 or
R2 and R3). Once the connection is successful, let's see how dynamic routing
works on topology changes.

Use the delete tool and remove either the link between R1 and R2 or the link
between R1 and R3. Use the simulation mode and test connectivity with the

simple PDU. You'll find that the packet takes the alternate, longer route and

succeeds in reaching the destination.

If you have tried step 5 of the static routing topology, the packet would've failed
as we did not enter any alternate gateway to each destination network. This is the
biggest advantage of using a dynamic routing protocol.

Configuring RIP with the CLI

Let's do the same thing using the CLI tab. The commands are very simple and if you
have noticed the Equivalent IOS Commands section under the Config tab, you'll
know them already. To configure dynamic routing by using the CLI tab, perform the
following steps:

1.

Use the same commands used in the Static section to assign IP addresses to
the interfaces.

Then, from the global configuration mode, enter into the config mode of RIP
by issuing the following command:

Rl (config) #router rip

Use the network command, followed by the network IP address. For the
device R1, use the following commands:

Rl (config-router) #network 192.168.10.0
Rl (config-router) #network 192.168.20.0

Configure all the other routers in the same way. Use the simple PDU to test
the connectivity.

Now that you know how to configure basic static and dynamic routing, let's move to
the routing table.
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The Routing table

A routing table lists all of the preferred routes known to a router. It is viewable in
two ways, one using the inspect tool of packet tracer and the other using the show ip
route Cisco IOS command. With each way, you'll see a table with lots of columns
and information. We are about to see what each of these means. Here is a sample
output of a command used to show the routing table:

Rl>show ip route
c 192.168.10.0/24 is directly connected, FastEthernet0/0

R 192.168.20.0/24 [120/1] wvia 192.168.10.1, 00:00:18,
FastEthernet0/0

c 192.168.30.0/24 is directly connected, FastEthernet0/1

R 192.168.40.0/24 [120/1] wvia 192.168.30.2, 00:00:08,
FastEthernet0/1

The first column denotes the routing protocol. The letter c is for connected and Rr is
for RIP; if you check the routing table after configuring static routing, you'll find the
letter s.

The next column is the destination network. After this, comes the administrative
distance (AD) — the first number inside the square brackets; this specifies which
routing protocol takes priority. The second number in the square brackets, after the
slash, is the metric of this route. On RIP, the number of hops to reach a destination is
used as the metric. RIP has an AD of 120 and static routing has 1.

So, if a router has two routes for the same destination network via both static routing
and RIP, static routing will be used as it has a lower AD.

The IP address after via is the gateway's IP, also know as the next hop IP through
which this route is reached. The time clock after that is called the Holddown timer.
In any dynamic routing protocol, messages are sent at a certain interval (30 seconds
in RIP). Each time a hello message is received, this timer is reset. If no response is
received within 180 seconds this route is removed or an alternate route is found.

The final column is the outgoing interface to reach the gateway.

Load sharing

In the topology we have being configuring throughout this chapter, we can find
that each router has two paths to reach each destination. So how about seeing how
routers use these multiple paths together and load balancing the traffic across them.
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Load balancing with RIP

We take RIP first because we do not have to do anything specific for load balancing.
If there are multiple paths to reach a network destination with the same metric,

RIP automatically load balances them. We will be using an interface type known as
loopback to achieve this. A loopback is a virtual interface that behaves like a real
interface and takes IP addresses.

We'll use the same topology we've been using throughout this chapter, and just add
an extra interface. On router R4, we will add a loopback interface by using the
following steps:

1. Unfortunately, it isn't possible to do this with the GUI, so go to the CLI tab of
R4 and enter the following commands:

R4 (config) #interface loopback 0
R4 (config-if) #ip address 192.168.100.0 255.255.255.0

2. Now on the same router, let's enable this interface for RIP. Go to the RIP
config mode and enter the network IP of this interface.

R4 (config) #router rip

R4 (router-if) #network 192.168.100.0
3. That's it, create a complex PDU that is sent every two seconds.

* Create Complex PDU b

—Source Settings

Source Device: R1
Cutgoing Port:

IFastEthernetD-‘D ~| ¥ Auto Select Port

—FPDU Settings
Select Application: IPING 'l
Destination IF Address: |L92‘168.LDD.1
TTL: |32
TOS: IU

Sequence Number: D|
1]

Size:

—Simulation Settings

€ One Shot Time: I Seconds
@ Periodic  Interval: |2 Seconds

Create PDU |
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4. Switch over to the simulation mode and you'll find that the first packet takes
the R1-R2-R4 route while the second takes the R1-R3-R4 route.

You can also see which routes are load balanced by looking into the following
routing table:

Router>show ip route

R 192.168.30.0/24 [120/1] via 192.168.10.2, 00:00:12, FastEthernet0/0

R 192.168.40.0/24 [120/1] via 192.168.20.2, 00:00:14, FastEthernet0/1

R 192.168.100.0/24 [120/2] wvia 192.168.20.2, 00:00:08, FastEthernet0/1
[120/2] via 192.168.10.2, 00:00:08, FastEthernet0/0

Only the RIP routes are shown here. Note that the route 192.168.100.0/24 has two
gateways; this indicates that traffic to this network is load balanced.

Load balancing with static routing

Static routing requires additional configuration for a route to be load balanced.
Assign IP addresses to all physical interfaces and also configure loopback
interfaces as explained in the RIP section. To configure a load balanced route
with static routing, perform the following steps:

1. Go torouter R2 and R3 and configure a route to the R4 router's loopback
interface by using the following commands:

R2 (config) #ip route 192.168.100.0 255.255.255.0 192.168.30.2
R3 (config) #ip route 192.168.100.0 255.255.255.0 192.168.40.2

2. Now for R1, we have to configure two routes to reach 192.168.100.0/24.
We need to tell the router that there are two ways to get to the R4 router's
loopback. We do this by using the following commands:

Rl (config)#ip route 192.168.100.0 255.255.255.0 192.168.10.2
Rl (config)#ip route 192.168.100.0 255.255.255.0 192.168.20.2

3. Use the same complex PDU to see how traffic is load balanced.

After this configuration, if you look at the routing table, you'll find the network
192.168.100.0/24 has two routes, similar to RIP.

[62]




Chapter 6

Summary

In this chapter, we saw how to configure static and dynamic routing with RIP in
Cisco Packet Tracer. By now you will understand the differences between both of

them and
the pros and cons of each of them. We also saw configuring load balancing with both

RIP and static routing.

In the next chapter, we will talk only about a single routing protocol called Border
Gateway Protocol (BGP). Although it is also a dynamic routing protocol, it differs
to a great extent from other dynamic routing protocols.
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Border Gateway Protocol
(BGP)

The Internet is a huge network and is made up of many smaller networks. To learn
about routes in other networks, each network has to run a routing protocol. While
protocols such as EIGRP (Enhanced Interior Gateway Routing Protocol), OSPF
(Open Shortest Path First), and RIP (Routing Information Protocol) work well
for many networks, they do not scale to support the needs of a gigantic network
like the Internet, nor do they provide the level of administrative separation
required. So, BGP (Border Gateway Protocol) is used by ISP (Internet Service
Provider) and large enterprises to advertise IP routes to one another.

In this chapter, we'll learn about BGP and its features when compared to other
routing protocols. We will also learn the commands used in BGP and configure
it in Cisco Packet Tracer.

What is BGP?

BGP is a very robust routing protocol that is used to exchange routing information
between multiple Autonomous Systems (AS). This brings up the question of what
an ASis. An AS is a collection of IP prefixes (read IP networks) that are maintained
by a network operator. This network operator could be an enterprise or an ISP.

Each AS has a number assigned to it called ASN (Autonomous System Number).
Public AS numbers are assigned by the IANA (Internet Assigned Numbers
Authority) to the RIRs (Regional Internet Registries). These RIRs, in turn,
assign them to individual enterprises or ISPs.
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Configuration of BGP largely depends on how an organization is connected
to an ISP. There are four possible ways in which this can be done:

* Single homed (one link to one ISP): This is the simplest design (shown in
the following screenshot) and has one link from the enterprise connecting
to the ISP. This design has no redundancy or failover:

Single Homed

— —

o 5 o
O '
Enterprise ISP
ASM 34005 ASM 34670

* Dual homed (two or more links to one ISP): This design has a single ISP
but has two or more links connecting to it. This provides some amount
of reliability in the event of link issues. The following screenshot has
examples of dual homed design:

Dual homed
Enterprise I5P

Enterprise
ASM 45235

ISP

ASM 45045
Enterprise
ASN 12234 I5P

ASM 12032
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Single multihomed (one link to two or more ISPs): This case (shown in the
following screenshot) has multiple ISPs with one link connecting to each

of them:
Single Multihomed
I5P1
ASM 45023
Enterprise
ASM 55443
ISP2
ASM 7324
ISP1
ASM 43586
Enterprise
ASN 33221
ISP2
ASM 9342

Dual mutihomed (two or more links per ISP to two or more ISPs): This
design (shown in the following screenshot) provides the highest level of
reliability and availability. In this case, there are two or more ISPs with

two or more links connecting each of them:

Dual Multhomed

ISP1

Enterprise
Isp2

id

ISP1

Enterprise

ISP2
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BGP may not always be used in all the previously-discussed designs. For some
designs such as single homed, it is better to just have a static default route in the
enterprise router towards the ISP, and another on the ISP side for just the network
prefix of the enterprise. However, implementing BGP on multihomed networks
ensures that the most efficient route is used as these networks have two or more
links to ISP(s).

There are two types of BGP:

* eBGP (External BGP)
* iBGP (Internal BGP)

External BGP

This type of BGP is used to exchange routes between two types of AS. The
administrative distance of eBGP is 20. By default, the update packets in eBGP
have the TTL set to 1, so that only directly connected BGP routers receive it.
However, this behavior can be changed by using commands. Also, an eBGP
peer will advertise all the valid routes it has learned from its eBGP and iBGP
peers. When an eBGP neighbor advertises a route, it sets the next-hop field

of the route to its own address.

Internal BGP

This type of BGP is used to exchange routes within an AS. The administrative distance
of iBGP is 200. Updates in iBGP do not have TTL value limitations. An iBGP peer does
not advertise a route to another iBGP peer if the route was learned via iBGP. This is
done to prevent routing loops within an AS. The next-hop field of the route updates
remains unchanged when one iBGP peer advertises to another iBGP peer.

This behavior can be modified with the use of commands.

[ Cisco Packet Tracer Version 5.3.3 does not support iBGP. ]
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BGP versus dynamic routing protocols

Even though BGP works like any other routing protocol, it differs from them a

lot. IGPs (Interior Gateway Protocols) such as RIP, OSPF, and EIGRP are enabled
interface-wise. The network statement in the routing protocol configuration is used
to mention a network IP address, and all interfaces' IP addresses that fall within

the specific network range have a particular protocol enabled. On these enabled
interfaces, these IGPs send out broadcast or multicast messages containing network
route information. For this to work, two routers running IGPs have to be directly
connected. The metrics used by IGPs to choose the best path are the number of hops,
bandwidth, delay, and so on.

On the other hand, BGP doesn't have the concept of interfaces because the entire
router is considered to be in the AS. Its neighbors are not automatically discovered
and have to be mentioned statically with the neighbor command. After this, BGP
messages are unicasted to TCP packets. BGP runs on TCP port 179 and listens to
BGP messages. A neighbor doesn't have to be directly connected and can be several
hops away. But, by default, the TTL value of a BGP message is 1. So, if a peer is
not directly connected, it has to be increased. BGP's way of choosing the best path
is entirely different from IGPs. It uses a variety of path attributes (PA) such as
next hop reachability, weight, and AS_PATH (number of ASs in the path to the
destination). Moreover, BGP is designed for handling hundreds of thousands of
IP routes, which consumes a lot of resources if done with an IGP.

Configuring BGP in Packet Tracer

First, let's look at the commands used in BGP:
router bgp <asn>
For example:

Rl (config) #router bgp 120
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This command enables BGP on a router and moves to the router configuration mode.
The ASN can be any value between 1 and 65535. Once enabled, the BGP process
must choose a router ID. By default, BGP uses the following methods priority-wise,
to pick a router ID.

* Configured: This is the router ID configured by using the bgp router-id
router subcommand

* Highest loopback: This is the highest numeric IP address configured on any
up loopback interface at the time the BGP process is initialized

* Highest other interfaces: This is the highest numeric IP address configured
on any up non-loopback interface at the time the BGP process is initialized

A router ID can be explicitly configured using the following command:

bgp router-id X.X.X.X

For example, we can use the following command to configure the router ID:
Rl (config-router) #bgp router-id 1.1.1.1

For configuring a BGP neighbor, we can use the following command:

Rl (config-router) #neighbor X.X.X.X remote-as <asn>

For example:

Rl (config-router) #neighbor 10.0.0.2 remote-as 130

The ASN entered for remote-as should be the ASN of the neighboring router. This
changes in eBGP and is the same in iBGP. Let us look at an example.

The following commands are used to change the eBGP:

Rl (config) #router bgp 120
Rl (config-router) #ineighbor 10.0.0.2 remote-as 130

The following commands are used to change the iBGP:

Rl (config) #router bgp 120
Rl (config-router) #neighbor 192.168.1.20 remote-as 120
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As mentioned earlier, when exchanging routes within an AS, iBGP doesn't modify
the next-hop field. This can become problematic because the next hop is the IP of the
neighboring AS's router, and unless it is redistributed by using an IGP, the internal
network will reject the routes because the next hop is invalid. So, the following
command sets its own IP as the next-hop of a route:

Rl (config-router) #neighbor X.X.X.X next-hop-self

BGP also has a network command. This is used to specify a route that will be
advertised in BGP. This route should exist in the routing table to be advertised
in BGP:

Rl (config-router) #network 10.20.20.0 mask 255.255.255.0

It is also possible to omit the mask command, doing which it takes the network
as a classful one.

There are a lot of other commands in BGP that Packet Tracer doesn't support,
so we'll go ahead and configure a topology using these commands.

For this exercise, we'll use a single mutihomed design (shown in the following
screenshot) as Packet Tracer doesn't support iBGP:
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This topology has four routers — two belonging to different enterprises and the other
two belonging to different ISPs. Both the enterprise routers have loopback interfaces
configured with the IP addresses shown in the topology. This is to demonstrate the
injecting of routes into BGP.
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The following table lists the interfaces and their IP addresses:

Device Interface IP address / Subnet Mask
Enterprisel Loopback0 20.30.0.1 / 255.255.0.0
FaﬂEﬂnxneﬂVO 10.0.0.1 / 255.255.255.252
FaﬂEﬂunneﬂﬂ) 10.0.0.9 / 255.255.255.252
Enterprise2 Loopback0 40.30.0.1 / 255.255.0.0
FastEthernet(/0 10.0.0.5 / 255.255.255.252
FastEthernet1/0 10.0.0.13 / 255.255.255.252
ISP1 FastEthernet0/0 10.0.0.2 / 255.255.255.252
FastEthernet1/0 10.0.0.6 / 255.255.255.252
ISP2 FaﬂEﬂnxneﬂVO 10.0.0.10 / 255.255.255.252
FaﬂEﬂuﬂneﬂﬂ) 10.0.0.14 / 255.255.255.252

The following are the steps to configure BGP on the meshed network topology:

1. Let's start configuring BGP on the enterprise routers:
Enterprisel (config) #router bgp 10200
Enterprisel (config-router)# bgp router-id 0.0.0.1
Enterprisel (config-router) #neighbor 10.0.0.2 remote-as 30200
Enterprisel (config-router)# neighbor 10.0.0.10 remote-as 50300
Enterprisel (config-router)# network 20.30.0.0 mask 255.255.0.0

Enterprise2 (config) #router bgp 3400

Enterprise2 (config-router)# bgp router-id 0.0.0.2

Enterprise2 (config-router) #neighbor 10.0.0.6 remote-as 30200
Enterprise2 (config-router)# neighbor 10.0.0.14 remote-as 50300
Enterprise2 (config-router)# network 40.30.0.0 mask 255.255.0.0

2. Now let's configure the ISP routers:

ISP1(config) #irouter bgp 30200

ISPl (config-router)# bgp router-id 1.1.1.1

ISPl (config-router)# neighbor 10.0.0.1 remote-as 10200
ISPl (config-router)# neighbor 10.0.0.5 remote-as 3400
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ISP2 (config) #router bgp 50300

ISP2 (config-router)# bgp router-id 2.2.2.2

ISP2 (config-router) #neighbor 10.0.0.9 remote-as 10200
ISP2 (config-router)# neighbor 10.0.0.13 remote-as 3400

You should now see console messages indicating that a BGP neighbor is up:
%BGP-5-ADJCHANGE: neighbor 10.0.0.9 Up
%BGP-5-ADJCHANGE: neighbor 10.0.0.13 Up

Now try pinging from Enterprisel to the loopback address of Enterprise2:
Enterprisel>ping 40.30.0.1

Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 40.30.0.1, timeout is 2
seconds:

Success rate is 0 percent (0/5)

We see that it fails. This is because the ICMP request packet uses a source
address of 10.0.0.1, so when this packet is received by Enterprise2, it
doesn't have a route to 10.0.0.0/30 for sending a reply. We used the
network command to inject only the routes of loopback addresses, hence

we shall use the source address of the loopback itself using an extended ping:

Enterprisel>enable

Enterprisel#ping

Protocol [ipl]:

Target IP address: 40.30.0.1

Extended commands [n]: y

Source address or interface: loopback0
Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 40.30.0.1, timeout is 2
seconds:

Packet sent with a source address of 20.30.0.1

Success rate is 100 percent (5/5), round-trip min/avg/max =
62/62/63 ms
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6. So, we have successfully configured eBGP. Let us take a look at the routing
table of BGP:

¥ Enterprisel = B =

Physical | Config | CLI

105 Command Line Interface

Enterpriselfsh ip bgp 0
BEP teble version is 4, loczl router ID is 0.0.0.1
Status codes: 3 suppressed, d damped, h history, * walid, > best, i - internal,
r RIB-fazilure, 5 Stzle

Origin codes: i — IGPE, & - EEGPF, ? - incomplete

Network Next Hop Metric LocPrf Weight Path
*» Z0.30.0.0/1e 0.0.0.0 u} 0 3278 1
*» 40.30.0.0/1% 10.0.0.10 a a 0 3400 50300 i
* 10.0.0.2 u} u} 0 3400 30200 4

If you look at the Path column, you can see the ASNs that come in
the path to the destination. The > symbol indicates a preferred route.

Summary

In this chapter, we learned the various designs used by organizations to connect to
the Internet. Then we saw the widely used routing protocol BGP, its features when
compared to IGPs, and its configuration. Sadly, Packet Tracer doesn't support iBGP,
but if you can get your hands on the real hardware or dynamips, do try it out.

In the next chapter, we will learn about the latest game changer of networks —IPv6. We
will start by learning how to assign IP addresses to it and then go about configuring
routing. Finally, we'll learn how to use both IPv4 and IPv6 in a network.
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IPv4 has 4.3 billion addresses, which may seem mindboggling. However, it took only
two decades for it to reach its depletion. IPv6 has come to the rescue in the form of
128-bit addresses. Packet Tracer supports a wide array of IPv6 features. We'll start
by learning how to assign IP addresses to different devices and how to configure
routing between them. Finally, we'll create a setup that enables IPv6 communication
over IPv4 devices.

Assigning IPv6 addresses

Starting from Packet Trace Version 6, the IP Configuration utility under the Desktop
tab of end devices has an option to enter an IPv6 address. Let's begin with a simple
topology consisting of two PCs and a router connected to a switch, as shown in

the following screenshot:

o
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There are three ways of assigning IPv6 addresses to a device and we'll see each one
of them.

Autoconfiguration

Autoconfiguration requires the least amount of configuration but makes it difficult
to remember the IPv6 addresses. This method uses the MAC address of the device
to create an IPv6 address with the FE80 : : prefix. Carry out the following steps to
assign IPv6 addresses using Autoconfiguration:

1. Begin by configuring the router. Enter the interface configuration mode
and enable IPv6 on the interface.

RO (config) #ipvé unicast-routing
RO (config) #interface FastEthernet0/0

RO (config-if) #ipv6 enable

2. Next, we will configure a link local address and a global unicast address
on this interface. We'll use eui-64 to reduce the configuration.

RO (config-if) #ipv6 address autoconfig
RO (config-if)#ipvé add 2000::/64 eui-64
RO (config-if) #no shutdown

3. Verify that the interface is up and has two IPv6 addresses.
RO>sh ipv6é interface brief
FastEthernet0/0 [up/upl
FE80::2D0:58FF:FE65:E701
2000::2D0:58FF:FE65:E701

4. These IPv6 addresses may vary when you try them out, as they are based
on the MAC address. Enable routing so that this router can be identified
as a default gateway.

RO (config) #ipvé unicast-routing

5. The configuration of the router is now done, let's move on to the PCs. Go
to the Desktop tab of the PC, open IP Configuration, and under the IPv6
Configuration section, choose Auto Config. The gateway and the PC's IP
address will be assigned automatically, as shown in the following screenshot:
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IP Configuration

=0l

—IP Configuration

 DHCP * Static

IP Address

Subnet Mask

Default Gateway

DMS Server

—IPvi Configuration

 DHCP & Auto Config ©© Static

IPv6 Address |2000: :201:96FF:FE6B:6C36

Link Local Address |FE80::201:96FF:FE6EI:6C3G

IPvE Gateway IFESO::2DO:58FF:FE65:E?01

IPV6 DNS Server |

6. Use the simple PDU tool to test the connectivity; you'll see ICMPv6 packets

Static IPv6

IPv6 addresses can also be assigned statically on all devices. We'll use the same
topology for this section too. We'll carry out the following steps to configure
IPv6 addresses statically:

1.

RO (config) #interface fastethernet0/0
RO (config-if) #ipv6 enable
RO (config-if) #ipv6 address 2000::1/64

RO (config-if) #no shutdown

moving between the nodes. To view the IPv6 address from the command
line of PCs, use the ipv6config command.

Begin by configuring a static IPv6 address on the router.

Go to the Desktop tab of PC, open the IP Configuration utility, and enter
an IPv6 address with the same prefix.
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3. Now use the simple PDU tool to test the connectivity. Once both the methods

work fine, you can have a look at the IPv6 neighbors table. This is similar to
the ARP table of IPv4.

RO#sh ipvé neighbor

IPv6 Address Age Link-layer Addr
State Interface

2000::2 0 O0OE0.A39E.05C4
REACH Fa0/0

2000::3 0 0001.43B9.0268
REACH Fa0/0

Now that we have configured IPv6 addresses on a single network, let's configure
them on more networks and enable routing between them.

IPv6 static and dynamic routing

Similar to IPv4, IPv6 too supports both static and dynamic routing. Configuration
commands for its static routing are similar to IPv4.

Static routing

Modifying the same topology that we used previously, let's add a router, switch,
and two PCs to create a separate network, as shown in the following screenshot:
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The first network will use addresses starting from 2000:1: : /64 and the second
network will use addresses starting from 2000:2: : /64. The link between both
the routers will have IP addresses 2001::10/64 and 2001::20/64.
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Here is a table describing the topology:

Device Interface IP address
R1 FastEthernet0/0 2000:1::1/64
FastEthernet0/1 2001::10/64
PCO FastEthernet 2000:1::2/64
PC1 FastEthernet 2000:1::3/64
R2 FastEthernet(/0 2000:2::1/64
FastEthernet(/1 2001::20/64
PC2 FastEthernet 2000:2::2/64
PC3 FastEthernet 2000:2::3/64

After the necessary IP addresses and gateways have been assigned, open the CLI tab
for the R1 router, and start configuring routing by following the given commands:

Rl (config) #ipvé unicast-routing

Rl (config) #ipv6é route 2000:2::/64 2001::20

Next, open the CLI tab for R2 and configure routing on it.

R2 (config) #ipv6é unicast-routing

R2 (config) #ipv6é route 2000:1::/64 2001::10

Now use the simple PDU tool to test the connectivity. You may also use the tracert
command on a PC to see the path a packet takes.

PC>tracert 2000:2::3

Tracing route to 2000:2::3 over a maximum of 30 hops:

1 63 ms 63 ms 47 ms 2000:1::1
2 94 ms 78 ms 94 ms 2001::20
3 156 ms 109 ms 129 ms 2000:2::3

Trace complete.
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Dynamic routing

Packet Tracer offers the same dynamic routing protocols for IPv6: RIPv6, EIGRP, and
OSPF. We'll be configuring RIPv6 in this section. Note that RIPv6 does not represent
RIP Version 6; it is RIP for IPv6 addresses.

For this exercise, we'll use the topology shown in the following screenshot:
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The additional IP assignment details alone are shown in the following table:

Device Interface IPv6 Address

R2 FastEthernet1/0 2001:1::10/64

R3 FastEthernet0/0 2000:3::1/64
FastEthernet0/1 2001:1::20/64

PC2 FastEthernet 2000:3::2/64

We'll see how to configure RIP on one router and you can do the same on the others.

Rl (config) #interface FastEthernet0/0

Rl (config-if)#ipv6é address 2000:1::1/64
Rl (config-if)#ipv6 rip Netl enable

Rl (config-if)#ipv6 enable

Rl (config-if)#interface FastEthernet0/1
Rl (config-if)#ipv6 address 2001::10/64
Rl (config-if)#ipv6 rip Netl enable

Rl (config-if)#ipv6 enable
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Note that the ipvé rip command is used to enable RIP on a particular interface.
Entering ipvé rip Netl enable on the first interface begins the RIPv6 process.
The Net1 string can be any name that can be used to name the RIP process. Once
configured, use the usual diagnostic tools (ping to simple PDU) to check the
connectivity. To view the RIP database, use the following command:

Rl#sh ipvé rip database
RIP process "Netl" local RIB
2000:2::/64, metric 2, installed
FastEthernet0/1/FE80::201:97FF:FE87:E5A9, expires in 173 sec
2000:3::/64, metric 3, installed
FastEthernet0/1/FE80::201:97FF:FE87:E5A9, expires in 173 sec
2001::/64, metric 2
FastEthernet0/1/FE80::201:97FF:FE87:E5A9, expires in 173 sec
2001:1::/64, metric 2, installed
FastEthernet0/1/FE80::201:97FF:FE87:E5A9, expires in 173 sec
RIP process "LINK" local RIB

Trace the route of the packet to see the path it takes.

PC>tracert 2000:3::2

Tracing route to 2000:3::2 over a maximum of 30 hops:

1 31 ms 32 ms 31 ms 2000:1::1

2 50 ms 50 ms 63 ms 2001::20

3 94 ms 94 ms 94 ms 2001:1::20
4 125 ms 109 ms 125 ms 2000:3::2

Trace complete.
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Using both IPv4 and IPv6

In this section, we'll see how to make IPv6-only hosts communicate with other
[Pv6-only hosts through IPv4-only devices. There are several methods for
doing this; we'll discuss IPV6 over IPv4 tunneling using Generic Routing
Encapsulation (GRE).

The GRE method encapsulates IPv6 packets within IPv4 packets and transports
them over the IPv4 network. The receiving device decapsulates the packet and
sends only the IPv6 information to the host. For this exercise, we'll use the
following topology:

| _o00:1zjes_ 10.0.0.024 0.200/2% g r0, ] )
T 'lh} Sy e a0 P00 a’ e
e Fal/1 Fai/0 FaIII,-"III.l 2000:2::f84 oo
Sen 1841 1841 1841 PC1
R2 R1 A3
2010::1/64 2010::2/64

For routing, we will configure EIGRP on IPv4 interfaces for the three routers and static
routing on R2 and R3. We will begin by configuring R1, which is the IPv4-only router.
Rl (config) #int fa0/0

Rl (config-if)#no shutdown

Rl (config-if)#ip add 10.0.0.1 255.255.255.0

Rl (config) #int fal/1

Rl (config-if)#no shutdown

Rl (config-if)#ip add 10.2.0.1 255.255.255.0

Rl (config-) #router eigrp 1

Rl (config-router) #network 10.0.0.0

Now on the router R2, we will configure IPv4 and IPv6 addresses and
routing, respectively.

R2 (config) #ipv6 unicast-routing

R2 (config) #int fal/1

R2 (config-if)#no shutdown

R2 (config-if) #ipv6é add 2000:1::1/64

R2 (config) #router eigrp 1

R2 (config-router) #network 10.0.0.0 0.0.0.255
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Do the same for router R3.

R3 (config) #ipv6 unicast-routing

R3 (config) #int fal/1

R3 (config-if)#no shutdown

R3 (config-if)#ipv6é add 2000:2::1/64

R3 (config) #int fa0/0

R3 (config-if)#no shutdown

R3 (config-if)#ip add 10.2.0.2 255.255.255.0

The only configuration left is the tunnel creation. For router R2, carry out the
following list of commands:
R2 (config) #int tunnel 0

R2 (config-if)#tunnel source f0/0R2 (config-if)#tunnel destination
10.2.0.2

R2 (config-if) #itunnel mode ipv6ip
R2 (config-if) #ipv6 address 2010::1/64

Note that the destination IP is the IPv4 address of interface £0/0 of R3. Configure
the other end of the tunnel on router R3

R3 (config) #int tunnel 0

R3 (config-if)#tunnel source £0/0

R3 (config-if) #tunnel destination 10.0.0.2
R3 (config-if) #itunnel mode ipv6ip

R3 (config-if) #ipv6 address 2010::2/64

The only thing left now is to configure static-IPv6 routes for the prefixes
2000:1::/64and2000:2::/6&

R2 (config) #ipv6é route 2000:2::/64 2010::2
R3 (config) #ipv6é route 2000:1::/64 2010::1

Use the simple PDU tool to check connectivity between PC0 and PC1. Use the
tracert command to find the path that the ICMPv6 protocol takes.

PC>tracert 2000:2::2
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Tracing route to 2000:2::2 over a maximum of 30 hops:

1 0 ms 0 ms 0 ms 2000:1::1
2 0 ms 0 ms 0 ms 2010::2
3 0 ms 0 ms 0 ms 2000:2::2

Trace complete.

This shows IPv6 packets going through the tunnel.

Summary

In this chapter, we learned how to use IPv6 with Packet Tracer. We saw how
to configure IPv6 static and RIP routing, and also configured IPv6-only hosts
to communicate over an IPv4 path by tunneling traffic.

In the next chapter, we'll explore the world of wireless devices and learn how
to use the physical workspace to determine the range of those devices.
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Network

Wireless networks are growing everywhere; one can find Wi-Fi hotspots at most
public places. Packet Tracer has a limited number of wireless devices but provides
an unlimited number of possibilities. When configuring a wireless network, one has
to consider the physical range of connectivity. Even though it is only a simulator,
the physical workspace of Packet Tracer will enable us to test the wireless range

of our network using its capability of moving around devices. Towards the end of
this chapter, we'll also configure a RADIUS server to provide authentication for our
wireless network.

Wireless devices and modules

Packet Tracer provides wireless modules for PCs/laptops and for routers to enable
wireless connectivity. Following are the wireless modules:

* Linksys-WMP300N: This is available for servers, PCs, and laptops. It
provides one 2.4 GHz wireless interface with protocols supporting Ethernet.
Once plugged in, this module is configurable through the PC Wireless utility
available in the Desktop tab.

* PC-HOST-NM-1W: This is a basic wireless interface that provides one
2.4 GHz wireless interface with support for Ethernet. This module isn't
configurable.

e PC-HOST-NM-1W-A: This is similar in features to the preceding module,
except that it provides a 5 GHz wireless interface.

*  HWIC-AP-AG-B: This is a router module that works with 1841 and 2811
routers. It functions as an integrated access point and supports single
band 802.11b/g or dual band 802.11a/b/ g radios.
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Now, we will look into the devices; Packet Tracer has wireless end devices as well as
access points.

* TabletPC-PT /PDA-PT / WirelessEndDevice-PT: These three devices
provide the same functionality, they only represent different things. These
devices come with a built-in wireless interface.

* AccessPoint-PT / AccessPoint-PT-A / AccessPoint-PT-N: These are generic
wireless access points with minimal configuration options. All of them have
an antenna and a port to connect to a device, such as a router or DHCP
server.

* Linksys-WRT300N: This wireless device provides a web interface similar to
the one provided by a real Linksys model for configuring a SSID (Service
Set Identifier), wireless authentication, WAN port, and much more. This
device has 4 Ethernet LAN ports and 1 Ethernet WAN port which can be
connected to a router or model that provides internet.

Now that we know the network devices available in Packet Tracer, let's start
configuring a wireless network. We will use two access points with two different
SSIDs, as shown in the following figure:

R0 D

AccessPoint-FT Acces=Point-BT
Access Pointd Arcess Pointl
/ | i ———
! i
L/ -
TabletPC-FT \ — —
Tablet PCO ; y 4 SC-PT
/ Laptop-FT PCD
Laptop0
PDA-PT s
Fdal

For a change, we will use TabletPC-PT and PDA-PT as wireless end devices. Once
this topology is created, you'll find that these devices pair haphazardly with different
access points. So, we will set the SSID field of Access Point0 to office and that of
Access Pointl to Guest.
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Open each access point, go to the Config tab, select Port 1, and change the SSID
field, as shown in the following screenshot:

i

Physical ~ Config |

GLOBAL Al
Settings
INTERFACE
Port 0 SSID |Office

Port 1 Channel |6 'l

— Authentication

Port 1
Port Status ¥ on

* Disabled  WEP
Key I
 WPA-PSK " WPA2-PSK

Pass Phrase I
Encryption Type IDisabIed 'l

Now open each wireless end device, go to its Config tab, choose the Wireless option
under INTERFACE, and change its SSID, as shown in the following screenshot:

=T

Physical Config | Desktop | Software;'Servicesl

| v

GLOBAL -]

Settings Wireless
Algorithm Settings v on
INTERFACE |18 Mbps
wireless cD.B039 SSID  |office

Key I —
2-PSK Pass Phrase I

o

——
—

[Disabled | l;l
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You'll now see wireless lines from each end device connecting to their respective
access points. Assign IP addresses to all of them from the same subnet space and
use the simple PDU tool to check connectivity.

Wireless networks and physical
workspaces

In the real world, each wireless device has a range upto which it can provide wireless
connectivity. Packet Tracer simulates this range with the use of physical workspaces.
We can see what happens when a laptop with a wireless interface is moved out of
wireless range. For this exercise, we'll use the following topology:

i e T ]
III||IIIII||H_ﬂlmﬂ_:‘;aI Fo0/1 e ———
Laptop-FT -’—'\ccess:'cu*_t-:T 293:-2-—' i
L;‘tll_;‘li Access Pomntd Switch0 _C T
piop FCO

This topology has a wireless access point (Access Point0) connected to a switch
(Switch0), which is connected to a PC (PC0). We also have a laptop with a
wireless interface.

Configure IP addresses on both the PC and laptop; we'll use IP addresses 10.0.0.1
and 10.0.0.2 respectively. Now ping these devices from one another to test
connectivity. Moving to the physical workspace, navigate to Home City | Corporate
Office. You'll find a round mesh that represents the range of the wireless access point.
We are now going to move the laptop to the new office building, out of the wiring
closet, and place it in the corporate office, as shown in the following screenshot:
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Move to Intercity |

Mowe to Home City |

Corporate Office  # Move to Corporate Office

Main Wiring Closet 3

Going back to the corporate office, move the laptop out of this wireless range and
test the connectivity by pinging the PC. We will find that this fails because the laptop
is out of range, as shown in the following screenshot:

Thus, we've demonstrated the range of wireless devices using the physical
workspace.
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Configuring a Linksys access point

So far, we have configured wireless networks without additional features such as
encryption or DHCP. In this section, we'll use the Linksys devices available in Packet
Tracer and create a topology with all these features.

We will also add a server (RADIUS) to this topology and enable RADIUS
authentication. WPA2-PSK enterprise will be the mode of authentication we will
choose in the Linksys router (Wireless Router0). After building this topology, switch
the default module of the laptop (Laptop0) with a Linksys-WMP300N module. Open
the Linksys router, go to the GUI tab, navigate to the Wireless tab, and change the
SSID field. We'll be using Linksys for this demo, as shown in the following figure:

o /

W BDA-PT
\\\\\‘ Fda0

\
\\.\\\\ )\
AL /

\\\\\ B
j_ .3,.'-1___,,,-—\1‘1.111111'-'-'1""" PDA-PT
S Pdal
| ‘ff”nmmm
gy

) - Mgy ;
Server-PT L.I._I.-l-ksl'fs_ WRT3S 7 iy .'y )/
BADIUS Wireless Routerd L ! S|
"‘*’fz,l, TabletPC-FT
& Tablet PCO
f’_,.f},/ 1
7
_.
Laptop-PT
Laptopd

Open the server, navigate to the Config tab, select AAA, and configure RADIUS
authentication with four user credentials. Configuration will be as follows.

Network configuration will be as follows:

ClientName ClientIP ServerType Key
Linksys 192.168.0.1 Radius password
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User setup will be as follows:

UserName Password
alice pwd

bob s3ret
john secr3t
userl passwd

Configure a static IP for the server as 192.168.0.50. Next, under the GUI tab
of the Linksys router, navigate to Wireless | Wireless security and enter the

following settings:

Security Mode WPA2 Enterprise
Encryption AES

RADIUS Server 192.168.0.50
RADIUS Port 1645

Shared Secret password

Move on to the wireless end devices, go to the Config tab, select Wireless, and enter

the following settings:

e SSID: Linksys

e Authentication: WPA2

e User ID: john

e DPassword: secr3t

Make sure you use a different pair of credentials for each wireless end device. Once
this is configured, the end device will get an IP address and you'll see the wireless

link indicating a connection.
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Now, we'll configure the laptop that has the Linksys module. Go to the Desktop tab,
open the PC Wireless utility, choose the Profiles tab, and click on New. Enter any
name here, you'll see a list with the SSID name shown, click on Advanced Setup and
a wizard will guide you through the process.

O Laptopl - - SRRCE X
Physical | Config | Desktop = Software/Services
LINKSYS’ !
A Division of Cisco Systems, Inc.
Creating a Profile
er
Please select the wireless network that you want to connect to, then click the Connect button to
continue. If you are not sure which network 1o choose, first try the one with the strongest signal.
Security
Refresh
tor
Connect
it | Advanced Setup
N Notebook Adapter Wirgless Network Monitor v1.0 wecsive. WPC300N

Use the simple PDU tool to test the connectivity. If you use the simulation mode
before a wireless connection is established between two devices, you will see the
RADIUS packet being sent to the server by the router.

Summary

This chapter introduced you to the wireless devices used in Packet Tracer. We also
configured a simple wireless topology without any authentication and used the
physical workspace to demonstrate the range of wireless devices. Finally, we mixed
technologies such as WPA2, RADIUS, and DHCP and created a topology that uses
Linksys devices.

In the next chapter, we'll see how to segment a network at Layer 2 by configuring
VLAN:Ss, and also see how to configure routing between VLANS.
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Configuring VLANs and
Trunks

A switch breaks up collision domains and is a single broadcast domain. So how
about breaking the single broadcast domains into multiple ones? VLAN (Virtual
LAN) makes this possible and on a single switch we can have multiple broadcast
domains. But once you create multiple VLANSs on a switch, it becomes tedious

to replicate the same configuration on all the other switches. This is where VTP
(VLAN Trunking Protocol) comes in. So we have multiple switches with different
VLANSs and VTP, making management easier. But how do we make a device in
one VLAN communicate with a device in another VLAN? We'll cover this in
InterVLAN routing.

Creating VLANs and VTP domains

VLAN is a technology used to partition a single layer 2 network into multiple
broadcast domains. This is done to restrict communication between devices

that share the same broadcast medium. However, these devices can communicate
with one another through a layer 3 device, such as a router. This is similar to
connecting devices to different switches and then connecting them all to a router
to separate broadcast traffic.

As more and more VLANSs are created, it becomes tedious to replicate the
configuration across all switches, which was why VTP was created.

We'll first learn about creating VLAN and assigning ports to it. VLAN 1 is
created by default on all switches, and all ports reside in it. This VLAN is
called the management VLAN.
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To create a VLAN, use the following command:

Swl (config) #vlan 2

The VLAN ID can be between 1 and 1001. The IDs 1002, 1003, 1004, and 1005
are reserved. Once this command has been entered, you are taken to the VLAN
subconfiguration mode. This is the place where we can assign a name to the VLAN.

Swl (config-vlan) #name finance

Assigning a name to a VLAN is optional; by default, the name is VLAN0002. Next,
we will assign a few ports to this VLAN. To assign many ports to a single VLAN,
the range command can be used, which then selects multiple interfaces.

Swl (config) #interface range £0/10-20

To assign these ports to VLAN 2, use the following command:

Swl (config-if-range) #switchport access vlan 2

Let's verify if the ports were indeed assigned to the correct VLAN.

Swl#show vlan

ioix

Physical | Config GLT I

I0S Command Line Interface

Swlgshow wlan -
VLAEN Name Status Ports
1 defzult active Fad/1l, Fal/z2, Fa0/3, Fal/ /4

Fads5, Falsf&, Fals7, Faldss
Fal0s3, Fal0/s21, Fa0/22, Fa0/ 23
Fal/24

finance zctive Fal/10, Fal/s11, Fald/s1Z2, F=0/13
Fads14, FaOs15, Falsle, Fal/ 17
Fad/18, Fa0s1%, FalsfZ0

K

1002 fddi-default act/unsup
1003 token-ring-default zct/unsup
1004 fddinet-default act/unsup
1005 trnet-default act/unsup

Note that in the above example, some of the output has been omitted for brevity.

We will now create a topology with three switches to demonstrate VTP. VTP
has three modes: server, client, and transparent.

e Server: This is the default mode of VTP; in this mode, switches are allowed
to modify their VLANs and send VTP advertisements.
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¢ (Client: In this mode, switches listen for VTP advertisements from other
server switches. Client switches aren't allowed to modify their VLAN
database locally.

* Transparent: This mode works independent of other switches. In this
mode, the switch only forwards the VIP advertisements it receives
and does not generate any, neither does it modify its own VLANSs
based on the VTP advertisements.

The following topology will be used for demonstration:

VLAM10 - accounts

VLAN20 - logistics Fa/t,  __ Fal/l ggial/a,  _ _Fa0/1, ’
VLANZO - helpdesk I - — —
VLANAD - security  2930-24 _2950-24 25850-2<

VTP-Server VTP-Transparent WTP-Client

1. In the first switch (VTP-Server), we will have four VLANs with different
names. Then, we will set all the switch-switch ports to trunking.

VTP-Server (config) #interface Fal/1

VTP-Server (config-if) #switchport mode trunk
VTP-Transparent (config) #interface range Fa0/1-2
VTP-Transparent (config-if-range) #switchport mode trunk
VTP-Client (config) #interface Fal/1

VTP-Client (config-if) #switchport mode trunk

2. Since VTP is already in server mode, we will just change the VTP
domain name and set a password.

VTP-Server (config) #vtp domain My-Office
Changing VTP domain name from NULL to My-Office
VTP-Server (config) #vtp password s3cRet

Setting device VLAN database password to s3cRet

3. Move on to the second switch (VIP-Transparent) and make it transparent.

VTP-Transparent (config) #vtp mode transparent

4. The final task is to move the third switch (VTP-Client) to client mode.
VTP-Client (config) #vtp mode client
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5. You do not have to change the domain of this switch, as changing it to
client will make it pick up the domain name from the server. However,
it is necessary to set the VIP password.

VTP-Client (config) #vtp password s3cRet

The configuration is done; now, use the show vlan command on the VTP-Client
switch to see the new VLANSs. This example is only to demonstrate VIP. This
topology won't allow normal communication between VTP-Server and VTP-Client,
as the switch in the middle (VTP-Transparent) doesn't have any of the VLANs

we configured.

InterVLAN routing with routers and layer
3 switches

Although VLAN is used to split the broadcast domain, it is necessary to enable
communication between two or more VLANSs at layer 3 using IP routing. This is
called InterVLAN routing and can be configured using both routers and layer 3
switches. This requires allocating a different IP subnet for devices in each VLAN.

We will configure InterVLAN routing by connecting the router to a switch using
a single link. All the traffic to other VLANSs passes through this link, to the router
and back again through this link. This method of configuration is also called
router-on-a-stick, as a single link to the router handles all traffic.

InterVLAN on a router

We will use the following topology for this setup:
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—
VLAN 10 v VLAN 30
10.10.0.0/24 1 10,30.0.0/24
Fal o
FaDJ"l E
PC-PT 002 A0/ PC'PT
PCO e,
Fa0/5%5q anG'\_.D
St ,
— ot
2] Falf4 Fan/s PC-PT
PC-PT PCs
PC1 / \
-—f ; —
PC-PT PC-FT
pC2 =
VLAN 20
10.20.0.0/24

As stated earlier, each VLAN will have IP addresses from different network ranges
and the router's interface will have three IP addresses —each belonging to a
different network.

1.

After IP addresses have been assigned to all PCs, create the necessary VLANs

on the switch and assign the ports to them.

Swl (config) #int range £0/2-3

Swl (config-if-range) #switchport access vlan 10
Swl (config-if-range)#int range £0/4-5

Swl (config-if-range) #switchport access vlan 20
Swl (config-if-range)#int range £0/6-7

Swl (config-if-range) #switchport access vlan 30

Configure the switch port that connects to the router as a trunk link.

More on this in the Switch-to-switch trunk links section.
Swl (config) #int £0/1
Swl (config-if) #switchport mode trunk
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3.

Now, moving on to the router portion of the configuration, bring
the interface up.

Rl (config) #int £0/0

Rl (config-if) #no shutdown

We will now create the subinterfaces. Each will have its own IP address in a
different network.

Rl (config-subif)#int £0/0.10

Rl (config-subif) #encapsulation dotlQ 10

Rl (config-subif)#ip address 10.10.0.1 255.255.255.0
Rl (config-subif)#int £0/0.20

Rl (config-subif) #encapsulation dotlQ 20

Rl (config-subif)#ip address 10.20.0.1 255.255.255.0
Rl (config-subif)#int £0/0.30

Rl (config-subif) #encapsulation dotlQ 30

Rl (config-subif)#ip address 10.30.0.1 255.255.255.0

Notice the encapsulation command here. It specifies the VLAN ID
the interface will handle.

That's it, now test the connectivity between hosts on different VLANSs using
simple PDUs or a ping. The first packet will always time out as it takes some
time for the ARP (Address Resolution Protocol) to complete.

Try using tracert to see the path the packet takes.

InterVLAN on a layer 3 switch

The only layer 3 switch present on Packet Tracer is 3560-24PS. We will use
the same topology by replacing only the router with the layer 3 switch, as
shown in the following screenshot:
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VLAN 10 35‘;1” ‘tPS APRED
10,10.0.0/24 i
/ Fa0/1 10.30.0.0/24
1

VLAN 20
10.20.0.0/24

Creation and configuration of VLANSs is the same on the layer 2 switch, hence

it won't be repeated here. So, we'll move to the layer 3 switch straightaway.

1. Since the switch-switch link on the layer 2 switch was set to trunking mode
with the switchport mode trunk command, the same port on the layer 3

switch will also be in trunking mode. This can be verified as follows:

MSwl#sh interface trunk

Physical | Config CLT |

105 Command Line Interface

=100 x|

Eort
Fal/ 1

Dort
Fal/1

Port
Falsl

Port
Fals1

MSwl#sh interface trunk

Hode Encapsulstion Status Hative vlen
zuto n-802.1g trunking 1

Vlens zllowed on trunk
1-1005

Vlians allowed and active in management domain
1

Vlans in spanning tree forwarding state and not pruned
1
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5.

The trunking status indicates this. More on how this port automatically
moved to trunk will be discussed in the next section (Switch-to-switch
trunk links).

We will configure what is called SVI (Switch Virtual Interface), which
will act as layer 3 interfaces for each VLAN.

MSwl (config) #int vlan 10

MSwl (config-if)#ip add 10.10.0.1 255.255.255.0
MSwl (config-if) #int vlan 20

MSwl (config-if)#ip add 10.20.0.1 255.255.255.0
MSwl (config-if) #int vlan 30

MSwl (config-if)#ip add 10.30.0.1 255.255.255.0

These interfaces will stay down, as this layer 3 switch doesn't have VLANSs
10, 20, and 30. So we'll create them as follows:

MSwl (config) #vlan 10
MSwl (config-vlan) #vlan 20
MSwl (config-vlan) #vlan 30

As each command is entered, the associated SVI will come up. IP Routing
has to be enabled.

MSwl (config) #ip routing

Use the simple PDU tool to test the connectivity.

Here, too, the first packet will always time out as the ARP process takes some time.

Switch-to-switch trunk links

When two switches are connected together, there must be a mechanism to identify
the VLAN a frame belongs to. We aren't talking about the physical layer but about
the data link layer. When two switches are connected together, each one needs to
know to which VLAN the traffic is destined for. This is where VLAN tagging comes
in; when a frame moves over a switch-to-switch link, the source switch tags the
frame with the VLAN ID, and this switch-to-switch link is known as a trunk.
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Following is a screenshot of an inbound and an outbound PDU, captured
in simulation mode, when a PC in VLAN 10 pinged a PC in VLAN 30:

* DU Information at Device: R1 =
051 Model Inbound PDU Details | Outbound POU Details I
—PDU Formats
s
Ethernet 802.1q
] a -] 14 13 Byte
FPREAMELE: 5 DEST ADDR: SRC ADDR:
1010 1010 Fl 0060.2F97.0D01 0090.21C4.8770
D
TRID:| TCI: TYFE: DATA (WARIABLE FC5:
Ox810 Oxa 15738 LENGTH) Ox0
L]
PDU Information at Device: RL X
0S1 Model | Inbound PDU Details ~ Qutbound PDU Details |
—FPCU Formats
ry
Ethernet 802.1g
u 4 - 14 13 Byte
PREAMELE: 5 DEST ADDR: SRC ADDR.:
1010 1010 F| 0010.11D%9.A883 0060,2F97.0D01
D
TRID:| TCI TYFE: DATA (WARIABLE FCS:
0x81Q Oxle Ox1 LENGTH] 0x0
L]

Notice the TCI (Tag Control Information) field that contains a hexadecimal value;
it denotes the VLAN ID. So, the inbound PDU has 0xa, which is a VLAN 10 source,
and the outbound PDU has 0x1e, which is a VLAN 30 destination.

Analyzing broadcasts in the simulation

mode

The concept of VLAN is to split the broadcast domain: so, in this section, we will

see how broadcasts are handled in a VLAN environment using the simulation

mode. Use the same InterVLAN topology we used previously. From PCO0 ping

to 255.255.255. 255, this sets the destination MAC address to FFFF . FFFF.FFFF,
which is the layer 2 broadcast address. Switch to the simulation mode and see what
happens. The switch receives an ICMP packet from PCO0, and sends out two copies of
it: one to the router and another to PC1. If this network weren't divided into VLANS,
the ICMP packet would've been sent to each and every PC connected to the switch.
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Summary

In this chapter, we learned how to use the devices in Packet Tracer to create VLANS,
and to set up VTP to make their management easier. We also configured InterVLAN
routing with both routers and layer 3 switches. So, by now, you'd be familiar with
the SVIs of these layer 3 switches. Finally, we learned about the differences between
normal switch-PC links and switch-switch links, which are also called trunks. The
simulation mode of Packet Tracer is of immense help here, as it enables visualizing
the packet flow in a VLAN environment.

The next and final chapter will show you how to create practical assessments
in Packet Tracer so that you can distribute them and also use them to test
your students or interview candidates.
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Creating Packet Tracer
Assessments

We've finally arrived at the final chapter of this book. So far, we've been using Packet
Tracer to learn things ourselves, but in this chapter, we will create assessments with
Packet Tracer to test how much other people have learned. In addition to being a
simulator, Packet Tracer combines the feature of an assessment tool with a lot of
potential. Creating an assessment is as easy as creating an initial network or

creating an answer network (or rather, a final network).

The Activity Wizard guides you through the creation of an assessment. It is made
accessible by navigating to Extensions | Activity Wizard, or by pressing Alt + V.
In this chapter, we'll create a simple assessment with a PC, router, switch, and

a server, and configure a simple Access Control List (ACL).



Creating Packet Tracer Assessments

The welcome screen and instructions

The Welcome screen allows you to enter Author Information (author name and
comments). The Instructions section is where you enter questionsand objectives
for the user to see. This section uses HTML syntax to format the instructions.

A set of supported tags are listed in Packet Tracer's help file.

=10l ]

The objectives of this assessment are as follows =

1. Establish connectivity between all devices
2. Configure the devices with the follwong IP addresses
PC:
IP address: 10.10.0.2/24
Gateway: 10.10.0.1
Server:
IP address: 30.10.0.10/24
Gateway: 30.10.0.1
Router:
GigabitEthernet0/0: 10.10.0.1/24
GigabitEthernet0/1: 30.10.0.1/24
3. Configure an extended ACL on the Router so that the PC can only _ |
PING and access the HTTP service of the Server 5

Time Elapsed: 00:00:10 Completion: 11%*
[ Top Check Resultsl Reset Ac:tivityl = | I 1/1 = |

This is an example of using HTML ordered lists with the <o1> and <1i> tags.

The initial network

The following figure is what the examinee will see when the assessment file is
opened. Clicking on the Show Initial Network option will take you to the logical
workspace, from where you'll have to add devices. We will only add the devices
shown here, and not connect them or assign IP addresses to them.

- d 'y
iy 2950-24 1041

PC Switch Router Server-FT
Server
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We'll open the CLI tab of the router, change the hostname, and set an enabled
password by entering the following commands:

Router>en
Router#conf t
Router (config) #hostname R1

Rl (config) #enable secret cisco

We'll stop the creation of the initial network here. Click on the wizard hat and wand
icon on the bottom-left corner to return to the wizard. Save this topology by clicking
on Export Initial Network to File; we'll be using this file on the answer network.

Now, we will choose features that will be locked in the main interface, so that users
do not take help from the several tools of Packet Tracer. There are a lot of items to be
checked under the Locking Options tab. The following screenshot shows the items
to be checked under the Interface option:

Locking Options I Initial Network Setup I Qb

Expand/Collapse Alll

Use the locking tree below to lock out certain fe

Locking Items
3 ¢ iLacking

=- ] Interface

: + [ activity

E Switching to Legical Workspace

: Switching to Fhysical Workspace
- ] Switching to Realtime Mode
- ] Switching to Simulation Mode
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Next, we'll see the items to be selected under the Topology option.

= Topology
= Global
Create Devices
Femove Devices
- [¥] Teggle Power
- W] Configure Devices
- W] Move Devices
- [ Use CLI Tab
- [] Use Desktop Tab
Use Config Tab
Change Interface
Remove Interface
- [] Connect Links
- [] Disconnect Links
Create Cluster
Remove Cluster
Enter Cluster
Move Cluster
Create Phys=ical Level
Remove Fhysical Level
Change Physical Level
- ] Global Tooltip
Change Notes/Annotations
- W] Move MNotes/Annotaticns
Remove Notes/Annotations
Auto Connect
Export/Import 105 Config
Change Display Names
- [] Read Only Desktop Applets
- [] Lock Desktop Applets

Now, for the Existing Devices option, check for the items that need to be selected
according to the following screenshot. We'll first see the PC checklist:
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=] ¥ Existing Devices
=- bl rC

- O Ports

Add/Change Interfaces
Remaowve
Toagale Power
- [ configure
Mowve
Change Physical Level
Export/Import 105 Config
Change Mame
- ] Use Deskiop Tab
- [ Use Config Tab
Device Tooltip
B- Desktop Applets
- [] 1P Settings Read Only
- [ Lock IP Settings
Dial-up Settings Read Only
Lock Dial-up
- W] Terminal Read Only
Lock Terminal
- [] Command Prompt Read Cnly
- [ Leck Cemmand Prompt

The Router option within End Devices has the following items checked:

=- Router

Add/Change Interfaces
Remove
Toaale Power
Configure
Mowve
Change FPhysical Level
Export/Import I05 Config
Change Name
~ [ Use CLI Tab
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The Server option within End Devices has the following items selected:

- M Server

H- O Ports

- W] add/Change Interfaces
Remowe

Togale Power

Configure

Mowve

- W] Change Physical Level

- ¥] Ewport/Import 105 Config
Change Mame

- ] Use Desktop Tab

- [] Use Cenfig Tab

Device Tooltip

- ] Desktop Applets

- [] 1P Settings Read Only
- [] Lock IP Settings
Dial-up Settings Read Only
Lock Dial-up

- ] Terminal Read only
Lock Terminal

- [] Command Prompt Read Only
- [] Lock Command Brompt

That's all; Simulation should now be fully checked.

The answer network

Now let's move on to creating the answer network. Open the Answer Network
section and import the file that we previously saved. We will now finish this network
setup. This is the finished network you'd want the end users to create. Click on Show
Answer Network and you'll be taken to the logical view with the same four devices
again. Our finished network will look like the following figure:

[:I—o—.d._'{“}-’:‘-* ——

7
2950-24
PC-PT :
Switch 1941 Server-FT
FC Router
Server
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We'll be using the following IP address settings:

* PC: The addresses assigned are as follows:
° IPaddress: 10.10.0.2
° Subnet Mask: 255.255.255.0

°  Gateway:10.10.0.1

* Router: The settings configured are as follows:
° GigabitEthernet0/0: 10.10.0.1 (Connected to the switch)
° GigabitEthernet(/1: 30.10.0.1 (Connected to the server)

* Server: The addresses assigned are as follows:

° IP address: 30.10.0.10
°  Subnet Mask: 255.255.255.0
°  Gateway: 30.10.0.1

After assigning IP addresses to the PC and server, do the same to the router.

Rl (config) #int g0/0

Rl (config-if)#ip add 10.10.0.1 255.255.255.0
Rl (config-if)#no shut

Rl (config-if)#int g0/1

Rl (config-if)#ip add 30.10.0.1 255.255.255.0
Rl (config-if) #no shut

Now, we'll configure extended ACL on the router so that only ICMP (Internet
Control Message Protocol) and HTTP traffic is allowed.

Rl (config) #ip access-list extended 100

Rl (config-ext-nacl) #permit icmp any host 30.10.0.10

Rl (config-ext-nacl) #permit tcp any host 30.10.0.10 eqg www
Rl (config) #int g0/0

Rl (config-if)#ip access-group 100 in
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Test if things work correctly by opening the PC and pinging the server. Then try to
test the connectivity using the £tp command from the PC to the server IP address.

o pC —lox|

Physical 1 Config Decktop ] Software.-"Servchs]

=4, Lost = 0 (0% loss),
round trip in mill ds:
, Maximum = Oms, Average = Oms

%Error opening £t

(Timed out)

r DC Command Line 1.0
ng from ftp server)

The FTP connection fails as expected (as shown in the previous figure). Now open
the Web Browser utility and see if the web server is accessible. To incorporate it into
our assessment, we need to test the same with PDUs.

* Create a simple PDU to test ICMP. This should succeed.
Create a complex PDU to test HTTP. This should succeed.
* Create a complex PDU to test FTP. This should fail.

Last Status | Source | Destination Time (=ec) | Periodic

Successful  PC Server icve i 0.000 N
@ Successful PC 30.10.0.10 TCP 0.000 N

q Failed PC 30.10.0,10 TCP 0.000 I
L |

Now that our answer network has been tested (as shown in the previous figure),
click on the hat and magic wand icon to get back to the Activity Wizard. Once you
are back in the wizard, export this network and save it. We should now select all of
the items that will be taken into consideration when evaluating this assessment.
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We will evaluate IP addresses of the PC, server, and the router, connections between
all devices, and the connectivity between the PC and the server. The following
options will be selected under the assessment tree:
* PC/Server: We select the following items under this checklist:
°  Default Gateway
°  Ports: Select the FastEthernet0 item, and within that enable
the following:
IP address
Port Status
Subnet Mask
Link to switch/router: Under this checklist we enable Type

* Router: We enable the following items in the checklist:

° ACL

°  Ports: Check the following items within the Ports option:

GigabitEthernet0/0: We enable Access group In, IP Address, Subnet
Mask, and Type under the Link to switch option

GigabitEthernet(/1: We enable IP Address, Subnet Mask, and Type
under the Link to Server option

After a user has finished configuring all of these items, connectivity has to be checked.
Move on to the Connectivity Test tab and you'll see the three user-generated PDUs
thatwe created. The Test Condition field for the first two packets (ICMP and HTTP)
should show success, and the third one should show failure. This will be a built-in
check to see if the ACLs have been properly configured.

Navigate to the Settings tab and set the timer countdown. Setting the countdown
will automatically pop up the answer network's window once the time is up. We
will set it to 20 minutes.

Click on the Password button and set a password. The end users will be prompted
for this password if they try to access the activity wizard during the assessment.
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Testing the activity

Now that we have prepared our assessment, we should test it and see if it works the
way it should. Click on the Test Activity button. Complete the assessment and see
how the Completion percentage information increases. You should also try doing
things from the Locked list to see how Packet Tracer behaves.

Once you're satisfied with the result, come back to the activity wizard and click on
Save. The assessment file alone will be saved with a .pka extension. This file can be
distributed to anyone who has to take up the assessment. If the end user tries to open
the activity wizard, a password prompt will appear.

Summary

This chapter provided you with basic information on creating a Packet Tracer
assessment. The assessment engine provides a lot of scope for working with
variables. A variable allows flexibility in procuring a wide range of user inputs.
Packet Tracer also provides a scripting engine; using your programming skills,
you can create more interactivity within the assessment.
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