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Preface

Wireshark, a combination of Kali and Metasploit, deals with the second to the seventh
layers of network protocols. The book will introduce you to various protocol analysis
methods and teach you how to analyze them. You will discover and work with some
advanced features, which will enhance the capabilities of your application. By the end of
this book, you will be able to secure your network using Wireshark 2.

Who this book is for

If you are a security professional or a network enthusiast who is interested in
understanding the internal working of networks and have some prior knowledge of using
Wireshark, then this book is for you.

What this book covers

Chapter 1, Installing Wireshark 2, teaches you how to install Wireshark on Windows,
macQOS, and Linux.

Chapter 2, Getting Started with Wireshark, tells you about what's new in Wireshark 2. It will
also teach you how to capture traffic and how to save, export, annotate, and print packages.

Chapter 3, Filtering Traffic, teaches you about BPF syntax and how to create one. It further
explains how to use BPF to apply it as a capture filter and reduce the packets, how to create
and use display filters, and how to follow streams—both TCP and UDP.

Chapter 4, Customizing Wireshark, explains how to apply preferences in Wireshark and
customize them. You will learn how to create profiles for different analysis requirements.

Chapter 5, Statistics, provides an overview of TCP/IP and time values and summaries. You
will also take a look at the expert system usage feature of Wireshark.

Chapter 6, Introductory Analysis, explains the basics of DNS and some DNS query
examples. You will also learn about ARP resolution and how to resolve an IP address to a
physical MAC address on an Ethernet bus. You will also acquire knowledge about IPv4 and
IPv6 headers, the flags within them, and the fragmentation.
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Chapter 7, Network Protocol Analysis, teaches you about UDP analysis: the connectionless
protocol, TCP analysis: the connection-oriented protocol, and finally, graphing I/O rates
and TCP trends: visualization of the data analyzed.

Chapter 8, Application Protocol Analysis I, talks about HTTP, both in an unencrypted fashion
and an encrypted fashion, and how to decrypt that. You will also look into FTP in all of its
many flavors, including active mode, passive mode, and the encrypted flavors of FTPS and
SFTP.

Chapter 9, Application Protocol Analysis I, teaches you email analysis using POP and SMTP.
We will also look at VoIP analysis using SIP and RTP.

Chapter 10, Command-Line Tools, teaches you how to run Wireshark from the command
line, tshark, tcpdump, and running dumpcap.

Chapter 11, A Troubleshooting Scenario, covers troubleshooting a specific issue within
Wireshark.

To get the most out of this book

You will need to have Wireshark installed in a Windows/Linux/macOS system.

Download the color images

We also provide a PDF file that has color images of the screenshots/diagrams used in this
book. You can download it here: https://www.packtpub.com/sites/default/files/
downloads/MasteringWireshark2_ColorImages.pdf.

Conventions used

There are a number of text conventions used throughout this book.

CodeInText: Indicates code words in text, database table names, folder names, filenames,
file extensions, pathnames, dummy URLSs, user input, and Twitter handles. Here is an
example: "So, pcapng is the next generation of the pcap file extension."

Any command-line input or output is written as follows:

nslookup wireshark.org 8.8.8.8

[2]
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Bold: Indicates a new term, an important word, or words that you see onscreen. For
example, words in menus or dialog boxes appear in the text like this. Here is an example:
"We can see the target in the Address Resolution Protocol (request) option."

Warnings or important notes appear like this.

Tips and tricks appear like this.

Get in touch

Feedback from our readers is always welcome.

General feedback: Email feedback@packtpub.com and mention the book title in the
subject of your message. If you have questions about any aspect of this book, please email
us at questions@packtpub.comn.

Errata: Although we have taken every care to ensure the accuracy of our content, mistakes
do happen. If you have found a mistake in this book, we would be grateful if you would
report this to us. Please visit www.packtpub.com/submit-errata, selecting your book,
clicking on the Errata Submission Form link, and entering the details.

Piracy: If you come across any illegal copies of our works in any form on the Internet, we
would be grateful if you would provide us with the location address or website name.
Please contact us at copyright@packtpub.com with a link to the material.

If you are interested in becoming an author: If there is a topic that you have expertise in
and you are interested in either writing or contributing to a book, please visit
authors.packtpub.com.

[3]
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Reviews

Please leave a review. Once you have read and used this book, why not leave a review on
the site that you purchased it from? Potential readers can then see and use your unbiased
opinion to make purchase decisions, we at Packt can understand what you think about our
products, and our authors can see your feedback on their book. Thank you!

For more information about Packt, please visit packtpub. com.

[4]




Installing Wireshark 2

In this chapter, we'll cover the following topics:

e Installation and setup
e Installing Wireshark on Windows

e Installing Wireshark on macOS
e Installing Wireshark on Linux

Installation and setup

In this section, we'll take a look at installing Wireshark on Windows and installing
Wireshark on macOS and Linux.
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Installing Wireshark on Windows

You will need to perform the following steps:

1. Goto the nttps://www.wireshark.org/ web page:

NEWS GotAcquainted»  GetHelps Develops OurSponsor  SharkFest
WIRES F

Download Leam Go Beyond

Get Started Mow I’n—o\-d;c Power With

2. When you get there, scroll down on the home page and click on Download.

3. The latest version of Wireshark will be visible. Select the installer for the version
of Windows that you are currently running.

Most people on a modern computer, on a modern version of Windows,
will be running 64-bit.

If you happen to be running an older version of Windows on 32-bit or
older hardware, make sure you select the 32-bit version. If you're not sure
which one to use, do the following:

Open your Control Panel, go to System and Security, and click on the
System link. In the System section, you'll see that it says System type: 64-
bit Operating System. If you have a 32-bit, it'll show that here as well.

4. Back on the download Wireshark page, download the version that you need, and
run that file; now, click on Next to begin the setup.

[6]
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5. Read the License Agreement, click on I Agree, and select the features of
Wireshark that you wish to include. Most people include all of the defaults.
You'll see here that we have the main Wireshark application; we have the classic
interface version of Wireshark; and we have TShark, which is a command-line
version of running Wireshark; as well as some plugins, the User's Guide, and
some additional tools:

M Wireshark 2.4.5 64-bit Setup (o] 3 |[&=]
Choose Components
Choose which features of Wireshark 2.4.5 64-bit you want to install. ‘

The following components are available for installation.

Select components to install: ! Wireshark

: TShark
Wireshark 1

-- Plugins & Extensions
- [ Tools

Space required: 185.2MB

‘Wireshark Installer (km)

[7]
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6. We'll go ahead and accept the defaults, and then click on Next. And, in this
window, we can go ahead and customize what shortcuts show up and whether
file extensions are associated to Wireshark. We're going to turn off the Wireshark
Legacy Quick Launch Icon and Wireshark Legacy Start Menu Item:

M Wireshark 2.4.5 64-bit Setup o || =2 =]
Select Additional Tasks
Which additional tasks should be done? ‘

Create Shortcuts
Wireshark Start Menu Item
[] wireshark Desktop Icon
Wireshark Quidk Launch Icon
[] wireshark Legacy Start Menu Item
[] wireshark Legacy Desktop Icon
[] wireshark Legacy Quick Launch Icon

File Extensions
(@) Assodiate trace file extensions to Wireshark
() Assodiate trace file extensions to Wireshark Legacy
() Mone
Extensions: Svw, acp, apc, atc, bfr, cap, enc, erf, fdc, ipfix, mplog, out, pcap,
pcapnag, pkla, pkt, rf5, snoop, syc, tpc, trl, trace, tre, vwr, wpc, wpz

< Back ][ Mext = ] [ Cancel

7. Go ahead and click on Next, and select a location for Wireshark to install. We'll
select the defaults here as well.

[8]
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8. And on the next page here, it says: Install WinPcap? If you don't have WinPcap
installed, leave that checked and it will install it as part of the install process:

M Wireshark 2.4.5 64-bit Setup E= =]

Install WinPcap?
WinPcap is required to capture live network data. Should WinPcap be installed? ‘

Currently installed WinPcap version
WinPcap is currently not installed

Install
Install WinPcap 4.1.3
(Use Add/Remove Programs first to uninstall any undetected old WinPcap versions)

What is WinPcap?

Wireshark Installer

< Back “ Mext = ][ Cancel

WinPcap is the driver that allows Wireshark to interface with your
network card. WinPcap is required for it to be able to view all the packets.

9. Click on Next.

You can also install USBPcap, which allows you to view the traffic on a
USB connection. Most people won't need this, so we'll leave that
unchecked.

[9]
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10. Go ahead and click on Install and Wireshark will now install.

11. Partway through the install, the WinPcap installer will then run, and we'll go
ahead and click on Next.

12. Read the License Agreement and click on I Agree. You can then decide whether
or not you want the WinPcap driver to run at boot time. Most people allow it to
do so. We'll leave that as default, and click on Install.

13. That will finish very quickly; then click on Finish.

14. The Wireshark install will then continue. When the text window says completed,
go ahead and click Next; and then you can select whether or not you want to run
Wireshark at that moment, and click on Finish.

Once the Wireshark GUI loads up, you are done:

M The Wireshark Network Analyzer = | &l &
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

Adm 0 lEREQ = sEBRaaanm

|“ |f-\ppl'-r' a display filter ... <Ctrl-/> =d '] Expression... =+

Welcome to Wireshark

Capture
.using this filter: | |Enter a capture filter ... ~ ] Allinterfaces shown ™
VirtualBox Host-Only Network AL A N

Local Area Connection TR = i i

Learn
User's Guide - Wiki - Questions and Answers - Mailing Lists
‘fou are running Wireshark 2.4.5 (v2.4.5-0-g153e867ef1). You receive automatic updates.

" Ready to load or capture Mo Packets Profile: Default

[10]
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In the next section, we'll go over how to install Wireshark on macOS and Linux.

Installing Wireshark on macOS

To install Wireshark on macOS, perform the following steps:

1. Start by going to the https://www.wireshark.org/ web page.

2. When you're on the web page, scroll down on the main page, and click on
Download. The latest version of Wireshark will be displayed.

3. Go down to macOS 10.6 and later Intel 64-bit .dmg, and click on it to download:

& Firefox File Edit View History Tools Window Help ® & B @ --F () @) &) = 00%EE Wed918PM Andrew C Q i=|

€

L - § Wireshask - Oa Deen T h

& | it wireshark_org. [ T B 3 =
TR T i

NEWS  Get Acquainted Get Hel, Develo QOur Sponsor  SharkFest
WIRESHARK Fatail I R AL

Download Wireshark

The current stable release of Wireshark is 2.2.1.

Stable Release (2.2.1) » October 4, 2016

Old Stable Release (2.0.7) « October 4, 2016

Documentation

More downloads and documentation can be found on the downloads page.

R arks of the Wireshark Foundation

4. At this point, we can choose to save the file to our Downloads folder and then
open it, or simply open it directly off the web page with the DiskImageMounter
(default).

5. Go ahead and click on OK. It downloads the file and opens it up.

[11]
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6. We can then double-click on the PKG file, and click on Continue:

& Finder File Edit View Go Window Help R R = O o5 0% W8 Whael 1 A A nelesros Crentrtameevs] IR SR e

| Wireshark - Go Deen.

R prpp— =
T (O ’

NEWS Get Acquainted « Get Help » Develop » Our Sponsor SharkFest
WIRESHARK q P P p

Dow =
The curren v

Wireshark 2.2.1 intel
B4.0kg

Stable Release (2.2.1) » October 4, 2016

i

Read ma first.rif

Old Stable Release (2.0.7) » October 4, 2016

Documentation

More downloads and documentation can be found on the downloads page.

shark and the "fin" logo are registered trademarks of the Wireshark Foundation
@ Firetox sutomatically sends some dats to MoTiila 80 that we can IMprove your experience. *

7. Read the License Agreement and click on Continue again, and then on Agree to
indicate that you agree to the license agreement.

If you wish to change the install location, you can do so now.

8. Click on Install.
9. Enter your administrator credentials and click on Install Software.
10. Once the installation is successful, click on Close.

[12]
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11. If you go to your applications list in the lower right, and scroll down, you should
see Wireshark at the bottom of the list. You can select Wireshark, and you can see
that it's now loaded:

Applications

O
Ly @ 9

Smart Switch SonicWA...nect.app Stasis.app Steam.app
System P..nces.app TeamViewer.app TextEdit.app Time Machine.app  TorBrowser.app

>

Unity Utilities uTorrent.app Visual St...ode.app VMware Fusion.app vSSH Lite.app

D
R
: - o] \H-._____.-/
Wireshark.app Zenmap.app Zoom.us.app Open in Finder

Once Wireshark is up and running, that's it—you're done.

[13]
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Installing Wireshark on Linux

Installing Wireshark on Linux will differ, based on the distribution that you're using. Here,
I'm using one of the most common distributions available: Ubuntu. In order to install

Wireshark, perform the following steps:

1. We'll go to the Ubuntu software application; go ahead and click on that and we'll
search for synaptic:

Filter results »

® synaptic

A Applications
>
ii’
Synaphic Package
Manager

B Files & Folders

synaptics.o synaptics synaphics.c

synaplics_ize.c synaplics_usb.c synaplics.o synaplics.h synaplics.c synaplics.h

Synaptic is a package manager similar to the Ubuntu software application,
but it gives you more control.

2. Simply click on Install; enter your administrator password (your root password)
and the software will be installed:

[14]
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Chapter 1

b

©© Authenticate

Authentication is required to run the Synaptic Package Manager

An application is attempting to perform an action that requires privileges.

Authentication is required to perform this action.

Password: | |

» Details

Cancel Authenticate

3. Go ahead and click on Synaptic Package Manager to open that up. Enter in our
credentials again, and now we have our Synaptic application loaded:

Synaptic Package Manager

Development (universe)
Documentation
Documentation (multiverse)
Documentation (universe)
Editors

Editors (multiverse)

Editors (universe)
Education (universe)
Electronics (multiverse)
Electronlecs (universe)

Emall

Emall (multhverse)

Email (universe)

Embedded Devices (universe

Sections

Status

|

|

Origin |
Custem Filters |
|

Search Results

Architecture l

File Edit Package Settings Help
= =

. Reload  Mark All Upgrades Apply
Amateur Radio (universe) |0 oad
Communication O oad-data
C ication (multi Y0 oad-dat
Communication {universe) |  oad-dbg
Cross Platform [ cinstall
Cross Platform (multiverse) (]  oinstall-core
Cross Platform (universe) |0  oxfff
Databases O 2048qt
Databases (multiverse) O  2ping
Databases (universe) 0O  2vcard
Debug O  3270common
Debug (multiverse) O  3s9admin
Debug (universe) O  3ss-admin<onsole
Development ] 3s9-console

Q

Search

Installed Version Latest Version
0.0.20-1
0.0.20-1
0.0.20-1
0.0.20-1
2.10-2
2102
0.6.1-3
0.1.641
3214
0.6-1
3.3.14ga11-1build
1.1.42-2
1.1.10-2
1.1.9-1

B = 27 B

Description
Realtime strategy game of ancient warfare
Real-time strategy game of anclent warfare (data files)
Real-time strategy game of anclent warfare {commeon data Files)
Real-time strategy game of ancient warfare (debug)
cross-distribution packaging system
cross-distribution packaging system (non-Gui parts)
Open Free Fiasco Firmware Flasher

th tics based puzzle g
Ping utility to determine directional packet loss
perl script to convert an addressbook to VCARD file Format
Common Ffiles For IBM 3270 emulators and pr32a?
389 Directory Administration Server
389 admin server management console

389 Management Consale

Development (multiverse) Mo package Is selected.

59086 packages listed, 3124 installed, 0 broken. 0 to installfupgrade, 0to remove

[15]
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4. This is again very similar to the Ubuntu software application, but it's less pretty.
5. Click on the Search button, and we will search for Wireshark. Enter wireshark

and click on Search, and you'll see everything that has Wireshark in its name or
description now shows up in the package list:

Synaptic Package Manager !“! H B 1218PM R
File Edit Package Settings Help
- = Q
Reload  Mark All Upgrades Apply Pro Search
all 5 Package Installed Version Latest Version  Description
‘,s O  etherpuppet 0.32 create a virtual interface from a remote terf,
= O horst 4.2-1bulld1 Highly Optimized Radio Scanning Tool
— O  Ubwireshark-data 2.2.6+g32dac6a-2u network packet dissection library - data files
- 1 libwireshark-dev 2.2.6+g32dacta-2u rk packet di library - devel Files
[ libwiresharke 2.0.2+ga16e22e-1 network packet dissection library = shared library
1 libwiresharks 2.2.6+g32dacea-2u network packet dissection library - shared library
O  libwiretap-dev 2.2.6+g32dac6a-2u network packet capture library - development files
O libwiretaps 2.0.2+ga16e22e-1 network packet capture library - shared library
‘ O libwiretaps 2.2.6+g32dac6a-2u network packet capture library - shared library
E 0O libwscodecst 2.2.6+g32dacBa-2u network packet dissection codecs library - shared library
O Gbwsutil-dev 2.2.6+g32dacta-2u network packet dissection utilities library ~ development files
@ O  Ubwsutils 2.0.2+gai6e22e1 network packet dissection utilities library - shared library
— O Ubwsutil? 2.2.6+g32dacta-2u network packet dissection utilities library - shared library
it [1__ netmate 0.2.0-6 netdude clone that shows peap dump lines in netweork header style
ﬁ Mo package Is selected.
(3
=
i ﬁ* i Sections |
Status |
Orlgin |
Custom Filters |
Search Results |

Architecture

de, 0 to remaove

A
o
g

28 packages listed, 3124

Yupg!

[16]
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6. We'll scroll down and select the main wireshark package, just the one that says
Wireshark, as shown in the following screenshot:

Synaptic Package Manager E_ m H 12215PM R
File Edit Package Settings Help
= 3, = Q
Reload  Mark AllUpgrades  Apply Properties Search
all s Package Installed Version Latest Version Description
O  Ubwsutil? 2.2.6+g32dacsa-2u network packet dissection utilities library - shared library
O  netmate 0.2.0-6 netdude clone that shows pcap dump lines In network header style
1 ostinato 0.7.1-2build1 Packet/Traffic Generator and Analyzer
1 packeth 1.6.5-2 Ethernet packet generator
1 peapfix 1.1.0: repairs broken pcap and pcapng files
O  snmp-mibs-downloader 1.1 install and manage g Fi i (g files
O  tepstract 1.0.1-9 extract Files From network traffic based on File signatures
O  tshark 2.2.6+g32dac6a-2u network traffic analyzer - console version
O  ulogd2-peap 2.0.5-2build1 peap extension to ulogd
B wireshark 2.2.8+g32dacéa-2u network traffic analyzer - meta-package
O  wireshark-common 2.2.6+g32dac6a-2u network traffic analyzer - common Files
O  wireshark-dev 2.2.6+932dac6a-2u network traffic analyzer - development tools
[0 wireshark-doc 2.2.6+g32dac6a-2u network traffic analyzer - documentation
[ wireshark-gtk 2.2.6+g32dac6a-2u network traffic analyzer - GTK+ version
network traffic analyzer - meta-package
Get h Get Changel Visit }

wireshark is a network "sniffer” - a tool that captures and analyzes
packets off the wire. Wireshark can decode too many pratocols to list
here.

This is a meta-package for Wireshark.

Sections
Status
Origin

Custem Filters
Search Results

Architecture

28 packages listed, 3124 install broken. 0 to install de, 0 to remave

[17]
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7. So we'll select that; click on that, and select Mark for Installation. It will then ask
you if it's okay to install other packages that are required. We can say sure, that's
fine; Mark them for installation as well. So now all of our dependencies will be
installed, as well:

Synaptic Package Manager g B 1220PM B

22 6+g32dacéa-2u network packet dissection utilities library - shared libra

g

O0000000®"

@@ synaptic
I wireshark-commor slyzer - common Flles

! Mark additional required changes?

Di

The chosen action alsa affects other packages. The
Following changes are required in order to proceed.

network traffic analy = Tobeinstalled
| geolp-database-extra
- 1 libc-ares2
wiresharkisa nelfwork_‘ libjs-openlayers
packets off the wire. Wi libnghttp2-14
here. libnl-route-3-200
This is a meta-package f :::;T;;E:memayplugms

libwireshark-data

Cancel Mark

C)
=
o
g]
B
B
a
%
"g

L
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8. We can then go up and click on Apply, and it'll tell us that we'll be installing the
following packages. Click on Apply again, and Synaptic will go ahead and
download and install all the programs that we've selected:

Synaptic Package Manager E m = 12z221PM B
File Edit Package Settings Help
- & = = Q

Reload  Mark AllUpgrades | Apply Properties Search

all 5 Package Installed Version Latest Version  Description
3]
O netmate 0.2.0-6 netdude clone that shows pcap dump lines in network header style
[ ostinato 0.7.1-2build1 Packet/Traffic Generator and Analyzer
[0 packeth 1.6.52 Ethernet packet generator
[ peapfix 1.1.01 repairs broken pcap and pcapng files
O  snmp-mibs-downloader 11 install and g g Fi i (miB) files
O  tepxtract 1.0.1-9 extract Files From network traffic based on file signatures
O  tshark 2.2.6+g32dac6a-2u network traffic analyzer - console version
O ulogd2-peap 2.0.5-2build1 peap extension to ulogd
@B wireshark 2.2.8+g32dacéa-2u network traffic analyzer - meta-package
3] d ark traffic analy
O  wireshark-dev 2.2.6+g32dac6a-2u network traffic analyzer - development tools
[ wireshark-doc 2.2.6+g32dacca-2u network traffic analyzer - documentation
[ wireshark-gtk 2.2.6+g32dac6a-2u network traffic analyzer - GTK+ version

network traffic analyzer - meta-package
Get b Get Ch dog Visit b pag

wireshark is a network "sniffer” - a tool that captures and analyzes
packets off the wire. wireshark can decode too many pratocols to list
here.

This is a meta-package for Wireshark.

&
—
B
B
s
B
—

Sections
Status
Origin

Custem Filters
“Search Results

Architecture
28 packages listed, 3124 installed, 0 broken. 15 to installfupgrade, 0 to remove; 136 MB will be used

L

At this point, you'll receive a window popup asking you if non-superusers
should be able to capture packets. I would recommend selecting Yes. That
will allow you to separate your root user from your standard users, but
still allow you, as a standard user, to capture packets.
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9. Once everything is complete, you'll receive a Changes applied window. It'll say:
Successfully applied all changes. You can now close the window.
10. Simply click on Close, and you'll see everything here marked in green is now
installed, including Wireshark:

Synaptic Package Manager
File Edit Package Settings Help

= &
Reload  Mark All Upgrades Apply

all Package
etherpuppet
horst
libwireshark-data
libwireshark-dev
libwiresharke
libwiresharks
libwiretap-dev
libwiretaps
libwiretaps
libwscodecs1
libwsutil-dev
libwsutils
libwsutil?
netmate

[ Iulu] | Isls] Iulu} Iululf

W B = 2sem B

Q

Search
Installed Version Latest Version Description
032 create a virtval interface from a remote Ethernet interface
4.2-1bulld1 Highly Optimized Radio Scanning Tool
2.2.6+g32dacta-2u 2.2.6+g932dacta-2! rk packet library - data files
2.2.6+g32dacta-2 rk packet di library - devel Files

2.0.2+ga16e22e-1 network packet dissection library = shared library
2.2.6+g32dacta-2u 2.2.6+g32dacea-2u network packet dissection library - shared library
2.2.6+g32dac6a-2u network packet capture library - development Files
2.0.24ga16e22e-1 network packet capture library - shared library
2.2.6+g32dacBa-2u 2.2.6+g32dacBa-2u network packet capture library - shared library
2.2.6+g32dacha-2u 2.2.6+g32dacsa-2u network packet dissection codecs library - shared library
2.2.6+g32dacta-2u network packet dissection utilities library ~ development files
2.0.2+gai6e22e1 network packet dissection utilities library - shared library
2.2.6+g32dacta-2u 2.2.6+g32dacta-2u network packet dissection utilities library - shared library

0.2.0-6 netdude clone that shows peap dump lines in netweork header style

Mo package Is selected.

sections
Status
Origin
Custom Filters
Search Results

Architecture

28 packages listed, 3139 installed, ken. Oto i /

de, 0 to remave

11. So, at this point, we can close this program as well as the Ubuntu software. Next,
click on the Search button in the upper left corner of the interface, and we'll type
in wireshark. It automatically shows that Wireshark is here. We can simply
click on that and it will load Wireshark.

12. At this point, once Wireshark loads, you're done.
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Summary

In this chapter, you've learned how to install Wireshark on both macOS and
Linux—specifically, Ubuntu.

In chapter 2, Getting Started with Wireshark, we are going to take a look at what's new in
Wireshark 2, capturing traffic, saving and exporting packets, annotating and printing
packets, remote capture setup, and remote capture usage.

[21]
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In this chapter, we'll cover the following topics:

e What's new in Wireshark 2

e Capturing traffic

¢ Saving and exporting packets

¢ Annotating and printing packets
e Remote capture setup

¢ Remote capture usage
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What's new in Wireshark 2?

There's a new version of Wireshark out—a new major version that has many interesting
features. Here, you can see the new Qt GUI:

File Edit View Go (Capture Analyze Statistics Telephony Wireless Tools Help
AN @ IRRE(R] =F sEEaaaH

L] |F-\pp|‘-r' a display filter ... <Cirl-/>

= | '] Expression... +

Welcome to Wireshark
Capture

...using this filter; [ |Enter a capture filter ... b ] All interfaces shown ™

VirtualBox Host-Only Network .r'“"l n

Local Area Connection

Learn
User's Guide - Wiki - Questions and Answers - Mailing Lists
‘fou are running Wireshark 2.4.5 (v2.4.5-0-g153e867ef1). You receive automatic updates.

Profile: Default

# Ready to load or capture Mo Packets

It looks very similar to the Legacy GTK GUI, with few minor tweaks. The main menu bar
here has had some icons changed and removed; the general interface is a little bit cleaner.
All the general functionality, though, is all the same. Capture options are on the upper left-
hand side and they are denoted by a gear icon. When you click on the gear icon, you have
multiple tabs for Input options, Output options, and general Options:
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‘ Wireshark - Capture Interfaces ? 2

Input | Qutput | Options

Interface Trathic Link-layer Header Promiscucus Snaplen (B) Butter (MB) Monitor Mode Capture Filts

Host-Only Ethemet [+ default 2 —

i Local Area Connection Fthemet & default 2 —

< | m 3

V| Enable promiscuous mode on all interfaces
Caplure fiter for selected interfaces: [ [Enter o captu -] [ compie BeFs |

[ st ][ cose |[ nep |

When you click on Edit | Preferences..., you can see the preferences window, as shown in
the following screenshot. Options such as Show up to makes it easy to navigate and view
what you need to see:

£ Wireshark - Preferences ? P
4 Appearance i :
L 5 Remember main window size and placement
ayou
Columns Open files in
Font and Calors @ The most recently used folder
Capture () This folder:  C:\Users\sayalit\Documents
Filter Buttons
Mame Resolution B
I Protocols 10 filter entries
> Statistics i il
Advanced SECEILIRES
Confirm unsaved capture files
[ Automatically scroll packet details
Packet detail scroll percentage: 0
Main toolbar style:
Language: |Use system setting ~
4 | T | 3
0K ] [ Cancel ] [ Help
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As shown in the following screenshot, on the left-hand side, you can see the related packets
diagram show up, based on what you select. So if you select different packets, this will
change in size and shape; and what might appear for you is then what you select. This
makes it easy to pick out packets that are related to each other without having to follow
TCP or UDP streams:

Dile  Edit  Miew Lo Lapture Analyze Ztahishics  Telephony Wireless lools Help

LR TRE Q= s Eaaa s
iy & cisplay Flter B3 -] Bpression... | +
192.168.56.1 239_.255.255.250 S50P 216 M-SEARCH * HTTP/1.1
192.168.56.1 239_.255.255.258 S50P 216 M-SEARCH * HTTP/1.1
192.168.56.1 279.255.255.250 S50P 216 M-SCARCH * HTTP/1.1
192.168.56.1 239.255.255.250 S50P 216 M-SCARCH * HTTP/1.1
192.168.56.1 239.25%.255.25%8 501 216 M-SEARCH * HITP/1.1
192.168.%6.1 239.255.255.2%9 5500 216 M-SEARCH * HTTP/1.1
192.168.56.1 239.255.255.259 S50P 216 M-SEARCH * HTTP/1.1
192.168.56.1 239_.255.255.258 S50P 216 M-SEARCH * HTTP/1.1
192.168.56.1 239.255.255.25@ SSnP 216 M-SFARCH * HTTP/1.1
192.1648. A1 239.255.255.250 S50P 216 M-SCARCH * HTTP/1.1
11 241.999917 192.168.56.1 239.255.255.250 S55DP 216 M-SCARCH * HTTP/1.1
12 243.090138 192.168.56.1 239.255.255.2%0 5501 216 M-SEARCH * HTTP/1.1
13 279.362383 192.168.5%6.1 192.168.56.255% BRUWSER 243 Local Master Announcement PPMUMLPUR11@, Workstation, Server, NI Workstation, Pot. ]

- Frame 1: 216 bytes on wire (1728 bits), 216 hytes captured (1728 bits) on interface 8

Fthernet 1T, Src: Aa:AA:27:00:00:0d (Aa:00:27:00:00:0d), Dst: TPvdmcast 7F:FF:fa (P1:00:50:7F:FF:fa)
* Internct Protocol Version 4, Src: 192.168.56.1, Dst: 239.255.255.250
* User Datagram Protocol, Src Port: 65293, Dst Port: 1990

* simple

anea A1 e Se 7F
@ele @@ ca @5 ¢
ea2@ ff fa ff @d
2838 43 48 20 2a
ousw  af 53 54 3a
/aasa  2e 32 35 38
eece 22 73 73 64

fa Ba 00 27 NG 0A Bd AR 00 45 BA L E.
20 @1 11 ca b7 c@ a8 38 @1 ef f . ce waneBaas
6c B0 b6 ©b bG 4d 2d 53 45 41 52 asasali. J.M-SEAR
48 54 54 5@ 27 31 2e 31 &d Ga 48 €H * HTT Pf1.1..H
33 39 e 32 35 35 2¢ 32 35 35 UST: 239 .255.255
31 39 3 0 ad Ba 4d 41 4+ Ta 20 -25A:190 A. .MAN:

3a 64 69 73 63 6f 76 65 72 22 ed “ssdp:di scover®.
0272 @a 4d 58 3a 31 8d Ga 53 54 3a 20 75 72 Ge 3Ja MM: 1.. 5T: urn:
@85@ 64 69 61 6c 6d 75 6c 74 69 73 63 T2 65 65 Ge tiscreen
veue 2d 6f 72 67 32 73 65 /2 76 69 B3 65 32 B4 6Y 61 wice:dia
Mal Gc da 1 Ad Ba 55 53 45 52 2d 41 47 45 42 54 On R-AGENT :
eebe 29 47 6F 6 67 6c 65 280 43 68 72 of 6d 65 2f 36 Google Chrome/6
0@c@ 35 2e 30 2e 32 33 22 35 2e 31 38 31 20 57 69 6 5.0.3325 .1E1 Min
eade &4 67 77 73 @d @a &d Ba dows ...

EBIFEBSER

@ ¥ rreme (frame), 216 bytes Packets: G+ - Displayed: 64 (100.0%) Profile: Default
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Under the Statistics menu that is present in the menu bar, many of these statistics options
now have a similar-looking window, as shown in the following screenshot. If you look at
how the buttons, filters, and general interface is set up, they're all now standardized and
look very, very similar to each other, which I'm sure makes coding much easier for those
who work on the Wireshark code:

M Wireshark . DNS - wireshark_F2E09F0C-9693-4C5E-BDAS-81F8BAFC2ZD6C_20180404165949_a07448 =]= % |

Topic / Item = Count Average Minval Maxval Rate (ms) Percent Burstrate Burst start
4 Total Packets 100% = =
reode
opcodes
Query/Response
Query Type
Class -
4 Response Stats 100% = =
neo. of questicns
no. of authorities
no. of answers
no. of additionals
4 Query Stats
Qname Len
4 |abel Stats
4th Level or more
3rd Level
2nd Level
1st Level
Payload size

100% = =

LT R e R = R B R R = I = T I = I R I = =]
'

100% - =

Display filter: Enter a display filter ...

Copy ] [ SEVE 88... ] [ Close ]
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Click on Statistics | I/O Graph; now you can see the Wireshark IO graph. In the bottom
left-hand, you can click on the plus icon and add multiple items to the chart on your IO
graph, and you can do this an unlimited number of times:

M Wireshark - 10 Graphs - wireshark_F2E09F0C-9693-4C5B-BDAS-81F8BAFC2D6C_20180404165949_a07448 o8] x|
Wireshark I0 Graphs: wireshark_F2E09F0C-9693-4C5B-BDA9-81F8B4FC2D6C_20180404165949_a07448
28 -
241
3l
=
= 1a[
H
m
B Ll
0.8 -
0.4
opy 1 L 1 s 1 1 L
1} 200 400 600 800 1000 1200 1400
Time (s)
No packets in interval (781s).
MName Display filter Colo Style ¥ Aods ¥ Tield Smoothing i)
All packets . Line Packets Nene
TCP emors tep.analysis.flags . Bar Packets MNene 3
[] ANl packets . Line Packets MNene L4
[] ANl packets . Line Packets MNene
[ AR nocleek: | R T nl %
E] Mouse @ drags () zooms Interval [T Time of day [ Log scale
[savers. J[ cov J[ cose |[ reb |
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Additionally, any changes you make in here are saved to your profile. With this graph, you
can also click on Save As... and select different file formats to choose from:

M Wireshark - Save Graph As... L% |
@uv|- Desktop » - | 3 | | Search Desktop o]
Organize - Mew folder B @
W Favorites I T ‘TJ Libraries ) Sayali Thanekar b
|| Systern Fold Systern Fold
B Desktop i ystem Folder & ystem Folder
4 Downloads Y
1 sayalit (192.168.0.20 ‘k-lr Computer &f Network =
%] Recent Places = ¢ | System Folder - System Folder
.. BookDrafts
Apynb_checkpoints 6996
i TE Templates | ‘ File folder i File folder 5
& OneDrive J
!/ Books n b B2 b 9041
%% Dropbox %E File folder E File folder
= Libraries 'li 9146 10031
@ i File folder File folder
Documents + F
o s 52581 52582
[&=] Pictures = h [ h rhosoiaos =
File pame: wireshark_ABB1E1DA-0270-446C-B13A-FA4AAABACDA1 201804121 21301 _a06804.csv -
Save as type: | Comma Separated Values (*.csv) v]
= Hide Folders Save ] [ Cancel ]
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Click on Analyze | Follow | UDP Stream; you can see the follow stream dialog box has
been updated so that it now allows you to select whether it's the entire conversation or just
one side at a time. It also allows you to search for text within:

‘ Wireshark . Follow UDP Stream (udp.stream eq 0) . wireshark_F2E00F0C-0603-AC5E-BDAD-21FBBAFCIDGC_20180404165040 207448 E_EI = £

M-SEARCH * HTTP/1.1

HOST: 239.255.255.258:1980

MAN: “ssdp:discover”

MX: 1

ST: urn:dial-multiscreen-org:service:dial:1
USER-AGENT: Google Chrome/65.8.3325.181 Windows

M-SEARCH * HTTP/1.1

HOST: 239.255.255.258:1980

MAN: "ssdp:discover™

MX: 1

5T: urn:dial-multiscreen-org:service:dial:1
USER-AGENT: Google Chrome/65.8.3325.181 Windows

M-SEARCH * HTTP/1.1

HOST: 239.255.255.250:1980

MAN: "ssdp:discover”

MX: 1

ST: urn:dial-multiscreen-org:service:dial:1
USER-AGENT: Google Chrome/65.8.3325.181 Windows

M-SEARCH * HTTP/1.1

HOST= 230_255_255_254:1004

MAN: "==dp:discover”

Mx: 1

ST: urn:dial-multiscreen-org:cervice:dial:1
IISFR-AGFNT: Gongle Chrome/R5_A_3325.181 WHndows

4 diient phts. O server phis. 0 tums.
Entire conversabon (b4 bytes) = show and save data as sSteam U |+
Firml: Fitd Nexl

[I—Ih:l Cl.lt'l'l'isshou'n] [ Print I { Save as... ] [ Dack I | Close ] [ Ilelp |

In the preceding screenshot you can see the context-aware hints in action. Within this
stream, if you look at the bottom, you have some information such as client packets, server
packets, and so on, that changes based on what you're hovering over. The main capture
window will change to that actual packet.

This is very handy for jumping through the data and being able to see it in relation to the
entire capture.

Let's now see how we'll capture traffic and get the first packets in that main window.
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Capturing traffic

One of the first things I'm sure you want to do in Wireshark is to begin capturing some
traffic so that you can get used to the utility and possibly diagnose some issues on your
own network. In this section, we'll talk about exactly that: where to capture that traffic and
how to capture it.

Wireshark needs to receive packets in one way or another, so that you may begin analyzing
the data and performing your network diagnostics. There are several ways of doing so in
Wireshark. One way is to begin capturing on a local device with Wireshark installed
through the GUI. You also have the option of doing so through a command-line. You can
capture remotely from a Wireshark install on a management computer, for example. It can
retrieve the packets being received and sent from a device somewhere else on your
network, using a special driver install. You can also capture the traffic inline on the wire,
which means you place a device called a test action port (TAP) somewhere along the data
path that you need to diagnose, and it will then send that data back to your diagnostic
utilities, one of which could possibly be Wireshark. And lastly, we'll go over how to store
packets locally on a internetwork device (specifically, a Cisco router or switch) for export
into Wireshark as a pcap file.

How to capture traffic

In order to capture traffic inline for Wireshark, you need to place some sort of device on the
wire where it can see the traffic being sent and received, and then replicate that traffic to
additional ports for your diagnostic machines, which might be possibly running Wireshark,
for example. One of the early devices that we can use for older networks that we're running
half duplex is the hub. This is the predecessor to the switch, and it has a very basic
functionality where it sees the electrical signals being sent across the wire, and it replicates
those electrical signals out all the other ports that it has, without any care as to what's on
these actual ports. It's just a splitter, basically. That's great for a slower, older, half-duplex
network; but for a modern, switched, full-duplex network, you'll need something a little bit
fancier. One of the devices that you could use is a TAP.
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There are four different TAPs available:

e Non-aggregating TAPs
o Aggregating TAPs
® Regenerating TAPs
e Link aggregation TAPs

Each one of these TAPs have different functions. I mentioned switched port analysis
(SPAN) ports or port mirroring. In a modern-switched network, this is a very common way
of receiving traffic. If you have a managed switch, such as a Cisco switch or whoever's it
might be, you can go into the switch and tell it to replicate the traffic that it sees on one port
to a different port. This port could then be connected to your Wireshark machine to capture
traffic. It's very useful for modern networks because there's no other hardware required.
You can just go into the switch and tell it to replicate the data out to your monitoring
system. In order to capture traffic on wireless, you need to be aware that there are multiple
modes that you could use. There are two modes that we will be discussing;:

e Monitor mode: This mode receives all packets on a specified channel. So, in the
US we have 11 channels on 2.4 GHz, for example. You could tell your network
card or wireless card to receive all traffic on channel number 3, and then it would
capture all of that traffic for any SSID and any network that is on channel 3.

¢ Promiscuous mode: This mode is more common to find in your wireless drivers,
and it allows you to receive all packets on a connected SSID, on a connected
network. If you're connected to your work network or your home network-
whatever it is you're trying to diagnose-it'll capture anything that's traversing
that network name and that SSID. But it will ignore any others on the same
channel, and it will certainly ignore anything else on any other channel, as well.

In the following screenshot, we can see that Wireshark is running. You can see that I have a
list of interfaces here, including a local area connection and some virtual adapters. I do not
have any wireless adapters on this computer, or else they would show up here as well. And
any other additional network interface controller (NIC) cards that you might have-wired
cards, it doesn't matter-they'd all show up here in a list:
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M The Wireshark Network Analyzer = B X
File Edit Yiew Go Capture Analyze Statistics Telephony Wireless Tools Help
dm 2@ LBRE R =7aRBaaanm
[N Apply a display filter ... <Ctrl-f> 3 -] oxpresson...  +
Welcome to Wireshark
Open

Ci\Users\sayalit\Desktop'9041'90411.pcapng (112 KB)

Capture

...using this filter: | |E'".%' a capture filter ‘] Al interfaces shown ¥
IBox Host-Only N

Local Area Connection oo

Learn

User's Guide - Wiki -+ Questions and Answers - Mailing Lists
‘You are running Wireshark 2.4.5 (v2.4.5-0-91532857ef1). You receive automatic updates.

#  Ready to load or capture Mo Packets Profile: Default

You will also see that there's a chart that's continuing to be drawn by Wireshark, and it's
showing us the amount of data that it sees on each connection. This is actually pretty
useful, especially if you have a diagnostic computer that has many different interfaces—the
different SPAN ports, or whatever it might be. Maybe you turned on SPAN to a specific
port that's receiving a lot of data, and you don't know which one it's connected to on the
monitoring system. You could take a look here. Whichever port is receiving the most data
or the expected amount of data might be the one that you want to try and capture on. So I
find that useful on, for example, crowded systems.
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In order to capture traffic, all you have to do in the latest version of Wireshark is double-
click on that and it will begin capturing your traffic, and you can see that traffic begins to
scroll by. In this computer, I'm not actually doing anything which is very interesting,
considering how much traffic is being sent and received, but there are services that are
running in the background and there's possibly minimized web browsers, and things like
that. But you'll see there's quite a bit of communications just on a standard, idling

computer:
Capture  Analyze  Statistics Telephony Wireless  Tools  |lelp
e fRes==FsEEaaas
<Ctrl f> u '] Exprescion...
Snurce Nestinatinn Protnend  1ength Tnfn o
1255 33.168734 IntelCor 22:2b:22 Breoadcast ARP 68 Who has 192.165.6.87 Tell 192.165.5.231
1256 33.258628 Elitegro af:b8:9c Broadcast LRP 68 Who has 192.168.7.99? Tell 192.168.7.122
1257 33.271785 Giga-Byt Fe:6a:cl Broadcast ARP 6@ Who has 192.168.4.637 Tell 192.168.5.172
1258 33.285932 192.168.6.227 255.255.255.255 DHCP 342 DHCP Inform - Transacticn ID @xldc675d2
1259 33.336556 192.168.6.29 239.255.255.258 SSDP 216 M-SEARCH * HTTP/1.1
1260 23.427515 192.168.6.157 230,355.255.258 S5DP 216 M-SEARCH * HTTP/1.1
1261 33.4326938 192.168.6.212 239.255.255.250 55DP 216 M-SEARCH * HTTP/1.1
1262 33.459682 192.168.5.42 239.255.255.250 SSDP 269 M-SEARCH * HTTP/1.1
1263 33.407511 192.168.6.192 230,.355.255.258 55DP 216 M-SEARCH * HTTP/1.1
1264 33.595961 192.168.6.82 239.255.255.250 55DP 216 M-SEARCH * HTTP/1.1
1265 33.668837 192.168.5.172 239.255.255.258 SSDP 179 M-SEARCH * HTTP/1.1
1266 23.716911 192.168.6.98 230,.355.255.258 S5DP 216 M-SEARCH * HTTP/1.1
126/ 33.882237 192.168.b. 260 239,255,255 .58 S0 Z1b M-5EARLH * HIIP/1.1
1268 34.817757 192.168.6.217 239.255.255.2508 SSDP 216 M-SEARCH * HTTP/1.1
1269 34.834698 Elitcgro aa:l15:4F Broadcast ARP 68 Who has 192.168.5.2272 Tcll 192.168.6.64
12/¥ 34.991262 192.168. /.25 23Y9.255.255.258 S50 Z1b M-5EARLH * HIIP/1.1
1271 34.180298 192.168.6.1089 239.255.255.258 SSDP 216 M-SEARCH * HTTP/1.1
1272 24.138426 102.168.6.118 255,255.255.255 DHCM™ 342 DHCP Inform Transaction ID 8xb3c49443
1273 34.1365/2 tlitegro af:zb:2y broadcast AR b¥ Who has 1¥2.168.6.1/7 lell 1Y2.1b¥./.4
1274 34.278138@ 192.168.6.81 239.255.255.258 SSDP 216 M-SEARCH * HTTP/1.1
1275 24.207346 102.168.6.49 255,255.255.255 DHCM™ 342 DHCP Inform Transaction ID 8x28322d9c =5
12/ 34.3b2164 tlitegro af:bu:ve bBroadcast AR bY Who has 1Y2.168.6.13567 lell 192.1b8.5.235 | 4]
4| m 3
[» Frame 1: RA hyte< nn wire (48R hit<), 6@ hyte< raptured (488 hit<) on interface A
Cthernet II, Src: PaloAlte bf:66:18 (08:30:6b:bf:66:18), Dst: Droadcast (ff:ff.ff:ff:Ff.FF)
I» Address Resolution Protocel (request)
f ff ff ff ff ff 88 3@ 6b bf 66 10 88 86 26 61
82 2@ 06 84 @8 01 82 38 &b bf 656 18 c@ a8 @4 81
ff £ff ff ff ff ff c0 a8 @6 00 B2 00 00 0O G0 00
29 20 D0 99 @D 90 20 99 89 90 PO e.
@ 7  Local Arca Connection: <live capture in progresss Packets: 1275 - Displayed: 1276 (100.0%%) Profilc: Default
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In order to stop this capture, you just go up to the top and click on the stop icon:

View Go Capture Analyze Statistics Telephony Wireless Tools
o LERE Ae>=zFaEBEQAQQE

COp capturing packets ]

Help

m -] BExpression... | +

192.168.

<

m

Ma. Time: Source Dectination Protocol  Length Info o
265949 218. /4b/28 192.168.b.23 239.255.1255.258 ShiP 216 M-5EARLH * HIIP/1.1
20680 218.782949 192.168.5.249 239.255.255.258 SSDP 175 M-SEARCH * HTTP/1.1
20601 218.787718 102.168.6.76 192.168.8.6 DHS 84 Standard query Bxb4cS A deov26845.scrvice now.com
28682 218.868863 192.168.8.6 192.168.6.76 DHS 168 Standard query response @xbd4e5 A dev26845.service-now.c

216 M-5CARCII = ITTP/1.1

20RA6 718.925137 192.1RR.A.7h 183.23.RA.T1R8 TCP 54 SRARA 3 443 [ACK] Seq=1 Ack=1 Win=R474A |en=R
28607 210.926054 192.168.6.76 163.21.66.118 TLSv1.2 328 Client llella

28688 218.929326 Elitegro 9@:2e:f1 Broadcast ARP 68 Who has 192.168.6.138? Tell 192.168.6.137
2aAA9 718.932409 Flitegrn RA1:9f:h4 Rrnadrast ARP AR Whn has 192.168.6.137? Tell 192.168.6.13R
26616 215.932942 192.168.6.284 239.255.255.258 55DP 216 M-SEARCH * HTTP/1.1

28611 218.989488 163.23.66.118 192.168.6.76 TCP 60 443 + 58000 [ACK] Seq=1 Ack=275 Win=14874 Len=0
2@612 212001802 183.23.66.118 192 168.6.76 TLSw1 2 152 Server Hello, Change Cipher Spec

28613 219.885586 Elilegiu 40:2a:77 BruadeasL ARP 68 Whu has 192.168.5.722 Tell 192.165.6.69

20614 219.814708 SamsungE aa:63:46 Broadcast LRP 68 Gratuitous ARP for 192.168.4.45 (Request)
2@615 219826704 52.48.69.221 192 168.6.76 TLSv1_ 2 672 Application Data

20616 219.834596 Elitegro 4f:1b:13 Broadcast ARP 68 Who has 192.168.6.607 Tell 192.168.6.131
28617 219.839728 Elitegro_4f:21:07 Broadcast ARP 68 Who has 192.168.6.131? Tell 192.168.6.68
2@618 219.871531 102.168.7.31 230,355.255.258 S5DP 216 M-SEARCH * HTTP/1.1

20619 219.885831 192.168.4.285 239.255.255.250 550P 216 M-SEARCH * HTTP/1.1

28628 219.164868 192.168.7.89 239.255.255.258 S5DP 216 M-SEARCH * HTTP/1.1

7H™

[ Frome 1: G0 bytes on wire (480 bits), G0 bytes captured (480 bits) on interface ©
[ Ethernet II, Src: PaloAlto bt:66:18 (88:38:6b:bt:66:18), Dst: Broadcast (t+:+t:ti:tt:tt:iit)
[ Addre<s Resnlution Protacal (request)

F ff £f £f £ £ 88 30
8% 90 ©6 84 @0 61 85 30
it 1 +t i 1 1 P ad
2@ @0 b2 o0 @0 o0 B &8

6b bf 66 18 88 86 60 81
6b bl 66 18 @ af 84 81
86 @0 oe eo @0 oe ee ed
2@ @8 oe ee

@ 7 Local Area Connection: <live capture in progress> || Packets: 20620 - Displayed: 20620 (100.0%) || Profile: Detault

You'll notice that the packets were scrolling by and being updated in real time. Well, this is
useful for some situations—it might not be useful for all. So, if you have a system that's
receiving a lot of data, for example, possibly gigabits per second or if you're trying to run
this on a computer that's very old and slow, that might not be an ideal situation, especially
if you're using the GUL
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So you can turn that off so that it doesn't use the graphics card and processor power to try
and update this screen for you in real time. In order to do that, perform the following steps:

1. Click on the gear icon, as shown in the following screenshot:

File Edit. View Gu Caoplure Analyse  Slalislics  Telephuny  Wirehess  Tuols  Help
4-|@[man;$§?iﬁaaaaf
L1 el ... <Clil-[> = -| Dpression...  +

2. Go to Options, and you can see that there are some check boxes here that we can
turn off. So, you can see the Update list of packets in real-time. If I uncheck that,
it will prevent the list from populating as it continues to receive packets, and I
can turn off Automatically scroll during live capture. You will notice that the
scroll bar on the right went down to the very bottom. If I turn off Automatically
scroll during live capture, it would remain up at the top. So these two things are
very helpful to disable if you are running on an older computer, like I mentioned:

M Wireshark - Capture Interfaces ? =

Input | Uutput | Options
Display Options - Mame Resolution -

[ update list of packets in real-time ¥ Resolve MAL Addresses

[ Automatically scroll during live capture Resolve network names

[#] Show extra capture information dialog 7] Recalve transport names
Stop capture automatically after..

[ 1 + padkcts

|1 t] fles

S —

lre—

st | [ dese |[ ek

3. You can also select multiple interfaces. If you go back up to that Options
selection and you look at the Input tab, you can select multiple interfaces with
the Shift key; or, with the Ctrl key, you can select them individually and then
click on Start, and it will be then capturing on all the interfaces that you selected.
Depending on your situation, that may be a useful feature.
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In this section, we went over some different ways of capturing packets; how to get them
into your Wireshark capturing system. Up next, we will save those packets and export
them in various ways.

Saving and exporting packets

In this section, we'll take a look at the following subtopics:

e How to save packet captures

e How to save selected sections of packets, individual packets, and ranges of
packets

e How to export packets into other formats

e How to export raw packet data from the capture that you selected

Now that we have Wireshark up and running, let's capture some traffic. We'll select the
Local Area Connection, and we could either double-click as I mentioned or we'll start the
capture up at the top. And we will have some packets coming in. So now, if I want to save
this capture (the entire capture—all the packets that I just captured) I'll go to File | Save
As...; and from here, I can simply choose a filename. So, we'll call it packets. And you'll
see in the Save as type, I chose the file as pcapnag:

‘ Wircshark: Save filc as XS
Saveln: [=| Documents - O B
= Name - Date modified Type
e Custom Office Templates 1/30/2018 1218 PM  File folder
RecentPlaces )} Gipiop 2/21/2017 109 PM  File folder
! Python Scripts 9/6/201712:31 PM  File folder
Desktop
u=all
Libraries
A
Computer
w
MNetwork
4 m r
Flle name: packets -
Save as hype: Wircsharde/... peapng (*.ntar.gz;" ntar;* pcapng —| [ Cancsl ]
"] Compress with gzip
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So, pcapng is the next generation of the pcap file extension. It was released with Wireshark
1.8, so it is relatively new and includes some additional features, which we'll get into in
future sections. But you should know that the . pcapng file extension is the new standard,
so if you see a . pcap file with no ng at the end, that's an older capture file, and you can
certainly save it as . pcapng going forward since that's now the default. Just be aware,
though, that if you take a pcapng file and save it as an original pcap file, you'll lose some of
that functionality that comes with the ng format. So, my recommendation is to stick with
the ng format. Almost all plugins and additional software that utilizes pcap files now
support the ng format, so you might as well just use that going forward. You'll also notice
long, different capture extensions here. You have . gz listed and with the pcapng you also
have .gz, ntar.gz, and so on. In order to get that, you have to select the Compress with
gzip option. So when you select Compress with gzip what that will do is, just like putting
files into a ZIP file, it will take your capture file and try to compress it to make it smaller. So
if it's a large capture, remember a packet capture includes all the data that's traversed your
network from your network card that you're capturing on. So, if you're transferring a lot of
data at the time that you're doing a capture, all of that will be saved in your capture. It's
going to be a 1:1 ratio of the data that's been transferred, so it could be very large. Gzipping
that might make sense to you, because then it would be a much smaller file on your hard
drive. Additionally, if you're trying to transfer the file across to your network, then that
could potentially save time with trying to transfer the file since it would be smaller to
transfer. Most of the time it's not used, though, especially if you filter out what you only
need to see in a capture and you end up saving only what you require, then they're usually
very small.

Now, we will Save that capture. And speaking of filtering out just what you want to see
and making a capture smaller, let's do exactly that.
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So here we have some HTTP traffic, and we'll right-click on that and then click on Follow

| TCP Stream. That way, we have some sort of stream here that's filtering out all of the
other data that's in our packet capture. So we've got seven packets selected. If I want to save
just these packets into a new file, I'll go to File | Export Specified Packets.... We'll call this
packet small and you'll see here that we have a radio button to select between Displayed

and Captured:
‘ Wireshark: Export Specified Packets PG
Savein: 3 Documents @ ? 4 '
T MName Date modified Type Size
ke . Custom Office Templates 1/30/2018 12:18 PM  File folder
Recent Blace: | 0 GitHub 2/21/2017 409 PM  File folder
! . Python Scripts 9/6/2017 12:31 PM File folder
o packets.pcapng 4/10/2018 1:22PM Wireshark capture... 359 KB
Desktop | | packets.pcapng.gz 4/5/2018 6:19 PM GZ File 1,548 KB
Libraries
5 1
e
Computer
&
File name: packet small - Save
...
Save as type: Wireshark/ ... - pcapng (*.ntar.gz;” ntar;” pcapng.gz;”~ pcapng) V] [ Cancel ]
Help
[] Compress with gzip
Packet Range
(7) Captured (@) Displayed
@) All packets l 4
() Selected packet | 1
Marked packets
First to last marked [
() Range: 0
Remove lgnored packets
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So Captured is the entire packet capture. This adds almost 2870 packets. Displayed is only
going to save what's currently filtered and what's displayed in my packet list view. So if I
have Displayed selected in all packets, that's going to export all seven of these packets into
a new file. Additionally, I could select Selected packet. So you'll see here that I have packet
number 16 currently selected; it's a slightly different color here. If I choose Selected packet,
this will only save that one single packet into a new file:

‘ Wireshark: Export Specified Packets [ =
Savein: 3 Documents - 6 ? ? '
I= Name & Date modified Type Size
b ) Custem Office Templates 1/30/2018 1218 PM  File folder
Recent Places [} Github 2/21/2017 409 PM  File folder
! J Python Scripts 9/6/2017 12:31 PM File folder
o packets.pcapng 4/10/2018 1:22 PM Wireshark capture... 359 KB
Desktop || packets.pcapng.gz 4/5/2018 &:19 PM GZ File 1548 KB
u:uJ
Libraries
. |
L
Computer

&
File name: packet small -
Metwork

Save as type: Wiresharc/... - pcapng (*ntar.gz;” ntar;” pcapng.gz;” pcapng) '] [ Cancel l
Help
7] Compress with gzip
Packet Range
(7 Captured @ Displayed
) Al packets 171 17
@ Selected packet | 1

Marked packets
First to last marked |

() Range: ] [ 0
Remove |gnored packets
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I could also select a Range. Now, the range wouldn't show anything right now because we
have our own little filter going, but what I can do is clear out this filter. And we'll go back
to Export Specified Packets... and save the packets range. We could say packets 5 through

200. So there are 196 packets that will be saved into the packets range file:

Save in:

B
e

Recent Places

Libraries

L%

Computer

&

Metwork

M Wireshark: Export Specified Packets

3041

Mame
. chapl,2
. chap 4
, chap3
. Images
FE
we 1.pcapng
L
me 2.prapng
L
we 3.prapng
L
we 4.prapng
i
e S.prapng
.
we B.prapng
]
el J.prapng

S E

Date modified
3/15/2018 12:55 PM
4/10/2018 4:18 PM
4/2/2018 11:59 AM
4/10/2018 4:33 PM
4/5/2018 5:46 PM
4/5/2018 6:55 PM
4/6/2018 3:33 PM
4/6/2018 6:17 PM
4/9/2018 1:41 PM
47972018 7:06 PM
4/10/2018 2:01 PM

Type

File folder
File folder
File folder
File folder

Wireshark capture...
Wireshark capture...
Wireshark capture...
Wireshark capture...
Wireshark capture...
Wireshark capture...
Wireshark capture...

Size

| »

m

35 KB
3718 KE
19 KB
38193 KB
2KB -
66,314 KB
143KB .

4|

L

Fle game v
Save as type: Wireghand/... - pcapng (" ntar.gz;” ntar;” pcapng.gz;” pcapng) vl [ Cancel ]
Help
[~] Compress with azip
Packet Range
(") Captured (@) Displayed
() All packets 244 244
() Selected packet 1 1
Marked packets i} 0
First to last marked 0 0
@ Range: |5-200 198 196

Remove lgnored packets
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Additionally, you can export your packet dissections by going to File | Export Packet
Dissections and then choose a format you'd like:

File | Edit View Go (Capture Analyze Statistics Telephony Wireless
Open Ctrl+0 Eq _@[3 @& Q §
Open Recent ¢
Merge... Destination
Import from Hex Dump... 4 Broadcast
Close Chrl+W 192.168.7.255

[F Broadcast
Save Ctrl+5S 2 Breadcast
Gemline Chrl+Shift=S 192.168.6.76
Broadcast
File Set y F Broadcast
239.255.255.258
bxport Specfied Packets... d Broadcast
Export Packet Dissections r As Plain Text...
Cxprort Packet Dytes... Ctrl+11 As CSV...
Export PDUs to File... As "C” ArTays...
Export 55 Sescion Keys. .
B As PSML XML...
Export Objects L4
AsPDMLXML.. 7
Print... Ctrl+P As JSOM...
Quit Ctrl+Q 239.255.255.258

So we'll choose As Plain Text..., and we'll call it packet dissect. We'll do just the
Selected packet, and so here we have our packet dissect text file, which you can see has
the packet number, when the packet came in, source and destination IP addresses, what the
protocol was, any information about the protocols within it, and then the basic information
that you can see in the packet details section; this is all now saved in the text file as shown
here:

7| packet dissect - Notepad =8 =
File Edit Fgrmat View Help
NO. Time Source pestination protocol Length Info

1 0.000000 Elitegro 49:f9:f0 Broadcast ARP G0 who has 192.168.6.247 Tell 192.168.5.207

Frame 1: 60 bytes on wire (480 bits), 60 bytes captured (480 bits) on interface 0
eThernet 11, src: elitegro_da:fa:fo (fa:nd:%n:m:%fa:fn), Ost: Rroadcast (Ff:ff:FfF:FF:FF:FF)
address resolution protocol (request)
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If your packet capture happens to have captured any secured traffic such as any HTTPS,
SSL, or SSH traffic, you can use File | Export SSL Session Keys..., and then save these SSL
keys for future use in some other application, if you wish.

You might have noticed one additional export that's grayed out: Export Packet Bytes...:

*Local Area Connection e
Eile_Edit View Go Q_a_pture Analyze

Open Ctrl+0

Open Recent L
Merge...

Import from Hex Dump...

Close Ctrl+W

Save Ctrl+5

Save As.. Ctrl+5hift+5
File Set 4

Export Specified Packets...

Export Packet Dissections 4
Export Packet Bytes... Ctrl+H
Export PDUs to File...

Export 550 Session Keys..,

Export Objects 4
Print... Ctrl+P
Quit Ctrl+Q

In order to get that to become selectable, you need to select the application data within your
packet. So here, we've selected our HTTP packet data. If we go back to File, you'll see that
Export Packet Bytes... is now selectable. If I select that, I can now export my data from my
packet in a raw binary format. It is potentially useful if you're doing something with a hex
editor or combining these pieces together for some other application.

In this section, you learned how to save and export packets: the entire packet capture,
subsets of that packet capture such as filtered views, individual packets, as well as
exporting raw data into different formats such as text files.
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Annotating and printing packets

In this section, we'll take a look at the following subtopics:

e How to use the new annotation feature, also known as comments

e How to find packets that have annotations, and there are multiple ways of doing
SO

e How to print packets

Now, let's get some packets to work with. I'm going to start a quick capture.

To create comments for a packet capture, the entire capture itself, you can do so in the
bottom left-hand corner of Wireshark. You see there are two icons down there: one's a circle
icon called the expert information we'll get into in a future section, and there's a pencil with
a packet capture icon. If you do a mouseover on a pencil icon, it'll say Open the Capture
File Properties dialog:

21 @@ 5e 7f ff fa f4 ad 3@ af 24 54 @2 ee 45 ee -."....M @O0%T..E. -
8@ ca 3e 72 9@ 8@ 01 11 4 28 @ ab 85 e6 ef 1T G [ UM (s —
tt fa eb f1 87 6c @0 b6 50 ed 4d 2d 53 45 41 52 ..... 1.. P.M-SEAR

43 48 20 2a 20 48 54 54 50 2f 31 2e 31 @d @a 48 CH * HTT P/1.1..H
4f 53 54 3a 20 32 33 39 2e 32 35 35 2e 32 35 35 05T: 239 .255.255
2e 32 35 3@ 3a 31 39 38 3@ @d ©a 4d 41 4e 3a 20 .258:190@ @..MAN:
22 73736470 3a 64 69 73 63 6f 76 65 72 22 @8d  “"ssdp:di scover”.
@a 4d 58 3a 2@ 31 @d @a 53 54 3a 2@ 75 72 6Ge 3a LMX: 1.. ST: wrn:
64 69 61 6c 2d 6d 75 6c 74 69 73 63 72 65 65 6e  dial-mul ticcreen
2d 67 72 67 3a 73 65 72 76 69 63 65 3a 64 69 61 -urg:ser vice:dia
6c 3a 31 @d Ba 55 53 45 52 2d 41 47 45 4e 54 32 1:1..USE R-AGENT: it

(O 7 wireshark_ASB1E1DA 0270 M6C B13A FAMAAABACDA1_20180406131254_a05976 Packets: 95 - Displayed: 95 (100.0%) Profile: Default

m

| Open the Capture File Properties dialog |

Click on that and it will open up a pop-up window that gives you a bunch of different
information for the capture itself. And there's a bottom section here that says File
Comment, and here you can enter whatever sort of description you want for the entire
packet capture. So maybe this is, Capture from the management PC to the server.
Data appears slow..Click on the Save Comments button, and this will save the
comments for you:
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|g Wireshark - Capture File Properties - wireshark_ABB1E1DA-0270-446C-B13A-FA4AAABACDA1 20180406131254 a05976 =& P
g R

Details

File

MName: C:\Users'\sayalit\AppData'Local\Tempwireshark_ASE1E1DA-0270-446C-B13A-FA4AAABACD41_20180406131254_a05976.pcapng
Length: 18 kB

Format: Wireshark/... - pcapng

Encapsulation: Ethernet

Time

First packet: 2018-04-06 13:12:54

Last packet: 2018-04-06 13:12:57

Elapsed: 00:00:02

Capture

Hardware: Intel(R) Core(TM) i5-4460 CPU @ 3.20GHz (with 55E4.2)

05: 64-bit Windows 7 Service Pack 1, build 7601

Application: Dumpcap {Wireshark) 2.4.5 (v2.4.5-0-g153e857=f1)

Interfaces

Interface Dropped packets Capture filter Link type Packet size limit

Device 0 {0 =) none Ethernet 65535 bytes

MPF_{ASB1E 1DA-0270-446C-

B13A-FA4AAABACD41}

Statistics

Measurement Captured Displayed Marked

Packets 95 95 (100.0%) 2

Time span, s 2.828 2.828 =

Average pps 336 33.6 =

Average packet size, B 157.5 157.5 —

Bytes 14938 14938 (100.0%) 0

Average bytes/s 5282 5282 —

Average bits/s 42k 42k —

File Comment

Capture from the management PC to the server. Data appears slow.
Capture file comments

Capture from the management PC to the server. Data appears slow.
[Save Comments] [ Close ] [Copy To Clipboard] [ Help ]

You'll also see that the File Comment appeared at the bottom of that top pane when I
clicked on Save Comments, as well.
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You can also create comments for individual packets, and to do so you select the packet you
want to create a comment for, right-click on it, and go to the Packet Comment.... You'll see
there's a little pop-up window for you to enter your packet comments, so let's say, This
packet looks bad. or whatever you might want to enter:

M ozl ave Connection ] - 4
Fle Edt Yiew Go Gopture Analyze  Statistics Telephony Wiredess  Tools  Help
Adm 0 L DRB _Re==T i acan

W ppiy a display fiter _ccrl-j> B -] Expression...
Mo Tine: Source Destination Protocol  Lergth Info

1 0.000000 192.168.5.230 239.255.255.250 5508 216 M-SEARCH * HTTP/1.1

2 0.004260 Private_1f:b7:fc Broadcast ARP 6@ who has 192.168.4.22% Tell 192.168.5.121

3 0.013662 Elitegro_ad:eS: Broadcast ARP 6@ who has 192.168.4.63% Tell 192.168.6.165

4 0.025049 Broadecast ARP 6@ Who has 192.168.5.1207 Tell 192.168.5.235

5 0.031678 Broadecast ARP 6@ Who has 192.168.5.2357 Tell 192.168.5.120

6 9.036223 239.255.355.250 5508 175 M-SEARCH * WTTR/1.1

7 0.065026 139.255.355.250 ss5o@ 316 M-SEARCH * WTTR/1.1

B @.e70184 Intellor 22 3e:3f Broadcast ARP 6@ Who has 192.168.5.1217 Tell 192.168.7.11@

9 0.077758 Gi.g.u-lyt 74:73:ba Broadcast ARP 6@ Who has 192.168.6.287 Tell 192 168.5.166

10 6.077025 192.168.7.30 239.2 =

11 6.133385 Tedd:: Tae?:diff: feb. FFo2: : :05ed:6adb: 3411:40bb from 78:e7:d1:07:26:e8

12 0.161987 Elitegro_4f:20:d5  Broad 2.168.6.136

13 0.166738 Elitegro_49:de:d6  Broady| Thspecetiooks bedl 2.168.6,239

14 @.218939 192.168.7.74 239.2

15 9.226584 Elitegro_af:7e:fc Broad: 2.168.6.146

16 ©.240845 192.168.5.121 224.9 glecast. tcp.local, "QM" question

17 8.241737 192.168.5.121 2248 lecast._tcp.local, "QM" gquestion

1B 8.241883 fedf: :95e0:6a2b: 241 f182: ] lecast._tcp.local, "QM" gquestion

19 9.242179 feB::95e0:6a2b: 241 f182: ]| lecast._tcp.local, “QM" question

20 0.256163 192.168.5.121 239.29

21 9.2316015 Elitegro_4f:1b:da Broadd) 2.168.5.1089

22 0.427B40 192.168.6.76 52.234

23 B.431357 192.1608.5.14 239.2

24 9.438862 Private_1f:b7:fc Broadd - 168.5.121

25 ©.349123 192.168.7.61 2392

26 B.451707 fedia: :9500:6a2b: 281 ffoz: || B :f292:1cfF:fede:e9d2 from b:25:an:1F:b7:fc

27 B.469792 192.168.5.121 239. 290

28 B.486561 52.230.86.10 192.1 (o J[ conet J[_ vep | Lensd SLEwL SREw2

79 B.493591 192.168.5.233 239.%

30 0.500875 fedn: :9500:6a2b: 221 FfO2::1:Ff62:ceee ICMPE 86 Neighbor Solicitation for feB0::a6Sd:36ff:fecl:cece from b:25:aa:1f:b7:fe

31 8.517566 Elitegra_af:1b:2a Braadeast anp B@ Wha has 192.168.4.37 Tell 192.188.5.189

Frame 7: 216 bytes on wire (1728 bits), 2!5 bytes captured (1728 bits) on interface @

Ethernet 11, Src: Elitegro_ad:db:ca (fa:ad , bt 1 _PFiFFifa (01:00:5e:7F:FF:fa)
Internet Protocol version 4, Src: 192.168. S 98, Ost: ?}9 255.3255. 258
User Datagram Protocol, Src Port: 58814, Dst Port: 1908

T 4f fa £4 44 30 ad db c4 09 00 45 00

a0 @@ 00 01 11 a6 7d c@ a8 @5 Sa ef FF .. ae a}as

be B7 62 00 b6 57 ac 24 24 53 25 21 52 ...1..HH$EM
2a 28 48 54 54 50 2f 31 2e 31 @d Ba 43 tH'Hﬂl!!lH
30 20 32 33 39 2e 32 35 35 2e 32 35 35 OST: 239 .255.255
30 3s 31 09 30 30 od 0a &d 41 A& s 20 .250:190 D, MAN:
64 70 3o 64 69 73 63 6T 76 65 72 22 0d  "ssdpidi scover”,
3520 31 B4 @a 53 52 3a 20 7S 72 e 3a MM 1.. ST: uen:
6c 2d 6d 75 6c 74 69 73 63 72 65 65 6e  disl-mul tiscreen
67 38 73 65 72 76 69 63 65 3a 64 69 61  -orgicer vice:dia
Bd Ba 55 53 45 57 2d 41 47 45 4 58 3 1:1..USE R-AGENT:
6f 67 6ic 65 20 43 68 72 6f 6d 65 2f 36 Gougle Chrome/§
2e 33 33 32 35 2e 31 38 31 20 S7 69 6e  5.0.3325 .181 wWin
73 0d fa 0d Qs dowis. ...

Click on OK. When you do so, you'll see that in the packet details area the Packet
comments section pops in, and is nice and bright green so you can see that. And if you
expand that, it'll actually show you the comment that you've entered:
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# Packet comsents
# This packet looks bad.
» [Expert Info (Comment/Coment): This packet locks bad.]
I Frame 7: 216 bytes on wire (1728 bits), 216 bytes captured (1728 bits) on interface @
b Ethernet IT, Src: Elitegro_ad:db:ca (fa:dd:38:ad:. 4), Dst: IPvdmcast _7F:FF:fa (01:00:50:7F:Ff:fa)
Internet Protocol Version 4, Src: 192.168.5.99, Dst: 239.755.255.250
b Uger Datagram Protocel, Sre Port: 58014, Dst Port: 1990

81 p@ 5S¢ 7f Ff fa fa 4d 30 ad db <4 B8 29 45 80 -

@0 ca Sc a0 80 00 &1 11 a6 7d cb a8 05 Sa ef T E

ff fa &5 be 97 6c 90 b6 57 ac 4d 2d 53 45 41 52 olas ansm IS

43 48 20 1a 20 48 54 54 58 2 31 Je 31 od G2 48 al‘Hri’.fllll 1

4f 53 54 3a 20 32 33 39 2e 32 35 35 2¢ 32 35 35  05T: 239 .255.255

2e 32 35 30 3a 31 39 30 30 Od Ga 4d 41 4 32 20 . 250:190 8. . MAN: J
0 ¥ Packet omements (pkt_conment} Packets: 95 - Displayed: 95 (100.0%) Frofie; Defaull

Now, if I select a different packet, it doesn't show up. So if I go back to the packet that I
selected, then it'll display again. Now, you might be wondering: how do I find packets
within a capture that have comments? There are multiple ways of doing this. One of them
is to right-click on the Packet comments field in the details area here and we'll go to Apply
as Column. When you click on that, it'll create a column, which will show you whether or
not that packet has a comment on it:

e 22222 e T . 092NN T

Ele Edit View o Copture Amalyze Statistics Telephony Wireless Jooks Help
Am i@ LBRB s e TsQBaaasH

(W[ 2oy a dspiay <Ctrif> £ -] Bwression.. | +
Ho. Time Source Destination Protocel  Length Packet comments Info

1 0.000000 192.168.5.230 239.255.255.250 5500 216 M-SEARCH = HTTR/1.1

2 2.004260 Private_1f:b7:fc Broadcast ARP (2] Who has 192.168.4.227 Tell 192.168.5.121

3 @.013662 i Broadeast ARP &0 Whe has 182.168.4.637 Tell 192.168.6.165

4 0.025049 Broadcast ARP -] who has 192.168.5.1267 Tell 192.168.5.235

5 B.831678 . Braadeast AP (] wha has 192.168.5.235) Tell 192.168.5.120

6 ©.0¥922) 192.168.6.95 239.255.255.250 5500 175 M-SEARCH = HTTR/1.1

7 9.065926 192.168.5.50 239.255.255.258 5500 216 ¥ M-SEARCH ™ HTTR/1.1

& 9070184 IntelCor_22:3e:3f Broadcast ARP (2] Who has 192.168.5.1217 Tell 192.168.7.119

9 8.877750 Giga-Byt_74:73:ba Broadcact ARP ] Who has 192.168.6.287 Tell 192.168.5.166

16 0877925 192.168.7.30 239.255.255.258 500 216 M-5EARCH = HTTR/1.1

11 .133305 feB: Tae7 diff:fea. ffoz::1:ffll:49b  ICMPVE BE Neighbor Solicitation for fedo:: 1:49bb from TH:e7:d1:9f:26:e8

12 9.161987 Elivegro_sf:29:d5 Broadcast ARP =] who has 192.168.5.2397 Tell 192.166.6.136

13 0.166738 Elitegro_49:dc:46 Broadcast ARP -] Who has 192.168.5.1367 Tell 192.158.6.239

14 @.218039 193.168.7.74 239,255.255.350 ssop 175 M-SEARCH * HTTR/1.1

15 9.226584 Elitegro_af:7e:fc Broadcast AR & Who has 152.168.6.2007 Tell 192.168.6.146

16 @.240845 192.168.5.121 224.9.8.251 MONS a2 Standard query 8xBedd PTR _googlecast. tep.local, "QM" question

17 8241737 192.168.5.121 oS Bz Standard query BxORB PTR _googlecast. tep.local, "QM™ question

18 9.241889 £eB0: :9560:6a2b: 241 MDNS 102 Standard query BxBBB@ PTR _googlecast. tcp.local, "QM™ question

19 8.242179 feB0: :95e@:fadb: 241 MONS 182 Standard query @x@PB8 PTR _googlecast. top.local, "GM™ question

26 &.256163 1932.168.5.121 239, l“ 255.258 s50p 216 M-SEARCH * HTTP/1.1

21 9.316815 Elitegro_sf:lb:4a Broadcast AR ] Who has 152.168.6.1657 Tell 192.168.5.189

22 B.a27820 192.168.6.76 52.230.86.18 551 55 Continuation Data

23 9.4n957 192.168.5.14 239.255.255.250 5508 216 M-SEARCH = WTTR/1.1

24 8438482 Private 1f:b7:fc Broadcast ARP ] Who has 192.168.4.417 Tell 192.168.5.121

5 @.449123 192.168.7.61 239.255.255.258 5508 216 M-SEARCH ™ HTTR/1.1

26 @.451797 fegd: :95e0:6adb: 241 Ffal::1:ffieze0dl ICHPVE B6 Neighbor Sclicitation for fed@::f292:1cff:fede:eddd from b@:2S:as:1f:b7:fc

27 8.469792 192.1€8.5.121 239.255.255.258 5500 179 M-5EARCH * HTTP/1.1

28 B.4BE561 52.230.86.10 192.168.6.76 e BB 443 = SB387 [ACK] Seqel Acke? WinelB21 Lens@ SLEsl SREsZ

29 9.493591 192.168.5.233 239.255.255.250 5500 216 M-SEARCH = MTTR/1.1

30 0.500875 feB0: :95e0:6a2b: 241 1182::1:ff62:ceee ICHPvE BE Neighbor Solicitation for fe8®::ab5d:36ff:fe62:ceee from bB:25:88:1f:07:fc

4 Packet comments
# This packet locks bad.
- [Expert Info {Comment/Comsent): This packet looks bad.]
] Fule 7: 216 bytec on wire (1728 bitc), Jli bytes captured (1728 bits) on interface @
» Ethernct 1T, Src: Elitegro_ad:db:ca (F. Dst: ;_7F:ff:fa (01:00:50:7F:FF:Fa)
+ Internet Pratocal Version 2, See: 192.168.5.99, Dst: 239_256,355.250
User Datagram Protocol, Src Pert: 58618, Dst Por
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Additionally, I can go to the expert info button that I was talking about in the bottom left-
hand side. When you click on that, it gives us a whole bunch of information about our
capture, which we'll ignore for now. But at the very bottom, there's the Comment section,
and it will say, packet number 7 has a comment, as shown in the following screenshot:

M Wireshark - Expert Information . wireshark_ASB1E1DA-0270-446C-B13A-FAJAAABACDA1_20180406131254_a05976 = = =
Severity' Summary Group Protocol Count
> Note Sequence IPwd 4
- Chat Sequence SSDP 43
4 Comment Comment Frame 1
i This packet looks bad. Comment Frame

No clsplay fiter sat.
B
Limit to Display Filter [T Group by summary Search:

[ Close ] [ Help ]

Now what's interesting is, if I move this to the side and we go select a different
packet—and we'll go all the way to the bottom and choose packet number 60—and then if I
click on the comment in packet number 7, you'll see that the packet list automatically jumps
up to packet 7, selects it for me, and shows me the comment. Isn't that nice?
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A third way to find packet comments is to right-click on Packet comments and then go to
Apply as Filter | Selected:

minnmﬁnmmm&mmwmmlmwp
Am @ J..E]EI Te»ETeRBaaan
AL ﬁ ) =|Expression . | +
Packetlst v v | [casesensve  [iploy iver -] Find [ Cancel ]
Ho. Time Source Destination Proscol  Length Packstcomments  Info ]
1 0.000008 192.168.5.230 239.255.255.250 ss0p 216 M-SEARCH * HTTP/1.1 o
2 8.004750 Private_1f:b7:fc  Broadcast AR ] who has 192.168.4.227 Tell 192.168.5.171 =
3 0.013662 Elitegro_sd:e5:#4  Broadcast aRp =] Who has 192.168.4.637 Tell 192.168.6.165
4 9.825049 I'L“g‘m_lf 9% Broadcast ARP (] Whe has 192.168.5.1287 Tell 192.168.5.235
5 0.031678 Elitegra af:hl:h2  Broadcast anp e who has 192.168.5.2357 Tell 192.163.5.120
Ba. Expand Sublrees Shifte Right - 258 S500 175 M-SEARCH * HTTP/1.1
78, : L250 509 216 M-SEARCH * HTTP/1.1
Be. Expand AN Ol Hght ARP (] Whe has 192.168.5.1217 Tell 192.168.7.118
50,  Collapsedl Crb=Left ARP 0 who has 192.168.6.28? Tell 192.168.5.166
L) I e — L2580 ssop 218 M-SEARCH * WTTP/1.1
1 el Li4sbb  IOWVE 86 neighbor solicitation for fe80::9560:602b:2411:456b from 78:47:d1:9F:26:48
12 0. i Whe has 192,168.6.2397 Tell 192.168.6.136
130 s en e B Y| elected k Who has 192.168.6.1367 Tell 192.168.6.239
1]  Prepareafie , Mot Selected s -SEARCH * HTTR/1.1
1z e, Conversation Filter L gnd Selected s whe has 192.168.6.2007 Tell 192.168.6.145
16 8. Colprize with Filter 3 g Selected ] Stendard query BxBB33 PTR _googlecast. tcp.local, "QM” guestion
17 8. 0 7 Standard query @x8088 PTR _googlecast._tcp.local, "QM™ guestion
T wpd ot Selected ) Standard query Gxd000 PTR _geoglecast. tep.local, "GM" question
19 8. Copy ¥ .of not Selected | - standard query Bxeoed PTR _googlecast. tep.local, "gM™ question
0. B I 1] MeSEARCH ™ HTTR/1.1
el ShowPacke Bytes.. ARp ™ bho has 192.168.6.1657 Tell 182.168.5.189
2206)  ExponPacket Bytes.. CreH ] 5L ss Continuation Data
23 0. L2508 5509 216 H-SEARCH * HTTR/1.1
249, WikiProtocol Page aRp =] Who hes 192.168.4.417 Tell 192.160.5.121
25 8. Filter Field Reference 250 S50F 216 M-SEARCH ™ HTTP/1.1
26 8. eedd2 ICHPvE &6 Reighber Solicitation for fe8@::f292:1cff:fede:edd2 from bo:25:an:1f:b7:fc
bt | | Emcelfrdwence b L2 5500 179 M-SEARCH * HITP/1.1
WY pecodess. 5 ce 6 443 ~ 50082 [ACK] Seqel Acke2 Win=1021 Len=0 SLE=1 SRE=2
Fi S +250 508 216 H-SEARCH ™ HTTR/1.1
30 0. d:ceee  ICMPVE B8 Heighber ien for fedd: i from ba:i5:aa:1f:b7:fc =
mnny Show Linked Packet in Mew Window 5 — — e — S ——— e ———— —
# [Packet commenes
+ Thiz packes locks bad.
4 [Expert Info (Comment/Comsent): This packet locks bad.]
[Thiz packet losks bad.]
[Severity level: Comment]
[Group: Comment]
o Frame 7: 216 bytes on wire (1728 bits), 216 bytes captured (1728 bits) on interface &
& Ethernet II, Src: Elitegro_ad:dbicd (f4:4d:38:ad:dbicd), Dst: I _7F:fFifa (01:00:5e:77:7F:fa)
> Internet Protocol Version 4, Src: 192.168.5.99, Ost: 239.255.255.280
» t] 4, Dst Port: 1908
| simple Service Discovery Protecsl |
o8 2o &
a8 85 Sa K
2d 53 45 41 &
e 31 od oa 48
35 2e 32 35 35  OST: 239 .255.255
ad 81 4¢ 38 20 .250:199 O..MAN: i
|| Packets: 55 - Displayed: 95 (100.0%) - Crepped: 0 (0.0%) | Profle: Defouit
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And when you do so, it'll filter your packet list by pkt_comment, and that's the field name
for whether or not a packet has a comment in it. And you'll see here that packet number 7 is
now the only packet showing because that's the only one we've made a comment for:

[l *Local Area Connection

= ' - T T T T
File Edit Yiew Go Capture Analyze Staticticc Telephony Wireless Tock Help
dn i@ iBREQes=TIQEaaaH
| A [t _comment (=] - Boressin..  +
Packet kst - Marrew £ Wide - Case seritor  Cimpay filter - Frd Cancel
Nt Time: Seurce Destrason Pratocel  Length Packetcomments  Infa
7 8.865926 192.168.5.99 239, 255.255.258 S50P 16 M-SEARCH ™ HTTR/1.1
4 Packet comments
4 This packet looks bad.
4 [Expert Info (Comment/Comment): This packet looks bed.]
[This packet locks bad.]
[Severity level: Comment]
[Group: Comment]
* Frame 7: 216 bytes on wire (1728 bits), 216 bytes captured (1728 bits) on interface @
© Ethernet 1I, Src: Elitegro_ad:db:c4 (fd:4d:30:ad:db:c4), Dst: IPvimcast 7¥:FF:fa (01:0@:5e:7f:Ff:fa)
o Internet Pratocal Versisn 4, See: 192 1E8.5.90, Dst: 239255 255, 250
User Dategram Protocol, Src Port: 58814, Dst Port: 1999
30 ad db c4 OO 0O 45 RO -
a6 7d <@ a8 ©5 Sa ef ff el
57 ac ad 2d 53 45 41 82 1
58 3f 31 2e 31 0d &a 48 |
2e 32 35 05 2e 32 X5 )5 O5T: 239 .255.15%
2050 e 32 35 30 32 31 39 30 30 Od @a 4d 41 de 3p 20 .250:190 @, MAN: -
(0} ¥ Packet comments {pkt,_corment) Pachets: 95 - Displayed: 1 (1.1%) - Dropped: 0 (0.0%) Profie: Default
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So, if I were to clear this, and we add another comment on another packets Comment 2, and
if I reapply my filter on Packet comments, we can see that we have two packets there. So,
that's another way of being able to find comments in them:

[l “Locsl Aves Connection 7 e =60 2
Eile Edit Miew Ge Capture Anabyre Seatisties  Telephony Wireless  Toals  Help
Adm @ LBREB Le==TEEaaal
| W [pht_somment B0 -] Bxpresaon... | +
Facat kst = MO B Wi ¥, Case sensitve Dusclay Blter =] rd [ Cancel
No. Time: Source Destination Protocol  Length Padket comments Info
7 0.865526 192.168.5.50 235,255 285,250 5500 216 7 M-SEARCH * HTTR/1.1
17 9.241737 192.166.5.121 224.9.9.251 Lt Bz o standard query UxP@eR PTR _googlecast. tcp.local, "QM” question

4 Packet comments
4 Comment 2
# [Expert Info (Comment/Comment): Comment 2]
[Comment 2]
[severity level: Comment]
[Groups Comment]
Frase 17: 82 bytes on wire (656 bits), 82 bytes captured (656 bits) on interface @
Ethernet II, See: Private 1f:b7:fe (bO:2S:an:1f:h7:fe), Dst: IPvameast b (01:00:56:00:00:Fh)
Internet Protocol version 8, Sre: 192.168.5.121, Dst: 224.9.9.251
User Datagram Protocol, Src Port: 5353, Dst Port: 5353
Multicact Domain Name Syctem (query)

@1 09 5¢ 00 00 b L@ 25 a8 1f b7 fc 08 80 45 00
@@ 44 20 c3 @0 92 @1 11 o8 c9 c@ a8 @5 79 e 20 .0)
00 fb 18 €9 14 €9 00 30 &4 U6 00 00 00 O 0O 01
00 83 00 B3 00 02 0b SF 67 6F 6F 67 6c 65 63 61 ... googleca
73 74 04 5f 74 63 70 5 6c 61 63 61 6c 00 00 B¢ st._tep. local...
88 a1 2

(D 7 Packet comments (pt_comment) Packnts: 5 - Displayed: 2 (2. 13) - Dropped: 0 (0.0%) Profie: Defaut

In order to print your capture or print an individual packet, you can go to File | Print... and
you'll see a number of options here which look similar to the save and export dialog. So
what we can do is print a Summary line for each packet, and if you uncheck this you will
see it actually changes the preview as you go, so you can kind of see how the file's going to
look. There's a summary line, which gives us information about each individual packet
that's in the list, and the summary line looks kind of like the packet list view. So there's
going to be one line, which is packet 1 and some information about it then another
summary line for packet 2 and some information about it, and so on. So that's actually a
handy one to have on.
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Details: will show you the packet details list of the information about the different
protocols, so we can turn that on or off. If I turn that off, that basically just shows us the
packet list view. I'm going to leave that on. And then I could also include the Bytes, if I
really needed to. You're not going to want to do that for a lot of packets. Obviously, your
print would be very large, but you can see if I turn that on it'll show you the actual byte
information, as shown in the bottom bytes. So I'll keep that off for now. And you notice in
the bottom section here, just like we had with the export dialog, you can choose option
Selected packets only or All packets. You can also select Marked packets only:

M Wireshark - Print | P E2m

Packet Format
Summary line
Details:

(71 all collapsed

@ As displayed

(71 Al expanded
Bytes

Print each packet on a new page

+ and - zoom,  resals

Packet Range
(7) Captured @ Displayed
© Al paciets o5 o
() Selected packets only 1 1
Marked packets only 0 0
First to last marked a q
i) Range: 0 -
[ Remove ignored packets 0 0
Page Setup... print.. || cancel || Hep |

How to mark packets

What you can do is right-click on a packet and mark it, or do Ctrl + M.
And you can mark a whole bunch of them, and they can be anywhere in
the capture, it doesn't matter where-they don't have to be contiguous; and
we'll mark up a bunch.
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We'll go ahead and print this, and you can see the file that we printed here. I printed it as a
PDF file so that it would be easy to show you. You can see that the summary line for each
packet is displayed here. The summary line, which is basically the packet list line, includes
the packet number we had when the packet came in, the source and destination, the
protocol, and so on, along with the details that we wanted it to print. So that's the very
basic information about which protocols were involved in the packet that it captured:

G LNk al £
HOME COMMENT VIEW FORM  PROTECT SHARE  HELP &, |Fnd |- =
» b
J € \Usersisay alith ppDatallocalT empiw ireshark _A 88 1E 1DA -0270-46C -B13A-F A4A AABAC D41_20180406131254_a0i5976. pcapng 95 total packets, 95 shown
rm 6 ©.839223 192.168.6.95 239.255.255.250 550P 175 M-SEARCH * HTTP/1.1
= Frame 6: 175 bytes on wire (1480 bits), 175 bytes captured (1486 bits) on interface @
= Ethernet II, Src: Elitegro_fd:a5:dc (b8:ae:ed:fd:aS:dc), Dst: IPvdmcast_7f:ff:fa (@1:00:5e:7f:ff:fa)
Internet Protocol Version 4, Src: 192.168.6.95, Dst: 239.255.255.250
= User Datagram Protocel, Src Port: 61745, Dst Port: 1980
Simple Service Discovery Protocol
& 7 8.065926 192.168.5.98 239.255.255.250 SSDP 216 s M-SEARCH * HTTP/1.1
Packet comments £
This packet looks bad. 1
[Expert Info (Comment/Comment): This packet looks bad.]
o [This packet looks bad.]
A [Severity level: Comment]
[Group: Comment ]
Frame 7: 216 bytes on wire (1728 bits), 216 bytes captured (1728 bits) on interface @
Ethernet II, Src: Elitegro_ad:db:c4 (f4:4d:3@:ad:db:c4), Dst: IPvdmcast_7f:ff:fa (01:00:5e:7f:ff:fa)
i Internet Protocol Version 4, Src: 192.168.5.90, Dst: 239.255.255.250@
: User Datagram Protocel, Src Port: 58814, Dst Port: 19¢@
Simple Service Discovery Protocol
8 0.270184 IntelCor_22:3e:3f Broadcast ARP (1] Who has 192.168.5.1217 Tell
192.168.7.11@
Frame 8: 68 bytes on wire (488 bits), 68 bytes captured (488 bits) on interface 8
Ethernet II, Src: IntelCor_22:3e:3f (@8:27:0e:22:3e:3F), Dst: Broadcast (ff:ff:ff:Ff: FF:FF)
Address Resolution Protocol (request)
12 8.151987 Elitegro_af:28:dsS Broadcast ARP 60 Who has 192.168.6.2397 Tell
192.168.6.136
Frame 12: 60 bytes on wire (488 bits), 6@ bytes captured (488 bits) on interface @
Ethernet II, Src: Elitegro_4f:20:d5 (f4:4d:30:4F:208:d5), Dst: Broadcast (Ff:ff:ff:Ff:FF:FF)
Address Resolution Protocol {request)
13 8.166738 Elitegro_49:dc:46 Broadcast ARP 68 Who has 192.168.6.1367 Tell
192.168.6.239
Frame 13: 60 bytes on wire (480 bits), 6@ bytes captured (480 bits) on interface @
Ethernet II, Src: Elitegro_a9:dc:46 (f4:4d:30:49:dc:46), Dst: Broadcast (ff:ff:ff:ff:Ff:Ff)
Address Resolution Protocol (request)
16 ©.240845 192.168.5.121 224.8.0.251 MDNS &2 Standard query 8x@688 PTR
_pooglecast._tcp.local, "QM" question
Frame 16: 82 bytes on wire (656 bits), 82 bytes captured (656 bits) on interface @
Ethernet II, Src: Private_1f:b7:fc (bB:25:aa:1f:b7:fc), Dst: IPvamcast_fb (81:88:5e:88:88:Fb)
Internet Protocol Version 4, Src: 192.168.5.121, Dst: 224.8.8.251
User Datagram Protocol, Src Port: 5353, Dst Port: 5353
Multicast Domain Name System (query)
17 ©8.241737 192.168.5.121 224.8.8.251 MDNS 82 s Standard query 8x8882 PTR by
41 4 [1/1 kI = 437 v (D) ———— ()

So, in this section, you learned how to create annotations and comments for your packet
capture, as well as annotations or comments for individual packets, how to view them and
find them in different locations in the interface such as on a column or a filter, or within the
packet details view, expert information, and, additionally, how to print packets. Next up is
remote capture setup. We'll go over how to capture your data from a remote machine from
your Wireshark GUI, running 1ibpcap on that remote machine.
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Remote capture setup

In this section, we'll take a look at the prerequisites for using remote capture, specifically
with WinPcap, which is a Windows port of the 1ibpcap library and the configuration of
remote packet capture on the remote device.

Prerequisites

The first prerequisite is to install the pcap libraries. I'm using a Windows computer here as
our test machine, so I'll install the winPcap libraries, which are a Windows port of the
libpcap libraries originally written for Linux. So what I'll do is go to https://www.
winpcap.org/ and download the WinPcap libraries. Once it finishes downloading, I'll go
ahead and just click on Next with the installer, and there's no need to customize anything
there.

The WinPcap libraries that are installed also come with Wireshark when
you download Wireshark as a bundle. And so if you already have
Wireshark installed on a system, most likely you already have pcap
installed as well.

The next step is to set up a local administrator account which is going to be a service
account for the pcap service, the remote pcap service that is running on this remote system.
That is used in the authentication of the system that's running the Wireshark GUI when we
add the remote interface. In order to do so, we'll perform the following steps:

Press the Windows key + R; it'll bring up the Run command.
Enter control userpasswords?2.

Go ahead and click on OK.

We will go to Advanced and click on Advanced again.

Go to Users and we'll make a New User...; we will call this pcap.

SR o e

We'l say it's a Service Account and give it a password:
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% luserngr - [ acal Hsers and Groups (L nealiy lsers]

File Action View Help

o< x5 0= HE

g! Local Users and Groups (Local)
| Users
1 Groups

Hame Full Mame Description
&:admin
&;Adm:nlshamr Built-in account for administering...
¥y Defaulticco.., A user account managed by the s...
B Guest e User ? X
User name: |DCBD |
Full name: | |
Descriptior: |Se|vics.-’\ccwn1 |
Fazsword: |“" |
Confirn password: |““ |
Uszer must change pazsword at next logon
[ User cannot change password
[ Password never expires
[ fsccourt iz dizabled
Help Create Cloze

Actions
Users -
More Actions »

7. T'll uncheck the first option there to force the user to create a new password since
this is a service account. We'll also prevent it from changing its password and
never let it expire. We certainly don't want the password changing on the service
account as we're trying to use it.
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8. Now that we have our pcap service account, we need to give it administrator

10.

11.

12.

privileges. So we do that by right-clicking on pcap. Go to Properties | Member
Of | and we're going to click Add.... Type in Administrators, and go ahead
and click on Check Names, which tells it to verify that the group Administrators
is correctly typed in:

pap Properties

Select Groups >

Select thiz object type:
|GTDUDS | Object Types...

Frorm this lacation:
|DESKTDF’-FU22DES | Locations...

Enter the object names to select [eramples]:
DESKTOP-FU 2205944 dministrators] Check Mames

Advanced... Cancel

Chatges to a user's group membership

Add. Bemove are not effective until the next time the
uzer logs an.
(n] 4 Cancel Lpply Help

Click on OK, and we can go ahead and click on OK again.

Now the pcap service account has administrator privileges. The last step for
setting up the remote WinPcap service is to press the Windows key again and
then press R. We'll bring up our Run prompt and type in services.msc.

Go ahead and press Enter or click on OK, and we'll scroll down until we see
Remote Packet Capture Protocol v.0 (experimental). Although it says v.0 and
experimental, this has been a service that has been available for a long time now,
and I've never had any problems with it.

Go ahead and right-click on it. Go to Properties and click on the Log On tab.
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13. We'll select the This account: radio option and Browse... to the pcap user, or
whatever you named yours. Enter that and click on Check Names. It verifies that
it's the correct spelling and it found the account.

14. And then we'll enter in the password that we gave it. All right. Click on OK:

General LogOn  Recovery Dependencies

Log on ag

() Local System account
Allow zervice o interact with dezklop

Rernote Packet Capture Protocol w0 {experimental) Properties (Loc...

(® Thiz account: |-\|:"3~3|:' | Browse. .
Pazsword: |i"i |
Canfirm passward: |""| |
G| [

el

It'1l say it's been granted service rights; that's good. And at this point, we can tell it to start

the service.

You can do so by clicking on the little play icon at the top; click on the Start shortcut there;

or right-click on the service until it starts.

It should say running at this point. What I like to do, just in case, is to go up at the top here
and click on refresh—just refresh a few times; make sure that the service didn't crash at all.
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At this point, everything is set up and ready to be used. The last thing to check is to ensure
that the Windows Firewall is either turned off, or port 2002 is enabled to pass through the
Windows Firewall. For the sake of simplicity, we'll turn it off, so push the Windows key,
bring up the Windows Start menu, and we'll search for the firewall. Soin Windows 10
here, you can just type and it'll start searching. I'll go to the Control Panel in Windows
Firewall, and you'll see here that it is currently enabled. So we'll click on Turn Windows
Firewall on or off, and I'll turn it off. Click on OK and we can close that:

@ Customize Settings = O x

&« v ﬂ < Windows Firewall » Customize Settings v O Search Control Panel el

Customize settings for each type of network
You can modify the firewall settings for each type of netwerk that you use.
Private network settings
0 () Turn on Windows Firewall
Block all incoming connections, including those in the list of allowed apps
Motify me when Windows Firewall blocks a new app

@ (® Turn off Windows Firewall (not recommended)

Public network settings
9 () Turn on Windows Firewall
Block all incoming connections, including those in the list of allowed apps

Metify me when Windows Firewall blocks a new app

@ (® Turn off Windows Firewall (not recommended)

| Ok || Cancel

And that's all there is to it to set up a remote pcap system. So, in this section, we've gone
over all of the configuration and installation needs for a remote system. Next up, we'll go
over the remote capture usage, and how to set that up in a Wireshark GUI and start
capturing traffic from a remote device.
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Remote capture usage

In this section, we'll take a look at how to use that remote packet capture software that we
set up with WinPcap on the remote system.

In order to use that remote WinPcap service running on the remote system and capture
packets from it, we need to add that into our local Wireshark interface so that we can
capture it. So in order to do this, we will perform the following steps:

1. We will go ahead and click on Capture options icon.

2. Click on Manage Interfaces... and you'll see here that there's the Remote
Interfaces tab; click on that.

3. Click on the plus icon in the bottom left-hand side here.

4. Enter in the Host IP address of that remote system.

5. Click on the Password authentication radio button, and enter in the credentials
for that service account that we created. I used pcap here. You can then enter in
the username and password and click on OK. At this point, it should show us the
remote interfaces that it sees on the other device. So you see here that's my 5.25
device, and here's the interface that it detected:

! Manage Interfaces

| Local Interfaces I Pipes | Remote Interfaces |

Show Host / Device URL
4 192.168.5.25

rpcap://[192.168.5.25]:2002\Device\NPF_{C4 A0B981 - F83A-40D7-91FA-6311A3690451}
rpcap://[192.168.5.251:2002\Device\NPF_{AADDCAEG-FFE1-4CAS-97FB-3AEF6E82637C)

- Remote Settings

This version of Wireshark cbes not save remote settings.

QK ” Cancel ][ Help
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If you do not see this at this point, or you get a popup saying that you

have some sort of connection error or it can't connect to the remote host,
or anything like that, make sure that the service is running. Remember,

when we set up the service on the remote system, it was on manual for the

service—it was not automatic. So there's a good chance that the server's

stopped or the system has rebooted, or something like that. Go over there

and make sure that the service is enabled.

6. So we go ahead and click on OK. You'll see that it shows in our interface list here.

We can then go ahead and click on Start:

‘ Wirezhark - Capture Interfaces ? =
Input Output Options
Interface Traffic Link-layer Header Promi: Snaplen | Buffer (I B
» VirtualBox Host Only Nctwork L Ethernct default 2
b Luval Area Connelivn | Elhennel defaull 2 §
USBPcapl USEPcap == = =1 ¥l
USBPcap2 USEPcap = = ] 4
USBPcap3 USEPcap = = = 4
> rpcap://1192.168.5.251:2002\Device\MPF {C4A06981-F83A-40D7-91FA-6311A3690451} Ethernet [V default 2 .
b rpeap://T192 16852512002 \Device\NPF_{AADNCAFR-FFF1 -4CAS-97FR-3AFFRRRRITC} Fthermnet default 2 e
< [ +
Enable promiscuous mode on all Interfaces
Caplure filler Tor sehecled iiles foues: | § |E: L @ caplure Bl ... ’] Cunpile BPFs

And that's all there is to it.
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Summary

In this chapter, you've learned a number of skills in Wireshark, including what's new in
Wireshark 2, and there are some features from 1.8 that I mentioned, namely, how to capture
traffic on a local Wireshark installation; how to get the packets to your Wireshark
installation through different means, such as SPAN ports; saving and exporting these
packets in different ways; annotating or adding comments to the packet captures and
individual packets, and printing them, or selections of them; and lastly, setting up the
remote packet capture with WinPcap on a remote Windows system, and using that packet
capture from the remote system to a local Wireshark installation.

In chapter 3, Filtering Traffic, we'll go over the various ways of filtering traffic, both with
the capture filters, as well as display filters, and also look at additional ways of filtering
things.
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In this chapter, we'll cover the following topics:

¢ Berkeley Packet Filter (BPF) syntax
Capturing filters

Displaying filters

Following streams

Advanced filtering

Berkeley Packet Filter (BPF) syntax

In this section, we'll take a look at the BPF, its syntax, and some of its history.

So, let's talk about BPF's history. Many years ago, every operating system had its own
packet filtering APIL. There are a number of examples, such as Sun, DEC, SGI, and Xerox.
They all had their own operating systems, and each operating system had its own API for
capturing and filtering packets. So, when you needed to do network analysis, you had to
use their specific software, which is built into the operating system, and their specific
filtering capabilities within the API that they designed. That made it very difficult because
depending on the implementation of your network and what different operating systems
were involved, you had to know all these different APIs and all of these different filtering
rules in order to get anything done. So, in 1993, Steven McCanne and Van Jacobson
released a paper titled The BSD Packet Filter (BPF) and they outlined the rules and the ideas
behind BPF and explained how it could be a standardized method for filtering the captured
traffic. It just so happened that it caught on and became very popular, especially as
libpcap, WinPcap, and other libraries out there began to utilize BPF as its standardized
filtering system, and especially with the use of Wireshark nowadays which utilizes these
libraries.
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In order to write BPF, you need to create an expression, which contains one or more
primitives, including an ID, such as a name or number, an IP address, or an Ethernet
address plus a qualifier. A qualifier has the following three pieces to it:

e Type
e Direction
e Protocol

For a type, it could be an individual host, a network, a port, or a port range. The direction
can be either the source or the destination, or the source and destination. And the protocol
is either Ethernet, FDDI, Wireless LAN, IP, IPv6 nowadays, ARP, RARP, DECNET, TCP, or
UDP. You need to define these different pieces that you want, and how you want to limit
your traffic and the values that go with them—the ID, the name, or number to go along
with these qualifiers. So, I have some examples for you so that it can make some sense as to
how to create a BPF expression. The first one is ip host 192.168.1.1. The IP is the
protocol, the host is the type, and the ID is the IP address. This will filter the traffic for that
IP address, whether it's the source or destination. This host keyword does both of these for
us.

Next up, I have ether src AA:BB:CC:DD:EE:FF and a fictitious MAC address. This has
the same idea as the IP host. We're defining Ethernet as our protocol, the source as the
direction, and the MAC address that we're looking for.

If you happen to be capturing traffic that has multiple VLANS, such as spanning a port
that's a trunk port on a switch, you can specify the VLAN(s), for example, vian 100.

The next example is ether broadcast, and this one has a special keyword being used for
broadcast to tell the BPF that we want to filter all of our traffic, if it's a broadcast of some
kind, on layer 2.

And my last example is tcp port 80.So, we'll filter that traffic looking for HTTP traffic
most likely—looking for only port 80 of any source destination.

Up next is capture filters, where we'll take this BPF syntax and apply it to interfaces within
Wireshark.
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Capturing filters

In this section, we'll take a look at how to filter traffic before it's captured with the BPF
syntax. So, we'll filter that traffic on the capture interface.

In Wireshark, there are two places to enter a capture filter.

The first one is right on the following main screen. Right in the middle, we have the capture
section, and it says, ...using this filter: Enter a capture filter. So, we can actually do that on
the main screen. Try to enter a capture filter, then it will start capturing with that applied
filter. You'll also see that there's a green bookmark icon, as shown in the following
screenshot. If you hover over that icon, it says Manage saved bookmarks. And if we click
on that, there's a number of saved bookmarks that are already built into Wireshark. So, if
there's a common function that you want to filter on, it may already be in the list:

Capture
.. lusing this filter: |_ |:-':e‘e:.;:|'..-e‘:e _'] All nterfaces shown ™
) Save this filter
r:::laf':'—r' Manage Capture Filters
© ustPaapl Ethernet address 00:00:5e:00:53:00: ether host 00:00:5¢:00:53:00
g 3:: E::; Ethernet type (0806 (ARP): ether proto 0:0806
Mo Broadcast and no Multicast: not broadcast and not multicast
Mo ARP: not arp
IPvd only: ip
1Pv4 address 192.0.2.1: host192.0.21
IP6 only: iph
TPt address 2001 :db8::1: host 2001 :db8:1
IPX only: ipx
TCP only: tcp
UDP only: udp
TCP or UDP port 80 (HTTP): port 80
HTTP TCP port (80): tcp port http
Mo ARP and no DMS: not arp and port not 53
Learn Mon-HTTP and non-SMTP to/from www.wireshark org: not port 80 and not port 25 and host www.wireshark.org
User's Guide - Wiki - Questions and Answers - Mailing Lists
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But you can also go up to the top and click on Manage Capture Filters. This gives you a list
of all of your predefined capture filters and any that you have saved yourself, so you don't
have to keep entering the same capture filter over and over again. You can create one and
save it. So, all you need to do is click on that plus icon, and then you can enter in whatever
it is you want to do. So we could do ip host 192.168.5.25, and we've now created a
new capture filter. Then, of course I can rename it. If I double-click on that, it will allow me,
to rename and I can say My Host:

‘ Wireshark - Capture Filters ? 2
MNarme Filter
Mon-HTTP and non-5MTP to/from www.wireshark.org not port 80 and not port 25 and host www.wireshark.org
Mo ARP and no DNS not arp and port not 53
HTTP TCP port (80) tcp port http
TCP or UDP port 80 (HTTP) port 0
UDP only udp
TCP only tep
IPX only ipx
IPvE address 2001:db&::1 host 2001:db&::1
IPvE only iph
IPvd address192.0.2.1 host192.0.21
IPvd only ip
Mo ARP not arp
Mo Broadcast and no Multicast not broadeast and not multicast
Ethernet type (0806 (ARP) ether proto 0x:0806
Ethernet address 00:00:5e:00.53:00 ether host 00:00:5e:00:53:00
My Host ip host 192.168.5.25
(-]
0K ] [ Cancel ] [ Help

Now, if I go back and look, it would be visible now.
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You can also save a capture filter by selecting an interface first and then entering what you
wish. You'll see that it turns green if it's a valid entry. Then, click on that bookmark icon
and then on Save this filter:

Capture
..ausing this fiter: | ] [ether broadcast B3 ~] [Alinterfaces shown =
; | Save this filter
\Lr:::rf::: "; Manage Capture Filters |
© USsBPcopl Ethernet address 00:00:5¢:00:53:00: cther host 00:00:5¢:00:53:00 s
g ﬂzgﬁ:ii Ethernet type 00806 (ARP): ether proto (0806 ==
No Broadcast and no Multicast: not broadcast and not multicast
Mo ARP: not arp
IPvd only: ip
IPud address 192.0.21: host 192021
IPvG only: iph
1Pub address 2001:db8::1: host 2001:db3:1
IPX only: ipx
TP only: tep
UDP only: udp
TCP or UDP port 80 (HTTP): port 80
HTTP TCP port (80): tcp port http
Mo ARP and no DMS: not arp and port not 52
Learn MNon-HTTP and non-SMTP to/fram www.wireshark.org: not port 80 and not port 25 and host www.wireshark.org
User's Guide * My Host: ip host 192.168.5.25

If you click on that, it'll then bring up the Manage Capture Filters window prepopulated so
that you can simply name it as you wish. Then, using this capture, I can simply double-click
on my interface and begin capturing that traffic. You will see that I'm filtering on Ethernet
broadcast, so it's only going to show the broadcast traffic on layer 2:

H Capturing from Local Area Connection (ether broadcast) ¢
Eile  Edit Miew Go Capture Analyre Statictics  Telephony  Wireless  Tools  Help
.o RE QRes=ZgizDaaan

| | Apply a diplay filter ... <Ctrl-f>

No. Time Source DNestination Protocol  Length  Packet comments nfo
1 @.000000 Elitegro_de:ad:de Broadcast ARP 68 wWho has 192.168.6.129? Tell 192.168.6.43
2 0.081550 Giga-Byt_4@:5a:6e Broadcast ARP 1] Who has 192.168.7.45? Tell 192.168.7.78
J B.ele124 192.1608.6.04 192.168.7.255 NDNS 92 Name query ND PACKTPUB<1b>
4 8.867066 Elitegro @f:9b:64 Broadcast ARP 1] Who has 192.168.6.238? Tell 192.168.6.15
5 @.149179 Elitegro_de:al:28 Broadcact ARP 1] Who has 192.168.7.837 Tell 192.168.6.52
b @.285375 Supertic gg:92:ef Broadcast ARP be Who has 19Z.168.9.17 Tell 192.168.9.11
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The second way of entering a capture filter is through the gear icon:

A u O]

‘ *Local Area Connection (ether broadcast)

Eile Edit Wiew Go Capture Analyze

 BRE QeI BERaAQH

Statistics

Telephony  Wireless

Tools

H

elp

[ﬂ |Appl'-,‘ a display filter ... <Ctrl-{=

Click on Capture options and you'll see at the bottom that there's the Capture filter for
selected interfaces option. You can enter the capture filter just like you did in the previous
window, as well as manage your bookmarks. So, we could enter in ip host
192.168.5.25. Now, select the interface, then it'll turn green, and I can start my capture:

‘ Wireshark - Capture Interfaces ? S
Input Output I Options I
Interface Traffic Link-layer Header Promi: Snaplen i Buffer (MB) Menitor Mode  Capture Filter
Host-Only Metwork Ethernet # default 2 —
I» Local Area Connection Ethernet ¥ default 2 o ip host 192.168.5.25 |
USBPcapl USBPcap — — — —
USBPcap2 USBPcap = = = =
USBPcap3 USBPcap — — — —
[¥] Enable promiscucus mode on all interfaces
Capture filter for celected interfaces: || |ip host 192, 168.5.25 B -] Compile BPFe
Start | [ Close ] [ Help |

Now, it'll show me any traffic to and from my gateway.

Our next section is Displaying filters, where we'll filter our traffic after the capture has
already been started or it's already been saved, rather than filter the traffic during the
capture itself. This is a very common method of doing things so that you capture all the
traffic on your network, and then simply view only the pieces you need.
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Displaying filters

In this section, we'll go through display filters. And, in regards to display filters, we'll talk
about how to sift through a large packet capture. So, a common method of capturing traffic
is to not use the capture filter and instead capture everything that the interface can see, and
then simply filter out exactly what you want to view because some of these other packets
may be useful in diagnosing some sort of problem. We'll also go over quick access filter
buttons. So, if there's a common thing that you need to filter on all the time in your
environment, you can create a quick access button and simply click on that, and you don't
have to type out the display filter every time. And there are a number of filter operators
that you can use to combine multiple filters to create a full expression as to what you want
to specifically filter on:

° eq/==
o le/<=

e or/||

e not/!

e and/&&

® ne/!=

e gt/>

e contains
e Tt/<

® matches
* ge/>=

e ()

So you could combine the IP address filter with a port number filter, or something related
to TCP, or something related to two MAC addresses. You can combine them or exclude
them in different ways using these filter operators. You can use either the Word version of
the operator, which is what's before that /, or you can use whatever's listed after the /,
which is like the mathematical equivalent of the Word option. There's also a parentheses, so
you can also combine filters and their operators together, kind of like a mathematical
equation. So, you can have certain comparisons, such as two OR statements, compared first,
and then have it with something else as an addition, such as an AND statement.

So, to work with display filters, let's get some traffic first. I'll start a capture on my primary
interface without any capture filters. So, we will have some packets coming in, which will
be whatever's idle on my system at the moment.
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You'll see up at the top of the screen that we have a Apply a display filter entry box. And it

also has that bookmarks icon, just like the capture filters did:

File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

Adm 20 JIDREQRes=T oS Daaam

rl |Appl'-r' a display filter ... <Ctrl-/= !

No.[ Manage saved bookmarks. }f‘rom previous captured ﬁ'amg SOEJI'.CE - Destina_tion
1 &.088 0.000000000 Elitegro ae:02:fe Broadcast

So, let's get some packets to work with. I'll start a capture on my primary interface, without
any capture filter entered. So we'll capture everything that's occurring on my system;
currently, whatever's in the background. So, after we have a good amount of traffic to work
with, you will notice that at the top we have a textbox that says Apply a display filter, and
that works just like the capture filter textbox does. We can type in whatever is the display
filter that we're looking for. We also have the bookmarks icon on the left, just like with the
capture filters. And if I click on that, it gives me my saved filters. I can have a whole bunch
of them listed, as shown in the following screenshot—these are the common ones that come

prebuilt with Wireshark:

Manage Filter Expressions

Ethernet address 00:00:5e:00:53:00: eth.addr == 00:00:5e:00:53:00
Ethernet type 00806 (ARP): eth.type == (0806

Ethemnet broadcast: eth.addr == fRfEFRFRAREF

No ARP: not arp

1Pvd only: ip

IPwd address 192.0.2.1: ip.addr == 192.0.2.1

IPvd address isn't192.0.2.1 (den't use != for this!): lip.addr == 192.0.2.1)
IPv6 only: ipvd

IPv6 address 2001:db8::1: ipvb.addr == 2001:db8:1

IPX only: ipx

TCP only: tcp

UDP only: udp

Non-DNS: !(udp.port == 53 || tcp.port == 53)

TCP or UDP port is 80 (HTTP): tcp.port == 80 || udp.port == 80
HTTP: http

No ARP and nc DNS: not arp and !{udp.port == 53)

File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help
ds @ iPBB Re>=7 sFEQQaH
| |;.:\: y a display filter ... <Ctrl-/=

Save this filter

Manage Display Filters

MNon-HTTP and non-SMTP to/from 192.0.2.1: ip.addr == 192.0.2.1 and not tcp.port in {80 25}
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Just like with the capture filter, if I enter one filter into the textbox, I can save it.
Alternatively, I can go in and manage my display filters, and I can add and remove them
manually, as well, just like with the capture filters.

Let's start off with filtering by something. So, let's do ip.host, which is eq
192.168.5.25, so that'll be my gateway:

File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

Adm 2@ JRBRE Re=s=F s EQaaaH

[ [ip.host eq 192, 168.5.25

Then, I can either click on the arrow on the right-hand side to apply it or press Enter. And
when I do so, there's all the traffic to and from my gateway 5. 25:

File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help
dm i@ JPRRB Qer=FaEaqan

[ Tip.host eq 192.168.5.25

No. Time Source Destnabion Protocol  Length  Packet comments Info

r 459 18218628 192.168.6.76 192.168.5.25 e 139 SB353 + 338U [PSH, ACK] Seq=1l Ack=1 Win=252 Len=85
460 18.219958 192.168.5.25 192.168.6.76 TCP 123 3389 » 58353 [PSH, ACK] Seq=1 Ack=86 Win=63498 Len=69
461 19.228551 192.168.5.25 152.168.6.76 TCP 123 3389 » 58353 [PSH, ACK] 5eq=78 Ack=86 Win=G3498 Len=65
462 10.220952 192.168.5.25 192.168.6.76 TP 123 3389 » 50353 [PSH, ACK] Seq=139 Ack=86 Win=63490 Len=69

- 463 18.22182¢ 192.168.6.76 192.168.5.25 P 54 SB353 + 338U [ALK] Seq=86 Ack=288 Win=251 Len=@

We can also filter by source or destination. We will use the keyword host, so we will
input ip.host.

Host is a shortcut that could be included both at the source and
destination traffic for a specific IP address.

We could also filter by source, which is src, but if we do it this way we'll only get the
traffic originating from 5. 25; we'll not get the return traffic. If we do the same thing with
destination, dst, we'll get the return traffic, but not the originating traffic.
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So, how do we get this traffic? We can chain it together using one of the operators, like I
mentioned. So, we'll tell Wireshark we want both these destinations in the source traffic.
We have ip.dst up there already. So, what we'll do is combine it with an OR. And if you
remember, you can either type or, or the two pipe symbols. And we'll type ip.src ==and
put in the IP address of my gateway.

And now that it's a valid display filter, it's turned green. I can just press Enter and there we
go:

File Edit View Go Coapture Analyze Statistics Telephony Wirdess Tools Help

Am 2@ JBRE acec=TaEEaaan

L] w.dst ey 192, 168.5.25 || ip.sic == 192, 168.5.25

No. Time Source Destination Protocol  Length Packet comments Infor

B 459 18.210620 192.168.6.76 192.168.5.25 TCP 139 58353 + 3369 [P5H, ACK] Seq=l Ack=1 Win=252 Len=85

| 460 10.219958 192.168.5.25 192.168.6.76 TCP 123 3389 +» 58353 [PSH, ACK] Seg=1 Ack=86 Win=6349@ Len=69
461 10.220951 192.168.5.25 192.168.6.76 TCP 123 3389 - 50353 [PSH, ACK] Seq=7@ Ack-B86 Win-6349@ Len-69
462 1@.2208952 192.168.5.2% 192.168.6.76 e 123 3389 - 58353 [PSH‘ »QLK] Seq=139 Ack=8b Win=b3499 Len=pY

(5 463 18.221828 192.168.6.76 192.168.5.25 TCP 54 58353 + 3389 [an] Seq=a6 ack=788 Win=251 Len=@

Now we have both directions of traffic, just like if I'd typed in ip.host. So you can see how
using some of these shortcuts that you know of in the display filter options can make things
faster for you.

Another interesting thing we could do is, let's say we need to troubleshoot something with
a slow transfer with TCP. So we want to look at the window size, so we type
intcp.window_size_value < 10.So, let me press Enter and there we go. So, we have
one packet. Remember, we didn't define any sort of IP address. Any of the packets that
Wireshark has captured that has a window size less than 10 will be shown to me:

Eile Edit Yiew Go Capture Anslyze Statistics Telephony Wireless Jook Help

dm 20 LPRB Ie=c=TiEEaaan

I [tcp.window_size_value < 10 B0 ] Expression.. | +
Ho. Tene Seurce Destination Protocl  Length Packetcomments  Info

154 4.515356 192.168.6.76 192.168.6.26 2869 + 51532 [RST, ACK] Seq-1 Ack=1 Win=@ Len-@
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If we expand our TCP details, you'll see there's the window size; it's certainly less than 10:

Eile Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help
Adm @ JDRB Res=TAaEE QD
[ Ticp.semaon sie_vaue < 10 -] Evesson..  +

Mg Time Scurce Proweol  Length Packetcomments Info

Frame 154: 54 bytes on wire (432 bits), 58 bytes captured (432 bits) on interface 8 f
- Ethernet IT, Src: Elitegro_4a:08:12 (f4:4d:30:42:088:12), Dst: Elitegro_82:98:bb (f4:4d:30:02:98:bb) I
* Internet Protocol Version 4, Src: 192.168.6.76, Dst: 192.168.6.26
4 Transmission Control Protocol, Src Port: 2869, Dst Port: 51532, Seq: 1, Ack: 1, Len: @
Source Port: 2860
Destination Port: 51532 E
[Stream index: 1]
[TCP Segment Len: @]
Sequence number: 1 (relative sequence number)
Acknowledgment number: 1 (relative ack number) i
8181 .... = Header Length: 28 bytes (5)
- Flags: @x@14 (RST, ACK)

So, let's create an example using the parentheses I mentioned. So, what we'll do is filter
based on my gateway again. What I'll do is quick-access one of my last used display filters.
So, I'll type ip. Now, if you look there, it has the most recently used ones at the top. So, I'll
use the down arrow, select the one I want to use, and press Enter:

File Edit Yiew Go Cepture Analyze Statistics Telephony Wireess Jools Help
e o . nEB Ae=-2F7iRBaaan

o, | ipdst eq 192168525 || ipusr == 192168525 =
[ ip.dst eq 192.168.5.25 [
| ip.src eq 192168525

iphost £q 192168525

ipuaddr == 192,

ipaceess

ipars

ipeomp

ipep 14
ipde

Jpﬁ

iperf2

ipfe

ipmb

ipmi

iprmi.trace

ipma_session

ipnet -
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We'll add some parentheses to that. Now, I'll add in dns. So I want to see any traffic to or
from my gateway, and it's a DNS entry. So I'll type && (dns), which is a shortcut for the
DNS protocol, and I press Enter:

File Edit View Go Capture Analyze Statistics Telephony Wireless  Tools  Help
dm 20 JpREBQRes=F i EQaaan

[ [ tip.dst eq 192.168.5.25 || ip.src == 192, 168.5.25) && (dns)

Mo, Time Source Destination Protocol  Length

Now, we can go even farther. So we can say «& ip.len <= 72. And now, I've trimmed it
down to any DNS packets to and from my gateway that are less than 72 bytes in length:

File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help
dm i@ imEBE e sEEQQAQAH

(N |'U|:I.dst eq 192.168.5.25 || ip.src == 192,168.5.25) && (dns) &&ip.len <= 72

No. Time Source Destination Protocol  Length

So, you can see how this is really powerful, and how you can trim off exactly what you
want to see. Now, this is a very powerful feature, with a lot of filters in it. In fact, there are
tens of thousands of filters for two thousand protocols. So, if you go to https://www.
wireshark.org/docs/dfref/ for display filter reference, it will show you all of the different
fields that you can use. So what we'll do is we'll click on I and look for ip. There we go. Let
me click on that, and then that will tell us all of the subfields that we can filter on. So, ip is
the protocol. Now, we're curious about, maybe, the address or the checksum, destination,
source, types of flags, GeolP information, and so on. So this is a great reference to search for
what you wish to filter by. Now, the last feature we'll talk about for display features is
creating the quick access buttons. So, if you look over on the right, we have a plus icon, and
it says Add a display filter button:

File Edit Yiew Go Coplure Aoslyze Stlistics Telephony Wireless Tocks Help
dm i@ DERB QResEFiEEacaan

| W | appty & dsplay fiter ... <t =) Expresson.. +
e Lobe Gatemny Fiter: phost mm 192.168.5.25 [oc J[ cwn ]

So, if we click on that, we can then create a Label and enter a filter to save. So, let's say I
want to make one for my Gateway. I'll make a Filter by saying ip.host == my gateway.
Once you click on OK, you will see a button for Gateway now. So if I have a big capture
with hundreds and thousands of packets, I can simply click on my Gateway button and it
instantly applies that filter:
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File Edit Yiew Go Capture Anabze ZStatistics Telephomy Wireless Jooks Help
dn i@ LBRB ResETICEaaaE
| H [ip.host == 192, 168.5.25 | Expressen..  +  Gateway
("% Time: Saurer Destrabon Pratecol  Length Packet comments Infa
459 10.218620 192.168.6.76 192.168.5.25 TP 139 58353 - 3389 [P5H, ACK] Seq=l Ack=l Win=252 Len=8%
468 10.210958 192.168.5.35 102.168.6.76 e 133 3389 - 50353 [PSH, ACK] Seqel Ack=86 Win=63400 Len=60
461 10228951 192.168.5.25 192.168.6.76 TR 123 3389 + 50353 [PSH, ACK] Scqe7@ Acke3S WineS3458 Lensd
457 10. 220952 192.168.5,25 192.1B8.6.76 TP 123 3359 + 50353 [PSH, ACK] Seqel3d AckeS5 Wine53298 Lenstd
463 10.221020 192.168.6.76 192.160.5.25 TCR 54 50363 - 3309 [ACK] Seq=06 Ack=208 Win=251 Len=0

Now, if you wish to remove some of these buttons, the easiest way to get there is to simply
click on the plus icon again, and then there's a button on the left which says Filter
Expression Preferences.... That will take you directly into Wireshark's Preferences section
for this, and then you can just edit or remove whatever buttons you need to change or you
don't want:

|
‘ Wireshark - Preferences | ? L P J
4 Appearance
Layout Enabled Button Label Filter Expression
Columns [ Gateway ip.host == 192.168.5.25
Font and Colors [ DNs (dns)
Capture Gateway ip.host == 192.168.5.25
Filter Buttons DNS {dns)
Mame Resclution
[» Protocols
[» Statistics
Advanced
+ —
4 1 | » th
[ 0K ] l Cancel l [ Help

So, in this section, we went over the basics of the display filter and created quick access
filter buttons. Up next, we'll talk about filtering by TCP and UDP streams and show specific
conversations within our packet captures.
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Following streams

In the previous section, we went over how to use display filters to limit what you see in a
packet capture. In this section, we'll build on that and follow streams. What that means is,
in this section, we'll follow TCP and UDP streams to pick out conversations within our
packet capture so that we can view the specific communications between each TCP
communication or each UDP communication. So, what we have is a packet capture of
opening up the https://www.cisco.com/ home page. And the https://www.cisco.com/
home page is not encrypted with SSL by default, so we can see all of the HTTP
communications within it without having to add in some sort of SSL key to decrypt it:

File Edit View Go Capture Analyze Sttistics Telephony Wireless Tools Help
Am 28 JRRE Rer=E=TFiFBaaan
I Apply  deplay fiter . <crl-/> =] Eccatn | +
Mo, Time Source Destriaten Protocol  Length Packetcomments  Info =]
1 8.ea8008 Actionte e?:bf:47 Spanning-tree-ifor-- TP R M Conf. Root = J2I768/8/00:7f:28:e7:bf:48 Cost = 8 Port = @xboed 1
2 9130543 Actionte_e7:bf:47 Broadcast ARP &8 o Who has 192.168.77.1537 Tell 192.168.77.1
3 9.388339 192.168.77.89 255.255.255.255 0P 215 46668 + 7437 Lenm173
4 1.129956 Actionte_e7:bf:d7  Broadcast ARP ] who has 192.168.77.1537 Tell 192.168.77.1
5 1.436268 192.168.77.152 192.168.77.1 oS 73 Standard query @xeBS57 A www.cisco.com
& 1.452310 192.168.77.1 192.168.77.152 DS 254 Standard query response @xe857 A www.clsco.com CNAME www.cisco.com.akadns.net CHAME.
7 1.452865 192.168.77.152 104.100.128.151 TP 3 50663 « 60 [SYN] Seqed Win-8152 Len=0 MSS5-1460 WS=4 SACK_PEAM-1
B 1.452788 192.168.77.152 104.100.128.151 TCP 3 58664 =+ BO [SYN] Seqed WineB192 Lensd MSSa1458 WSad SACK_PERMel
9 1.459659 184.109.128.151 192.168.77.152 TCP 3 B0 = 50664 [SYN, ACK] Sequd Ackel Win=29700 Len=d MS5=1450 SACK_PERMal WS=32
18 1,459659 184.100.128. 151 192.168.77.152 TCP 66 B - 58663 [SYN, 4CK] Sequd Ackel Win29200 Lensd MSS=1460 SACK_PERMal WS=32
11 1.459719 192.168.77.152 184.100.128.151 TCP 54 58664 = 58 [ACK] Seq=1 Ack=l Win=55702 Len=0
12 1.459729 192.168.77.152 184.109.128.151 TCP 54 50663 = 80 [ACK] Seqel Acke=1 Win=6570@ Len=@
13 1.459788 192.168.77.152 104.100.128.151 HTTR 1801 GET /web/fw/i/mm-spinner.gif WTTR/1.1
14 1,459794 192,168.77.152 104,100,128.151 HTTP 777 GET /c/dam/global/en_us/frasework/senu-content.htel HTTP/L.1
15 1.469657 104.100.128.151 192.168.77.152 TCP 73 B0 + 50663 [ACK] Sequl Ack=1461 Win=32128 Lensd
16 1.469657 184.100.128.151 192.168.77.152 TP ] B0 - 58663 [ACK] Seqe=l Ack=1748 Win=35048 Len=d
17 1.472060 104.100.128.151 192.168.77.152 TP ] B0 - 50664 [ACK] Seqel Acke=1461 Win=32128 Len=d
18 1.472070 194.100.128.151 192.168.77.152 TCP ] B0 = 50664 [ACK] Seqel Ack=1724 Win=35040 Len=@
19 1.479595 104.100.128.151 192.168.77.152 HTTR 799 HTTP/1.1 208 0K (GIFB9a)
20 1.479619 192.168.77.152 104.100.128.151 TCP 54 50663 - B8 [ACK] Sequl7a8 Acka746 Win=64952 Len=d =

In the beginning, we can see the DNS query to Cisco and the response, and then the
beginnings of the TCP handshake. Then, we start to retrieve some files and some HTTP
traffic for retrieving HTML. Now, we could of course apply what we learned in the last
section, and go up to the top and create a display filter for the web server as the host and
the TCP protocol, with some other parameters to try and filter out what we want to see, but
we'll still have a whole lot of data. You can see this is a very large capture, just to load up
one web page.
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So, how can we pick out individual communications within this packet capture? Because
one thing you'll note is, in a web page, you have multiple files, graphics, CSS files,
JavaScript, or whatever it might be that it needs to retrieve. There are a number of different
files it has to pull in order to build the web page that you see. Each one of these is its own
communication and its own TCP stream. So, what we need to do to follow a TCP or UDP
stream is to select a packet within the capture that is within the stream that we wish to
view. So, for each of these individual files in this web page, each one's going to be its own
TCP stream. So we need to select a packet within that, and then follow the stream.

So, let's choose one of the graphics. Let's go up to our spinner.gif. As shown in the
following screenshot, we'll right-click on our HTTP packet and go to Follow | TCP Stream:

“Realtek PCle GBE Family Controller; Local Ares Connection . = M [E=mor—==||
File Edit View Go Copture Anahyze Statistics Telephony Wireless Tools Help Koncialkuguons Packa CirieD
dm 8 sPRE R+=FTLiEEaaan Set/Unset Time Reference  Cirl=T
W [Apely a dsplay fiter __<Cirl/> | TimeShift. CrreShifteT | T | Bpresson..  +
po. © Tme Source Oestraton Protocsl  Length Pa  Packet Comment..
1 8.000008 Actionte_e7:bf:47 Spanning-tree-({for-_ STP &8 28:e7:bf:48 Cost = @ Port = SxBOOA
2 0.130543 actionte_e7:bf:47  Broadeast ARP 0 Edit Resclved Name 1 192.168.77.1
3 0.388339 192.166.77.89 255.255.255.255 e 21s
4 1.129956 Actionte_e7:bf:a7 Broadcast ARP =] Spplya e > 1 192.168.77.1
5 1.436268 192.168.77.152 192.168.77.1 oS 73 Prepare a Filter ¥ k.cisco.com
6 1,452310 192,168.77.1 192.168.77.152 oS 254 Cenversation Filter b BEST A www.clsco.com CNAME www.cisco.com.akadns.net CHAME-
7 1.452665 192.168.77.152 104.100.128.151 TCP 66 b G p BB192 Lensd MSS=1468 WS=4 SACK_PERMe1
8 1.452788 192.168.77.152 104.100.128.151 TCP 66 8192 Len=@ MS5=1468 WS=4 SACK_PERMe=1
9 1.450650 104.100.128.151 192.168.77.152 Tep 86 2L " B Ackel Wine29200 Len=d MSS=1460 SACK_PERMa1 WS=32
18 1.459659 1084.100.128.151 192.168.77.152 TCP 66 Follow * Ifgsm.m Len=@ M55=146@ SACK_PERMel WS=32
11 1.459719 192.168.77.152 104.100.128.151 TCP 54 5
12 1.458729 192.168.77.152 104.100.128.151 TCP 54 Copy B :
13 1.459788 192.168.77.152 104.100.128.151 HTTP 1801
14 1.459798 192.168.77.152 104.100.128.151 WTe 1977 Famtosol E el aca * Jeework/menu-content. htel WTTP/1.1
15 1.469657 184.100.128.151 192.168.77.152 TCR =] Decode As... 1461 Win=32128 Len=@
16 1.489657 104.100.128.151 192.168.77.152 TCP &0 Show Packet in New Window 1748 Win=35048 Len=d
17 1.472069 104.100.128.151 192.168.77.152 TP 2] Win=32128 Len=@
18 1.472078 104.100.128.151 192.168.77.152 TCP 2] BO + 58664 [-{K] Seq-l Ack=1724 Win=35840 Len=
+ 19 1.479595 104.100.128.151 192.166.77.152 HITP 799 HTTP/1.1 200 OK (GIFE9a)
54 50663 = B8 [ACK] Seqe1748 Ack=746 Wine64952 Len=@ -
byte; on n interface @ A
Ethernet II, Src: AsrockIn_fbi#6:dl :oa;zs;zz;fb;‘s:au, Dst: Actionte_e7:bf:47 (00:7f:28:e7:bf:47) 3
Internet Protocol Version 4, Src: 192.168.77.152, Dst: 104.100.128.151 3
4 Transsission Control Protocol, Src Port: 50663 (S0663), Dst Port: 88 (89), Seq: 1, Ack: 1, Len: 1747
Source Port: 50663
Destination Port: 8@
[Stream index: @] =
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By default, the data shows up in an ASCII format, and that's usually very helpful to you
because a lot of the traffic you're probably looking at is text-based. But you may wish to
change that when you're doing this follow stream. You can do that at the bottom, where it
says Show data as ASCII. You can change that drop-down box and select whatever data
format you wish. We'll leave it as ASCII, since we're looking at some HTTP traffic with a
GIF transmitted within it. And you can see here that we have red and blue lines. Red is the
client and blue is the server, and you can see that at the bottom, where it says 16 client
pkt(s), 228 server pkts(s):

Ml Wireshark . Follow TCP Stream (tcp.stream eq 0) - wireshark_pcapng OEASEACA-DBSF-4517-99D1-0F3DDD758494 2... (ce|o(E) s o)

GET /web/fw/i/mm-spinner.gif HTTP/1.1 &
Accept: image/png, image/svgtxml, image/*;q=8.8, */*;q=0.5 4
Referer: http://www.cisco.com/

Accept-Language: en-US

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64; Trident/7.0; rv:11.0) like Gecko

Accept-Encoding: gzip, deflate

Host: www.cisco.com

DNT: 1

Connection: Keep-Alive

Cookie: mbox=check#true#1472161683|session#1472161622949-242247#1472163483|
PC#1472161622949-242247.17_1#1473371224; AMCV_BBD@7FF4520E94C10A498D4C
¥4@AdobeOrg=-227196251%7CMCIDTSE7C17039%7CMCMID
¥7C86792133594714181362464311968493114796%7CMCAAMLH-1472766423%7CTETCMCAAMB - 14727664 23%7CNRX3BW08NSB
HBTh-nqAG_AX7CMCOPTOUT-1472168823sX7CNONEX7CMCAIDX7C2BDFB3AB85078C82-60000100500432CE;
CP_GUTC=72.163.4.169.1472161623111@98; AMCVS_BBD@7FF4520E94(18A49004C%40Adobe0rg=1; utag_main=v_id:
@156c3abae33001607c7d157b@c9020b0RR150a8007e8%_sn:1%_ss:1%_pn:1%3Bexp-session$_st:
1472163423865%s5e5_1d:14721616236@3%3Bexp-session; hbx_lid=no_id;
0b550Cookie=7n25vvYiF9Pd1nhbUtTsQ3znQaCQrb381G6vVg6eR4bHEXAXNUCXKhGZg4yWpimFYMMIMBBIRSFIFsiZHXdcPrhx
ZXE%2F613m29E7R1hLrwPvIZUCCXXX2FFREEX2BR4G9w

%¥2FKg2ulauG5t8cu3colZ9bF jzz4eXVBel FITu7S8%2BP12ZKQyncF5GzUB9%2F zTodNiq28CkLMIDP
%2Fa3ciTx1E1Ho8tkpclahp@yYMb3YDHKN
%2BYDS4BmSRO1WTIIrGmN9gp3aSPs8f41iTEEQTE6CTpFk3uTklmlxX11adsyY3MHKBNYNdZFIqQTZgn
X2BYwlspfTdsRlhuHgirvxIZFnLkKyFpuv9eZnuUzihbyUaSME2ZBEHKLE6tEIGINZST1K6P4pIU3N]KUQs; gpv_v9=cisco.com;
s_ptc=0.15%X5EX5EQ@. P@XSEXSER . POXSEXSER . DOXSEXSED . DOXSEXSED. DOXSEXSEG . B2XSEXNSED. D9XSEXSET.05;
s_cc=true; _ga=GAl.2.2146854644.1472161624; _gat=1; s_ppvl=cisco.com
%2C31%2C16%2C1262%2C1260%2C664%2C1280%2C720%2C1%2CP; s_ppv=cisco.com

¥2C36¥2C31%2C1461%2C1280%2C 664%2C1280%2C720%2C1%2CP; cdc.cookie.newlser=1472766423419;
ts=1472161623617; domain.VIQ.CISCO=NewVisitor

HTTP/1.1 200 OK

Server: Apache

ETag: "49199@9208a20@"
Accept-Ranges: bytes
Content-Length: 484
FACHNST © rdrwvwahe=nrodl -A2

16 chent ptfs) mﬁmn{‘rﬁl 31 turns.

[&&em%{miﬁ} "} vadataas Stream 0 &
-

’I-idnﬂulrm][ Print ][ Save as... ][ Close ][ Help l
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We can also change this drop-down box and select the communication that we wish to look
at. And as we scroll down in this data view, you will see the blue and red of the client and
the server sending their packets back and forth. And, as you may have noted in one of the
earlier sections, if you click on the data, it will jump to the packet in the packet view. An
additional feature of following TCP is that you can Print or Save as... your packets. So you
can actually export these and save them as whatever file format you deem.

You can also follow UDP streams.

work perfectly, but Wireshark does the best that it can. The difference
between TCP and UDP is that TCP is reliable and UDP is unreliable

0 UDP streams are more difficult to follow, though, so it may not always
communication.

Now, you can do the same thing as with following TCP traffic, that is, right-click on a
packet and go to Follow, and you can see that UDP Stream is available for us to click on.

Select UDP Stream and it'll do the exact same thing. It will show the data up in the top
pane. It may be useful or not, depending on what kind of data it is. It will allow us to
perform all the same features as following the TCP stream.

In this section, you learned how to follow TCP and UDP streams and to pick out specific
conversations within your packet capture and data flows. Next up, we have advanced
filtering, where we'll get into picking out more nuanced sections within a packet capture
and within your packets to enhance your ability to filter your traffic.

Advanced filtering

We'll go over how to filter traffic in data fields within packets, how to create columns on
specific fields in our data packets and to sort them, and filter with these more hidden
methods that you may not have noticed yet.

We'll go to our packet capture, opening up https://www.cisco.com/. And what we'll do is
expand the section that gives us the details of our packet. We'll scroll down and find a
packet that we wish to investigate a bit more.

What we can do is expand the sections, which will allow us to easily view the different
fields of data within the different layers of the packet. So, if you're familiar with the OSI
layers that we use in networking, then this'll look familiar to you. So, we have our layer 2
information with our frame and Ethernet, layer 3 with IPv4, layer 4 with TCP, and so on.
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So, let's click on TCP to expand this, and we'll go down to Window size value. Now, the
window size is an important field that we'll get into in more detail later on, but what we'll
do is view this as a column. So, let's right-click on Window size value and click on Apply
as Column.

What that will do is add a new column in our packet list, with the window size value for
each packet. Now, you'll see it right-aligned, and with that right up against the information
it's a bit hard to see. So, let's right-click on that header up there and go to Align Center and
click on it:

o Time Source Destiation Protocol  Length Pachetconments  Window size vahe Info
580 18.226733 192.168.6.202 192.168.7.25% BROWSER 243 Align Left bment PRMUMCPUO2Z1, Wor server, T Wor ) PO
551 18.227386 Elitegro_99:2e:f1  Broadcast ARP 2] Align Center 168.6.1387 Tell 192.168.6.137
S82 18.231108 Elitegro_81:97:b4  Broadeast ARP 6 - 168.6.1377 Tell 102.168.6.138
583 18.235852 Elitegro_dazde:d7  Sroadcast ARP & Align Right 168.6.2507 Tell 192.168.6.93
S84 18.252076 192.168.7.128 239.255.255.250 S50P 18 FTe/1.1
Colurnn Preferences...
Edit Column
567 15.260844 192.168.6.112 192.168.6.76 P ] Resice To Cantents [ACK] Seqel Ackel Wins525568 Lensd
588 18.261216 192.168.6.112 192.168.6.76 HTTP 298 | e Efudnisapi . d11eontenteunid: 1872d005- F057-2bal-bb74- Geaf5ads
589 18, 262662 192.168.6.76 192.168.6.112 L= 259 [PSH, ACK] Seqel Ack=237 WineS5535 Lens=205 [TCP segment of
-~ 590 18.262826 192.168.6.75 192.168.6.112 HTTP/X- 2450 v Mo, oK
L SOl 18.263726 192.168.6.112 192.168.6.76 TcP & [ACK] Seqe237 Acks2602 WinwS2SS68 Len=d
542 18.317287  Elitegro_af:hiie?  Broadeast arp 50 V| Tame 168.7.163 Tell 192.168.6.116
593 16.319068 Elitegro_sf:blie7  Brosdcest ARP 60 v | Source 168.5.18% Tell 192.168.5.116
¥ | Destination
595 18.327221 182.168.6.76 23.103.45.176 Tcp 4 7 PR [ACK] Seqel Ackel Win=G6848 Len=0
596 15.355976 23.102.45.176 192.168.6.76 T 1514 [ACK] Seqel Acke219 Winel31328 Lens1450 [TCP segment of a rd
597 18. 355981 23.102.45.176 192.168.6.76 TR 1518 ¥ Length [ACK] Sequ1461 Acks719 Wins1¥1328 Lens146d [TCP segment of
598 16.356618 192.168.6.75 23.102.45.176 TcP 54 v Packet comments [ACK] 5equ219 Acke2021 Win=56048 Lend
599 18.356892 23.102.45.176 192.168.6.76 TCP 1514 ¥ | Window size value [M‘K] Seqe2921 Ack=219 Win=131328 Len=146@ ['KP segment of
600 15,356893 23.102.45.176 192,168.6.76 TiSvl.2 1199 | Certificate, Certificate Status, Server Key Exchange, Sery
681 18.357186 192.168.6.76 23.102.45.176 TR 52 Y| Info [ACK] S6qe219 AckeSS26 WineEERE Lened
BRZ 18, 374957 192.168.6.76 23.102.45.176 TLsvi.2 236 Hiove THa Colimn wchange, Change Cipher Spec, Encrypted Handshake Message
603 18.385799 192.168.4.69 239.255.255.100 i 186 000 | e e e L bport
604 18.388044 192.168.5.75 239.255.255.250 ssop 216 M-SEARCH * HTTP/1.1
605 15.394374  Fe80::3668:a0ff:fes. #102::1:4F26:9ba8  TOWPVE 85 Neighbor Salicitation for fedd::iaz2: a8 from 34
606 16.398262 Elitegro_af:bei99  Brosdcest ARP ] who has 192.166.6.1167 Tell 192.166.6.108
608 18.427024 182.168.6.91 239.255.255.250 ssDP 216 M-SEARCH * HTTP/1.1
609 15.442104 192.168.6.30 239.255.255.250 ssop 218 M-SEARCH * HTTR/1.1
618 18,504839 192.168.6.116 192.168.7.25% BROWSER 216 Get Backup List Request
611 18.585159 192.168.6.116 192.168.7.255 [0 ] Name query NB Welb>
612 18.5@5586 Giga-Byt_7f:3b:39 Broadcast ARP (1] Whe has 192.168.6.1167 Tell 192.168.7.179
ks m

[Stream index: 12]
[TCP Segment Len: 238]
Sequence number: 1 (relative sequence number)
[Next sequence number: 237 (relative sequence number)]
Acknowledgment number: 1 (relative ack number)
@181 .... = Header Length: 20 bytes (5)
* Flags: @xOLB (PSH, ACK)
Window size value: 2053
[Caleulated windew size: 525568)
[Window size sealing factor: 256] -

Click on that header and it will sort our packets, from smallest to largest
or largest to smallest. Now, this is very useful because, many times with
transfer issues, you'll have a window size problem. So, it might be
beneficial to you to sort this way and look for any window sizes that are,
very small, depending on the packet. Not every packet that's small in its
window size is a bad thing, but it's something useful that you could take a
look at. Now, you can do that for almost anything; we can go in and make
columns for almost anything.
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Additionally, we can remove the column. We'll right-click and go to Remove This

Column to remove it.

We can go into TCP (or any of these fields) and create filters based on what we see. So, it's

much easier than going into the display filter field and trying to find exactly what you want
to do because, as I mentioned before when I showed you the website, there are hundreds of

thousands of these different things that you can look for. So, instead of doing it that way,
you can do it visually with these packet details, and select what you want to filter on. So,
let's filter on Source Port. We will right-click on Source Port and go to Prepare a Filter

| Selected:

» Frome 482: 298 bytes on wire|
Ethernet II, Src: Elitegro_s
Internet Protecol Version 4,

4 Transmission Control Protoco

Scurce Port: 5831
Destination Port: 2863
[stresn index: 9]
[TCP Segrent Len: 236]
Sequence nusber; 1

Decode A5
Gio to Linked Packet

Show Linked Packet in Mew Window

(relative sequence nusber)

[Mext sequence nusber: 237  (relative sequence number)]
Acknowledgment nusber: 1 (relative ack nusber)

@181 .... = Header Length: 20 bytes (5)

Flags: exvlg (PSM, ACK)

Window size value: 256

[€alculated whndow size: 65536)

[Window size scaling factor: 256]

Checkzum: Bxa23? [unverified]

[Checksum Status: Unverified]

raa. Time Sourer Destinasen Pratacel  Length Packet comments
626 18.591134  192.168.6.76 52.114.32.7 Tep 58
623 18.566777 192.168.6.76 23.182.45.176 TiLSv1.2 1371
602 18.374997  152.168.6.76 23.102.45.176 TLsvi.2 236
E@1 18.357188 152.168.6.76 23.182.45.176 TR 54
ST A AT = =
595 18.327221 192.168. Expand Subtrees Shift«Right | 4
573 18.156323 192,168,  pgand Al CuleRight 273
572 18.155382  192.168 4
226 5.107539 193,168  Colpsedd S
202 6.900477  192.168]  pock as Column 55
199 6.854625  192.168) 203
590 18.262626  192.168,  Applyas Filter + hse
580 18.262662  102.168 : T
485 16.322288  192.168) s a Pl Selected
| 48s16.32182  152.168]  Comveretion Flter L Not Selected
| 4e316.370875  292.268]  Colorize with Fitter » U ind Sebeited
e 28216319328 192.168]  poiow ¥
| 48116318545 192.168 S et
659 19.060008 192,168 Copy » - nict Selected
657 19.017676  192.168 Lt ot Selected
Show Packet .
641 10.836200  192.168] o T e e
654 19.380979  192.169,  EoportPacket Bytes. 52 259
287 6.990493 192.168. 55
203 6.968578 Tyl | M Protocel Page 6
227 8.141538 216.58.3 Filter Field Reference (=3
213 7.142784 162.125]  Protocol Preferences v |68

nfe

59697 = 443 [ACK] Seq=l Ack=1 Win=66848 Len=8

Application Data

Client Key Exchange, Change Cipher Spec, Encrypted Handshake Message

59555 + 443 [ACK] Seqe219 AckeSS526 WineS6048 Lensd

59695 = 443 [ACK] SeqeZl9 Acks2921 WineG6R4H Lensd

S9E55 = 443 [ACK] Seqel Ack=l Hine56048 Lensd

Client Hello

$9605 + 443 [ACK] Seqel Ack=l Wine§6@da Lensd

Continuation Data

Continuation Data

Application Data

HTTR/1.1 209 OK
€0 = 58874 [PSH, ACK] Seqel Ack=337 Win=§S536 Len=285 [TCP segment of a reass_
831 » 2869 [ACK] Seqe23? Acke2602 Win=55536 Lens@
TR/1.1 200 0K
B9 = SPO¥L [PSH, ACK] Seqel Ack=237 WineG5536 Len=205 [TCP segment of a reass.
T Jupnphost/udhisapi.dllfcontent=puid: 1572dad5- {857 «dbal-bbT4-0eaf 5440596 HT.
831 - 2860 [ACK] Seqel Ack=1 Win=85536 Len=&
plication Data
BG5S = 243 [ACK] Seqei7ld Ackes438 WinesS258 Lensd

Liient Key Exchange, Change Cipher Spec, Encrypted Handshake Message

Application Data

Continuation Data

443 + 59658 [ACK] Seqel Acks2 Win=189 Lensd SLE=l SREs2

443 + 59883 [ACK] Seqel Acke? Winw180 Lensd SLE] SREe2

443 = 59583 [ACK] Seqe258 Ackel158 Winsldd Lensd

on interface @

1:08:12 (fa:ad:30:4s:08:12)

jhck: 1, Len: 236
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What that will do is prepare a filter in the top section, with the source port information
selected. So click on that, and it has tcp.srcport == 50031 (that's the shorthand for
source port):

File Edit | View | Go Capture Analyze Statistics Telephony Wireless Tools Help
WK RE QRes=F oz aaan

[ [tep.sreport == 50031

Now, if we apply this, it'll only show source ports that are exactly 50031. What if we want
to change that? I can of course go back and change the source ports, as you saw before in
the operators and such. And then, we can go ahead and apply that. So now, I have all the
packets listed that have a source port less than or equal to 50031.

Let's find another one. Let's go to TCP again. We will scroll down, look into the Flags, and
do checksum. So, let's right-click on Acknowledgment, and we'll go up to the top to Apply
as Filter and click on Selected:

Ho. Time Source Destination Protocl  Length Packet comments Info =

637 18.797820 52.114.32.7 192.168.6.76 TLSv1.2 48 Server Mello, Certificate, Server Key Fthnnsr_ Server Hello Dene
G2 18, 356893 23.102.45.176 192.168.6.76 TLSvi.2 1199 Server Mello, Certificate, Certificate Status, Server Key Exchange, Server Hell.
550 10.262826 192.168.5.76 192.168.6.112 HTTR/X. 2458 HTTP/1.1 200 OX
484 16.321042 192.168.6.76 192.168.6.116 HTTR/X. 2458 HTTP/1.1 200 OK
S88 18.261216 192.168.6.112 192.168.6.76 HTTR 298 GET J"upnﬂhﬂ‘ﬂ'a’lldh!ﬁwi .dl]1?contenteuuid: 1872da05 - F057- 4bal -bb74-GeafsdddsSeds T
&H7 16.319324 192.168.6.116 192.1 Expand Subtress Shift+Right GET fupnphost/udhisapi.dll?contentsuuid: 187 2da05-F057 -4bal -bb74-9eaf5ad05e96 HT_
258 9.799545 192.166.9.200 192.1 ' Echo Response
258 9.798848 192.168.6.76 193]  Dpmdal CrreBight | gopo Request
226 8.107539 192.168.6.76 216.5 Collapse All CirlsLeft Continuation Data
287 6.990493 192.168.6.76 192.8 Continuation Data
202 6.900477 192.168.6.76 172.2 Apply & Column Continuation Dats
641 18.838283 192.168.6.76 52.11 > mito_swo = - Change Cipher Spec, Encrypted Handshake Message
602 16.374597 192.168.6.76 23,14 Lpply as Filter L Selected Change Cipher Spec, Encrypted Mandshake Message
B27 18.592E69 192.1B8.6.76 £2.11 Prepare a Filter L Mot Selected
573 18.156323 192.168.6.76 23.19 Conversation Filber . wand Sehected
656 19.812334 52.114.32.7 192.1 S . Encrypted Handshake Message
622 18.554567 23.102.45.176 192.1 wr Seleced Encrypted Handshake Message
731 20.751662 52.114.32.7 192.1 Fallow r ..and net Selected —_
GB4 19, 380979 192.168.6.76 52.11 Co - w0 not Selected
683 19.380811 52.114,32.7 192.1 L T
659 19.060005 192.168.6.76 s2.11 Show Packet Byles., Application Data
539 18.811623 23.1082.85.176 152.1 Export Packet Bytes. CrrleH Applicarion Data
Acknowledgment nusher: 218 (relative ack Wik Protocal Page 7
9101 .... = Header Léngth: 20 bytes (5)
4 Flags: @xB18 (PSH, ACK) e e M
@ee. ... -« ® Reserved: Mot set Protocol Preferences »
ee = Monce: Not set
.. = Congestion Windew Reduct Decedr A5...
.. = ECN-Echo: Mot set G )
.« ® Urgent: Not set lew
.. ® Acknowledgment: Set
= Push: Set
= Reset: Not set
= Syn: Hot set
. = Fin: Mot set
[TCP Flngs: «-overiPrer)
Window size value: 51
[Calculated window size: 131338)
[Window size scaling factor: 256]
Checksum: @xb@as funverified] 5
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former puts the filter into that top field—the display filter field-but doesn't
apply it, while the latter does both. So, if you know exactly what you

o The difference between Prepare as Filter and Apply as Filter is that the
want, you can just go straight to the Apply as Filter option.

So, we now have all of the TCP acknowledgment packets listed. Now, we can also expand
that, and let's go down and find another one—let's find another Flag. So, there's an
Acknowledgment, and we'll add Push. So we want to see all the packets that are
acknowledgments, but are also Push. We'll right-click on Push and go to Apply as Filter |
...and Selected. You can see that it applied all of the syntax that's required to make this
work. So, it takes a lot of the heavy lifting out of creating filters. So now we're looking at all
of our packets that are acknowledgments with the push field set.

Let's look at another feature. What we will do is, we'll create a filter for my gateway again.
So, there's ip.host == my gateway, and we apply it; now, that's all the traffic to and
from my gateway.

Let's sort it by number so that it makes sense. What if I don't want to see the DNS? What I
can do is go to DNS, right-click on it and go to Apply as Filter | ...and not Selected.

And what that will do is negate the selection. So I select that, and you can see in the syntax
it returns && ! (dns):

File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help
dun;ze sPRB Res=FaEE QAN

11 | (ip.host == 192.168.77.1) && !(dns)

So any time you put the exclamation point in front of something, that tells Wireshark that
you do not want to see that.

So, I highly recommend you spend time going through these packet details, learning where
they are, what you want to look for, getting used to using Apply as Filter and Prepare a
Filter, and understanding how they work together. You can actually take a packet capture
that has hundreds and thousands of packets in it, and trim it down to just a few dozen that
you actually care about.
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Summary

In this chapter, we've learned about BPF syntax and its history and how to create BPF
syntax. We also saw how to use that BPF and then apply it as a capture filter and reduce the
packets that we end up capturing on our capturing interface. We then saw how to create
and use display filters to prune what we have in a packet capture to what we just need to
see. Furthermore, we saw how to follow streams, both TCP and UDP streams, so that we
can view specific conversations within a packet capture and export that data if required.
We also saw how to go into the different packet fields and lengths and all the different
pieces of data within the headers of the packets and be able to create filters based on them.

In chapter 4, Customizing Wireshark, we'll start tweaking Wireshark and actually
customizing it and creating our own preferences and profiles so that we can make
Wireshark our own.
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In this chapter, we'll cover the following topics:

e Preferences
e Profiles
e Colorizing traffic

Preferences

To access Wireshark's preferences, go to Edit | Preferences...; this will open up the
Preferences window. On the left, you'll see that there are a number of categories that you

can choose from:

M Wireshark . Preferences 9| B
| & a
pp::;:r:! | Remember main window size and placement
Columns Open flesin
Font and Celors @) The mast recently used folder
Capture This fokder: €Y bers'mayabl Pocuments [ I—
Filter Buttons
Name Resolution Show up to
Protocols 10 filter entnes
Statistics
10 recent files

Advanced
[¥] confirm unsaved capture files

7] murtomatically scrol packet detals

Packet detail ecroll percentage: 0
Main toolbar style: |fonsonly v |
Language: | Use system setting -

4 m 3
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Appearance

The first category is Appearance, where you can change a number of settings, including the
default folder that you most commonly open files from and the filter entries and recent
files values. The filter entries changes the number of filters that appear in the drop-down
box at the display filter section. So, right now there's 10, which you'll see once we close this:

————

I T T TR oo

Eile Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

AN 28 EERE ] < =F iEBaaan

| |p'-\|:|p|'-r' a display filter ... <Ctrl-f= h‘"’: ~ | Expression... +
tep.sroport == 50031

(udp) && !(udp.length == 132)

udp

1{dns)

dns

ip.host == 192.168.56.1

ip.host == 192,168.5.25

(tcp. flags.ack == 1) && (top.flags.push == 1)
tcp.ack == 219

tep.flags.ack ==

ChUsers\sayalit\Documents\packets.pcapng (358 KB)
ChUsers\sayalith Desktop'9041\6.pcapng (64 ME)
C\Users\sayalit'Desktop'9041\5.pcapng (1172 Bytes)
ChUsers\sayalit\Desktoph9041\d.pcapng (37 MB)
CihUsers\sayalithDesktop9041\3.pcapng (18 KE)
ChUsers\sayalith\Desktop9041\2.pcapng (3717 KB)
ChUsers\sayalit\Documents\packets.pcapng.gz (1547 KB)
C:h\Usersh\sayalit\Desktop'9041\1.pcapng (34 KB)

You can change this so that it shows more, and that's what that preference does.
Additionally, we have recent files, and that's based off of the File menu. If you change that
to a higher value, then your Open Recent will show an additional number of recent files.
Down near the bottom of this section, you'll see Main toolbar style, and it says Icons only
right now. And if you're new to Wireshark, you might have noticed that there is a toolbar
up at the top there with all the icons; they don't tell you what they are unless you move
your mouse over them. You can change that so it says Icons only, Text only, or Icons &
Text.

This can be pretty helpful for someone who's new to Wireshark. It'll tell
you what all these buttons do, without having to spend time to move your
mouse over each one.
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Layout

One of the helpful sections in here is the Layout section, underneath Appearance:

‘ Wireshark . Preferences ? &
4 Appearance
Layout 1 1 1 | 2 2 1 )
Columns - 11 13 1]2]2
2|3 3 3 2
Font and Colors d |
Capture Pane 1: Pane 2: Pane 3:

Filter Buttons

. @ Packet List (7} Packet List (7 Packet List
MName Resolution
s Protocols ) Packet Details @ Packet Details () Packet Details
» Statistics () Packet Bytes () Packet Bytes @ PacketBytes
Advanced 1 : :
) Mone ) None ) None

[] Show packet separator on Packet List

T Restore Defaults
] n | »

[ 0K ” Cancel ” Help ]

In the Layout section, you can change what that default view looks like within Wireshark.
You might have noticed that, as I've done captures previously in this book so far, that the
Layout section breaks the default view up in Wireshark into three panes, and the three
panes are on top of each other. The top one being the list of packets, the middle one being
the details of a selected packet, and the bottom one being the bytes. If you don't like that
and you want to change how it looks, either the overall organization or removing one of
these panes, you can do that here; you can see a number of options across the top as to how
you might want things broken up. You could also change which information goes in which
pane, and whether or not you even want any to show up, as some people don't really care
about the packet bytes, but only about the list and the details. You can certainly go and turn
off the Packet Bytes if that's not something that you need.
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Columns

Now, in chapter 3, Filtering Traffic, we went through how to create columns in Wireshark,
and this is another way of doing so and editing these columns:

‘ Wireshark - Preferences

4 Appearance
Layout
Columns

Capture
Filter Buttons

> Protocols

» Statistics
Advanced

4 1

Font and Colors|

Mame Resoluticn

Displayed Title

MNa.

Time
Source
Destination
Protocol
Length

Info

Packet comments Custom

Type Fields
Nurmber

Tirme (format as specified)

Source address

Destination address

Protocol

Packet length (bytes)

pkt_comment
Information

Field Occurren

] (s

’ OK ] [ Cancel

I

Help ]

So, while you can right-click on a field within the packet details to create a column out of it,
you can also create your own custom ones in here, or reorder or remove the different ones

that are already there.
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Fonts and colors

You can, of course, customize the fonts and colors within Wireshark, but these are separate
from the colorizing rules that we will get into later on in this section:

! Wireshark - Preferences ———— ? &
4 Appearance o
Layout Main window font: |Consolas 10.0
Columns Example GIF query packets have jumbo window sizes @123456789
Font and Colors
Colors:
Capture .
Filter Buttons 53 e marked packet text
Mame Resolution —
= Sample ignored packet text
> Protocols
> Statistics ] sample "Follow Stream” client text
Advanced
1 Sample "Follow Stream” server text
Sample valid filker
Sample invalid filter
Sample warning filter
1| [} 2
0K ” Cancel ” Help
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Under the Capture category, you can choose a Default interface:
‘ ‘Wireshark - Preferences M
4 AppLearance Default interface
ayout
Columns : : - L'_‘
VirtualBox Host-Only Network (\Device \NPF_{F 2E09F0C-3693-4C 55-BDAI-8 IFBE4FC 2D6C
o Kl Local Area Connection (\Devics\WPE_ZABE1E 1DA-0270-46CB 13A-FA4AAABICD4 L)
Capture USBPcap1 (\\. \JSBPcap1)
Filter Buttons USBPcap2 (\\. \USBPcap2)
Name Resolution UsBPcap3 (1), \WSBPcap3)
> Protocals Automatic scrolling in live capture
> Statistics
Advanced
< | 1 | »

Help ]

L [ o

Now, as you've noticed before, I have a number of interfaces on my system. You can select
your favorite interface, or your most commonly used interface on your capturing system, if

you use one so very often.

You can also turn on and off the pcapng format, but I would highly

recommend that you leave it enabled since that is now the new standard
format; but if you have a requirement to capture only in the old pcap
format for some reason, for some legacy software or something like that,

you can certainly do so.
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To improve performance in Wireshark, you may want to turn off these two options: Update
list of packets in real time and Automatic scrolling in live capture. You've noticed what
we've done so far in the captures. The moment you click on Capture, it starts scrolling
through in that packet list, showing you everything that's coming in at that moment. Now,
that is useful for small captures and quick ones, but if you have a system that's receiving a
lot of data (maybe it's a SPAN port on a heavily used trunk, or the system is old and it
potentially could drop packets because it doesn't have the processing power to do that) you
may want to turn this off to preserve your performance in Wireshark.

Filter buttons

Your next section in Preferences is Filter Buttons:

M Wireshark - Preferences ? &R
4 Appearance
Layout Enabled Button Label Filter Expression
Columns [ Gateway ip.host == 192.168.5.25
Font and Colors D DNS (dns)
Capture [  Gateway ip.host == 192.168.5.25
Filter Buttons [] DNs {dns)
Mame Resclution
> Protocols
> Statistics
Advanced
+ —
] m | ¥ f
[ OK H Cancel ][ Help

This is where all of these expression buttons will show up.
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Name resolution

Our next category is Name Resolution, and Wireshark allows you to resolve many of the
different addresses that we see in Wireshark into different names, to make it easier for us as
humans to understand what we're looking at:

‘ Wireshark - Preferences L7 P
S PPratau Name Resolution
Layout
Columns Resolve MAC addresses
Font and Colors| |:| Resolve transport names
Capture [ resolve network (IF) addresses
Filter Buttons ]
e Use captured DNS packet data for address resolution
» Protocols Use an external network name resolver
> Statisti
A Maximum concurrent requests 500
Advanced
[ only use the profile "hosts™ file
[7] Resolve VLAM IDs
[7] Resolve 557 PCs
[ Enable OID resolution
|:| Suppress SMI errors
SMI (MIE and PIB) paths
SMI (MIE and PIB) modules
GeolFP database directories
q 0 | »

OK H Cancel ][ Help
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So, by default, it allows for resolution of MAC addresses to the first half of the MAC
address. If you know about MAC addresses and how they work, the first half of the MAC is
the manufacturer of the network card. So, Wireshark has a built-in list of these known
manufacturers and the OUlIs, which is the first half of the MAC, and it will try to resolve
them for you. And that's why you'll potentially see Realtek: and then the other half of a
MAC address or Cisco: and the last half of a MAC address. That's because of this
checkbox.

You can also resolve the transport names, which are the TCP and UDP ports and IP
addresses. Now, if you choose the Resolve network (IP) addresses option, note that it does
not reference a static file within Wireshark, such as the MAC address and the transport
names. It will attempt to do a DNS resolution while you're capturing. This can be a very
negative thing with Wireshark, especially if you are doing a large capture with a lot of data
coming in. You could have potentially thousands and thousands of DNS resolution
requests going out from your capture system, clogging up the work. What I would
recommend is, when you have a capture, you can right-click on an IP address and resolve it
with that specific IP address rather than resolving everything. Now, the lower section,
where it says Enable OID resolution and Suppress SMI errors, is for SNMP resolution. In
SNMP, you have MIBs, which are basically word translations to OID locations, and you can
resolve these in Wireshark.

If you are capturing SNMP traffic, you can resolve these OID strings into the MIBs if you
enable the OID resolution.

Protocols

Our next category is Protocols, and when you expand the Protocols category, you have a
huge list of all the protocols supported by Wireshark, and all of their associated
configuration options that you can tweak.
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Now, most of these you can leave alone at their defaults and everything will work just fine.
There are two that you're probably going to want to tweak at some point in your career,
and that'll be IP and TCP; or three if you count IPv6 now. IPv4, IPv6, and TCP are probably
the most common ones that you're going to adjust, if you adjust them at all. What we'll do
is, we'll go to IPv4, and you'll see there's a checkbox called Validate the IPv4 checksum if
possible that's actually disabled by default:

M Wireshark - Preferences M

IMAP -

Internet Protocol Version 4

IMF

INAP Decode IPv4 TOS field as Diffserv field

Infiniband 5C Reassemble fragmented IPv4 datagrams

Interlink Show IPv4 summary in protocol tree

isg;sp [ validate the IPv4 checksum if possible

iPerf2 Support packet-captu Whether to d hardware
IEM Enable GeolIP lookups | validate the [Pvd

IPSICTL

P [ | [ interpret Reserved flaga C 3514)
B [T Try heuristic sub-dissectors first

IPVS

PX IPv4 UDP port 0

IRC

ISAKMP

iSCSI

15D

iSER

ISMACRYP

iSNS
150 15765
150 8583

TN
4 | m 2

[ oK. J[ Cancel ][ Help ]

Now this used to be enabled by default, so depending on the version of Wireshark you're
running, if you are not using the latest version of 2.0, the Validate the IPv4 checksum if
possible would potentially be enabled. When that is done, it would sometimes show up
based on your system with a whole lot of bad checksum errors. The reason for this is that a
lot of newer systems, especially servers, have been starting to do checksum offloading
where the software does not do the checksum creation but the hardware does, right before
it gets sent onto the wire. But Wireshark didn't see that, so it always thought that the
checksum didn't match because it couldn't see the hardware creating the checksum as it got
put onto the wire. This is one thing to go into check as you most likely will want to

have Validate the IPv4 checksum if possible off nowadays due to most network cards
doing checksum offloading.
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Statistics

Our next category is Statistics, and there's not much in here that you'll want to change:

M Wireshark - Preferences ? PG
4 Appearance Statistics
Layout
Columns Tap update interval inms 3000
Font and Colors|  yay yisible channels in RTP Player 4
Capture
Eilter Buttons Enable the calculation of burst information
Mame Resolution [ Show burst count for item rather than rate
Protocol
;i ,DC,D 2 Burst rate resolution (ms) 5
> Statistics
Advanced Burst rate window size {(ms) 100
Default sort column for stats_tree stats | Item count hd
Default stats_tree sort order is descending
Case sensitive sort of stats_tree item names
Always sort range’ nodes by name
Always sort range’ nodes in ascending order
[7] Display the full stats_tree plug-n name
4 T | »
[ 0K ] l Cancel ] [ Help ]

I would leave most of this as it is, unless possibly you'd want to change the number of
channels in the RTP Player.
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Advanced

Our last category is Advanced, where we have a listing of all of the preferences and settings
within Wireshark, in a nice big list for you:

M Wireshark - Preferences ? 3
4 B
ppearance it
Layout
Columns MName = Status Type Value =
Font and Colors| | - ) |
Capture -
C.apture capture.auto_scroll Default Boolean TRUE
billecButions capture.columns Unknown Calumn list "INTERFACE", "LINK"."PMODE
Namme Resolution e Defaul Stri
| P capture.device ault tring
m, : capture.devices_buffersize Changed String \Device\NPF_{F2E09F0C-969
> Statistics : ;
Advanced capture.devices_descr Default  String
capture.devices_filter Default  String
capture.devices_hide Default  String
capture.devices_linktypes Changed String \Device\NPF_{F2E09F0C-969
capture.devices_monitor_.. Default String
capture.devices pmode  Changed String \Device\NPF_{(F2EQ9F0C-969
capture.devices snaplen  Changed String \Device\MPF_{F2E09F0C-969
capture.pcap_ng Default  Boolean TRUE
capture.prom_mode Default  Boolean TRUE
capture.real_time_update  Default  Boolean TRUE
capture.show_info Default  Boolean FALSE
Console
consoleincomplete_disse.. Default  Boolean FALSE
consolelog.level Unknown Log level 28
Eviror | Bilitiar '
€| m 3
4| m 3
[ 0K ] [ Cancel ] ’ Help ]

So if there's something that you needed to change but couldn't, or maybe you had a
problem or something like that, and you found an answer online to change a value and you
don't know where that is within the interface, you could make such changes by going to
the Advanced category. And what's nice is there is a Search function. If you need to change
something, you can filter it and determine where a certain setting is.

Profiles

We'll now take a look at how to create profiles to package these preferences into usable
profiles that you can switch between, based on the situation that you are in.
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When you're using Wireshark, any of the changes that you make to it, whether it's your
preferences that you might be changing, display filters that you might be creating or
capture filters, or any of that, they all go under what is known as the default profile. And
when you create new profiles, they will work as a copy of the default profile. Thus, it's
recommended that you make minimal changes to your default profile. You can maybe
make a few overreaching changes to your environment, but don't do anything specific, and
instead make a profile for different specific situations that you might need. You can do that
in the bottom right-hand corner of the Wireshark interface. As you can see, there's the
Profile: Default selected there, and if you click on that it'll allow you to select between the
different profiles that you have on your system:

Learn
User's Guide - Wiki - Questions and Answers - Mailing Lists v Default

‘You are running Wireshark 2.4.6 (v2.4.6-0-0e2f395aa12). You receive automatic updates.
Bluetooth

Classic
# Ready to load or capture No Packets rofile: Defaul

By default, you have a Classic and a Bluetooth profile that's included in Wireshark. You
can see we're currently using the Default profile. If you wish to manage these profiles and
create them, you can right-click on Profile: Default. And you'll now see a new window that
pops up and allows you to manage your profiles or create one:

Manage Profiles...
Learn

User's Guide * Wiki - Questions and Answers - Mailing Lists

New...
Edit...

You are running Wireshark 2.4.6 (v2.4.6-0-022f3355312). You receive automatic updates. T
elete

Switch to L3

# Ready to load or capture No Packets Profile: Default

They take you to the same spot, though. So what we'll do is we'll just go into Manage
Profiles..., and you can see the listing of profiles that we currently have. To create a profile,
we just need to click on the plus sign:

M Wireshark . Configuration Profiles m
| Defautt
Biuetooth
Ciassic
(+] [=] =] C:WserssayaitiAppData Roaming|Wireshark|
| Create a new profile using default settings. [ l Cancel | [ Help |
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Alternatively, if you were in that previous window, you could simply click on New... and it
brings you to the exact same window; but, instead, it automatically clicked on the plus

sign for you. What we can do is name our profile here. We'll call this New Profile, and
you'll see that it says Created from default settings on the right-hand corner:

M Wireshark - Configuration Profiles ? P9
Default
Bluetooth
Classic
MNew Profile
E] Created from defBult settings
[ Ok ] [ Cancel ] [ Help ]

We can see how it copies the default settings, whatever you had already configured, in
your system. Now, it's creating a new profile for us, and if we click on OK, it will create it;
you see something's changed in the interface, and in the bottom right it says Profile: New
Profile and we're now using that:

Learn
User's Guide ° Wiki * Questions and Answers * Mailing Lists
“You are running Wireshark 2.4.6 (v2.4.6-0-ge2f3353a12). You receive automatic updates.

# Ready to load or capture Mo Packets | Profile: Mew Profile |

What you can do is right-click on Profile: New Profile and go to Edit..., and you'll see it has
the path to the profile:

M Wireshark - Configuration Profiles ? =

Default
Mew Profile
Bluetooth
Classic

(=] C: [Licers [sayait AppDats Roaming [Wireshark [profies Wew Profile I

OK Cancel Help
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Wireshark stores profiles as folders, so click on that link and it will open up the New
profile folder. Then, we'll go back to the profiles folder and you'll see that under the
profiles folder, every new profile you create will show up as a new folder:

| - » SayaliThanekar » AppData » Roaming » Wireshark » profiles »

Organize « 7 Open Include in library = Share with « New folder
T e Name Date modified Type Size
-
BE Desktop . New Profile 4/23/2018 1:47 PM File folder
& Downloads

L sayalit (192.168.0.20(

And if you go back even one step, that is in the Wireshark folder, you'll see the default
files that have been created in your Wireshark installation, and there'll be different ones
depending on what you might have changed:

. ¥ Sayali Thanekar » AppData » Roaming » Wireshark »

Organize = 7 Open Include in library « Share with + MNew folder
e MName : Date modified Type Size
Ml Desktop J profiles 4/23/20181:47 PM  File folder
& Downloads || cfilters 4/9/2018 6:39 PM File 1KB
4 sayalit (192168.0.200 | | decode_as_entries 4/18/2018 6:49 PM File 1KB
:.; Recent Places || dfilters 4,/9/2018 1:56 PM File 1KB
. BookDrafts || io_graphs 4/12/20181:56 PM  File 1KB
) TE Templates || language 4/18/20186:49 PM  File 1KB
#& OneDrive || preferences 4/18/20186:49 PM  File 177 KB
) Books || recent 4/23/20181:47 PM  File 3KB
%* Dropbox || recent_common 4/18/2018 6:54 PM File TKB

For example, there's cfilters, which is your capture filters, and we can show that.
Remember that these capture filters are under your Capture options, and if you click on
this bookmark, it's an easy way to get there. You can then manage your capture filters.
Remember, I made a custom one at one point previously. That's why it has that saved.
Additionally, we have io_graphs preferences; we have the language selections now that
Wireshark is in multiple languages; and we have the recent files and the preferences, as
we were just using in the previous section. And another one would show up if I'd created
display filters; there would be a dfilters file too, which would have customized display
filters. Now what we can do is we can edit these files as well. These are text files. What you
can do is right-click on any file and edit it.
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I would recommend using something such as Notepad++ that will show
the carriage returns correctly because if you open it with Notepad, it
might not show up correctly due to the type of carriage returns they use.

Now, if you wish to share your profiles with other people, you can go into the profiles
folder and simply copy the New Profile folder for whatever profile you wish to share.
Maybe you have an 802.11 wireless one, or a TCP analysis one, a corporate network one, or
a major errors one-whatever it is that you might have-and you have multiple IT
administrators or analysis individuals that are in your organization. You can share these
profiles among each other by simply copying and pasting these folders between your
different computers, and you could share it as a ZIP file or whatever suits you best.

Colorizing traffic

In this section, we'll take a look at how to create coloring rules, how to remove them, how
to make your own, how to colorize conversations, and filter traffic by the coloring rules that
are applied. Let's start.

I pulled up one of the previous captures that I've done—loading up a web page. We'll use
this as an example for our coloring rules discussion. You can see here that it's already been
colorized by default from Wireshark:

M Bp<opng =B R
Eile Edit View Go Cepture Analyze Statistics Telephony Wireless Tools Help
Am ;@ RE Re==2F7 2B aaap
(W [acply a dispiny fiter _<Cirt- £ - Expression...  +
Mo Time Source Destination Protocol  Length Info L
1 9. 000000 192.168.6.73 239.255.255.250 5500 216 M-SEARCH * HTTP/1.1
2 B.@55462 Elivegro_ac:df:59 Broadcast ARF 6@ Gratuitous ARF for 192.168.6.123 (Request)
3 9.@59311 fedo: :956a:bbbl:35:. ffo2::16 ICMPVE 90 Multicast Listener Report Message v2
4 D.PEESTE fesn::956a:bbb1:35:. Ffo2::16 ICHPVE 90 Multicast Listener Report Message v2
5 0.850831 fed@::956a:bbbl:35:. FFO2::16 ICHMPVE 9@ Multicast Listener Report Message w2
6 8.861155 feB::956a:bbb1:35:. ffo2::1:3 LLMNR 92 Standard query @wxeb5c ANY PPMUMCPUBI3L
7 9.861259 192.168.5.123 224.0.8.252 LLMNR 72 Standard query @xebSc ANY PPMUMCPLA3NL
B B.B61468 feB@::956a:bbb1:35:_ ffB2::16 ICMPVE 9@ Multicast Listener Report Message v2
9 B.874802 192.168.6.228 239.255.255.250 S5DP 216 M-SEARCH ™ HTTP/1.1
18 A.286892 Elitegro_ac:df:59 Broadcast ARP 68 Who has 192.168.4.37 Tell 192.168.6.123
11 8.116298 Elitegro_ad:e5:f4 Broadcast ARP 68 Who has 192.168.5.1917 Tell 192.168.6.165
12 8.1984207 192.168.7.97 239 255.255.258 S50P 216 M-SEARCH * HTTP/ 1.1
13 9, 244077 fe8®::a0b8:d11d:6b2_ F02::7b MONS 182 Standard query @x0000 PTR _googlecast. tcp.local, "QM™ question —_
14 9245048 fed®: : a0b8:d11d:6b2_ T702::fb MONS 182 Standard query @x0000 PTR _googlecast. tcp.local, "QM™ question
15 9259478 192.168.7.99 239.255.255.250 5500 216 M-SEARCH * HTTP/1.1
16 &.265647 Elitegro_4a:88:e9 Broadcast ARP 68 Who has 192.168.7.887 Tell 192.168.7.3 S
17 @.300a83 192.168.5.255 239.255.255.250 S50P 216 M-SEARCH * HTTR/1.1
18 @.326881 192.168.86.241 239.255.255.250 S50P 216 M-SEARCH * WTTP/1.1
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As I mentioned before in the profiles in the Preferences section, there are default settings
within Wireshark, which include the coloring rules. Wireshark tries to make it a little bit
easier for you to view your traffic, even from just a standard install. But you can, of course,
customize that to show what you want to see.

The first thing you want to know, besides the fact that Wireshark will automatically
colorize your traffic and from a basic standpoint, is that you can enable and disable the
rules with one button. Up at the top of the window, you can click on the Draw packets
using your coloring rules button that looks like kind of a rainbow color of lines, and you
can click on this to enable or disable the coloring rules in bulk:

M 8pcapng [E=SIE—X
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help
Adm 1@ B Re>=F B0 aQRE
[ 2ok = disolay fiter ... <Ctrl-/> q e = + [= 3= ion._.. | +
{ Draw packets using your coloring rules |
No. Time Source Destination o ng' ] =

If I click on this and disable, now everything turns to white and there are no coloring rules
currently applied:

M 8pcapng = 8 =
File dit Yiew Go Qapture Analyze fuatistics Telephony Wireless Teols Help
Am @ BE Qec=TAE=S aqan
(W ]acoly 2 deplay f G-/ £ - | Expression... | +
Na. Time Source Destination Protocol  Length Info
= 1 9.000000 192.168.6.73 239.255.255.250 S50P 216 M-SEARCH * HTTP/L1.1
i 2 @.955462 Elitegro_ac:df:59 Broadcast ARP 6@ Gratuitous ARP for 192.168.6.123 (Request)
3 @.959311 fedo::956a:bbbl:35:. ffe2::16 ICMPVE 9@ Multicast Liztener Report Meszage w2
4 9.060576 fedo: :956a:bbbl: 35:. ffo2::16 ICMPYe 99 Multicast Listener Report Message v
5 9.060831 fedo: :956a:bbb1: 35:. ffo2::16 ICMPVE 99 Multicast Listener Report Message v
6 9.861155 fed@: :956a:bbbl:35:. ffO2::1:3 LLMHR 92 Standard query @xeb5c ANY PPMUMCPU@IIL
7 9.861259% 192.168.6.123 224.0.0.252 LLMNR 72 Standard query BxebSc ANY PPMUMCPLUAID1
8 8.061468 FeBO::956a:bbb1:35:_ FF02::16 ICMPvE 58 Multicast Listener Report Message v2
9 8.874802 192.168.6.228 239.255.255.250 S50P 216 M-SEARCH * HTTP/1.1
10 0.086892 Elitegro_ac:df:58 Broadcast ARP 66 Who has 102.168.4.37 Tell 192.168.6.123
11 @.116298 Elitegro_ad:e5:fa Broadcast ARP 6@ who has 192.168.5.1917 Tell 192.168.6.165
12 9.194297 192.168.7.97 239.255.255.25@ S50P 216 M-SEARCH * HTTP/1.1
13 @.299977 fege: :a0b8:d11d:6b2.. ffe2::fb MONS 192 standard query @x@@@Q PTR _googlecast._tcp.local, "QM™ questien
14 ©.245038 fedo: :a9b8:d11d: 6b2.. ffoz::fb HONS 102 Standard query Bx0000 PTR _geoglecast._tcp.local, "QM" questien
15 9.259378 192.168.7.99 239.255.255.2%@ S50P 216 H-SEARCH * HTTP/1.1
16 B.265647 Elitegro_4a:@8:e9 Broadcast ARP 6@ Who has 192.168.7.887 Tell 192.168.7.3
17 8.3ap0a3 192.168.5.255 239.255.255.250 S5DP 216 M-SEARCH * HTTP/1.1
18 8.326881 192.168.6.241 239.255.255.258 SSDP 216 M-SEARCH * HTTP/1.1 -

If you click on the Draw packets using your coloring rules button again, it will re-enable
the coloring rules.
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In order to get to the coloring rules, we'll go to View | Coloring Rules..

]
Eile  Edit Go  Cepture  fnalyze Jtatistics Telephony Wireless Tools Help
d W |V MainToolbar aaan
(W]rgpyaal ¥ Eiter Toolbar 3 -] Bxpresson.. +
e, Wireless Toclbar Protocel  Length Info B
r 1+ StatusBar .258 S50P 216 M-SEARCH = HTTP/1.1 |
: 2 ARP 60 Gratuitous ARP for 152.168.6.123 (Request)
: ¥ Eull Screen 1 Ve 99 Multicast Listener Report Message v2
! £ o 7 I0Pve 99 Multicast Listener Report Message v2
i s R IRV 99 Multicast Listener Report Message v2
: 61 ¥ Packet Details LLMHR 92 Standard query OwebSc ANY PPMUMCPU@33L
- 74V Packet Bytes LLMNR 72 Standard query @xebSc ANY PPMUMCPU331
' 8 ICHPYE 99 Multicast Listener Report Message v2
: L] Time Display Format b oh258 5500 216 M-SEARCH * HTTP/1.1
| e Name Resolution v ARP 60 Who has 192.168.4.32 Tell 192.168.6.123
| 11 ARP 68 Who has 192.168.5.1917 Tell 192.168.6.165
: 12 Zoom v 5250 S50P 216 M-SEARCH = HTTP/1.1
: 13 MDNS 182 Standard query BxBB@@ PTR _googlecast._tep.lecal, "QM” questien —
: 1% Expand Subtrees Shifts Right MONS 192 Standard query OxP092 PTR _googlecast. tcp.lecal, "QM™ question —_—
: 15 Bpand All Ctrl+ Righ 258 s50P 216 M-SEARCH * HTTR/1.1
: 16 e i ARP 6@ Who has 192.168.7.887 Tell 192.168.7.3
Lo pse i .250 ssop 216 M-SEARCH * WTTP/1.1
| 1BY= Colorize Packet List .250 S50P 216 M-SEARCH * HTTP/1.1 -
* Frame Coloring Rules... ptured (1728 bits) on interface @
[ Etherng - - 42), Dst: IPvimcast 7f:ff:fa (@l:00:5e:7f:ff:fa)
Calorize Conversatio 3 =
o Internd o " 239.255.255.250
© User D& Reset Layout CulShift=wy 900
¥ Resize Columns CudeShiftsR
RASNS . AT,
Show Packet in New Window L o
Reload as File Format/Capture Ctrl+ Shift+F CH * MTT P/1.1..H
05T: 239 .255.255
2¢ |13 Reload iR .250:190 0. .MAN:

22 73 73 64 70 Ja 64 69 73 63 6f 76 65 72 22 @d  "ssdp:di scover”.
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Clicking on the Coloring Rules... option will bring up the Coloring Rules window, and
you can see that the default selection of coloring rules are created by Wireshark at
installation:

M Wireshark - Coloring Rules - New Profile

MName Filter

[¥] SME smb || nbss || nbns || nbipx || ipxsap || netbios

HTTP http || tep.port == 80 || http2

IPX ipx || spx

DCERPC dcerpc

Routing hsrp || eigrp || ospf || bgp || cdp || vrrp || carp || grp || igmp || ismp
TCP SYN/FIN tep.flags & 0402 || tep.flags.fin ==

TCP tep

upp udp

4 I 2

Double dick to edit. Drag o move. Rules are processed in order until & match & found.

(&) (=] [

[ OK H Cancel H Import... H Export... || Help ]

You can see how the default rules have some real vibrant coloring rules right at the very
top. And these are some of the nasty ones that you want to keep an eye out for, and that's
why they have a black background. That way, they stick out in this default pastel coloring
system that they have for the other traffic. You can see most of the other normal stuff, such
as ARP, ICMP, SMB, HTTP, and UDP; all of them are nice pastel-type colors. And then all
of a sudden you have this black background show up with red text and you know that's
obviously something bad. You have the yellow show up; you have the bright red with the
TCP resets and the aborts; and you have Checksum Errors that are black with a red text.
They're supposed to stand out on purpose. Another thing to know about this is that you see
how the bad ones are up at the top: the rules are processed from top down, so it's based off
of a matching system. If something matches first, then that will be applied. If you have two
rules that are very similar and, maybe you have IC-two rules that look for ICMP but have
different colors for some reason-the one at the top will be applied first and the one after it
will be skipped as it has already been colorized.
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Additionally, on the left-hand side of all these coloring rules are a bunch of checkboxes, and
these checkboxes enable and disable these individual coloring rules. That way, you don't
have to enable or disable all of them at once with that button I just showed you. Thus, you
can simply turn off the checkboxes you want or don't want.

For example, what we can do is, we can turn off HTTP, which is this nice light green color
you can see throughout all of our capture if you look at the scroll bar. All of our packets are
green. So I'll turn HTTP off; we'll then click on OK. When I do this, you can see that they all
turn into purple:

7pcapng =@ B
bl ot New o Loplure  fnahoe  Slatutics  Telephory  Weeles  Jook  Help
Adm:® RERscETaEEacaan
(W Tapchy s ceciay fioee <25 | Eqression_ | +
 He. Time Seurce Dessnaton Preasesl Length wnfo
472 16. 296449 192.168.6.150 209.255.285.~ 550P 216 M-SLARCH = HTTP/1.1 1
473 16296785 192.168.6.116 239.255.255.- LOP 666 64825 = 3702 Lem=624
474 16.512448 Elitegro_sa:i. Broadcast P 42 who has 192.168.6.1167 Tell 192.168.6.76
475 16.312998 Elitegro_af:. Elitegro_fa:- AP 60 192.168.6.106 i3 ot F4rdd:30raf:blie?
476 16.313152 192.168.5.76 192.168.6.116 550P 438 HTTR/1.1 200 OK
477 16.316553 60 Who has 192.168.6.767 Tell 192.168.6.116

478 16.317058 42 192.188.6.76 is at f4:4d:30:30:08:12

ened

41 16, 310545 68.6.116 192

1 G0 50001 + 2069 [ACK] Seqel Ackel Win=8556 L
452 16. 319324 192.168.6.116 152.168.6.76 HTTP 290 GET Jupnp 4.d] 72dad5 - FO57 - 2bal- b7 HTTR/1.1
A%F 16, 320875 192.168.6.76 1%1.168.6.116 TCP IS0 860 = 58031 [PEM, ACK] Seqel AckwI3T WineSSE36 Lensd0S [TCP cegeent of & reaccesbled POU)
A4 16321042 192.168.6.76 192.160.6.106 HTTROML 2450 WTTRS1.1 200 0K
485 16322288 192.158.5.116 192.168.6.76 TCP 60 58031 = 2869 [ACK] Sequi3? Acke2602 WinwS5536 Lensd
486 16360070 Elitegro_49:_ Broadcast anp 60 Who has 192.168.5.2267 Tell 192.168.6.23%9
457 16.386938 192.168.5.75  239,255.255.- 550P 216 M-SEARCH * HTTP/1.1
480 16426544 192.160.6.91  209.255.255.- S50F 216 M-SEARCH * WTTR/1.1
239 16.481219 192.168.6.30 239.255.255.- S50P 216 M-SEARCH = HTTP/1.1
499 16.441652 192.165.7.54  139.255.255.- 350F 216 M-SEARCH * WTTR/1.1
431 16440827 192.168.7.52 239,255.255.. 550F 216 M-SEARCH = WTTRS1.1
432 16.584037 102.168.6.76 192.168.4.1 LOP 172 GABOS = 606D Lenw13d
453 16.518390 Elitegro_5:_ Broadcast A8 60 Who has 192.168.4.17 Tell 192.168.7.75
434 16.530874 192.168.4.98 239,255.255.- S50P 178 M-SEARCH * HTTP/1.1 o
495 16.504370 102.168.6.70  209.255.255.- S50P 216 M-SEARCH * WTTP/1.1
496 16.585119 Elitegro_af:- Broadcast o 60 Who has 192.168.4.457 Tell 192.168.4.118
487 16.613576 192.168.6.251 192.168.7.255 BROWSER 243 HOST AnnGuncesent PRMUMCPUBISS, Workstation, Server, NT Workstation, Potentisl Srowser, Backup Browser
A5R 1AK1SA3A 183 1AR.A.113 334 345 385 &N 143 M, SEARCH * WTTR/L A L

Now why do they turn into purple? Let's go back to View | Coloring Rules... and take a
look. And if we check, the TCPs are light purple. So here, all the communication, all the
packets, are TCP packets.

Remember I was talking about how things match first on this list towards the top? So,
obviously, the HTTP traffic, which is more specific since that's a higher-level protocol,
matched first and so was applied green. And then, when it matched for TCP it was ignored
because it was already colorized. You can see how you want to put more specific things
towards the top and then more generic things towards the bottom, and you can see how it's
kind of broken out that way already with all these very specific filters up at the top and
then the basic ones at the bottom, such as TCP and UDP.
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You can also create your own, of course. In the bottom left, just like the other windows
we've seen already, you can click on the plus sign that will create a new coloring rule. And
you can see it puts it up towards the top for you, as well, which is very nice. Here, you can
enter any sort of display filter you want to create a color. We could say ip.host is my
gateway and we can choose a foreground and background color. You can see at the bottom
that we can choose a Foreground and Background color:

‘ Wireshark - Colering Rules - New Profile ? P

MName Filter

[V] Mew coloring rule ip.host == 192.168.6.6

SRP State Change
anning Tree Topolog
PF State Change

sctp.chunk_ty
(!ip.dst

[V] SMB smb || nbss || nbns || nbipx || ipxsap || netbios

HTTP http || tcp.port == 80 || http2

IPX ipx || spx

DCERPC dcerpc

Routing hsrp || eigrp || ospf || bgp || cdp || vrrp || carp || gvrp || igmp || ismp

TCP SYN/FIN tep.flags 8 0:02 || tep flagsfin ==

TCP tcp

UDP udp

4 | 1 2

Double dick to edit. Drag to move. Rules are processed in order until & match i found.
SO -

OK ][ Cancel H Import... ][ Export... H Help
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So, let's make it something completely ridiculous. The foreground will be bright pink and
the background will be a hideous yellow color. Let's rename it first. We'll say Gateway, and
click on OK. That definitely stands out, doesn't it? Check out the following screenshot:

CEES o | )
Eile Edt Miew Go Copture Anshze fuatitics Telphony Wieless Tools Help
A" ® RE Q=T iFEaaan
LI =] Bpresson..  +
e Time Source Cetration Protocal Lergth ks

1 0.000000 192.168.5.233 139.155.155.- S30F 216 M-3EARCH * WTTR/1.1

2 0.011966 Elitegro_48:- Brosdcast AP 60 who has 192,.168.6.1577 Tell 192.168.6.180

3 0.216400 Elitegro_sd:- Brosdcast ane %0 who has 192.168.5.727 Tell 192.168.7.45

£ 0.221258 Pegatron_Ge:- Brosdast ARP 60 Who has 192.168.4.337 Tell 192.168.6.100

5 0.385812 Giga-Byt_7i_ Brosdcast AP 60 who has 192.168.6.2507 Tell 192.168.8.153

6 9.505803 192.168.4.206 130.255.255._ S5OR 14 M-SEARCH * WTTR/1.1

7 0.520006 13.76.245.122 192.160.6.76 TuSvl.2 187 Application Data

# 9.528808 192.168.6.76 13.76.245.132 TiSvl.2 187 Application Data

9 0554772 192.168.7.67 155.255.255.- DWCP 342 OWCP Inform - Transaction ID @wifel6bll

19 8.563237 Elitegro_ab:— Broadcast e 8 Who has 193.168.4.37 Tell 192.168.7.67

11 0.60250 ARP 60 who has 192.168.6.527 Tell 192.168.6.0

12 8.618915 Elitegro_sc:— Broadcast ane 60 Whe har 192.168.6.207 Tell 102.168.6.204 =

13 0.631164 192.168.5.136 239,255,355, _ 5500 216 M-SEARCH = WTTB/1.1

14 0.627756 Elitegro_s9:_ Brosdcast ] 60 Who haz 192.168.6.697 Tell 192.168.7.67

15 B.568328 192.165.7.55  192.168.7.255 BROWSER 243 Host Announcesent PRAUMCPUBBOL, Workstation, Server, T Workstation, Potential Browser, Backup Browse

16 0. 674804 192.168.6.73 192.168.7.255 NOwS 92 Nase query NB ADCC2ON

4767558 43 P6r RS 1EL =

18 0.738200 192.168.4.98  230.255.255._ S50 178 1. SERCH * WTTR/1.1

19 0.840535 192.168.7.67 239.255.255.. 550P 175 M-SEARCH * HTTP/1.1

0 0. 850804 192.168.4.98  20.255.255._ S5O 178 M-SEARCH * WTTR/1.1

1 0.261%99 192.168.6.217 239.255.255.. 550P 216 M-SEARCH * HTTP/1.1

22 9.895712 192.168.6.13 239.255.255.- S550P 216 M-SEARCH ™ WTTR/1.1

20 0.905916 192.168.5.251 130.255.255.- S50P 216 M-SEARCH * WTTR/1.1

24 1.000206 192.168.5.233 239.255.255.- S50P 216 M-SEARCH ™ WTTR/1.1

5 1002076 192.168.6.75  130.255.255.- S50P 175 M-SLARCH * WTTR/1.1

26 1.062161 HewlettP_27:- Brosdcast ARP 58 Who has 192.165.7.1627 Tell 192.158.4.3

22 1. 218865 el hiadien £H00:116 TCHM S Multicass Listanae Renact Mesians ud —

Now you can see how all of the packets that reference my gateway are now colored in
bright yellow.

Until now, we were trying to figure out which coloring rule applies to a specific packet, and
we were doing so by going to View | Coloring Rules... and trying to just figure it out by
ourselves by going down the list. Now, you don't have to do it that way; there's an easier
way of doing it.

If you click on a packet that you want to investigate and find out why is this green, we can
look in the packet details and, under the Frame section we can go down towards the
bottom of the frame information, and it will show us the coloring rules that are applied. So,
the coloring rule name is HTTP, and the string that applies to our selected packet is http ||
tcp.port ==80 | | http2:
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rEsEn =_=-:-e)§

Bile Edt Yiew Go Ciptwre Srabme Sutties Telegheny Wil ook Help

A= ;@ BERs=ETi[FIEAaaaD

[LIE 1 7] Bvesen. +

ta. T Source Destiation Protocsl Langh Tfy e
MG 07, Gatad 102.068.6.106 285 255795, (mCP 42 oHCP Inform - Trangsction 10 GuDesdbalé

T4337 907, BOSTIE
72838 07, 912450
4309 907, 016000
T4 997,5242089
7441 207, 928367
7443 W7, BEMEY
T4 997, 953564
74841 508, 805227

239,255,295, S0P 16 MeSEARCH * MTTP/1.1 —
* 60 whe has 192.168.6.153 Tell 192.168.5.207 =
0 Who Ree 162.160.5.2077 Tell 152.168.6.15
%0 kho has 192.160.5.2097 Tell 192.168.5.355
60 whe has 192.168.5.3587 Tell 180.165.5.288
68 Who hes 163.268.4.937 Tell 162.168.4.45
66 51149 + B0 (V)] Seqed WinsDl93 Lensd MSEel4GD WSeI56 SACK_FERMeL
_ B 8 khe has 192.168.6.517 Tell 183.168.5.284
181.168.6.76 TCR 66 B = §3140 [N, ACK] Seqed Ackel WinwJUD00 Lens® MSSe1460 SACK_PERMe] Wi=l1E

Tanis 908026378

T4346 900.026600 67.26,50.354 TP 54 50149 - D0 [AGK] Seqsl Ackel Win=G5506 Lensd —
74847 508.817503 67.36.53.352 WTTR 335 gET P itk dpa71 _sEsTI88e: _exe HTTR/L.1

74848 908, 018405 102.168.6.76  WITR 1261 KTTR/L,1 580 Service Unmvallasle (texz/htal)

T4343 590.008407 192.160.6.76 TP 60 80 + 53149 [FIN, ACK] Seqeli®d Acked Win=J3760 Len=d x

'3 Captured (3068 bits) on interface
n

Interface d: 8 {\
Encapsulatios type: Ethernet (1)
Aerival Tise: dpr 9, 2018 19:00:35.435181000 India Stendard Tiee
[Tiee shifs for this packet: 8.000008000 weconds]
+ 1523269635, 455181000 seconds
[Tise delth from previous coptured frame: 0.000W3000 seconds]
[Time delts from previous displayed frame: 8.000333000 seconds]
ference or first frame: 908.817503000 secends]
4847

gth: 308 bytes (3000 blis)
Capture Length: 385 bytes (3880 bits)
[Frome i5 werked: False]

[#rame iz igeored: Falze]
[Protoccls in frame:
[Celoring huls Wewe: ATTF]

[Eoloring Rule String: hetp || tep.port == 80 || hrzpd]

ethertype: io:tcp:nttp]

Now, if you make a whole bunch of custom coloring rules for your specific company in
your certain situation that you have going on, you can absolutely import and export these
to share them with co-workers. Let's go back to View | Coloring Rules..., and you can see
in the bottom right of the window that we have Import... and Export... buttons, which will
export it or import it as a text file:

M Wireshark - Coloring Rules - New Profile ? =

Name Filter

=mb || nbss || nbns || nbipx || ipxsap || netbios
Vi http || tcp.port == 80 || http2
V] ipx || spx
H deerpc
V] Routing hsrp || eigrp || ospf || bap || cdp || vrrp || carp || gvrp || igmp || ismp
/| TCP SYN/FIN tep.flags & 002 || tep.flagsfin==1
[¥] TCP tcp
[¥] upp udp
&
< n G
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Additionally, we can colorize conversations. What we'll do is, we'll go and select a random
packet in this conversation, and we can right-click on it and go to Colorize Conversation.
And then we can break down on which conversation we want and which layer of the OSI

model:
T 74948 095918405  67.26.53.254 192.168.6.76 HITR 1361 HITP/1.1 583 Service Unavailsble (text/htsl)
| B B | e ——— SAAA——=aiinEEIN, ACK] 5equl208 Ackel Wine32765 Lensd
74950 908.019188 192.168.6.76 67.26.53.254 T Idark/Unmark Packet Ctie M K] Seqe=332 Ack=1289 Win=64256 Len=2
74951 908.015158 192.168.6.76 67.26.53.254 T lgreare/Unegrone Packel Clil=D TH, ACK] Seqe33? Ackel2®d Wine£2256 Lened o
L 74952 998.819772  67.26.53.254 192.168.6.76 T : €K] Seqe1289 Ack=333 Win=524160 Len=@
Set/Unset Tirme Referen: Chrds T
74953 908.046979  192.168.6.76 13.107.4.50 1| T e * i) Seqed WineS192 Lensd MSSe1d60 WSe256 SACK PERMel
74954 908.858876  13.107.4.58 192.168.6.76 T Tima Shift-.. CtrloShtT by, ACK] Seqe@ Acke1 Winw§5535 Len=@ MSS=1448 WS=256 SACK_PERM=1
74955 908059075 192.165.6.76 13.187.4.58 T Packet Comement... Cordellte . CK] Seqel Ackel WineSS043 Lensd .
4 Frame 74948: 68 bytes on wire (488 bits), 60 bytes captd Edit Resobved Name -
id: @ (\Device\ {aga1E: -B134 |
Encapsulation type: Ethernet (1) Apply a5 Filter »
Arrival Time: Apr &, 2018 19:08:35,426085000 India & E
g izt Prepare a Filter r =
bf 66 18 @ Conversation Filter L
eele B of 80 o0 3 o6 24 43
ooz @ 8 ef 94 ek 1 e Solofra Coevesmtion - Sl '
(R 00 oo dd 0o 00 B0 0GR 60 G0 GO SCTP L ENIP Explicit '
Follew L Etherret ¥
Copy » Pt * I celery
s " |E cowrz
*
Pratocol Preferences Tcp » m Colar3
Peomsin. uoP " @ colers
Show Packet in New Windaw B @ comrs
PN-ID AR v m Colors
O 7 Frame fframe), 60 brtes PH-IO AR fwith data) * |[F] Colorg D) - Load tme: 0:1.136 || Profie: mew Profie
[&] colorg
[E colerg
[18] Caler1g
New Colaring Rule...

And finally, one cool feature I want to show you is you can go ahead and actually filter on
the coloring rules. Let's select a packet, an HTTP packet, and we'll go into that frame

section in the packet details again. And I'll right-click on the coloring rule that is applied to
this packet and I can go to Apply as Filter | Selected:

-] T4948 SBA.A18485 57.26.50.254 190 NeA.2 3£ _TEO, 1ast wTTRiLL 583 Service Unavailable (text/html)
74339 SUD_ 018807 67.26.53.254 192, Egpand Sublrees Shalt=Righl 53189 [FIN, ACK] 5Seqe1208 Ackel Win=32768 Lensg
74950 008.019108  192.168.6.76 67.1  Eupand Al CieRight |+ 82 [ACK] Sequ32 Acke1300 Wineg4256 Lensd
74951 909._919150 192.168.6.76 67.3 c e 2l Ctri+Left = B9 [FIN, ACK] 5eqe332 Acke1209 WineBaZS6 Lens
L 74952 988.819772  67.26.53.254 192. olaps 53199 [ACK] Seqr1200 Acke333 Winw524160 Len=@
74953 900846979 192.168.6.76 130 b Colume + 80 [SYN] Seqed WineB192 Lened MSSe1460 WSe2S6 SACK_PERMel
74954 988.058876  13.107.4.58 192, 33158 [SYN, ACK] Seqe@ Ack=l Winw65535 Len=8 MSS=1448 WS=256 SACK_PERM=1 —
74955 908.059078  192.168.6.76 13.0  Apply asFiler ’ selected 1 Wine66048 Lened
T4956 08E.0598T1 192.168.6.76 13.1 | of tware/ fpk/2818/81/ 1 w4 7=
Py Filber [ g
74967 908.061231  13.107.4.58 192 gt ot Suactad lable (text/html)
74958 908061232 13.107.4.50 192, Conversation Filter * el Selected 208 Acksl Léned -
4 Frame 74388: 1261 bytes on wire (10088 bits)  Colorizewh Fiter Y| grSeected =
Interface id: @ (\Device\NPF_{AS81E104-02 Fallow 3 _apd not Selected
Encapsulation type: Ethernet (1)
Arrival Time: Agr 9, 2018 19:00:35.43608  Copy S b s
[Time shift for this pscket: 0.0000M0000 Shew Packet Bytes...
Epuch Time: 1523280635,486883000 secands - S
[Time delts from previcus ceptured frame: B Bytes s
[Time delts from previcus displayed frame  Wiki Protocol Page
[Time since reference or first frame: 903 Lo -

Frame Husber: 74948

Frame Length: 1261 bytes (18088 birs)
Capture Length: 1261 bytes (10088 bits)
[Frame iz marked: False]

[Frame is ignored: False)

[Protecels in frase: eth:ethertype:ip:tcp
[Coloring Rule mame: _ conversation_colov raaver_woy

Decede 4s...

Protocol Preferences.

Go to Linked Packet

Show Linked Packet in New Window

[Coloring Rule String: ip.addr eq 67.26.53.254 and ip.addr eq 182.168.6.76)]
Ethernet II, Src: Paloalto bf:66:19 (98:30:6b:bf:66:10), Dst: Elivegro 4a:98:12 (fa:4d:30:4a:98:12)

[
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Now, I'm filtering on that coloring rule, so it's not just on the fact that it's HTTP traffic, but
it's on the coloring rule applied.

So we can do that to another one as well. We'll go and right-click on the coloring rule that is
applied to the selected packet, and we'll select Apply as Filter | Selected. And now we've
just filtered out that conversation based on the coloring rule.

Examples of colorizing traffic

We will go through some examples as to how you can use coloring rules to your advantage
to pick out bad things in different packet captures.

Example 1

In this example, we will need to open up a web page that is to a nonexistent location on
MIT's website, so there should be a response code from HTTP in here stating 404, that it
couldn't find that file. What we'll do is create a coloring rule that will easily show that the
error message in the packet list will pop out to us:

1. Let's go to View | Coloring Rules... and we'll create a custom coloring rule for
HTTP response codes by clicking on the plus icon.
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2. Typeinhttp.response.code > 399 in the Filter column:

4 Wireshark - Caloring Rules - New Profile

MName Filter

[¥] Mew coloring rule http.response.code > 339

HSRP State Change
Top

smb || nbss || nbns || nbipx || ipxsap || netbios
http || tep.port == 80 || http2
ipx || spx
dcerpc
Routing hsrp || eigrp || ospf || bgp || cdp || vrrp || carp | gvrp || igmp || ismp
TCP SYN/FIN tep.flags 8 002 || tep flags.fin ==
tcp
udp
4 | T 2

Double click to edit. Drag to moeve. Rules are processed in order until & match i found.

= sedoroms

OK ][ Cancel ][ Import... ][ Export... ][ Help

All of the HTTP response codes that are above 400 are server and client
errors, in the 400 and 500 range respectively.
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3. Since we want to see all of the errors in a very vibrant color, we will make the
Background bright pink and the Foreground black. You'll see that's right up at
the top there in our list, so that'll be applied first. Let's click on OK:

M Wireshark - Coloring Rules - New Profile ? PS
MName Filter
MNew coloring rule http.response.code > 399
¥l | ~p Iy t
| H State Change h
@l Spanning Tree Topology Change stp.type 0
@ OSPF State Change ospf.ms
Rl ICMP errors
[V] ARP
[V] ICMP
P TCP RST tep.flags.reset eql
i SCTP ABORT sctp.chunk_type eq ABORT
# TTL low or unes [Lip-dst=—22 ! < 5 8B lpirn 88 lospf) || (ip.dst == 224.0.0.0,2
f Che eth.fc sU = tcp chsu
Il smb || nbss || nbns || nbipx || ipxsap || netbios
http || tcp.port == &0 || http2
IPX ipx || spx
DCERPC decerpc
Routing hsrp || eigrp || ospf || bgp || cdp || vrrp || carp || gvrp || igmp || ismp
TCP SYN/FIN tep.flags & 002 || tcp.flags.fin ==
TCP tep
upp udp
4| (i 3

Double dick to edit. Drag to move. Rules are processed in order until & match & found.

ENECT. o )

OK. H Cancel H Import... ][ Export... H Help
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4. We'll scroll down through our list looking for that bright pink packet. It pops in
real easy and is very visible to us. So, as you can see, it says HTTP/1.1 408
Request Time-out (text/html):

‘ “Local Area Conneclion

184.128.69.246
192.168.6.76

192.168.6.76

184.120.69.246

(Eile | Edit View Go Capture Analyze Statistics Telephony Wireless Tools

dm @ JRREB QRe2=F A E QA

(M [ appty a display fiter ... <Cui-f>

No. Time Source Destination Protocol  Length Info
5785 75.620774 192.165.5.14 239.255.255.250 SSDP 216 M-SEARCH * HTTP/1.1
5786 75.626503 Giga-Byt_10:5d:e4  Broadecast ARP 60 Who hac 102.168.5.2537 Tell 192.168.6.14
5787 75.711846 Elitegro_Bf:9b:64  Broadcast ARP 6@ Who has 192.168.7.827 Tell 192.168.6.15
5780 75.717457 Giga-Dyt_40:5d:e4  Droadcast ARP 60 Who has 192.168.6.255? Tell 192.168.6.14
5789 75.821423 Elitegro_da:@d:al  Broadeast ARP 60 Who has 192.168.6.1187 Tell 192.168.6.91
5790 75.526821 192.168.7.24 239.255.255.250 SS0P 216 M-SEARCH * HTTP/1.1
5701 75.844587 Elitegro_%a:0e:1f  Broadcast ARP 60 Who has 192.168.6.15? Tell 192.168.6.107
5792 75.848680 Elitegro_gf:9b:64  Broadcast ARP 6@ Who has 192.168.6.1077 Tell 192.168.6.15
5793 75.954318 Elitegro_a9:fa:9d  Broadcast ARP 6@ Who has 192.165.6.2047 Tell 192.165.6.45
5704 76.126067 192.168.7.152 230.255.255.250 ssop 216 M-SEARCH * HTTP/1.1
5795 76.129286 192.168.6.172 239.255.255.250 SSDP 216 M-SEARCH * HTTP/1.1
5796 76.141373 Giga-Dyt_40:5d:e4  Droadcast ARP 60 Who has 192.168.7.1657 Tell 192.168.6.14
5797 76.141301 Giga-Byt_4@:5d:e4  Broadeast ARP 60 Who has 192.168.6.174? Tell 192.168.6.14
5798 76.141397 Giga-Byt_au:5d:es  Broadcast ARP 60 Who has 192.168.5.2487 Tell 192.168.6.14

6@ 8@ » 64278 [FIN, ACK] Seq=415 Ack=1 Win=.
54 54278 + &0 [MK] Seq=1 Ack=416 Win=65258

29216 Len=0
Len=8

5. We can expand it in detail by clicking on Hypertext Transfer Protocol at the
bottom and take a look at that. We'll then see the status code of 408:

[Apply & dsplay fiter

Ml “Local Area Connection = @ &
| Gle fdn Yiew Go Lopture Anshze Jutitics Telephory Wiress Tock  Melp
dm e iBRB qees=sTIEEAaqan

i | Expression...

L. Time: Seurce Destnaton Protenl  Length o

5785 75.620774 192.168.5.14 239.255.255.250 s50P 216 M-SEARCH * HTTR/1.1

5786 75.626503% Brosdcast ARP 60 Who has 192.168.5.2537 Tell 192.168.6.14
STET 75.711848 Broadcast ARP 68 Who has 192.168.7.827 Tell 192.168.6.15

5788 75.717457 Broadcast ARP 60 Who has 192.168.6.2557 Tell 192.168.6.14
5789 75.821423 8d:. Broadcast ARP 68 Who has 192.168.6.1187 Tell 192.168.6.91
5790 75.826821 152.168.7.24 239.255.255.2% S500 216 M-SEARCH * WTTR/1.1

5791 75.844587 Anp 68 Who hax 192.168.6.157 Tell 192.168.6.187
5752 75848600 ARP 60 who has 192.168.6.1677 Tell 152.168.6.15
5793 75954310 Brosdcast ARp 68 Who hax 102.168.6.2047 Tell 102.168.6.45
5754 76126567 +160.7. 239.255.255.250 5500 216 M-SEARCH = WTTR/L.1

S795 76.129286 183.168.6.172 2139.355.255.258 s5op 216 M-SEARCH * WTTR/1.1

5796 76. 141373 Gige-Byt 40:5d:ed  Brosdoast ARP 60 Who hes 192.168.7.1657 Tell 192.168.6.14
§797 76.141301 Brosdcast ARP 747 Tell 192.168.6.14
5750 76. 141397 rosdcast L 168.5.2487 Tell 192.164.6.14

T Time-gut

5600 76.213068 192.168.6.76 68 B0 = G170 [FIN, ACK] Seq=dll Ack=l Win=232if Len=d
S8l 76.313485 183.168.8. 7% 184.120.68. 348 TR 54 G418 = 88 [ACK) Seqel Acksdls Wine85I88 Len=d
S823 76.215801 184.130.69.346 192.168.6.76 A 6 B8 = 64376 [FIN, ACK] Sequalf Ackel WineIOI16 Lensd

Internet Protocol Version 4, Src: 104.120.69.246, Dst

Trangmission Control Protocol, Src Port: @8, Dst Port: 84278, Seq: 1, Ack: 1, Len.
.

-

» [Expert Info (Chat/Sequence): HTTR/1.9 488 Request Time-out'rin]

T scription: Request Time-cut]
Response Phrose: Request Time-cut

Server: AkasaiGostirin

Mime-Version: 1.04\n

Cate: Mom, I5 Apr J418 11:33:59 @MT\rin
Content-Type: text/htmlirin
+ Content-Length: 218\rin
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Example 2

Now, in the second example, we'll take a look at NS. Let's say, you have some sort of
problem in your network where certain DNS responses are coming back if they can't find
any sort of records in your DNS server for a resource, whether it's a web page or a local
server; whatever it is, it's not finding the DNS entries. We can apply a coloring rule that
will vibrantly show us whenever there's a DNS response that it cannot find a record.

Let's go ahead and create a new capture, and I'm going to look up some random web page
that doesn't exist, and we'll use DNS off of Google. We will get a message that it doesn't

exist:

Bl C\Windows\system32\cmd.exe

Microsoft Windows [Uersion 6.1.760811
Copyright (c» 2889 Microsoft Corporation. All rights reserved.

m|

sayalit>nslookup 12345%6wertwedvgb.com 8.8.8.8
google—-public—dns—a.google.com
8.8.8.8

xx google—public—dns—a.google.com can’t find 123456uertuwedvgs.com: Mon-existent
domain

C:sUsersssagalit>

So we're going to stop our capture, and we'll see nothing really pops out. There would be
some red stuff there from some TCP resets and some black ones, but nothing else. It's all
TCP traffic and DNS. Let's go ahead and create a coloring rule:

1. Make a new coloring rule by clicking on View | Coloring Rules...; we'll call it
DNS No Records.
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2. In the filter information, we'll enter dns. flags. rcode, which is for the response
code. If the response code equals 3, it means there's no record:

M Wireshark - Coloring Rules - New Profile ? P

MName Filter

[V] DNS No Records dns.flags.rcode == 3

or unexpected

[¥] sMB smb || nbss || nbns || nbipx || ipxsap || netbios

HTTP http || tcp.port == 80 || http2

IPX ipx || spx

DCERPC decerpc

Routing hsrp || eigrp || ospf || bgp || edp || virp || carp || gvrp || igmp || ismp

| TCP SYN/FIN tep.flags & 0:02 || tep.flags.fin == 1

TCP tcp

upp udp

4 | 1 3

Dowite dlick to edlt. Drag to move. Rules are processed in oroer untl 3 match i found,

B "

[ Ok ][ Cancel ][ Import... ][ Export... ][ Help

3. We will select the Foreground as black and Background as yellow.

Now, let's go ahead and scroll through our packet capture and see if we can find this
response code error. We can see our Standard querie response 0x0002 No such
name A record, and then the random gibberish that we entered in. And then of course it's
also responding for IPv6. The AAAA, the quad A record, is for IPv6, as well:

|l “Local Area Connection
Fde Fdit Miew 5o Capture  Qnalyre Statisties Telephomy Wireless Tools Help
Am o AMEBQescaTIEEaaan

. Tirne: Source Destnaton Frotocol  Length Info
360 §.703288 Elitegro_8f:0b:ca Broadcast ARP 60 Who has 192.168.6.917 Tell 192.168.6.172
361 8.708713 Elitegro_da:0d:al Broadcast ARP 60 Who has 192.168.6.1727 Tell 192.168.6.91
362 8.71375¢ 192.168.7.198 239,255.255.259 §50P 216 M-SEARCH * HTTP/1.1
363 8.715652 Elitegra_0f:07:cc Broadcast ARP 60 Who has 102.168.7.1407 Tell 102.168.6.16
364 8.727445 182.168.6.130 239.255.255.258 Ss0P 216 M-SEARCH * HTTP/1.1
365 8.740838 182.168.6.76 52.229.174.54 TLSvl.2 2011 Application Data
366 8.748788 8.8.8.8 192.168.6.76 DS 152 Standard query recponse @x@@@2 Ne such name A 123458wertwedvgS.com.packtpub.net S04 rush.eacydns.com
367 8.750908 192.168.6.76 8.8.8.8 DNS

93 Standard query @x@e@3 AMMA 123456wertwedvgs.com.packtpub.net
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If you take a look in our frame information at the bottom, there's our coloring rule: DNS No
Records. There's a string that it's using, and if we dig into the DNS information, you look

at the flags and it will say Reply code: No such name (3).That's the value of 3 that we
just filtered on:

“Losal Auea Connection
Eile Edit Yiew Go Cepture Anahyze Suatistics Telephony Wirebess Tooks Help
dnze upEB Re==TEBaaan
(% Time Source [Destinaon Protocol  Length Info
360 B.703288 Elitegro_Bf:9bica  Broadcast ARP 60 Who has 192.168.6.917 Tell 192.168.6.172
361 B.708713 Elitegro_da:@d:al Broadcast ARP 60 Who has 192.168.6.1727 Tell 192.168.6.91
262 8.713750 192.168.7.108 239.255.255.250 ssop 216 M-SEARCH * HTTP/1.1
363 8.715652 Elitegro_of:97:cc Broadcast ARP 6@ Who hac 192.168.7.149% Tell 1932.168.6.16
364 8.727445 152.168.6.130 239.255.255.250 S50P 216 M-SEARCH * HTTR/1.1
365 §.740838 152.168.6.76 52.229.174.94 TLSvl.2 2011 Application Data
< 366 8.7s8788 B.B.0.8 192.168.6. 76 ons 158 Standard query response BxBRE2 No such name 4 12345Gwertwedvgh.com.packtpub.net S04 rush.easydns.com
367 B.750908 192.168.6.76 8.8.8.8 ONS 93 standard query SxER3 AMAA 12345Gwertwedvgh.com.packtpub.net
368 B.797841 Elitegro sf:bB:ba  Broadcast ARF 68 Who has 192.168.6.167 Tell 192.168.6.19

4 Frome 366: 158 bytes on wire (1200 bits), 150 bytes captured (1209 bits) on interface @
» Interface id: @ (\Device\NPF_{ASB1E1DA-8278+446C-B134-FASAAABACDS1})
Encapsulation type: Ethernet (1)
Arrival Tiee: Apr 23, 2018 17:13:44.912180000 India Standard Time
[Time shift for this packet: 9.000000800 seconds]
Epoch Time: 1524483824.912188000 seconds
[Time deleta from previous eaptured frame: O.0O7950000 seconds]
[Time delts from previous displayed frame: 0.007950000 seconds]
[Time since reference or first frame: 8.74878B00O seconds)
Frame Nusber: 356
Frame Length: 158 bytes (1208 bits)
Capture Length: 158 bytes (128@ bitc)
[Frame is marked: False])
[Frame is ignored: False)
[Protacals in frame: sth:sthertype:ip:udp:dns]
[Celoring Rule Name: DNS No Records]
[Coloring Rule String: dns.flegs.rcode == 3]
* Ethernet II, Src: PaloAlto bf:66:18 (88:30:6b:bf:66:18), Dst: Elitegro_40:88:12 (f4:4d:30:40:88:12)
» Internet Protocol Version 4, Src: 8.8.8.8, Dst: 192.168.6.78
' User Datagram Protocel, Src Port: 53, Dst Port: 62765
# Domain Name System (response)
[Request En: 357]
[Time: B.REFSIE00 seconds]
Transaction 1D: @x0002
4 Flags: @xB1B3 Standard query response, Mo such name
1 . = Response: Message is a response
. = Opcode: Standard query (8)
. = futhoritative: Server iz not an authority for demain
« = Truncated: Message is not truncated
. = Recursisn desired: Do query recursively
. = Recursion available: Server can do recursive queries
. = Z: reserved (9)
. = Answer suthenticated: Answer/authority pertion was not suthenticated by the server
. = Non-authenticated data: P
= Reply code: No such name (3)

008 @,

Questions: 1
Answer RRs: 8
Autharity Rits: 1
additional RRs: @

You can see how applying coloring rules can be very helpful to someone who's doing
network analysis and protocol analysis because it makes it very easy to pick out from a
large packet capture wherever there's a problem.
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Summary

In this chapter, we've learned how to apply preferences in Wireshark and customize it to
your needs. We've also learned how to create profiles for different analysis requirements,
and switch between them. For example, the coloring rules that we just saw could be put
into a profile specifically for DNS or HTTP. And we've learned how to create these coloring
rules, how to import and export them, and how to apply them to real-world examples.

In chapter 5, Statistics, we'll dive into statistics within Wireshark, which is a great feature
that very few people seem to use.
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In this chapter, we will cover the following topics:

e TCP/IP overview

e Time values and summaries
e Trace file statistics

e Expert system usage

TCPI/IP overview

In this section, we'll take a look at the basics of TCP/IP, how packets are built, and the
resolution processes that are in place, such as DNS and ARP.

In networking, we have two models that we commonly use: OSI and TCP/IP. As shown in
the following diagram, on the left side we have the OSI model and on the right side we
have TCP/IP model, and I've tried to match them up so that you can see how the different
layers of each model line up with each other:
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When we use Wireshark, we're commonly concerned with layers 2 through 7 of the OSI
model. And most commonly when you use Wireshark, it's probably because

something that's often application-related is going on or the system is running an
application. Most commonly, you'll find yourself using Wireshark to diagnose problems
that are in the upper layers, especially layer 7. But you can certainly use it to troubleshoot
connectivity issues between devices on layer 3 or layer 2. While there are a number of
TCP/IP services and protocols that we use to help us communicate over a network, note
that we reference the layer where that protocol resides based on the OSI model, not the
actual TCP/IP model's layer.

What I'd like to do is run through the building of a packet, which will give you an idea as to
how the values are entered into a packet for the different fields. And since we're looking at
these fields in Wireshark, it's certainly a good thing to know. So what I've done is, in a
browser, I've opened up a connection to http://www.pbs.org/. What we'll do is follow
through that connection and show how it found the resource and then send the first data
packets to it.

The first thing that your system needs to figure out is what port number to use. When you
open up your web browser and go to http://www.pbs.org/, depending on how you enter
the address into the address bar of the browser, the application of the browser will know
whether or not you want to use port 80; it would know by default for HTTP, or port 443
for SSL, or maybe some other custom port. So right away, your computer knows what port
number it needs to start communicating on. Since I went to http://www.pbs.org/ without
any sort of SSL connection, it by default knew that it will have to use port 80. The next
thing it has to do is figure out where that service is. So I went to http://www.pbs.org/, but
my system didn't know where http://www.pbs.org/ resides.

DNS deals with the resolution of a name to an address. So my system had a look at the
DNS cache on my local system, which is a rolling cache of addresses that it has already
resolved, and it looked for http://www.pbs.org/. It saw that http://www.pbs.org/ didn't
exist in the cache, so it said that it needs to go send that out to my DNS server to hopefully
get a response as to where this resource is located. My DNS server happens to be on my
gateway, which is 0. 6; this is common for standard home networks. It may not be there; it
could have been a remote resource as well, such as a Google DNS server or open DNS, or
some other. If this is a remote DNS server that I'm trying to connect to, then my system will
take a look at my route table and figure out where it needs to go in order to access that DNS
server. So, if it's remote, outside of my network, it's going to take a look at my route table
and realize that it has to go out through my gateway in order to go talk to the DNS server.
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And when it does, it'll check my ARP cache to see if there's a layer 2 address for my
gateway so that it can send a frame to the gateway. If my system didn't have an ARP cache
entry for my gateway, then my system would have sent an ARP packet out, looking for the
physical address for 192.168.0. 6. My system happened to have it in its ARP cache since I
commonly accessed that IP address, and so we don't see an ARP packet here. What we can
see here is that the first packet is a DNS packet, so my system saw that 0. 6 was my DNS
server, and it knew that it was a local resource. It checked my route table and realized that
it's on my physical interface there and we're already connected to the 0 network, and also
that I already have an ARP cache entry for 0. 6. So it didn't need any of that information,
and it automatically built the DNS packet. We can see in here in IPv4 that my destination is
0.6:

M *Local Area Connection o B8 =
File Edit Yiew Go Caplure Analyze Statistics Telephony Wireless Tools Help
(dmce iBREB Res=FoaZEaaaH

,l. poly a display fiter ... «C

No. Time: Destination Protocol  Length Info -
14623 375.700041 192.168.90.11 239.255.255.250 55DP 401 NOTIFY * HTTP/1.1
14624 375.727918 Elitegro_49:fe:c7 Broadcast ARP 6@ Who has 192.168.7.185? Tell 192.168.5.225
14625 375.731192 192.168.7.215 239.255.255.758 S5NP 216 M-SEARCH * HTTP/1.1
14626 375.732341 Elitegro_4f:2a:74 Broadcast ARP 6@ Who has 192.168.5.2257 Tell 192.168.7.185
14627 I75.744790 192.168.7.11 239.255.255.250 55DP 216 M-5EARCH *= HTTP/1.1

His 14628 375.744981 192.168.6.76 192.165.9.6 DNS 71 standard query @x&47a A www.pbs.org L
14629 375.763819 192.168.6.52 239.255.255.2758 S50P 216 M-SEARCH * HTTP/1.1 g

*+ Frame 14628: 71 bytes on wire (568 bits), 71 bytes captured (568 bits) on interface @
Ethernet II, Src: Clitegro 4a:00:12 (f4:4d:30:40:908:12), Dst: HewlettP 27:d8:8a (dB:94:83:27:dB:Ba)
# Internet Protocol Version 4, Src: 192.168.6.76, Dst: 192.165.8.6
8188 _._.. = Version: 4
. @181 - Header Length: 20 bytes (5)
Differentiated Services Field: 0x8@ (DSCP: €S8, ECN: Mot-ECT)
Total Length: 57
Tdentification: BxScde (23630)
Flags: exee
Fragment offset: @
Time to live: 128
Protocal: UDP (17)
Header checksum: @x@80@ [validation dicabled]
[Header checksum status: Unverified]
Source: 192.165.6.76
[ Testination: 197.168.8.8 ]
[Source GeoIP: Unknown]
[Destination GeoIP: Unknown]
* User Datagram Protocol, Src Port: 61822, Dst Port: 53
» Domain Name System (query)
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It built all that without having to produce any other packets to find this information. So my
system then sent out its DNS request asking for http://www.pbs.org/. Now, if we go down
and take a look at the UDP section, you can see that we're using port 53, which is for DNS:

M *Local Area Connection = | B[R
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help
dn @ JPERE Qe=FaEFaqan
l. |a"|"| y A display filter  <Cirl-/> '] Expression... . +
Mo. Time Source Destination Protocel  Length Info =
14523 375.7@8841 102.168.8.11 239_255.255.258 S5DP 481 NOTIFY * HTTP/1.1
14624 375.727918 Elitegro_49:1@:c7 Broadcast ARP 68 Who has 192.168.7.185? Tell 192.168.5.225
14625 375.731192 192.168.7.215 239.255.355.258 S5DP 216 M-SEARCH * HTTR/1.1
14626 375.732341 Elitegro_af:2a:74 Broadcast ARP 6@ Who has 192.168.5.225? Tell 192.168.7.185
14627 375.744793 192.168.7.11 239,255.255.250 SsDp 216 M-SEARCH * HTTP/1.1 g
BI> 18R28 375, Jaaunl 192.168.56. 78 192.168.8.5 ons 71 Standard query BxBa7a A wew_phs.org b
14629 375.763019 192.168.6.52 219.255.255.250 55DP 216 M-5CARCH * HTTP/1.1 -
Identification: @xScde (23630) -

U Flags: Hvbe
Fragment offset: @
Time to live: 128
Protocol: UDP (17)
Header checksum: @x200@ [validation dizabled]
[Header checksum status: Unverified]
Source: 192.168.6.76
Destination: 192.168.8.5
[Source GeoIP: Unknown]
[Destination GeoIP: Unknown ]
# User Datagram Prutocol, Src Port: 61822, Dst Port: 53
Source Port: 61822
Length: 37
Checksum: ex8/dY [unverified] -
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And if we expand DNS, we can look at the Queries and see that we're asking for http://

www.pbs.org/:
M *“Local Area Connection = @B X
File Edit Yiew Go Capture Analyze Statistics Telephony Wireless Tools Help
dm e LPMRAB Ress=TisEBaaan
N | Apply a display fiter .. <Chrl /> '] +
Mo, Time Source Degtnabon Protocol  Length Info -
14623 375.788541 192.1658.9.11 239.255.255.258 55DP 481 NOTIFY * HTTP/1.1
14624 375.727918 Elitegro 49:f0:c7? Droadcast ARP G0 Who has 192.168.7.105? Tell 192.168.5.225
14625 375.731192 192.168.7.215 239.255.255.258 SsDP 216 M-SEARCH * HTTP/1.1
14626 375.732341 Fllrpsrn_ﬂf:)a:?a Rroadcast ARP 6@ Wwhn has 192.168.5.225% Tell 192.168.7.185
14627 375.744733 192.168.7.11 239.255.255.250 550P 216 M-5EARCH * HTTP/1.1 j
-~ 14628 375.744981 192.168.6.76 192.168.0.6 DHS 71 Standard query @x847a A www.pbs.org
14629 375.763@19 192.168.6.52 239.255.255.25@ SSDP 216 M-SEARCH * HTTP/1.1 o

* Flags: 8x@10@
Questions: 1
Answer RRs: @

4 Domain Name System (query)

Response In: 14631
Transaction ID: @xs47a

Standard query

Authority RRs: @
Additional RR:z: @

& Queries

Type: A

4 wow.pbs.org: type A, class IN
Name: www.pbs.org
[Name Length: 11]
[Label Count: 3]

(Host Address) (1)

Class: TH (PxR@al)

m
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We then have to wait for the DNS response. Then, we see the next packet for DNS. We
receive a standard query response for http://www.pbs.org/. If we look at DNS in the
packet details pane, we can take a look at the Answers in this packet. And you'll see
that http://www.pbs.org/ has a CNAME entry for address r53-vip.pbs.org, and then

there's an A record entry at IP 54.225.198.196:

Ml "Locel Ares Connection
Ede Edit Yiew Go Coepture Analyze Statistics Telephony Wireless Tooks Help

dm 2@ L BRBRs+>EFisEaaan
A [rpply a display fiter > - | Expression...  +
He. Time: Source Destnaten Protocol  Length Info =
14623 375700041  152.168.0.11 239.255.255.250 S5DP 481 NOTIFY = HTTP/1.1
14624 375727918 Elitegro_39:f0:¢7  Broadcast ARP €8 Whe has 192.168.7.1057 Tell 192.168.5.225
14625 375.731192  192.168.7.215 239,255.255.250 S50P 216 M-SEARCH * MTTP/1.1
14626 375.732351 Elitegro_sf:2a:7s Broadcast ARP 6@ Who has 192.16%.5.2257 Tell 192.168.7.105
14627 375.744793  192.186.7.11 239.255.255.25¢ 508 216 M-SEARCH * WTTR/1.1
<+ 14628 375.744901  192.166.6.76 192.166.9.6 ons 71 Standard query @xB47a A www.pbs.org
14520 375763019 192.168.6.52 239.255.255.350 5500 216 M-SEARCH * WTTR/1.1
== 14631 375.814866  192.165.8.6 192.165.6.76 oS 189 Standard query response 8x847a A www.pbs.org CNAME r53-vip.pbs.org A 54.225.
14632 375.824935  Elitegro_af:bd:a8  Broadcast ARP 60 Who has 192.168.7.145? Tell 192.168.6.25 —
14633 375.842230  192.168.6.19 239.285.288.250 40P 216 M-SEARCH * WTTR/1.1 hd

Frame 14631: 189 bytes on wire (872 bits), 109 bytes captured (872 bits) on interface 8
Ethernet II, Src: HewlettP _27:d8:Ba (dB:94:83:27:dB:Ba), Dst: Elitegro_4a:08:12 (fd:4d:30:4a:08:12)
Internet Protocol Version 4, 5rc: 192.168.0.6, Dst: 192.168.6.76
* User Datagram Protocel, Sre Pert: 53, Dst Pert: 61822
# Desain Name System (respense)
[Request In: 18628]
[Time: ©.969165000 seconds]
Transaction ID: @x847a
Flags: @x818@ Standard query response, No error
Questions: 1
Answer RRs: 2
Authority RRs: 8
Additicnal RRs: @
Queries
4 weni.pbs.org: type A, class IN
Mame: www.pbs.org
[name Length: 11]
[Label Count: 3]
Type: A (Most Address) (1)
Clazs: IN ge:mn
4 Answers
+ www.pbs.org: type CNAME, class IN, cname rS3-vip.pbs.org
> r83-vip.pbs.org: type 4, class IN, addr 54.225.198.196

.
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The 2 record entry is what we care about. So now my system has an IP address for http://
www . pbs.org/ so that I can build a TCP handshake to http://www.pbs.org/ and to the web
server so that it can then begin flowing HTTP data back and forth. So if we look at the next
packet in line, we have our SYNs:

M “Local Area Connection = B B
Eie Fdt Miew Go Copture Anahme Satities Telepheny Wireless Tooks Help

Am @ JERB Re=sETLiZEaaan

[ W] Ay & dsclay Ster . <Ctt- | Boresson.. | +
No. Time Sourer Destiation Pratocol  Length Tnf

14644 376.085981 192.168.5.172 239.255.255.250 S50P 216 M-SEARCH * HTTP/1.1

14645 376.092008  fed::6075:d67d:6be. ffez::1:ffl5:cbcz  IOMPVE 86 Meighbor Solicization for fe®o::ceda:ebff:fels:chcz from fa:ad:30:05:35:d6

14646 376.095095 192.168.6.76 192.168.0.6 oS 73 Standard query @xbl63 A image.pbs.org

18847 376.112628  192.168.5.130 239255255, 750 S50R 216 M-SEARCH * MTTP/1.1

14648 376.118020 192.168.5.191 192.168.7.255 KBNS 92 Nawe query HB PACKTPUB<1b>

14549 376.145983 192.168.6.222 239.255.255. 250 S50R 216 M-SEARCH * HTTR/1.1

14650 376.164071  192.160.9.6 192,168.6.7¢ s 141 Standard gquery résponse Bxbl63 A image.pbs.org SHane cds. vig b, hcdn.net A 205.185.216.10 A 20

18652 376.168597 ;uperwhc B8:92:0f uruaﬁcut ARP [ hhn has 192.166.9. 13 iell 192.168.9.11
14653 376. l???il 192.168.5.225 239.255. 255 258 S5DP 216 P SEM(» lﬂ'lP."l 1

So, the highlighted packet in the preceding screenshot is the first packet in our three-way
handshake for TCP. If you're familiar with TCP at all, it goes SYN, SYN, ACK, and ACK;
that's your three-way handshake to open up a connection. So my first packet has a
destination address of 205.185.216.10. If we look at that response that came back in
DNS, the address that was provided for the A record is 205.185.216.10. So now my
system knows what IP address to craft its TCP packet for. We now have a source of my
local system and a destination to the server for http://www.pbs.org/ that it received, and
then it sends out its handshake request. It then gets a SYN, ACK in response saying yes, I
see your connection requests; let's create a connection. Then my system responds, saying
yeah, that sounds great; I acknowledge. And then, finally, we begin our first HTTP packet.
My system sends an HTTP packet out to that same server and says GET / HTTP, so it's
saying please send me your beginning index.html and any other data for the HTTP
resource. And again, it knew that it needed to use port 2869 HTTP unencrypted because
when we entered that into the browser, the browser application let the stack know that it
was using port 2869. And so that's the basics on how a TCP packet is built, and your
system requests a resource from some sort of server or other device out there.

Time values and summaries

In this section, we'll take a look at how to change the time settings for packets and
troubleshooting with the time column.
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We have the PBS packet capture again, where I opened the browser and went to http://
www .pbs.org/. If you notice in the packet capture, the second column says Time:

M Wpcapng = & =
Bl Edit Yiew Go Copture Analyze Statictics  Telephony Wireless Tock Help
Adm @ LERB A+==TiEEaqaD
l. ApOlY & S SReT . Il.m ?.
S T S— T i
.l fedd: :6075:d67d:6bA. FFA2::1:FF1S:chel I0%vE B6 Meighbor 5ol for f be2 from fa:dd:30:05:35:46

14645 376.095005 192.168.6.76 192.168.0.6 oNs 73 Standard query Bxbl63 A image.pbs.org

14847 376102624 192.168.6.130 239,255,255, 250 S50 216 MSENACH * HTTR/LLL

14648 376.110020 192.168.5.191 192.168.7. 255 NONS 92 Hame query NB PACKTPUB<1b>

14529 376.149983 192.168.6.222 239.255.255.250 5508 216 M-SEARCH * HTTP/1.1

14650 376164070 192.168.0.6 152.168.6.76 o5 141 Standard query response Gwbled A Leage.pbs.org CWVME cds.vigtwbod.hwodn.net A 205.185.216.10 A 205.105.216.42

14552 376.168597 SuperMic_B2:92:0f Broadoast 68 Who has 192.163.8.17 Tell 192.168.9.11

14653 376.177781 192.168.5.225 239.255.255.2%0 5508 216 M-SEARCH * WTTR/1.1

The Time column is a number with a decimal and it just keeps counting up as you scroll
down through the packet capture. By default, in Wireshark, this is the time since the
capture started. Having the time since it was captured can be useful so you know when
certain packets arrive in relation to the entire data flow that you captured, but it's not all
that useful for trying to diagnose a problem where there might be a delay in a certain
service returning traffic that you're trying to capture back to your system.

In order to figure out the delay between captured packets, you'd have to look at the Time
column and figure it out based on milliseconds, microseconds, and nanoseconds, and that's
not that great for humans because we're not all that great at math to that level. So what we
can do instead is go to View | Time Display Format, and we have a large selection of time
display formats we can choose from. And the most useful one that I would recommend is
using Seconds Since Previous Displayed Packet:

Ml 10.peapng [
| g Goic [Wiew| Go Gapture pnalze guatistics Telephoey \reless Took Help
| W %]V MsinToolbar laaan
1] A ¥ Eilter Toolbar -] Expresson +
o, | Wineess Teolbar [ Protocol  Length Info I =
14645 | v Seatus Bar IS:che2  IOWuE 6 Neighboe Solicitation for FeBO::c6)4:Gbef be2 from f4:4d:30:05:95:45
1885 3 s 73 Standard query Bxb153 A isage.pbs.org
14g47 | Eull Sereen L ho2se 5509 216 M-SEARCH * WTTP/L.1
kel 1855 NENS 92 Name query NB PACKTPUB<1b>
14629 | Leoils }o2se sso@ 216 M-SEARCH * WTTR/1.1 =
14650 | ¥ Packet Details "% o 141 Standard query rezponse Gxbi) A leage.pb.org CHAME cde.viqEwiics.hwedn.net A 20%.185.316.10 A 20S.185.216.42
v Packet Bytes .48 TCP 65 62458 - 443 [SVN] Seqed Win=8192 Lensh MSS-1460 WSe2S6 SACK PERMe
14852 | 3 0 bho hay 192.169.9.17 Tell 192.168.9.11
14655 Time Display Format L Date and Time of Day (1570-01-01 010203123456) CrlwAltel
rrrery Hame Reschuticn B Year, Day of Year, and Time of Day (1570/001 01:0200.121456) P
14656 Zoom » Tarrse of Dy (0142031 23456) Chale Alts 2
18657 | Seconds Simce 19700100 Chrls A3
:::; Eapand Subtress SMeRight | o | coronds Since Beginning of Capture CtrbeAlted
st B el Cuts Mgt Saconds Simce Previcus Captured Packet Cttodtes | oo
14561 Collapse s L Seconss tince Preacus Displayed Packer CrloAltes
18662 = Coporine Packe List UTE Date and Time of Day (1570-01-01 01-0203.12345) CirleAlteT —
14664 | Geloring Rubes.. UTC Yeas, Day of Yeas, and Tirne of ay (1570001 01:02:03.123456) ed
Clodts Comramiton £ ML EC Tens of Dmy BLOCS: 125008 Bl =
13866 |
14667 | Feset Layout CrieShifte W | & Automatic (from captuse file) L i
Frase 3 18 Retice Columng Cut-Shitt-: Seconds
Ethernd b i Tenths of a second
Interns i Hundredtht of 2 second E
= ""':'f Shew Packet in New Windew Milligecondy ¥
Dewy  PeloadasFileFomaCapture  CirleShifteF Wicroseconds
[t B Eeload Gl Haneseconds
[TCP Segeent Len: 355]
Sequence nusber: 1 (relative sequence nusber) Digplay Seconds With Hours and Minutes
[Mext sequence nusber: 356 {relative sequence nusber)]
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This way, if you apply a filter on your traffic, such as following a TCP stream, it will show
you the delta difference between each packet based on the applied filter. If you use Seconds
Since Previous Captured Packet, then if you have packets that are filtered out from the
view that you're looking at, it'll not coincide exactly with what you're looking at; it makes it
a little bit harder to understand. So what I would recommend is choosing Seconds Since
Previous Displayed Packet.

Now if we look, the Time column has changed and we have 0 seconds between each
packet, and then there's some sort of fraction of a second for each packet for the delay
between each captured packet:

Al 10xaprg o B8 =
Eile Edr View Go Cepture Analyze Jeatictics Telephony Wareless Jook Help
Admce sERBE R e+ESTiDEaaaN
|
Destnaton Frotocel  Length Info

L4645 0. 006857 Teld: 6075:067d: 60 FFO2::1:FF15:cbed  TOWPVE 86 Nelghbor Sclicitation for fed::ced4:6bff from fa:ad;

14646 9.002167 192.168.6.78 192.168.9.8 s 73 Standard query @xbisd A isage.pbs.org

14647 9.817619 192.165.6.138 239,255.255.250 5500 216 M-SEARCH * WTTR/1.1

14648 0.005396 192.168.5.190 192,168.7.255 NS 92 Name gquery N PACKTPUB<Ib>

14629 9.831963 192.168.6.222 239,255.255.250 5500 216 M-SEARCH * HTTP/1.1 —

14650 ©.014008 192.168.0.6 152.268.6.76 oS 141 Standard query response @xbl6) A image.pbs.org ONAME cds.v3gfwlcd.hwodn.met A 205.185.216.10 A 205.105.216.42

14652 9.802123 Superfic 88:92:9f  Broadcast AP 68 Who has 192.168.8.17 Tell 192.168.9.11

14653 ©.009184 192.168.5.22% 239,255,255 . 1% 5508 216 M-SEARCH * WTTP/1.1

14655 0.000004 192.168.6.7¢ 205,185,216, 18 TP 54 £2458 « 423 [A0K] Seqel Acksl Mine£5535 Lensd

14656 0.000420 192.165.6.76 205.185.216.190 Tidvl.2  §71 Client Hells

14657 9.238311 192.165.6.34 239,255.255.7%0 5509 179 M-SEARCH * HTTR/1.1

14658 ©.020433 Elitegro Of:S8:1d Broadcast ARP 60 Who has 192.168.6.1477 Tell 192.168.6.223

14550 §.001808 Flitegro_40:d5:df Broadcast ARP 68 Who har 192.168.6.2337 Tell 102.188.6.147

14650 ©.021815 205.18%.216.10 192.168.6.76 L B0 443 = 52454 [ACK] Seqel Ack=S18 Win=15872 Lem=d

14661 9.919467 151.100.2.110 192.168.6.76 TiSwl.2 112 Application Data

14662 0.000008 151.181.2.118 192,168.6.76 TLSv1.2 85 Encrypted Alert —

14664 9.000109 101.168.6.76 151.181.2.118 54 62255 = 443 [ACK] Seqel Ackefl WinedSE Lensd

14664 0.004264 192.168.6.4) 295,255,255, 155 B4z oHCP Inform - Tramsaction I0 @x2i7sclos
14657 ©.0813890 151.181.2.118 192,168.6.76 TP E8 443 = 62255 [ACK] Seqedl Acked WineSl Lensd -

What we'll do is we'll scroll up to the top and you can sort the Time column. And if you
sort it by highest to lowest, you can see what packets are the most delayed. Now, if you
select that packet and then re-sort by the No. column, you'll be taken directly to that packet,
wherever it is within the numbered packets that you've captured. You can look on either
side of the packet to figure out what might be going on.
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You can also add additional columns. So, what we can do is go to packet details and
expand the frame information. And you'll see there are a number of time fields. What we
can do is also add a column for one of these time fields. So, what we'll do first is we'll
switch our display back to since the beginning of the capture by going to View | Time
Display Format format | Seconds Since Begining of Capture, and we'll add a column for
the delta between each displayed frame. We'll do that by selecting Time delta from
previous captured frame from the frame information. We'll right-click and select Apply as
Column:

M 10.pcapng SRS
File Edit View Go (Capture Analyze Statictice Telephony Wireless Tool: Help
Am 2@ LDRB Re==TaEBE QAN

A | Apply o display filter ... <Ctrl /> ~| Expression... +
no. © Tme source Destination Protocol  Length Info -
1024 24.272606 192.168.6.109 239.255.255.250 550P 216 M-SEARCH * HTTP/1.1
1825 24.2834A5 192.168.5.176 239.255.2755.254 Ss0p 216 M-SEARCH * HITR/1.1 W
1026 24.439731 192.168.7.17 239,255.255.250 SSDP 216 M-SEARCH * HTTP/1.1 — |
10827 24.445989 157.248.16.35 192.168.6.76 TLsv1.2 93 annlirarinn Nara —
1028 24.445990 1 16.35 : L TCP Cxpand Subtrees Shift=Right
10829 24446705 192.168.6. 76 Expand Al CtieRight  (=0=2
1831 74.458279 157.748.16. 35 192.168.6. 7B e Collapse AN ConLek en=n —
1@32 24.523904 Elitegro_a%:cc:6a Broadcast ARP
1833 24 578984 Elitegro_449:fh: 38 Broadcast ARP Abelas Colornn
1@34 24.542795 Elitegro_49:db:5F Broadcast ARP Apply as Filter » =
1835 24.553966 192.168.6.754 239.255.255.250 ssnp : —
1036 24.554486 192.168.7.67 239,255.255.250 SSDP Frepare & Fittar 5
19837 24.613998 192.168.7.92 739.255.255.25@ SS0P Conversation Filter » —
1038 24.618278 192.168.6.108 239,255.255.250 SSDP Colarize with Filter 3
1039 24.634621 192.168.5.246 239.255.255.250 S5DP Follow ¥
1040 24.632810 192.168.6.65 192.168.7.255 NBNS
1041 24.699533 192.168.7.110 239.255.255.250 S5DP Copy »
1042 24.709435 Elitegro_af:02:8a Broadcast ARP
1843 24.709637 Elitegro_af:e2:8a  Broadcast ARP pow BacketiS e
1844 24.711886 Elitegro_af:81:9¢  Broadcast ARP Export Packet Bytec... Cul+H
1845 24.712115 Elitegro_aa:15:4T Broadcast ARP
1046 24.715490 Elitegro_af:02:3a  Broadcast AR Wiki Protocal Page -
4 Frame 1824: 716 hytes on wire (1728 hits), 716 hyres captured (1728 LT oy -
b Interface id: © (\Device\NPF {ABD1C1DA-8270-446C-D13A-TASAAADACD Protocel Preferences L §
Encapsulation type: Ethernet (1)
Arrival Time: Apr 24, 2010 16:20:56.592702000 India Standard Tim( Decode As... =
[Time shift for this packet: @.@@EEEE888 ceconds] Go to Linked Packet
Epoch Time: 1524567856.592733000 scconds Show Linked Packet in Mew Window L
|

[lime delta from previous captured frame: HB.BSAIEBRNE secands]
[Time delta from previcus displayed frame: ©8.800350008 scconds]
[Time since reference or first frame: 24.277686000 secands]

Then, we drag the Time delta from previous displayed frame column over to the other
time so that it makes it a little bit easier.
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So, you have time since the capture began, and then time delta between each displayed

frame. You can also go to View | Time Display Format and change the fraction of seconds
based on what you want to see. So, maybe you don't need to see the nanoseconds, and you
only care about the milliseconds. You can change that manually by selecting

the Milliseconds option:

Ml 10peapng

T e ]

d | 0|V MainToslbar

W ooty 2dl ¥ Eilter Toolbar
no. 1

Wireless Toolbar
1082 | ¥ Status Bar
1@03 |
1004 | [Eull Screen F11
1@05 |

1006 | ¥ | Packetfist
1007 | ¥ Packet Details
1008 | v Packet Bytes
1g@a |

1010 . Time Display Format [
1911 Name Resalution .
1z |
1e13 | Zeom 1
1014 |
1015 | Expand Subtrees Shift+ Right
1:15 1 Bpendal Cirb+Right
1017 |
1018 | Collapze All CrleLeft
9| Colorize Packet it
1021 | Loloring Rules...

1022 | Calorize Conversation r
1823 |
L W
‘ Reset Layout Corbe Shifts
e Frame {10 Resize Columng Crbe Shilts R
Inte
Ened Internals 3
‘E:;* Show Packet in New Window
iw: Reload as File Format/Capture s ShiftsF
[Tia B Relaad CrrieRt

[Time delta from previcus displayed Trame: @.000
[Time since reference or first frame: 24.2726868
Frame Number: 1024

Eile fdir (Wiew] Go Copture Analyze Stavistics Telephony Wireless Tools Help

Display Seconds With Hours and Minutes

jlaaad
=] Expression.. | +
pures Destnaton Pratocel  Length nfo -
PZ.168.6.33 255.255.255.255 OHCP 347 OHCP Inform - Transaction ID @x7514e9ed
f2.168.5.242 239.255.255.250 S50P 216 M-SEARCH * HTTR/1.1 =
f2.168.6.65 192.168.7.255 NENS 92 Hame query WE ISATARCOO
B2.168.4.99 239.255.255.250 SS0F 178 M-SEARCH * HTTPR/1.1
92.168.6.64 239.255.255.256 Ss0P 216 M-SEARCH * WTTP/1.1 —
litegro_af:82:56  Broadcast ARP 62 who has 192.168.7.727 Tell 192.168.6.167
§2.168.6.65 239.255.255.250 S50P 167 M-SEARCH * HTTR/1.1
_litegro 48:cf:bf  Broadcast ARP 68 Who has 192.168.6.1677 Tell 192.168.7.72
Date snd Tirme of Day {1570-01-01 01:02:03.123456) Cirl=Als]  HTTPAL.1
: .168.6.427 Tell 192.168.6.18
Year, Day of Year, and Time of Day (1970/001 01:02:03.123456) 168.6.187 Tell 192,168,542
Time of Day (01:02:03.123456) Crl=AR+2  |yTTR/1.1
Seconds Since 1970-01-01 Crl=AR+3  MTTRS1.1 —
" i HTTR/1.1
L .
onds Since Beginning of Capture Ctrle Akt d e ey
Seconds Since Previous Captured Packet CirleAle3 i g PACKTFUB<1e>
Seconds Since Previous Displayed Packet Cirl=AR+6 |, 168.9.17 Tell 192.168.9.11
UTC Date and Time of Day (1970-00-01 01:02:03.123456) Cirls aits7  HTTRA1.1
lstener Report Message v2
UTC Year, Day of Year, snd Time of Dy (1970/001 01:0203.123456) 168.7.1857 Tell 192.168.6.54
UTC Tirme of Day 01:02:03.123456) Curl+Al+8  mTTR/1.1
HTTP/1.1 -
& Automatic (from capture file) 3
Seconds T
Tenths of a second
Hundredths of 2 second
Milliseconds '
Microseconds
Maneseconds

You will now be able to see how it pruned our Time column.
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You can also add columns by going to Edit | Preferences... and then to the Appearance |
Columns area, and you can manually add whatever column you want by clicking on the

plus sign:

‘ Wireshark - Preferences

4 Appearance
Layout
Culurmns
Font and Celors
Capture
Filter Buttons
Mame Resolution
> Protocols
I Statistics
Advanced

Displayed Title Type Fields
= Mo, Mumber
= Time Time (format as specified)
Il Time delta from previcus captured frame Custom frame.time_delta
= Source Source address
& Destination Destination address
= Protocol Protocol
Il Length Packet length (bytes)
= Info Information
= Mew Column Mumber

“ 1 3
(=) &
Lo J[ conl J[ oo |

Lastly, if you go to Statistics | Capture File Properties, you'll see a list of information based
on the packet capture. And if you scroll down, you'll notice that there's a whole bunch of
statistics on the capture itself, including the number of packets, the time span, how big this
packet capture is in number of seconds, average packets per second, average byte size, total
number of bytes that have been captured, average bytes per second, and average bits per

second:
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‘ Wireshark - Capture File Properties - 10 = | & PY
Details
File
Name: C:\Users\sayalit\Desktop\9041\10. pcapng
Length: 3572 kB
Format: Wiresharky... - pcapng
Encapsulation: Ethernet
Time
First packet: 2013-04-24 16:20:32
Last packet: 2018-04-24 16:27:45
Elapsed: 00:07:12
Capture
Hardware: Intel(R) Core(TM) i5-4460 CPU @ 3.20GHz (with S5E4.2)
05: 64-bit Windows 7 Service Pack 1, build 7601
Application: Dumpcap (Wireshark) 2.4.6 (v2.4.6-0-ge2f395aa132)
Interfaces
Interface Dropped packets Capture filter Link type Packet size limit
\Device 0 (0 %) none Ethernet 65535 bytes
\NPF_{ASB 1E 1DA-0270-446C-
B13A-FA4AAAB4CD41}
Statistics
Measurement Captured Displayed Marked
Packets 17034 17034 (100.0%) —
Time span, s 432.977 432.977 —
Average pps 39.3 39.3 o
Average packet size, B 177.5 177.5 —
Bytes 3019801 3019801 (100.0%) 1]
Average bytes/s 6974 6974 —
Average bits/s 55k 55k —

This summary can be useful when comparing a capture done during a benchmark, when
everything is running normally, and compared to a packet capture performed when there
are performance issues. You can see if there are any of these values in the summary
statistics that have changed drastically.

[127]



Statistics

Chapter 5

Trace file statistics

In this section, we'll take a look at how to display useful statistics in Wireshark and some
issues you could troubleshoot utilizing that statistical information.

Resolved addresses

In order to access the statistics in Wireshark, click on Statistics and go to Resolved

Addresses:

M Wpeapmg

AR @ ol - |
WM Troply a deoiay fiter ... <Ctri> |
"o, Time  Tine dalta from previous cap|

1002 23.903
18@3 23.925
1884 23.532
18@5 23.958
1006 23.986
1897 24.087
1008 24.018
18@9 24.011
1018 24.811
1811 24.012
1012 24.017
1813 24.027
1814 24.0958
1815 24.087
1816 24.0893
1817 24.156
1018 74.168
1819 24.243
1020 24.355
1821 24.271
1027 24.371
1823 24.272
1824 24.372
1825 24.283
1026 24.439
1827 24.445

1829 24.446 |

| Ele Edit Yiew Go Copture Analyze (Senbistics| Telephony Wreless Iools Help

Capture File Properties  Clals Alt=Shifts C

Reschved Addresses
Pretacal Hierarchy
Conversatians.
Endpoints

Packet Lengths

V0 Graph

Service Response Tirme

DHCP (BOOTP) Statrtecs
OMNC-APC Programs
25West

ANCP

BAChet

Collectd

DNS

Sametime

TCP Saresm Graphs
UDP Multicast Streams
[Pl Statistics

iy Statistics

b

b

[P |

- | Bgression... | +

o
5.255.255
5.255.250
l8.7.2858
5.255.250
5.255.250
ast
5.255.250
st
5.255.250
st

ast
5.255.250
5.255.258
5.255.250
B.7.255
8.7.255
ast
5.255.250
16

st
[5.255.250
5.255.258
[5.255.258
5.255.250
5.255.250
8.6.76

8.16.35

Frotocol  Length Info

OHCP
5508
NENS

TLSv1.2

TCP

342 DHCP Inform - Transaction ID @x751deded
216 M-SEARCH ™ HTTR/1.1

42 Mame query NE TSATAPCAS

178 M-SEARCH ™ HTTR/1.1

216 M-SEARCH * HTTR/1.1

68 bho has 192.168.7.727 Tell 192.168.6.167
157 M-SEARCH * HTTR/1.1

68 bho has 192.168.6.1677 Tell 182.168.7.72
155 M-SEARCH * HTTP/1.1

68 kho has 192.168.6.427 Tell 192.168.6.18
68 khe has 192.168.6.182 Tell 192.168.6.42
216 M-SEARCH ™ HTTR/1.1

216 M-5EARCH * HTTP/1.1
178 M-SEARCH ™ HTTR/1.1

92 Mame query NB WPADCBEY
118 Registration NE PACKTPUB<ler

68 Who has 192.168.8.17 Tell 192.168.8.11
139 M-SEARCH ™ HTTR/1.1

90 Multicast Listensr Report Message v

68 bho has 192.168.7.1857 Tell 192.168.6.94
216 M-5EARCH * HTTP/1.1
216 M-SEARCH ™ HTTR/1.1
216 M-5EARCH * MTTR/1.1
216 M-SEARCH ™ HTTR/1.1
216 M-SEARCH = WTTR/1.1

93 Application Data

54 62243 = 443 [ACK] Seqe2 Ackedl Win=257 Len=@
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The Resolved Addresses window will give you a list at the top of all of the IP addresses
and DNS names that were resolved in your packet capture. This way, you can get an idea of
all the different resources that were accessed in your packet capture:

r | K- - C\Users\sayalit\Desktop\904 1\ 10.pcapng P =

# Resolved addresses found in C:\Wsers\sayalit\Desktop'9641\16.pcapng 2
# Comments

# No entriec.

# Hosts

# 37 entries.

285.185.216.42 cds.v3qew8c4.hwcdn.net

54.102.27.225 pbckids.org

34.243.33.253 typecloud-vl.eu-west-l.elasticbeanstalk.com
13.91.52.255 muwl-chasta-rrsipudé-prod.westus . cloudapp.azure. com
54.192.27.115 pbskids.org

54.192.27.221  pbskids.org

103.23.66.118 dev26845.service-now.com

54.192.27.27 pbskids.org

54.192.27.133 dlawox19ocwx3r.cloudfront.net

48.84.37.228 skype-pcs-prod-usea2-b.cloudapp.net
172.217.166.67 clientzervices.googleapic.com

192.165.9.5 mumbal.packtpub.net

216.58.2208.174 clients.l google. com

52.175.17.224  eal-authgw.cloudapp.net

54.192.27.46 pbskids.org

52.114.32.7 pipe.cloudapp.aria.akadns.net

54.192.27.188 pbskids.org

172.217.27.194 pagcad46.1l.doubleclick.net

54.192.27.139  dlawox19oxwx3r.cloudfront.net

54.192.27.73 pbekids.org

152.195.11.6 cs611.wpc.edgecastcdn.net

192_168.6.88 PPMUMCPLIA148 . 1ocal

162.125.33.7 d-sjc.v.dropbox. com

54.192.27.34 pbskids.org

205.185.216.10 cds.v3q6wlc4.hwedn.net

54.192.27.215  dlawox19oxwx3r.cloudfront.net

207.46.118.7@  webclientchellserver-prod-eaac.cloudapp.net
54.192.27.21 dlawox190xwx3r.cloudfront.net

52.215.44 .95 typecloud-vl.eu-west-1.elasticheanstalk. com
54.192.27.127 dlawox19uxwx3r.cloudfront.net

54.192.27.83 dlawox19mone3r . cloudfrant . net

52.211.98.246 typecloud-vl.eu-west-1.elasticbeanstalk.com
216.58.220.163 www.google.co.in

13.187.4.50 c-8001.c-msedge.net

54.192.27.154  dlawox19oxwx3r.cloudfront.net

54.192.27.35 dlawox19oxwx3r. cloudfront.net
54.225.198.196 r53-vip.pbs.org

# Services
#

# 6055 entries.

ok J[ Concd ][ show ~
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Protocol hierarchy

Next we'll look at protocol hierarchy. You need to click on Statistics and go to Protocol

Hierarchy:

]
file Edit View Go Capture Anabyze Telephony  Wireless  Teols  Help
AW ® LT RE 9 &S CopturefileProperies  CirleAReShifteC
W [ Fensy & cmiay Bler . <Clrl-f> ] Resolved Addresses ] Boression...  +
Wo. " Tme  Tmedes fromprevouscap)  Eretocol Hierarchy on Protocl  Length Info “
1002 23.993 Conversations 5.255.255 DHCP 342 DHCP Inform - Transaction ID @x7Sldeded
1693 23.525 Endpainis 5.255.250 ssop 216 H-SEARCH * WTTR/1.1 i
1084 23.932 Pacie Langths 8.7.255 HENS %2 Name query HB ISATAP<@O> =
1805 23.950 sy 5.255.250 SEDOP 178 M-SEARCH * MTTP/1.1
1006 23.986 V0 Graph 5.255.250 SSOP 216 M-SEARCH * HTTP/1.1 =
| 1007 24.007 Service Response Time b et a#p 60 Who has 192.168.7.727 Tell 192.168.6.167
1883 24.010 5.255.250 SEDP 167 H-SEARCH * WTTRS1.1
1809 24.811 DHCP (BOCTP) Statistics ast ARP 68 Who has 192.168.6.1677 Tell 192.168.7.72
1010 24,011 ONC-RPC Programs 5.255.250 550F 165 M-SEARCH * WTTR/1.1 |
1811 24.012 r P ARp &8 Who has 192,168.6.427 Tell 152.165.6.18
1812 24.817 Bitest ast ARP 68 Who has 192.168.6.187 Tell 192.168.6.42
1013 28,027 ANCP 5.255.250 S50F 216 M-SEARCH * WTTR/1.1
1014 24.058 BACnet b 5.255.250 ssnp 216 M-SEARCH * HTTP/1.1 =
1815 24.087 Codertd 5.255.250 SSOP 178 M-SEARCH * HTTP/1.1
1016 24.@33 B.7.255 NS 92 Name quéry NE WPADCOE:
1617 24,156 ONS 8.7.255 KBNS 118 Registration B PACKTPUBGles
1818 24.164 Flow Graph ast ARP 68 Who has 192.168.8.17 Tell 192.168.8.11
1019 24,243 HART-IP 5.255.250 s50F 139 M-SEARCH * WTTR/1.1
1828 24.255 s 16 TCHPVE %8 Multicast Listener Report Message v2
1821 24.271 ast ARP 68 Who has 192.168.7.1857 Tell 192.168.6.94
1022 24.271 HTTR b 5.255.250 S50F 216 M-SEARCH * HTTR/1.1
;1823 34.372 HTTP2 5.255.250 S5oP 216 M-SEARCH * HTTP/1.1
| 2028 2832 S 5.255.250  S50P 216 M-SEARCH * WTTP/1.1
1025 24.283 5.255.250 SEOP 216 M-SEARCH * MTTP/1.1
{1836 24.439 TCP Strearn Graphs " 5.255.250 s50P 216 M-SEARCH * HTTP/1.1
| 1027 24.445 UDP Multicast Sereams B.6.76 TLSv1.2 93 Application Data
| 1829 24.446 | P Statistics * 8.16.35 TCP 54 62243 - 443 [ACK] Seqe2 Ack=4l Win=257 Len=8 =
1< | i statistes 2l - ,

It will give you a breakdown based on the percentages of the packets of the most popular

protocols that it saw:
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Ml Wireshark - Protocol Hierarchy Statistics - 10 =8 =
Protacol Percent Packets Packets Percent Bytes Bytes  Bits/s End Packets EndBytes End Bits/s
4 Frame 1000 17034 1000 3019801 55k 0O ] a
4 Ethemet 1000 17034 19 238476 4406 0 ] []
@ Internet Pretocel Version & EL 512 o7 430 3B 0 o [}
# \ser Datagram Protoccl 20 M2 01 mE 50 0 0 0
Multicast Domain Name System 02 n 00 120 B 0 1280 B
Link-local Multicast Mame Reselution 18 303 03 na 43 303 4T 143
DHCPE 0o ) 0o o131 2 13
Intemet Contral Message Pratocal v 10 170 02 5020 %2 17 5020 92
@ Internet Protocel Versiond 615 10493 1] WesE) 377 0 o 0
# User Datagram Protocel 480 817m 22 65384 1208 0 0 0
Simple Service Discovery Protocol 373 6350 %3 1112420 20k 6350 11NN Dk
MetBlOS Name Service L) 667 11 M0 641 667 34700 641
4 NetBIOS Datagram Service 15 249 156 aB851 902 0 ] [}
4 SMB (Server Message Block Protocol) 15 49 08 M43 S8 0 ] 0
4 5SMB MailSlot Protocol 15 3 0z 625 us o o 0
Micreseft Windows Browser Protocol 15 19 0.2 TE 126 M9 029 12
Multicast Domain Name System 02 H 00 1403 5 M 1403 5
Link-local Multicast Name Resolution 18 305 03 TELL 144 305 7811 144
Domain Name System 03 58 01 468 B2 S8 4468 82
Data 0s 8 15 600 83 8 45210 853
Connectionless Lightweight Directory Access Protocel 00 1 00 &5 12 4 685 12
Beotstrap Protocel 25 425 42 127885 2362 425 127886 2362
# Transmission Contrel Protocel 135 2209 %5 BOMTO Mk 15M 34562 5996
Secure Seckets Layer 28 471 133 414639 Te6l 46l 392503 1252
4 NetBIOS Session Service 02 ] 0z 6%5 117 1 4 0
SME2 [Server Message Block Pratocol version 2) 01 13 02 478 % 13 4882 %0
SMB (Server Message Block Protocel) 01 5 on 1331 N 1] 1331 u
Malformed Packet 00 2 00 [] [} 2 0 [}
Eerberos 00 4 02 6018 m 4 6018 m
+ Hypertext Transfer Protacal 08 156 15 227788 4208 &0 22685 419
Portable Network Graphics 0o 5 07 35 IW S5 22 amn
Line-based text data o0 2 01 862 M2 1862 H
ettensible Markup Langusge 04 & 55 1E5M BW @ 1\419 333
Data 08 103 00 103 1 103 103 1
Internet Group Management Protocel 00 3 00 n 3 3 216 3
Intemet Control Message Protacol (NS 18 00 560 0 18 560 10
Address Resslution Protocol 354 6029 56 168812 3119 6029 1668812 319
Mo slaplpy ke

As you can see at the beginning, everything that came in was a Frame. Everything that
came in that Frame was an Ethernet frame. And then within that, we have a breakdown of
what's within Ethernet. So we have some Internet Protocol Version 6; we have a whole
bunch of Internet Protocol Version 4, and a little bit of Address Resolution Protocol:

M Wireshark . Protocol Hierarchy Statistics - 10 =|B| 8

Protocol — Percent Packets Packets Percent Bytes Bytes  Bits/s EndPackets EndBytes End Bits/s

4 Frame 1000 17034 1000 3019801 35k 0 0 0

4 Fthemet 1000 17044 ia 238476 406 O o o

[+ Internet Protocol Version b i0 512 o.r Mdagn 358 0O o o

» Internet Protocol Version 4 blh 104493 L] M9EE0 3RIT 0 o o

Address Resolution Protocal 354 6029 56 168812 3119 &0 168812 3119
o cispisy fiter.
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If we expand Internet Protocol Version 4, we see that the biggest amount of packets that
we received were SSDP packets:

Ml Wireshark . Protocel Hisrarchy Statistics - 10 o|E] ®
Protocol ) Percent Packets Packets Percent Bytec Bytes  Bits/s End Packets EndBytes End Bits/s *
Multicast Damain Mame System 02 32 o0 1280 3 32 1780 FLl
Link-local Multicact Name Resolution 18 303 03 7 43 3203 7 143
DHCPv6 0.0 i 0.0 742 13 7 742 13
Internet Control Message Protocol w6 10 170 0.2 5020 92 170 5020 92 F
4 Internet Protocol Version 4 616 10493 69 209860 3877 0 o o
4 User Datagram Protocel 180 £173 22 65384 1208 0 0 L]
Simple Service Discovery Protocol 13 6350 368 1112420 20k 6350 1112420 20k
NetBIOS Name Service 39 667 11 34700 o641 667 34700 641
4 NetBIOS Datagram Senace 15 249 1h 4E8R1 907 0 o (1]
4 5SMB (Server Meszage Block Protocol) 15 249 09 BM3 55 0 0 L]
4 5MB MailSlot Protocel 15 245 02 6225 115 0 0 0
Microseft Windows Browser Protocol 15 243 02 7028 129 249 7029 129
Mulhicast Demain Mame System 0.z 4 on 1404 ¥ £ 1403 25
Link-local Multicast Mame Resolution 18 205 03 7811 44 305 7811 1M
Domain Name System 03 58 01 4456 82 58 4468 &2
Data 03 &1 15 46210 853 &1 46210 853
Connechionless Lightweight Directary Access Protocal oo 4 an [+ 12 4 5] 12
Bootstrap Protocel 25 425 42 127885 2362 425 127886 2362 =
4 Transmission Control Protocol 135 2295 266 302470 14k 1534 324562 5996
Secure Sockets Layer 28 47 137 414639 TGl 461 392503 7252
4 MNetBI)S Session Service 0.2 £ 0z bhh mr 1 4 1]
SMB2 (Server Mescage Block Protocel version 2) 01 13 02 4878 00 13 4882 o0
SMB (Server Message Block Protocol) 01 25 0.0 1331 A4 25 1331 24
Malformed Packet 0.0 F i 0.0 0 0 2 0 0
Kerberos oo 4 02 bl1E 111 4 B01E 111
4 Hyperted Transfer Protocel 09 156 15 227788 4208 B0 22685 419
Portable Network Graphics 00 5 0.7 21325 3 5 22210 411
Line-based text data 0.0 2 01 1862 34 2 1862 34
eXtensible Markup Language 04 -] 55 1b5324 3054 B9 180419 3333
Data 06 103 0.0 102 1 103 103 1
Internet Group Management Protocol 00 3 0.0 216 3 3 216 3
Internet Control Message Pretocel 0l 18 0.0 560 10 18 560 10 |
Address Protocol 354 6019 5B 168E1Z 3119 60N 1b3E12 3119 bt
Moo clspiay fiker.
| e
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Now, this is useful because you can see all the different types of data that have arrived. For
example, if you're not expecting to see Connectionless Lightweight Directory Acess
Protocol or NetBIOS UDP frames that's useful to see, especially if it were a higher
percentage in the number of packets than it saw in the capture. Or let's say, maybe, you
shouldn't be seeing any SMB traffic but you do see a lot of SMB traffic; that could be some

sort of a breach.

Conversations

You need to click on Statistics and go to Conversations:

Al 10pcamg o =l
Ble Edt Yew Go Gapture fmahze | Stistes | Teepheny Weelss Tocks  Help
dm 8 RE ] &« CaptuefilePropeties  Cirl=Alt=ShiftsC
W Thcty s ductey e . o= Beschved Addresses <] exeremmen..
Tt Tee delta fromprevous capl  Evotocel Hiesechy 0n Froocel  Length Info F
Cermvariaticnt
8080 21.408 Edpts 450 03 66 62428 = 80 [SYH] Seqed WinaBi92 Lensd MSS=1488 WSe256 SACK_PERM=1
881 21,428 ast P 60 Who has 192.168.6.157 Tell 152,168.5.23
2 21,439 Fact gt .6.78 Tcp #6 88 = 63638 [3vN, ACK] Sequi Acked wineGSSH5 Lenwd MSSw14dd WERTBE SACK_PERI
800 21.420 VO Geaph 450 Tee $4 62420 - 00 [ACK] Seqel Ackel WineG6040 Lensd
884 21,430 Service Responze Time b oase e 296 WED Loed/up Fomare/ Hepk/ 2007/ 11 vdp X35 - 54~ en_Jb2e090771d584508
85 21,431 B.6.76 TLS¥1.2 1051 Application Data
806 21,402 DHCP (FO0TP) Statisties ast s %0 Whe has 192.168.6.237 Tell 192.160.6.15
887 21.436 ONCRPC rograms ot Azp 60 bho has 192.168.6.1657 Tell 152.168.6.234
B89 21,457 BWest T TCk $4 62428 = 80 [FIN, ACK) 5eqe243 Acke=1286 WEN=85824 Len=g
890 21.458 ANCP B.6.76 TP 60 B0 = 62438 [FIN, ACK] Seqei20B Ackel Wine6G048 Lened
BACret L
#2 21484 e ast o 68 whes has 193.168.6.3267 Tell 192.168.6.99
893 21.493 s.285.250 5508 216 H-SEARCH * WTTR/1.1
94 21,600 ons 525525  5s0R 216 M-SEARCH * HTTP/L.1
5 21,617 Flow Gragh 5.295.758 S50 216 M-SEARCH * WTTR/1.1
896 21,638 (i 17494 TeP 54 60775 ~ 443 [ACK] Se-1 Ack=590 Win-254 Len-g
897 21.637 5.285.250 S50 216 M-SEARCH * WTTPS1.1
298 21.882 HPFEED'S 5.7.255 BN 92 lame query NB TSATAPCBE
299 21.700 HTTR bt s %0 vhe has 192.168.7.481 Tell 192.168.6.190
500 21.714 HTTR2 s.265.250 5508 216 H-SEARCH * WTTR/1.1
01 21,718 e 5,255,250 5508 216 M-SEARCH * HTTP/1.1
83 31.782 st aRp 60 wha has 192.168.4.17 Tell 102.188.6.214
203 21.754 TCP Stream Graphs bt s 60 vho has 192.168.6.657 Tell 0.0.0.0
204 21,815 UDP Mullicast Streamns 5.255.255 ep 322 DHCP Inform - Transaction ID GxSabfeses
%05 21,841 ast prs 60 who has 192.168.7.897 Tell 192.168.5.14
%06 21,865 Pt Statistics » opo.ass s o
i ST v RS ume < '
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In Conversations, we have a list of all of the different Ethernet, IPv4, IPv6, TCP, and UDP
conversations that have occurred within this packet capture:

M Wircshark - Conversations - 10 = @ R
Fthernet <857 | Ipv4-857 | IPve-86 | Tcp-157 | upe-21s5 |
|Addrr;§5‘A Address B Packets Bytes Packets A —B BytesA —B PacketsB—A BytesB —A Rel Start Duration Bits/s A —B Bits/sB—-A |
fiEisidifing 7 16X 27 1620 0 011017372 416.7158 3 0l
liRisidiAIR 12 720 12 720 0 0 83612190 333.6992 17 0
liriHiHiRiEi 2571 15k 257 15k 0 0 0524537 431.4550 285 0
| 01:00:5e:7f:Af:fa 6 2206 6 2206 0 0375161064 0.5478 32k 0
|00:27:0e:22:3e:3f  FRFRARATAR 34 2607 34 2687 0 0 5351327 4164112 51 a
|00:27:0e:22:3e:3f  0L00:5eTRfffa 16 345 16 3456 0 0 23704156 363.0193 76 0
| 01:00:5e:00:00:b f4:4d:30:af-02:8a ¥ b3 U 0 8 bob 24855005 64174 ] 81/
| 01:00:5e:00:00:fb  b0:25:3a:0e:33:45 3 246 0 0 3 46 75229335 3.0021 0 655
|01:00:5e:00:00:fb  £4:1d:20:05:35:d6 6 402 [i] 0 6 402 84126526 3.0025 Q 1310
:01;00:5::(!3:0]:“: 50:e5:49:18:85:e5 1 119 i} 0 d, 119123.597428 0.0000 — =
EUl‘.UU:bE:[XJ:LIJ:Th t4:4d:30:48:0010 3 246 a 0 X 246147510143 30020 ] 635
|01:00:5e:00:00:fb  f4:4d:30:0R:5:26 6 492 0 0 6 492172516084 3.0160 0 1305
|01:00:5e:00:00:fb  fd:4d:20:0-0a: b6 1 AR 1] (] il A8 202765774  0.0000 = —
| 01:00:5:00:00:fb  4:4d:30:2f:b1:06 6 492 Q 0 6 492 230.652952  3.0020 0 1311
(ULO0:5e:00:00tc t4:4d304ead:bd z 144 1] 0 2 144 11480410 00984 0 11k
01:00:5e:00:00:Fc  f4:4d:30:af02:8a 30 2010 0 0 30 2010 12977829 190.4308 0 &
M:00:5e00:00:Fc  fd:dd:30:acasTe 4 2% 0 0 4 256 17.597613 04113 0 4978
| 01:00:5:00:00:fc  f4:4d:30:4F:20:29 2 123 1] 0 2 128 18.209424 0.0997 0 10k
|0L:00:5e:00:00:fc  30:65:ec:9:€9:45 18 1200 1] 0 18 1200 32585915 259.9137 0 36
|01:00:5e:00:00:Fc  f4:4d:30:a0:f3:a7 4 256 0 0 4 256 44.815569 04106 0 4987
M:00:500:00:Fc  fd:4d:30:af30:74 4 2% 0 0 4 256 S79MSR  4AA11S 0 43
|01:00:5c:00:00:fc  fd:4d:20:aa:15:4f 2 1w 0 0 2 128 63.207474 0.0996 ] 10k
| 01:00:5e:00:00:fc  f4:4d:30:32:f5:98 G 400 1] 0 G 406 64.671630 2991744 a 10
| 01:00:5e:00:00:fc  50:e5:49:18:85:e5 4 e 1] o 4 2ib 67.331629 240.0059 U] 9
|01:00:5e:00:00:Fc  f4:4d:30:ac:df:58 4 25 0 0 4 256 70443248 04113 0 4978
|01:00:5e:00:00:fc  b0:25:32:0:23:45 N 130 0 i} 20 1230 75213321 360.2695 0 30
|01:00:5e:00:00:fc  f4:4d:30:0f:9b:38 2 128 Q 0 2 128 76.910421 0.0963 ] 10k
| 01:00:5e:00:00:fc  f4:4d:30:05:35:d6 14 Yie 0 0 14 9/b 78.596863 94546 ] 82
| 01:00:5e:00:00:fc  f4:4d:30:e4:80:ce 4 276 0 0 4 276 85.557588 2400194 0 9
|01:00:5e:00:00:Fc  #4:1d:20:fe:66:8d 2 1= [i] 0 2 128 20904611 04004 1] 2501
501;00:5:::00:0]:&_ 14:4d:30:al:L1:53 2 13 i} 0 2 130 91.651580 0.0946 ] 10k
(LU VS TAVTETH (i EE U 4 276 1] 0 4 276 92541178 290.01/2 ] 9
|01:00:5e:00:00:Fc  f4:4d:30:13:c0:49 4 288 0 0 4 288 97.581458 1.2651 0 181 .
[ Name reschution [ Limit to display filter [7] Absclute stort time
Follow Stream... Graph...
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Additionally, on all of these tabs, there's a Duration column, and that's very useful to see
which are the largest and longest talkers in your conversations which have been captured.
You can sort by duration by clicking on the Duration column, and see which ones are
sending the most amount of data:

Ml Wircshark - Conversations - 10 = B X
Ethernet - 857 IPv4 - 857 IPv6 - 86 TCP - 157 UDP - 2185 | — |
| Address A Port A Address B PortB Packets Bytes PacketsA—B BytesA—+B PacketsB —A BytesB—A Rel Start I Duration I Bits/sA—+B Bits/sB- *
1102168676  H234A 2074614070 43 1 (7] 0 ] 1 Al 21100252 00000 —
1192168.0.76 62347 13.78.94.7 443 I 60 1] 0 L 60 27.772275  0.0000 =
1192168.6./0 62154 1621253413/ M43 1 34 1 54 L] 0345528000 00000 = =
11921686169 63838 192.168.6.76 2868 T 60 1 60 0 0 10676226 0.0000 == 1
11021685168 S05R0 102168676 2869 9 403 5 595 4 JR4R 180353754 00022 ==
1192168.676 62450 192.168.05 88 8 3344 4 1660 4 1684 389.754268 0.0022 L 3
1921685108 50547 192168.6./6 2863 10 3463 G 615 4 2848120513951 00U =
1972.168.6.105 53671 192.1686.76 2869 9 3403 5 555 4 2848 86.515916  0.0031 =
1102168676 H75R 10216805 b 11 3778 5 1R70 f 1008 380 750473  0.0031 =
1192168.5168 50605 192.168.6.76 2869 9 3402 5 555 4 2848 210382404  0.0035
1192168665 52744 192.168.6.76 2865 9 3457 3 609 4 2848 74842688 0.0040 b
1192.168.5.168 50686 192.168.6.76 2869 9 3403 i 555 4 2848 336.493361  0.0041 e
192168.5.24 54535 1921ARA.7R 2869 9 5174 5 492 4 4682 292071658 00047 ==
11921685105 53733 192.168.6.76 2869 9 3402 5 555 4 2848 151608760 0.0045
197168593 33590 192.168.6.76 2863 9 5174 3 492 4 4682 417.224655 0.0045 e
11921685168 50477 192.168.6.76 2869 9 3403 5 555 4 2848 21.248503  0.0047 e
11972.1A2.5.168% 50719 192.168.6.76 2869 10 3463 6 615 4 2848 37R.550704 00047 =
1192168.5168 50702 192.1686.76 2869 10 3462 [ 615 4 28418 357 522806  0.0050 975 k 451
11921685168 50745 192.165.6.76 2863 9 3403 3 555 4 2848 420593013 0.0051 868 k 447
1192.168.5168 50561 192.168.6.76 2869 9 3403 5 555 4 2848147344978  0.0052 860 k 41
1192.168.5168 50532 192.168.6.76 2869 9 3403 5 555 4 2848105.298255 0.0053 3k 43
1102168665 52807 102.168.6.76 2869 7 3251 1 476 3 2775 415372047  0.0054 702 k 40t
11921685168 50638 192.168.6.76 2869 10 3463 G G615 4 2848 794 436250 0.0036 B3k 408
1192.168.5168 50018 192.168.6.76 2869 9 3403 5 553 4 2848 231.395154  0.0056 95k 4,
1192.168.5168 50576 192.168.6.76 2869 9 3403 5 555 4 2848168.366406 0.0056 785k 40:
1021685168 50733 192168.6.76 2860 9 3402 5 4 28248 300 564860 0.0057 782k 401
1921686105 53087 192.168.6.76 2809 9 3403 5 555 4 2848102.652474 0.0038 Tk 39
197.168.5.168 50631 192.1686.76 2869 9 3403 5 bL] 4 2848 252.405782  0.0058 168 k e
197.168.5168 50516 192.168.6.76 2869 9 3403 5 555 4 2848 84.287732 0.0059 157k i
11021686105 53802 102.1686.76 2860 9 3402 5 555 4 2848 221.005521  0.0061 730k I
1192.168.5.246 54530 192.168.6.76 2869 9 M5 5 609 4 2848 391.971021  0.0062 T82 k 36
11921685168 50Mb4 192.168.6.76 2869 9 3403 s L] 4 2848 0222569 00063 9 k 30
Il T »
Maane ressululion [] Limil b displery Rller [ Abrsulule slor L i
Follow Stream... Graph..
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Endpoints

We'll now go to endpoints. Click on Statistics and go to Endpoints:

A 10pcm —
Bie fdt Yow o Coptore dnabyoe [Sutisics | Telephomy Wedess ook Help
Am & BB § e Caphare File Propertats  Clrde &lte Shifts C
LI Rtsched Addresses | Bxpression.. 4
o Tee  Teedes fompress . Erotoeel Hienrchy o Prosocal  Lengh Info
Commmiaticen

660 21,409 Endipcioks 450 3 €6 62420 ~ B0 [SYN] Seqe0 WAR=B192 Len-@ MS5=34G0 Whe=2%h SACK_PERM-L =

881 21.428 P ast AP 60 Who has 192.168.6.157 Tell 192.168.6.23 p—

52 21.429 e s 8.6.76 e 6 80 ~ 62428 [V, ACK] Seqed Ackel Winw§5535 Lenmd MSS=1880 WS256 SACK PR

88D 21,429 0 Graph A5 e 54 62420 - B0 [ACK] Seqel Ackel WineS6048 Len=d

884 21,430 Senvice Response Turne v LA HTTR 136 HEAD /d/msdownlosd/update//sof tware/ Ftpk/2017/11 /ndpd71-kb4a33

285 21,43 8.6.76 TLSv1.2 1851 Application Data

&B6 31,481 DHCP (BOOTP) Seatitics Bst e 0 who has 192.268.6.33F Tell 192.168.6.15

887 31,436 ONC-APC Programs ast b 60 who has 192.168.6.1657 Tell 152.168.6.234

#89 31,457 e * [a.te TR $4 61438 = B0 [FIN, ACK] Sequiad Ackellid winedSOls Lened

90 71,458 ANCP 8.6.76 Tep £0 B0 - 62428 [FIN, ACK] Seqe1208 Ackel WineS5048 Lened

BACnet +

893 31,484 Cellectd ast 2P 6B Who has 192.168.6.3267 Tell 192.168.6.99

93 21,450 5,355,250 s50p 216 M-SEARCH * HTTP/1.1

84 2160 LD 5.255.250 5500 216 N-SEARCH * HTTP/L.1

25 21,607 Flow Graph 5,255,258 5508 216 M-SEARCH * HTTP/1.1

96 21,620 HAETP AT Tee $4 GUTTS - 44D [ACK] Seqel Ack=090 Win-254 Len=d

857 31,637 5,255,250 5500 216 M-SEARCH * HTTR/L.1

298 71.882 HPFEE0S 3.7.255 NaHS. 32 Name query NS ISATAP<BE: j—

w9 21,783 HTTR Lo T amp b who has 192.168.7.487 Tell 182.168.6.190

$00 21,714 TR 5,255,250 5508 216 M-SEARCH * HTTR/L.1 =

501 21.718 SR 5,255,250 550P 216 M-SEARCH * MTTR/L.1

2 31,782 st e 60 whe hag 192.268.4.17 Tell 102.168.6.214

03 71,754 TGP Stream Graphs b hsr wap €0 Who has 192.168.6.657 Tell 0.9.0.9

04 21,815 UDP Muticast Strearns 5,255,255 ep 342 DHCP Inform - Transaction ID @xSabfeSes

995 31,841 ast P 8 Who has 192.168.7.807 Tell 192.168.6.14

06 21,865 1Py Statiztics v ou7.ass s 110 Reglstration D PACKTPUB<OO>

Ba7 31_8eE 1Py Seatissice yoRTEE e A8 Bmm W G0N D 8 88 i

Endpoints is similar to conversations, but it's simply a listing of all of the endpoints; not
just the connections between the endpoints as to which IP is talking to which IP, or which
MAC is talking to which MAG; it's just a listing of all of the devices on each of the layers
and the information about them. We're not concerned about the conversation, just the

endpoints: all the endpoints added together.
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As you can see under TCP, for example, we have 211 versus the 449 for IPv4, and that's
because my host computer here opened up a whole bunch of ports when I opened that
browser and tried to go to PBS:

Ml Wircshark - Endpoints - 10 = B %

Fthernet - 4722 | Pu4-443 | ve-eR | TCP-211 | 1me 2186

Address Port Packets Bytes TxPackets TxBytes RxPackets RxBytes Latitude Lengitude i

13.78.04.7 442 1 1] 1 &0 0 | S EEA

13.91.52.255 443 23 9629 12 7713 1 1896 — —

135916030 443 4 620 4 620 0 0 e 2

13.107.4.50 80 17 3985 8 2894 9 1001 — —

230182247 an R453 3 180 % m— 2 | 9

34.243.33.253 443 27 10k 13 4710 14 5400 — —

40.84.37.228 443 4 12k 18 9751 16 2784 — —

49.248 2498 80 15 894 7 456 8 438 — =

528517145 AN " a7 5 300 f 37 — =

52.85.17.214 a0 10 58 5 312 5 274 — —

52114324 43 4 Tk 21 9926 23 1Tk — —

5217517.224 43 42 Nk 2 14k A 5683 — —

522154405 443 95 Sk 54 13k 41 22k — e

52.220.71.34 80 6 340 3 186 3 162 — —

52.279.17454 443 188 158k 95 55k o4 103k — —

54.169.219.198 80 6 349 3 186 3 163 — —

54775198196 80 6 350 3 186 3 164 — —

54.243.142.74 442 9 542 4 n 5 271 — —

7412568155 443 13 817 6 435 i § 382 — —

103.23.66.118 43 161 2k 88 18k 73 Nk — —

10412073714 443 9 549 4 2n 0 272 — —

100.234.207107 M2 7 10k 13 5500 14 5030

149.174.66.134 80 13 743 6 360 a 383 — —

151.101.2.110 43 24 1514 13 911 1 603 — —

152195114 43 7| Xk 40 Ak 38 4592 — —

157.240.16.35 2 7 43 4 273 3 163

162.12533.7 443 13 G445 8 4228 10 2217 — —

16212534129 443 3% 18k 24 4452 12 13k — —

16212534137 443 1 54 ] 0 1; 54 — —

172.217.27.194 80 9 1537 41 738 5 799

172.217.27.194 443 2 3568 1 1607 10 1961 — —

172217160162 443 5 34y 3 234 2 1 — —

17217163198 80 14 834 7 450 T 3/ — — -
Mame resolution [ umit to display filter [Endpoint Types =

copy v][ M | cose |[ e |
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Packet lengths

Next, we'll go to packet lengths. Click on Statistics and go to Packet Lengths:

Ml 10pcapng =.C
Eie fdt View o Copture Anahoe [Sotisics| Telephomy Weekss Took Help
Am @ B | es Captue File Properties  Cirde At ShiftsC
daciery it : Reschved Addresses -] Bxgressen...  +
Teot Tt delta from previous cap)  Erotoeed Hierarchy o Froscol  Length Info
Cormmriaticen
880 21,409 Brudpints .4.50 TP 66 62428 = B0 [SYN] Seqed WineB132 Lensd NSSe1468 W5e256 SACK_PERMel
81 21.428 P ast &8P 68 Whe has 192.168.6.157 Tell 192.168.6.23 =
#62 11.429 i 5678 Tew 66 B8 = 62438 [$VM, ACK] Seqed Ackel WineSSSES Lened MSS14dl WEsISE SACK_PERML
03 31,439 VO Gragh 450 Ter 54 62420 - 00 [ACK] Seqel Acked Win-66048 Lensd
84 21,430 Senvice Response Time b0 HTTR 296 HEAD d/updute/ softrare/ Frok/1017/01/ ndpe71 -kba023 341 - - i - unw_Db2e09077 10608200
285 21,431 B.5.75 TLSv1.2 1851 Application Data
806 21,402 DHCP (BOOTP) Seatitics st ARP 60 Who has 102.168.6.237 Tell 192.168.6.15
887 31.436 ONC-APC Programs ast P 60 who has 192.168.6.1657 Tell 192.168.6.234
Zriiest v
B89 21,487 48 e $4 62438 = B0 [FIN, ACK] Seqeldd Ackelled Wine63824 Len=@
90 21,458 ANCP 8.6.76 Tep £0 80 - 62428 [FIN, ACK] S6qe1208 Ackel Wineg6048 Lensd
BACnet L
93 31,488 Eolead ast ZRP 0 Who has 193.168.6.2267 Tell 192.168.6.98
91 21,480 5,255,250 508 216 M-SEARCH * HTTP/1.1
894 21,601 o 5.255.250  S50P 216 M-SEARCH * WTTR/LLL
295 21,617 Flow Graph 5,255,250 5508 216 MeSEARCH * HTTR/1,1
96 31,628 HagT-IP 17484 Tep $4 60775 = 443 [ACK] Seqei Acke398 Win=254 Len=i
857 21,637 i 5,155,250 5500 216 M-SEARCH * HTTR/L.1
&35 21.582 FEDS 8.7.255 NBHS. 92 Name query N8 ISATAPRE» —
90 31.78% HTTR L anp 60 whe hat 192.268.7.487 Tell 193.188.6.180
500 21.718 MITRZ 5.285. 350 2508 16 M-SEARCH = WTTR/1.1 .
901 21,714 SR 5,255,250 5509 216 M-SEARCH * WTTR/1,1
302 21,742 ast np 60 Who has 192.168.4,17 Tell 192.168.6,214
i) 21,754 TLP Stream Geaphs T AP &0 Who has 102.168.6.657 Tell 0.9.0.9
304 21,815 UDP Mubticast Streams 5,155,255 ee 342 OHCP Inform - Transactlon I0 GwSabfeSad
305 71,841 ast anp 60 Whe has 192.168.7,807 Tell 192,168,614
06 31,865 TPl Statistics bogT.ass s 118 Registration B PACKTRUBCH: |
287 91 see 1P Statistics R E— 18 Bardrsrardnn BRSO AKBIN1 k80, i’

Packet lengths is useful to determine if you have small packet lengths, especially if you're
having a window size issue and a lot of your data is smaller than it should be. What you
want to look for is whether most of your data is in the 1280-2559 range for packet length
because the maximum MTU is 1500:

M Wireshark - Packet Lengths - 10 == % ]
Topic.."Iterr? Count Average Minval Maxval Rate(ms) Percent Burstrate Burst start
4 Packet Lengths 17034 17728 42 6956 0.0393 100%  0.8500 388335
0-19 0 - - - 0.0000 0.00% - -
20-39 0 - - - 0.0000 0.00% - -
40-79 7187 6011 42 79 0.0180 4571% 03400 201812
80-159 1618 9971 80 156 0.0037 9.50%  0.1200 87.128
160-319 6434 1487 162 319 0.0149 37.77% 0.0900 201805
320-639 724 38582 320 630 0.0017 425%  0.0500 375.250
640-1279 178 86961 651 1277 0.0004 104%  0.0300 64.117
1280-2559 273 183889 1319 2450 0.0006 160% 04500 388337
2560-5119 19 341337 2859 4374 0.0000 011%  0.0100 24916
5120 and greater 1 605600 6956 6956 0.0000 0.01%  0.0100 86137
Display filter: Enter a display filter ...
Copy ] ’ Sawve as... ] [ Close ]
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So, if you see the majority of your data (and we can see we have 1.60%) is in the range
1280-2559, that means most of your data is being sent and received properly. If you have
less of a percentage here and you have a large percentage of packets that are in a smaller
packet length, then you might have a problem.

Note that you will see a large percentage in the very small packet length
there because you'll have a lot of the AKS and control packets.

I/0 graph

Let's look at the I/O graph now. Click on Statistics and go to I/O Graph:

M 10peeng e ===
Bl [0t Yew Go Capture dralye [Sutics | Telephony Weeess Tock Help
Am & - - Capbure File Properties  Cirle alte Shifts €
LI Futshved Addresses *| Baresson.. 4
No. | Tme  Teedelnbompeanscmpl  Erotocs] Hienechy o Brotocel  Length [nfs =
Cerveriaticens =
&0 21,409 Endpaints A5 3 66 62420 ~ B0 [SYN] 5eqed Wine=B192 Len=d MSS=1460 Wh=256 SACK_PERM=1 =
881 31,428 ast P 66 who has 192.168.6.15) Tell 132.168.6.23
282 71,429 Pl e 8.8.78 Ter 66 B0 - 62428 [SYN, ACK] Seqed Acksl Win=85535 Lens@ MSSe1850 WS=256 SACK_PERMel
EED 31,439 VO Graph -5 e 54 62438 = B8 [4CK] Seqel Ackel WineSBaE Lenwd
884 21,430 Servics Ratponss Time s HTTR 186 HEAD /d/msdomnlond/update/ sof tware/ Fipk /2817711 /ndpd71 - kbad3: <86 X
85 21.431 B.6.76 TLSv1.2 1851 Application Data
EB6 21.431 OHCP (BOOTP) Statntics ast anp 0 Whe has 102.168.6.237 Tell 192.168.5.15
07 31,406 ONC-RPC Prugraens ast P 60 o has 192.168.6.1657 Tell 162.260.6.204
289 21,457 ttent tlase Tcp 54 62428 = B [FIN, ACK) Sequid3 Ackw1288 Winws5024 Lenwd
£90 31,450 ANCP 8.6.76 TEP G0 00 + 62420 [FIN, ACK] 564e1100 Ackel WineS604d Len=d
BACHet *
592 21,488 Coblectd ast ARP 60 Who has 192.168.6.226! Tell 192.168.6.99
#93 31,493 5,285,350 508 216 M-SEARCH * WTTR/1.1
34 21,601 ons 5,255,250 508 216 M-SEARCH * HTTR/1.1
295 21,617 Flaw Gragh 5.255.250 5509 216 M-SEARCH " HTTP/1.1
96 31.628 HART-P 174,94 e 54 60775 ~ 443 [ACK] Sequl AckwBOR Winw2Sd Lenwd
57 21,607 et 5,255,250 s50p 216 M-SEARCH * HTTP/1.1
898 21,602 FeEos 8.7.255 oS 92 Name query NO TSATAP<00> —
299 21,703 HTTR st “np 60 Whe has 192.168.7.437 Tell 192,168.6.190
00 31,714 WP 5.255.250 508 216 M-SEARCH * HTTR/1.1 |
01 21.714 it 5.255.250 5500 216 M-SEARCH * HTTR/L.1
02 21,742 ast AP 60 Who has 192.168.4,17 Tell 192,163.6,214
#03 31,754 TCP Stream Geaphs o anp 68 who has 192.168.6.657 Tell 0.9.0.9
S04 21,815 UDP Multicast Streams 5.256.255 oHCP 342 OHCP Inform - Transactlon 1D GxSabfeSas
995 21,841 ast AP 60 Who has 192.168.7.807 Tell 192,168.6.14
306 71,865 1P Statistics v 8788 nans 110 Registeation B PACKTPUB(BE)
any 1 ses S S e ——— 110 Dandenened mn I QoW1 O a0
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I/O graphs is a great graphical representation of the amount of data that's flowing through
the packet capture, from the beginning to the end. I clicked on Start on the capture. Then, I
went to my browser and opened it and typed in http://www.pbs.org/, and then

pressed Enter. Then we saw the spike of traffic as it went and got that data from the content
servers for PBS. And then that communication ended and I stopped the capture:

M Wireshark - 10 Graphs - 10 = B X
Wireshark I0 Graphs: 10
120 b
100 -
., 8of
H
3
2 | |
a I |
40 It b l
20 - !
0 1 1 1 1 1 1 1
o &0 120 180 240 300 360 420
Time (s)
Click 1o selecr packer 2441 (595 = 300,
MName Display filter Colo Style ¥ Axis ¥ Field Smoothing
[¥] Al packets . Line Packets MNene
[¥] TCP errors tep.analysis.flags . Bar Packets Neone
E] = | |t Mo @ drage (0) 7onms Tnterval [ Time of day [ 1 0g srale
[ Save As.. ] I Copy | [ Close ] | Help ]
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If you have a consistent file transfer that's occurring, for example, and it's at a low I/O due
to some problem, you can see that in the I/O graph, and we'll get into the details of
customizing this later on in a future chapter.

Load distribution

A useful statistic for HTTP is if you go down to the HTTP section by navigating to Statistics

| HTTP | Load Distribution:

T [E ]

Ml 10.pcapng

Eile Edit View Go Copture Anabyze [ Statictics | Telephony Wireless ool Help

dm 8 | RE | %%  CopurefileProperties  Ctrlo Alte Shifte €

(W Tacoty a dsplay fiter __<ceij> Resolved Addresses B3 -] exresson.. | +

e, Tene i delta from pravisus capt Protacel Hierarchy on Protesl  Length Info -

| 5737 45.. Conversations 16 ICPVE 98 Multicast Listener Report Message v2
5738 145.. Endpeints 16 ICHPVE 98 Multicast Listener Report Message v2
5739 145... b i Canethe 16 ICMPVE 98 Multicast Listener Report Message v2
5748 145.— g ast anp 68 Who has 192.168.4.1087 Tell 192.168.6.95
5741 145 . 10 Graph 5,255,250 s50P 216 M-SEARCH ™ HTTP/1.1
5742 145. Service Response Time v 5.255.25¢ s50P 216 M-SEARCH ™ HTTR/1.1
5743 145 ast ARP 68 Who has 192.168.6.1657 Tell 192.168.7.39
5744 145, DHCP (BOOTP) Statistics 1:3 LLMHR 84 Standard guery 8xBc@é A wpad
5745 145. ONC-RPC Programs $.7.255 NEHS 110 Registration NB PRUUMISNOTE006<20>
5746 145.. , B.252 LR 64 Standard query 8xBclf A wpad
5747 145.. BWest 8.7.255 NEHS 118 Registration NB PRUUMISNOTO006<00> |
5748 145.. ANCP 8.7.255 NBHS 11@ Registration NB WORKGROUP<@@>
5749 145.. BACnet b 5.255.250 ss0p 216 M-SEARCH * HTTR/1.1 =
5750 145.. Colactd 5.255.250 ssop 216 M-SEARCH * HTTR/1.1
S751 145.- 8.7.255 NBHS 92 Name query NB PACKTPUB<1b>
5752 145.- DNS ast ARP 60 ho has 192.168.0.12 Tell 192.168.0.11 =
5753 145.. Flow Graph 5.255.250 550P 216 M-SEARCH * HTTP/1.1
5754 145.. HART-IP 5.7.255 NENS 92 Name query NB WPAD<OS»
5755 145.. ast ARP 60 Who has 192.168.5.54} Tell 0.0.0.0
5756 145.- HPFEEDS g TCMPvE 130 Multicast Listener Report Message v2
5757 145.. HTTP k Packel Counter 216 M-SEARCH * HTTR/1.1
5758 145.. HTTP2 B 2 &8 Who has 192.168.5.547 Tell 152.168.2.1
5759 145.. Sarnal £0 Whe has 192.188.4.187 Tell 192.168.6.95
5760 145 o Lead Distribution 60 uhe has 192.168.4.457 Tell 192.168.6.239
5761 145.. TCP Stream Graphs Polase anp £ Whe has 192.168.6.957 Tell 192.168.4.32
5762 145, UDP Multicast Strearns 5. 255.2508 S50P 216 M-SEARCH * HTTRS1.1
5763 145.- ast BRF 60 Who has 192.168.7.1982? Tell 192.168.6.118
5764 145, 1P Statistics P o5.255.250 S50P 716 M-SEARCH * HTTP/1.1 =
5765 145, 1P Statistics b [5.255.258 5508 216 M-SEARCH = HTTR/1.1 =
£266 148 s L na AR MO DTN B AR,
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This will give you a view of all of the servers that have served up HTTP traffic in the packet
capture:

M Wireshark . Load Distribution - 10 = B 2
Topic / Item h Count Average Minwval Maxval Rate (ms) Percent Burstrate Burststart =
4 HTTP Responses by Server Address 285 0.0007 100%  0.0300 201.810

4 192168.6.76 282 0.0007 98.95% 0.0300 201.810
oK 282 0.0007 100.00% 0.0300 201810
4 172.217.27.194 1 0.0000 035%  0.0100 375332
oK 1 0.0000 100.00% 0.0100 375332
4 13107.4.50 2 0.0000 070%  0.0100 21.359
KO 2 0.0000 100.00% 0.0100 21.359
4 HTTP Requests by Server 6220 0.0144 100%  0.0800 201.805
4 HTTP Requests by Server Address 6220 0.0144 100.00% 0.0800 201.805 =
4 239.255.255.250 6142 0.0142 98.75% 0.0700 3.936
239.255.255.250:1900 6142 0.0142 100.00% 0.0700 3936
4 192168,6.76 75 0.0002 121%  0.0300 201.809
192.168.6.76:2869 75 0.0002 100.00% 0.0300 201.809
4 172.217.27.194 1 0.0000 002%  0.0100 375.250
googleads.g.doubleclick.net 1 0.0000 100.00% 0.0100 375.250
4 13107450 2 0.0000 003%  0.0200 21337
au.download.windowsupdate.com 2 0.0000 100.00% 0.0200 21337
4 HTTP Requests by HTTP Host 6220 0.0144 100.00% 0.0800 201.805 4
4 googleads.g.doubleclick.net 1 0.0000 0.02%  0.0100 375.250
172.217.27.194 1 0.0000 100.00% 0.0100 375.250
4 au.download windowsupdate.com 2 0.0000 0.03%  0.0200 21337
13.107 4.50 2 0.0000 100.00% 0.0200 21337 -
Display filter; Enter a display filter ...
[ Copy ] [ Save as... ] [ Close ]

You will be able to see how many servers were served up, so if you're trying to diagnose a
problem with a content distribution network, you could see that under the Topic /

Item column; or if you're trying to find out which server is being loaded the most, because
it has the most connections to it, you can see that under the Count column. You can add a

filter in Display filter as well, if required.
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DNS statistics

If you need to do a lot of analysis of DNS traffic, you can go to Statistics and then to DNS:

Ml 10pcapng == E‘_E
| Eile Edit Miew Go Copture Analyze [Ststistics | Telephony Wireless Tools Help
Adm @ LT RE G ®®  CapureFile Properties  CtrlvAlte Shifte C
LI Resohved Addresses ) =] Bxpression . +
™ Tee  Tme delta fromprevieus apt Erctace] Hierarchy on Protocol  Length [nfo -
| 5737 145.- Cenversations 18 ICHPVE 58 Multicast Listener Report Message vi
5738 145 Endpoints 16 ICHPYS 90 Multicast Listener Repert Message v2
5739 145.. b X 16 ICHPVE a8 Multicast Listener Report Message v2
5748 145.- e e ast ARe 68 Who has 102.168.4.1087 Tell 192.168.6.95
5741 145, VO Gragh 5.255.250 5500 216 M-SEARCH * HTTP/1.1
5742 145, Serdice Response Time » 5.255.250 5500 216 M-SEARCH * HTTP/1.1
5743 145 ast AP 68 Who has 192.169.6.1657 Tell 192.168.7.39
5744 145._ DHCP (BOOTF) Sratistics -3 LLMNR 84 Standard query fndcds A wpad
5745 145.. ONC-RPC Programs 8.7.255 NEHS 118 Registration HE PPHUMIGHOTEGRS<28>
5746 145._ oWt , B2 LLMNR B4 standard query wBcES A wpad P
5747 145.. 8.7.255 HENS 118 Reglstration N8 PAHUMIENOTOORE B 1
5748 145.- ANCP 8.7.255 LH 110 Registration HB WORKGROUP<29:>
5749 145.. BACHet » 5.255.2%8 S50P 216 M-SEARCH * HTTR/1.1 =1
5758 145.. Cob 5.255.250 S50P 216 M-SEARCH ™ HTTP/1.1
5751 145, B.7.25% NENS 92 Neme query NE PACKTPUB<1b>
5752 145, NS ast anp 68 Who has 192.168.8.17 Tell 192.165.0.11 =
5753 145.. Flow Graph 5.255.250 s50P 216 M-SEARCH " HTTP/1.1
§754 145.. HART.IP 8.7.25% NBNS a2 Name query NEB WPAD<OO
5755 145.. st AP €8 bho has 192.168.5.547 Tell 0.0.0.8
5756 145.- HPFEEDS 16 IOPvE 130 Multicest Listener Report Messege v2
5757 145._ HITP b 5.255.250 S50P 216 M-SEARCH * HTTR/1.1
5758 145.. HTTR2 ast AP €8 bho has 192.168.5.547 Tell 192.168.4.1
5759 185, = st ARE 6@ Wha has 192.168.4.18?7 Tell 192.168.6.95
5768 145.- s ast AP €8 bho has 192.168.4.457 Tell 192.168.6.239
5761 145, TCP Seresm Graphs L e 60 Who has 192.168.6.957 Tell 192.168.4.34
S762 145.- UDP Multicast Strearmns 5.255.250 S50P 216 M-SEARCH * HTTR/1.1
5763 145.- ast AP €8 Who has 192.168.7.1987 Tell 192.168.6.118
5764 145, Wl Statistics b 5,255,250 5508 216 M-SEARCH * HTTP/1.1 =
5765 145.- 16 Stmtistics » 5.255.250 S50P 216 M-SEARCH " HTTP/1.1 =1
PEP aen Linmg 84 Crandacd susc duaas A cead

It'1l give you a nice listing of all of the different codes that are returned in DNS:

M Wireshark - DNS - 10 ol

Topic / ltem ) Count Average Minval Maxval Rate(ms) Percent Burstrate Burstctart =
4 |otal Packets b} 0000 1W00% 00400 3/514>
4 rcode 58 0.0001 100.00% 0.0400 375145
Ne error 58 0.0001 100.00% 0.0400 375145
4 opcodes 58 0.0001 100.00% 0.0400 375145
Standard query 58 0.0001 100.00% 0.0400 375.145
4 Query/Response 58 0.0001 100.00% 0.0400 375145
Respnnse 79 0.00m S000% 00300 37547

Query 29 0.0001 50.00% 0.0200 375145 g

4 Query Type 58 00001  100.00% 00400 375145 1
SRV (Server Selection) 2 0.0000 345%  0.0200 247390
A (Host Address) 56 0.0001 96.55% 0.0400 375145
4 Class 58 0.0001 100.00% 0.0400 375145
N 58 0.0001 100.00% 0.0400 375145

4 Hesponse btats ] 00000 100% o =

no. of questions 29 1.00 1 1 0.0001 0.0200 375147
no. of authorities 20 0.00 0 0 00001 0.0200 375147

no. of answers 29 280 1 9 0.0001 0.0200 375147 B
no. of additicnals 29 0.03 0 1 0.0001 0.0200 375.147

4 (Query Stats 1] 0.0000 100% - -

Oname | en 79 2 n U 0.00m 00300 375145

4 Labcl Stats 1] 0.0000 -

Display filler: Enler a display ﬁ.u:l

Lopy ][ SaVe a5... ][ Llose ]
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If you're having problems with your responses or you're getting a lot of errors when you're
not expecting to receive any, you can view that easily instead of filtering by DNS traffic and
going packet by packet through all of them.

Flow graph

One of the coolest Statistics is flow graph.

What we'll do is filter our traffic by this TCP flow. So we'll right-click on a TCP packet and
go to Follow | TCP Stream:

Al Vperpng =)
Eile Edm Yiew Go Capture Analye  Statitics  Telephomy Wirekess Tooks  Hep
dm 0 LDRB QAess=TIEEAAAN

LI £ -] Exresin.  +
ho Tme  Time deita from previous captured frame Source Destration Protocol  Length Info

14831 375.- 2.0119410090 192.168.9.6 192.168.6.76 oS 199 Standard query response 9xE47a A weaw.pbs.org CNAME r53-vip.pbs.org A 54.225.196.196

14832 378 10060000 Elitegro af:bd:an Broadeast amp 0 who hat 192.168.7.1457 Tell 192.168.6.15

14633 375._ 0.017304000 152.168.6.15 235.255.255.258 5500 216 M-SEARCH * WTTP/1.1

14838 375 210502000 Pegatron | - Broadeact axp 6@ who hat 101.168.4.337 Tell 192.168.6.100

14636 375.- 0.912100000 HewlettP | - Brosdcast AmP 60 who has 192.168.5.1517 Tell 192.168.4.3%4

14637 37%.. 2.901256009 Gige-Byt o4 Brosdeast AR 60 Whe has 192.168.5.167? Tell 192.165.6.12

14838 376 136350000 1021686 139.258.258%. 250 308 T16 M-SEARCH * WTTR/1.1

14639 376._ ©.011200000 £litegro_4f:14:f3 Brosdcast ARP 60 who has 192.168.6.847 Tell 192.168.7.3%

14548 376.- 2.003306000 Elitegro_af:Bl:Sc Broadcast AR 60 Who has 192.168.7.397 Tell 192.163.6.84

14841 376 010540000 102.168.6.12 139.258.28%. 250 300 16 M-SRARCH * WTTR/1.1

14642 376. 0.030175000 192.168.6. 218 235.255.255.258 5500 216 M-SEARCH * WTTR/1.1

14543 376.- 2.012749000 192.168.6.76 192.168.6.185 5500 438 HTTP/1.1 2090 OK

14644 376 . PP6THIONN 101.168.5.172 139.258.25%. 258 3o I16 M-SEARCH * WTTR/1.1

14645 376 0.006857000 fedd::6075:d67d:6b0. Ffa2::1:Ff15:chc2 TP 86 Melghbor Solicitation for fed f from fd:ad:30:05:35:dé6

14846 376.- 2.902167000 192.168.6.76 192.168.9.6 ohs 73 Standard query @ublE3 A image.pbs.org

14647 378 ®.017610000 101.168.6.130 139.258.25%. 358 300 I16 M-SEARCH * WTTR/1.1

14648 376.- 0.005396000 192.168.5.151 192.168.7.255 s 92 Mame query NB PACKTPUB<1b>

14549 376.- 2.931963000 192.168.6.222 239.255.255.258 S50P 216 M-SEARCH * MTTP/1.1

14650 376 - 014088000 102.168.9.6 182.168.6.76 ons. 141 Standard query responie @xbil63 A fmage pbe.org CHAME cde.viqeBcd.bwcda.net A 205.185.716.18-
- 14651 376 0.002403000 192.168.6.76 205.185.216.10 TR fify (74548 » 843 [S0N1 Sensd Wins8152 Lensd W5e256 SACK _PERMel |

14852 376.- 2.982123000 Superiic_B3:92:0f Broadeast Madk/Unmark Packet CreM il 192.168.2.11

14653 376 209183000 101.168.5.27% 139.258.25%. 258

Ignere/Unigneee Packet Cie
Set/Unses Time Reference  CorleT

Acice] WinWES536 Lenwd

14655 376.- ©.000104000 192.168.6.76 205.185.216.18

14656 376 .000420000 192.168.4.76 205.185.216.28 Time Shift.. ChrlaSHifte T

14657 376._ 0.030311008 152.168.6.34 235.285.255.250 Packet Commata Chle Ao ™
14858 376.- .020433000 Elitegro Bf:S8:1d  Broadcast Tell 192.168.6.223

AakES AT B T Edit esohved Name Fall dan 1ss & 143

Frame 14651: 6 bytes on wire (528 bits), 66 bytes captured (528 bits) cn interface 8 |

Ethermet I, Sre: Elitegro 4a:08:12 (f4:44:38:82:88:12), Dst: HewlettP_27:d3:8a (dB:34 Apphy a3 Fier
Internet Protocol Version &, Src: 193.168.6.76, Dst: 305.185.216.18 Prepace a Flter
‘Transaission Control Protocol, Src Port: 62454, Dst Port: 443, Seq: 8, Len: &

Conversation Filer
Celerze Conversation
SCTP

Follow

Copy x.

Protocel Preferences. K
Deccde &s..
Show Packet m New Window

HTTF Stream

Now, we will create a filter for that. We've snipped out just a little bit of our traffic, and
what we'll do next is go to Statistics and click on Flow Graph:
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A g T= o o]
Ble Edt Yiew Go Capture deaiyze [ Statitcs | Telephomy Wireess looh Help
dm @ LTRE Q& @ CapuefilePropenties  Ctrle ARt Shift+C
] 1% ] Feschoed Addresses I - | Expression,
B oon frotocol  Length Info
Conversations 5.216.30 TiE G G244 + 440 [SYN] 5800 Win-8192 Len=0 MSS-14G0 WE=256 SACK.
Endpoints
s 5.216.18 L] 54 62454 = 843 [ACK] Seqel Ackel WiAeE5536 Len=d
e 521620 Tisvi.z 571 client mello
V0 Geagh B.6.78 TP 60 443 = 62454 [ACK] Seqal AckeS18 WinelS872 Lemsd
Senvice Response Time: b B.6.76 TiSv1,2 206 Server Mello, Change Cipher Spec, Encrypted Mandshake Message
5.218.20 TLSvi.2 105 Change Cipher Spec, Encrypted Kandshake Mestage
DHCP (BOOTP) Statistis 5.216.10 TLSv1.2 83 Applicaticn Data .
ONC-RPC Programs B.5.78 Tcp 60 443 < 62454 [ACK] SeqalS3 Acke13S5 Wine17£08 Lensd
Hiwest v
ANCP TLsvl.: 543 Agplicaticon Data £
Bacne . T 1514 443 + 62454 [ACK] Sequetd Ack1345 Winw1TH08 LenwldSd [TCP segeent of & remssesbled POU]
ol Tee 54 62454 = 443 [ACK] Seqe1368 Acke2104 Wine§5536 Len=d
TP 1514 443 = £3454 [ACK] Seqe2lid Acke13dS Winel74d8 Lens148d [TCP segrent of n remssesbled POU]
L T 1514 843 + 62954 [ACK] Seqe3564 Acke13S5 Winel7308 Leme1450 [TCP sepment of @ resssesbled POU)
Flow Gragh Tee §4 62454 = 443 [4CK] SequiBes Acks5814 Wine§5536 Lened
WART. Tee 1514 440 ~ 62454 [ACK] Seqe5024 Ack=1345 Wine17408 Len-1460 [TCP segeent of A renssesbled POU]
s T 1514 843 + 62954 [ACK] Seqes$Bd Acke13S5 Winel7305 Leme1450 [TCP segment of o resssesbled POU]
L2 8. e 1514 843 + 62454 [ACK] SeqeTB4d Acks1345 WinelTABE LemsldSf [TCP segeent of o renssesbled POU]
HTTE v 52 TP 54 62454 + 440 [ACK] Seqe1M5 AckeS804 WiN-ES506 Leavd
HTTR2 6. TP 1514 443 = 63454 [ACK] Sequbddd Acke134S Winel74d8 Lens14d [TCP segrent of n remssesbled POU]
6 Tisvl.2 221 Applicaticn Data
s 2 Tem 54 62454 = 443 [4CK] SequiBed Acke11031 Wine§5536 Lenst I
TCP Stream Graphs v oB67e TLSw1.2  BS Encrypted Alert
UDP Multicait Streaens. —
. Tce 54 62454 = 443 [ACK] S#qelBdS Ack=11063 Winw85536 Len=d
P Statistics L1
[P Seatiticr 1 =

By default, it shows all of the packets in our packet capture:

Ml Wireshark - Flow - 10 - 8 B
T Eegre_wazz _— Doegro._fdiaSide i 192.160.5.230 o :
0000 S e 10160950 Tob YR MORLEED i i AP Wb has 190 168.6.567 Tal 130168452
a6 : PRETES FRUT AT AT S : AP Who bas 1901686537 Tall 190368695
a5y e e 120, 68,6107 Tk 13 RSN | A Vi b 140 166, SETY Tl 191168656
Q08 : 400 ! ! AR e bas A IRLLSE Tal 10306807
o100 1 i § oo SpyAmEN = WrTeE) o WAL
0.5 } 1 | ' 3 TSt Appleacon Do
P 1 1 ; i ot 0 sea 7y
o7 } o — N L R
oan CB: £0050 2008 [$74] Sacad) Wil Lee
o B 2040 = 53404 151, ACK] Sucmd) Ak W
LF:] TER 50064 . 2069 [ACK] Sacm1 Ackud ol
0.21% WETR: GET hprohomiuhuac. Sicotateudil
0.2 TEP: 1 . 50064 [P, ACK] Sedm] Ackm 286
0.2 WTTRIML: WTTIR.L 200 O
[¥F TEP: 50864 . 069 (A3 Setm156 Ackm2622 W_
cam EB: S464 — 2008 P, ACK] SacaSé Ackad
0.8 TER: 189 . 50064 [ACK] SamI62E Ackn2ST 1
om ] 300 e S5O MSEAREN * WTTRILL
0.5 i B8l GEDOYM.SEARCH * HTTRLL
a3 ;

0353 H TER GEHN . 44 [AEX] Sacm] Ackudd Wiml_

LE H H I I . S50 MSEARCH * WTTRLL

0512 i : i i H 0 e SEDRMSEARGH *HTTRILL

a6 1 ’ : :

0654 i H H AR Wb han 18167757 Tl 193686277

o881 + § § i | BROHSER: Hott Arvaucamant BRISLICIUO0_
07 i i i | B eSO MAEARSH " HTTELL

075 i | i 99 e S5O% MEARCH * MTTAILL

[ i H o
achae 51 ARS: WS g I3 IEETK) T L INREZE

Show: Al pediets. =) Fiow tyoe: [MPlows ~ Addesses: Aoy =
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As we scroll through, you'll see all of the flows, all of the TCP handshakes-that is, the
SYN, SYN, ACK, and ACK-and all of the requests and responses. Everything is in here, in a
nice graphical format that you can use to diagnose your traffic. This is very useful for SIP

traffic, for example.

What we can do is make the change in the bottom left where it says Show, and

select Displayed packets here:

Ml Wireshark - Flow - 10

e

Tire Eitegre_Mealizn ioegro_fditods
Broadenet Ftegro_snite: if
0.0 DT LT R i
0013 | PR R AR LE AL LY -2 H
008 i e 107 Tl 8
.00 —— wehcnA T e
0.0
0083
o1
0217

PR T LT T

it By §0.ELT L0 ol EA 1R DES |

Comment 'I
ARP: Whe bai 1500664957 Tell 190068650

AR W b 3BT Tel N

ARE: Whe bai 15206660007 Tell IS0 060695

AR W b 130 B 95 Tel B 0A107

SSO8: MSEARDH * WTTRLY

TS Aseasen D

o
0.317

.22 [ N M 7 4 80 P A et A

1300 e S50 MSEARCH * WTTHLL
1900 e 506 MSEARSH  HTTRILE

AT
5506 MATARDH * WTTRLY

TICR 0404 - 2000 (ST Satm D Wine I Lo
TICP 069 — 04 (5, AON] Sacm ckmt W,
TIER 50464 — 2068 [ACK] Sagnl Acknd WinndS.
T BET Jnshomiodhnsi diortantmuctlh_
TEP: 2865 — SO [PEHL. U] Sy Acke 256
TR0 WTTRLL 100 5K

TER SOMA — I8 (K] Sairn206 Arkn 2622 W..

TP 265 — SO (K] S 221 kw287 W

1800 e SSDB MSEARCH * HTTRLY
190 e 506 MSEARDH " WTTRILE

1107 Tel SNL1ERAA
TEP E1I51 8 (A Syl AckmS18 Wl

2077 Tl ESLLLGRTTS

ey ——— AT R
1900 e 506 MSEARSH  HTTRILE

Flow type: | All Flows.

7750 Tol 100160430
BACWEER, Hant Arvawromeant PRMLMCPUCE..

AR b b 190,368,817 Tl RLIERA1L

‘Addresses: | Aty z
[swera. | [ oo ][ no |
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This change will be made for the filter that we have behind the screen. You can see the
communication going from my computer to the server as I request for data such as a SYN:

M Wireshark - Flow - 10

Time 192.168.6.76

376.166
376,240

376.244 B354 1 Acha] Witn bl 4a
376.244 2454 She et s
376.318 Ga4o (520 52954 [ACK] Se0=1 ACK=BIE WL | 44y
375.602 a5y e el Chuage O Sons Erer D i
376,603 2454 (Change Cipher Spes, Encrypted Handshak i 44
376.603 M54 Applicavon Datz -; 2
376,683 3 62454 (A =153 Ack=1345 | 0

3/6.68%
376.684
376.600 62454 © X Dets 443
376,690 62454 :;‘!“ = M54 [ACK] Saqefitd Ack=135

I = 1
376.691 2454 D2454 — 443 [ACK] Seqo 145 Acka 2104 10

376.681 62454 1443 — 62454 [A =2104 .ndums_‘.m

) 1
576,601 Gaass (443 62454 [ACK] Se=T564 Ack=1M45 | 0

Bl _ a3 H
376.691 bias4 - 2 R - 343

376,607 62454 (313 = 62454 [ACK] Caga£024 Acka 13451 443

376,602 caans 143 = 62454 [ACK] 506484 Acke 1345|403
[ 1
376,692 2454 A1 £2454 [ACK] Sag=7944 Ack=1MS |

| -, i
376.692 62454 I.‘_M' = 443 [ACK] Seqa 1245 Acka 404 449

376,693 €244 M3 — 62454 [A =50 Ack= 15| 00
376,633 62454 ion Data H -
376.693 Baqsg 52454 43 A = 1345 Ack~1103_0 -
3RA.AFY 62454 Ernrypied Alert ".m
385.700

386,700 s2454 £3454 _ 447 [ACK] Gan=1M45 Ack=1108 : 443

366,964

4

Packor 14660 TOD: £47 . EM58 [ACK] Sog=1 Ack=5182 Win=15072 lan=0

Show: |Displayed packets ¥

205, 185.216.10

Flow type:

*!

Al Flowes

= |3

Comment

TCP: 62454 — 443 [SYN] Sea=0 Win=8152 Len=__
TCP 443 — 62454 [SYN, ACK] Seqel Acke1 Wi.

TCP: 62454 — 443 [ACK] Sey=1 Ack=1 Win=655...

TISw1.2: Clhant Halln

TCP: 443 . 62454 [ACK] Saqel Ack=518 Win=1...

TLSv1.2: Server Hello, Change Cipher Spec, Enor_
TLSv1.2: Change Cipher Spec, Encrypted Handsh.

TLSw1.2: Application Data
TCP 443 — 62454 [ACK] Seqm153 Ack=1345 Wi,

TCP: [TCP Keep-Alive] 443 — 62454 [ACK] Seg=...
TCP: [TCP Keap-Alive ACK] 62454 — 443 [ACK] ...

TLSw1.21 Application Data
TCP: 441 — (2454 [ACK] Sag=0G44 Ack=1345 Wi

TCF: b2954 — 433 [AUK] Seq=1345 Ack=2108 W...
TCP: 443 — 62454 [ACK] Seq=2104 Ack=1345 W...
TOP: 443 . 62454 [ACK] Soq-3564 Ack=1345 W...
TCP: 62454 — 443 [ACK] Seq=1345 Ack=5024 W...
TCF: 443 — 2454 [AUK] 5eq=5024 Ack=1345 W...
TOP: 443 . 62454 [ACK] Soq-6484 Ack=1345 W...
TCP: 443 — G2454 [ACK] Saq=7944 Ack=1M45W...
TCF: b2954 — 433 [AUK] Seq=1345 Ack=59904 W...
TCP: 443 — 62454 [ACK] Seq=9404 Ack=1345 W...

TLSv1.2: Application Dats

TCP: 62454 — 443 [ACK] Seq=1345 Ack=11031 ..
TLSv1.2: Encrypted Alert

TCP: 441 _ 62454 [FIN, ACK] Saq=11067 Ack=
TCP: 62454 — 443 [ACK] Saq=1345 Ack=1106] ..
TCP: 62454 — 443 [FIN, ACK] Seg=1345 Ack=1..

2

»

It's a very useful way of graphically representing the data flows that occur within your

packet capture.

Expert system usage

In this section, we'll take a look at the expert system in Wireshark, which is a great feature
that not many people know about, and it allows you to easily find problems in a packet

capture.

[147]




Statistics Chapter 5

You can follow along with the capture that I'll use by downloading the same one off of the
Wireshark website. There's a great section of their wiki called SampleCaptures that allows
you to download captures that have been submitted by the community:

A smptccoprres - re o N

= C | @ Secure | https://wiki.wireshark.org/SampleCaptures

(i Login
WIEESTT-V.1’'@ SampleCaptures

FrontPage  RecentChanges  FindPage | HelpContents | | SampleCaptures

Immutable Page Info Attachments | More Actions: r

Contents

-

. Sample Captures

How to add a new Capture File
Other Sources of Capture Files
General / Unsorted

Suite Traf]
cols and Protocol Families

0 Ea s @ W

AirTunes

MWFS Protocol Family
Server Message Block VCommon Internet Fle System (CIFS)
5. Legacy Implementations of SMB
10. Browser Elections
11. SMB-Locking
12. SMB-Direct
13. SMB3.1 handshake
14. SME3 encryption
15 TCEP
16. MPTCP
arallel Virtual File System (P!

Protoco

. PostgreSQL v3 Frontend/Backend Protoco
27. MySQL protocol
28. MS 5QL Server protocol - Tabular Data Streamn (TDS)

What we'll do is search for errors, and the first one that comes up is cmp-in-http-with-
errors-in-cmp-protocol.pcap.qgz. If you download that and extract it, you can open
up the pcap file and follow along:
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SampleCagiures - The

ampleCaptures B o

o (llbpcagp) A trace of ATM Classical IP packets. e M o

et.cap (libpeaph Some BACnet packets encapsulated in ARCnet framing
cap (ibpcap) BFD packers using simple password authentication,

5 peap (libpeap) BFD packets using mdS authentication.

peap (libgcag) BFD packets using SHAT Juthentication.

_BO211_RT.Atar g2 (peap-ngh A selection of Bluetosth, Linux mmapped USE. Linux Cooked. Ethernat. IEEE 802.11. and
ioTap packets in a peap.ng file. to showcase the power of the file format, and Wireshark's support for it, Currently, Wireshark
doesn't support files with multiple Saction Header Blocks, which this file has, 5o it cannot read It In addition. the first packet in the file, 3
Bluetooth packet. is corrupt - it claims to be a packet with  Bluetooth pseudo-header, but it contains only 3 bytes of data, which is too small for

a Bluetooth pseudo-header.
p.g2 (libpeap) A couple of rpe.bootparamsd 'getfile’ and ‘'whoami' requests.

peap {libpeap) Certificate Management Protecal (CMP) version 2 encapsulated in HTTP. Full "initialization

I8 OpenSSL-E|BCA peap (libpeap) Certificate Management Pratocol (CMP) version 2 n HTTP, Full "Initiall
Request”. Authentication with CRMF regToken.

Cmp-trace.g 2 {libpcap) Certificate Management Protocal [CMP) certificate requests,

cmp cmp-protocel. poap.gz (libpcap) Certificate Management Protocel (CMP) version 2 encapsulated in HTTP. Full
“nitialization thuﬁl and rejected Ky Update Request. There are some EARSFS in the CMP packages.

ermp_in_hitp_y kixcmp-poll_content_type. peap nu.npcap:cen-ﬁmu Management Protocol (CMP) version 2 encapsulated in HTTP. The
CMP messages are of the dep bust used t p-poll”, 30 they are using the TCP transport style. In two of the four CMP
messages, the content type Is not explicitly set thus they canwt be dissected correctly.

g2 {liepeap) Common Image Generater interface (CIGI) version 2 packets.
7 {libpeap) Common Image Generator Interface (CIGI) version 3 packets.

pr (libpeap) Cisco Wirgless LAN Context Contral Protoced (W weriion 0x0

Here, we have our pcap file from the wiki, and there are two ways to get to the expert
system. The first way is from the Analyze menu. We click on Analyze, and go to Expert
Information:

A 10scsp0g T |
Bl fS ew Go GCoptore [Grabue | Goatsics Telephony Mireles Jook  Help
: Display Fiters... hE
Dsplay Fiter haceos.. BB - earessen. +
appty s Celumn Desmanen Protocal  Lergih I T - |
e 205.185.216.10 TR 65 62454 = 443 [SYN] Seqed Win=5192 Len=d MSS=1460 WS5=256 SACK PERMel
Apply ot Filter "
Prepare a Filter L 20%.18%. 216,10 Ter 54 G2454 - 440 [ACK] Seqed Ackel Win=65516 Lensd
Cernveriaticn Filler L 205,185, 216.10 Tusvl.2 571 Client Hello
] 192.162.6.76 TeR B 443 + 62854 [ACK] Seqed AckeS13 Win=15872 Lensd
Enabled Pretocols.  CidsShiftsE 192.168.6.76 TuSvl.2 206 Server Hello, Change Cipher Spec, Encrypted Mandshake Message
Decode fe... 205.185.216.10 Tusvl.2 105 Chenge Clpher Spec. Encrypted Mandsheke Message
) 205.185.216.18 TLSv1.2 838 Applicaticn Data .
e Rt e TR 60 440 ~ 62454 [ACK] Seqe15) Ack=i45 Winel7408 Lensd
SCTR "
14608 376. LZss Tasvi fon Dat "
24651 ¥76._ s B Tee 484 [ACK] Seqeéds Ack=1348 Win=17408 Len=1488 [TCP segment of o resssesbled POU]
14692 376~ St Mot 205.185.216.10 TP 54 62454 + 843 [ACK] Seqel3s5 Acks21f4 Wines5535 Lemsd
14683 ¥T6.— ©. 000600 105.185. 21610 192.168.6.76 o 1514 443 = 62454 [ACK] Seqelld Acke1345 WinelTadk Lensldfd [TCP cegment of & reascesbled Pou)

The second method is in the bottom left. As you can see in the following screenshot, it is a
yellow colored icon:

—
“ (0] IT wireshark_ASS 1E1DA 0270 46C B13A FAMAAABACD1_20180425165727_a02992 | Packets: 6352 - Displayed: 22 (0.3%) | Profile: New Profie

l WARNING is the highest expert information level
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This icon color will change based on the errors that are available in the packet capture. If
this is yellow, the highest problem in this packet capture is a warning. If this is red, the
highest problem in this packet capture is an error. If it's blue, it's chat information or
informational. If you click on that, it will bring up the expert information. As you can see,
there is a listing of all of the problems that Wireshark has automatically found in the packet

capture:

‘ Wireshark - Expert Information - 10 = | = Y
Severity Surmmary Group Protocol Count =
4 Warning This frame is a (suspected) out-of-order segment Sequence TCP 5

14295 [TCP Out-Of-Order] 443 — 62450 [PSH, ACK] Seq=2921 Ac... Sequence TCP I
15230 [TCP Qut-Of-Order] 443 — 62456 [ACK] 5eq=60109 Ack=1.. Sequence TCP
15825 [TCP Qut-Of-Order] 443 — 62462 [ACK] 5eq=19983 Ack=1.. Sequence TCP
15827 [TCP Qut-Of-Order] 443 — 62462 [ACK] 5eq=31663 Ack=1.. Sequence TCP
15830 [TCP Out-Of-Order] 443 — 62462 [ACK] Seq=46616 Ack=1... Sequence TCP
» Warning Ignored Unknown Record Protocol S5L 1
> Warning TCP Zerc Window segment Sequence TCP i
> Warning No response seen to ICMP request Sequence ICMP 6
> Warning Previcus segment(s) not captured (commeon at capture sta.. Sequence TCP 16
> Warning Connection reset (R5T) Sequence TCP 53
4 MNote This frame is a (suspected) fast retransmission Sequence Tce 2=
11504 [TCP Fast Retransmission] , Application Data Sequence TCP
15226 [TCP Fast Retransmission] , Application Data Sequence TCP
> Note This frame is a (suspected) spuricus retransmission Sequence TCP 2
> Mote Seconds elapsed appears to be encoded as little-endian Protocol BOOTR/DHCP 6
> Mote This frame is a (suspected) retransmission Sequence TCP 28
» Mote ACKto a TCP keep-alive segment Sequence TCP 87
> Mote Duplicate ACK (#1) Sequence TCP 75
> MNote This session reuses previously negotiated keys (Session res...  Sequence S5L 13
> Mote "Time T Live" != 255 for a packet sent to the Local Netwo.., Sequence IPvd 32
= Mote The acknowledgment nurnber field is nonzero while the A, Protocol TCP TR
» Mote TCP keep-alive segment Sequence TCP 110
4 | Chat TCP window update Sequence TCP 1
8328 [TCP Window Update] 51930 — 2869 [ACK] 5eq=237 Ack=... Sequence TCP
> [Chat Connection finish (FIN) Sequence TCP 217 -
Ne display fifer set.
Limit to Display Filter Group by summary Search:
Close ] [ Help ]
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The chat ones are usually just generic informational data that you don't need to see, so we
can minimize them. On your packet capture, if you have warnings or errors, these are
things you want to take care of. The errors are the most critical. These are problems in the
actual TCP communications or there's a problem in the packet in some way. There's a
malformed issue or a CRC failure. Warnings are usually application problems, weird
responses, and spooky stuff like that. Wireshark notices that and will alert you to it with
this expert information window. Not only does it show you the type of errors and warnings
it finds, but it tells you what packet number it's available on, and you can click on it. If we
click on packet number 14295, it will jump in the packet list down to 14295, select it, and
then show us what it's talking about. If we scroll down and look, we can see that it's under
the Transmission Control Protocol:

Ml 10peapng |
| Ble Edn Yew Go Copture fnsbze Statntics Telephony  Wieeless Jooh Help
FLEL REc==mTifEeaan
(L1 T £ - bpresson..  +
Mo, Teme  Tivw delts bom previous caphured rame Scarce Destrister Prodocl  Length Info .
6.000461000 152.158.11.6 153.168.6.78 TiSwi.l 747 Certificate Status, Server Key Exchange, Server hello Done
14202 367.— 0005849000 192.160.6.217 209, 155285, 350 5507 216 M-SEARCH * WTTR/1.1
14293 367, 9.039474000 192, 168.7.50 239,295.255.250 5507 216 M-SEARCH * WTTR/1.1 —
14284 367.— 0.007023000 Elitegro_se:adidd  Broadcast kP 60 Who has 192.168.7.1967 Tell 192.168.6.205
Frame 14295: 1230 bytes on wire (3842 bits), 1230 bytes capturcd (9849 bits) om imterface @
Ethernet II, $re: ’nlﬁllu-hf:‘a:l‘ (08:30:8b:bf:68:10), Dsn: tli!o‘m_n:l‘:l! (fa:ad:30:an:08:12)
Intermet Protocol Verslon 4, Src: 152.195.11.6, Ost: 192.166.6.7¢
4 Transmission Control Protocol, Sec Port: 443, Dst Port: 62458, Seq: 2921, Ack: 528, Len: 1176
Source Port: 443
Destination Port: 62458
[stress index: 131]
[TCP Segment Len: 1178]
Sequence nusber: 1931 (relative sequence nusber)
[Mext sequence nusber: 4047  (relative sequence nusber)]
Acknowledgeent nusber: 528 {relative ack nusber)
Q001 ... = Hesder Length: 20 bytes (5)
Flags: @x0L8 (PSH, ACK)
uindewr size value: 188
[€alculated window size: 147456]
[Window tize scaling factor: §12]
Checksum: Oxab1s [unverified]
[Checksum Status: Unverified)]
Urgent painter: @
[5EQ/ACK analysis]
TER paylend (1176 bytes)
TCP segment data (1176 bytes)
[5 Meassembled TCP Segments (6611 bytes): S14281(1377), #14282(1460), #14295(1176), #14284(1458), #14286(1138)]
f4 44 30 45 02 12 98 30 6b bf 66 10 05 09 45 99 M0)...0 k.t E. =l
Frame (1230 bries) | Meessenbled TCP (5511 bytes)
@ 7 Thbwmen e alysie. out_oi_orides) Packats: 17034 - Displayec 1034 {100.0%) - Load tme: 0:0.223 Broia: New Profle
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For another example we can take a look at on the SampleCaptures, if you search for x400,
the first one that we'll get is this x400-ping-refuse.pcap:

l‘. Ml SampleCaptures - The V. x

L C | & Secure

vitps://wiki wireshark.erg/SampleCapturs

b0

PEP.config.cap LCP and IPCP configuration of a Direct Cable Connection (WinxP)

ppp-dialup-munged. pppd Linux pppd async dialup connect/disconnect: (The capture file generated by pppd has been munged slightly to hide
login info. thus certain HOLC checksums are incorrect)

ppp. cp.peap PPP LCP and IPCP traffic wia protocol reject for CCP,

Point-To-Point over Ethernet

File: telecomitaliz

PPPoE axchangs batween a Telecom Italla ADSL CPE and one of their juniper (ex-Unisphere) BNASes.

1. CPE sends a discovery Initlation frame (PADI) and recetves an offer (PADO).

2. CPE sends an authentication request with dummy credentials "aliceadsl” both for username and password. These are useless. since the
actual authentication is performed thanks to the DSLAM intercepting the PPPOE discovery frames and adding in a Circuit- D/NAS-Port-ID tag.
which is unique for the customer DELAM port. This tag is then verified against a RADIUS server on Telecom Italia’s premises. This process is
hidden and transparent to the user and cannot be shown here.

3. Post-authentication, our CPE receives back IPCP messages containing configuration information, such as public IP, default gateway and DNS
configuration.

4. We'ré now on the Intérmeat. PPP LCP Echd requests and Echi réplies are sént as sassion keep-alive chack,

Contributed by Lorenzo Cafara,
XA00

These captures exercise the Session (SES), Presentation(PRES), Assocation Control (ACSE), Rellable Transfer (RTSE), Remote Operations (ROSE),
X400 P1 Transfer (411), X.400 information Object X420 and STANAG 4406 54406 dissectors,

Contributor: Graeme Lunt

File: {00 ping-refuse.peap (2K8)
Description: An X.400 bind attempt using RTS in normal mode generating an authentication error from the responder.

File: ¥400-ping-success. peap (2KB)
Description: An X.400 bind attempt using RTS in normal mode with a bind result from the responder.

You can download the highlighted file as shown in the preceding screenshot and open it
with Wireshark. If we go into expert information, you can see that there is a warning on
packet 10. There's a Connection reset (RST),so we can click on that. It takes us to
packet 10, and highlights exactly what the problem is:
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Ml $400-ping-refuse peap =8 B
file Edt Yiew Go Copture Anabze Statistics Telephony MWireless Tools Help

Am i@ LEBResEFIEEaaan

W [apely a dsplay fiter _<Cirl /> £ ~| xresson.. | +

No. T Time delta from previous caphured frame Sauree Destnation Protocel  Length tnfo

::-g Ml Wireshark - Expert Information - x400-ping-refuse =@ 2

5 0,098
68,098 Packet Summary Group Frotacol Count

7 8.187 + Warming Connection reset (RST) Sequence e i

0 102 = 2278 [RST] 5eq=146 Win=0 Len=0 Sequence =] 1
i Mote The acknowledgment number field ic nonzerc while the A... Protocel e 1 ;

[ 4 8.107

Moo pley fibae sat.
Limst 10 Display Filter (] Growp by summary Search: Isu- '|
U181 .... = Hesder Length: 20 bytes (5) =

4 Flags: @xB@4 [RST)
899, .... .... = Reserved: Not set

= Nonce: Not set

= Congestion Window Reduced (CWR): ot set =

= ECN-Echa: Hot setv

= Yrgent: Not set E

= Acknowledgment: Not set

8... = Push: Mot set LY
wana maes =l.. ® Reget: Set
# [Expert Info (Warning/Sequence): Connection reset (RST)]

[Connection reset (RST)]

[Severity level: warning) -

Summary

In this chapter, we've gone over the basics of TCP/IP and how a packet is built. We've seen
how to use the time information in a packet capture to our advantage, and how to add time
columns and change the time settings. Furthermore, we've seen how to view different
statistics in Wireshark on our packet capture to help get an idea of what the capture
contains and how to use the expert system, which is a nice hidden feature in Wireshark to
show us exactly what the problems are in the packet capture that Wireshark knows about.

In chapter 6, Introductory Analysis, we'll see an introduction to analysis of different
protocols.
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The following are the topics that we'll cover in this chapter:

DNS analysis

ARP analysis

IPv4 and v6 analysis
ICMP analysis

We will see how each one of these is useful. Let's get started!!

DNS analysis

Let's take a look at how DNS works at a basic level and how to do common tasks with DNS
such as look in a Wireshark capture.

We will start by flushing the DNS cache on the computer, which will clear out any of the
cached entries on the device so that if we try to resolve any of them, it will have to go get a
new resolution from the servers out there on the internet. For this, we will enter the
following command:

B C\Windows\system32\cmd exe

Microsoft Windows [Uersion 6.1.76811
Copyright {(c»> 2089 Microsoft Corporation. All rights reserved.

C:“Uszersszayalit>ipconfig ~Fflushdns

Windows IP Configuration

Successfully flushed the DNE Resolver Cache.
C:sUsepsssayalit>

Since we've cleared that out, let's do a standard resolution.



Introductory Analysis

Before we do a resolution, what DNS does is resolve domain names and different records of
these domain names to IP addresses. That's its primary purpose.

DNS is used for all sorts of things, some of which are listed here:

All sorts of different services out there use DNS; there's a common mantra in IT that even
when you think it's not DNS, it's usually DNS whenever there's a problem. Let's take a look

Browsing the internet in any fashion, such as with the web

If you're trying to resolve FTP servers or game servers

If you're trying to run an active directory on a domain 011 into a local network
If you're trying to run VMware

at what a normal DNS resolution looks like.

For that we will type the following command in Command Prompt:

nslookup wireshark.org 8.8.8.8

We'll force that query to go out to Google directly. If I press Enter, we get the following

output:

So, in this result, you see that we have the server that responded to our query, 8.8.8.8,
and we can also see the DNS name for that server address. You can also see the answers
that it has for that device for that server, and you can see that we have both IPv6 and IPv4

addresses.

B CA\Windows\system32\cmd exe

C:“Usersssavalitnslookup wireshark.orqg 8.8.8_.8

google—-public—dnz—a.google.con
g8.8.8.8

DNS request timed out.
timeout was 2 seconds.
Mon—authoritative answer:

Mame = wirezshark.org

Addresses: 2408:chBB:2048:1::6819:-dalk
2480:chBB@:-2048:1:-:6817:db15
1A4.25.219.21
1A4.25.218.21

C:sUsersssavalit>

4 11}
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The IPv6 addresses, as you can see, have a very different format from IPv4.

If you're unfamiliar with IPv6, take a look at the other books that are
available from Packt Publishing regarding IPv6.

So what we want to do is take a look at this from a packet level. For this, we'll flush the
DNS cache again:

ipconfig /flushdns

Next, we'll start a capture on the local interface, as shown in the following screenshot:

M The Wireshark Network Analyzer =
File Edit View Go Capture Analyze Statistics Telephony \Wireless Tools Help

AS 28 IBREB S T sREaaaH

(N [2zoty filter . <cl /> =d = | expressan..  +

Welcome to Wireshark
Open

CiUsersisayalit Dewnloads'ad00 - ping- retuse.peap (1121 Bytes)
C\lserssayalif Mesktop\S041'8. peapng (298 MB)
C\Users\sayalit\ Desktop\ 84119 pe apng (114 KE)
ChUsershsayalit\Desktop'8M1'110.pcapng (3188 KB)
ChUsers\sayalit\Desktop'904146.pcapng (64 MB)
CiUsersisayalit\Desktop 9414/ . peapng (142 Kb)
C\lerstsayalif\ D urments) gac kets. e agng (358 KE)
Ch\Usershsayaliti Desktop' 804115 peapng (1172 Bytes)
ChUsers\cayalit Decktop'9041'd.pcapng (37 MB)
CUsershsayalit\Desktop\9041'\3.pcapng (18 KE)

Capture
.. Juging thig filter: |b |E':eraca:r_ref:tar g = | |all interfaces shown *

VirlualBux Hest-Only Metwork
[ Tocal frea Connection T 1
@ USBPcapl
@ USBPcap2
@ USBPcap3

Learn
User's Guide - Wiki - Questions and Answers - Mailing Lists
fou are running Wireshark 2,46 [v21.6-0-0c2f3952312), You receive automatc updates,

¥ Ready to load or capture No Packets Profile: New Profie
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While the capture's running, let's go ahead and enter the same command we used earlier:

nslookup wireshark.org 8.8.8.8

Bl C\Windows\system32icmd.exe = | = %

C:xUsersssayalit>ipeonfig #flushdns

Windows IP Configuration
Successfully flushed the DN Resoluver Cache.

C:=“Usersssayalit>nslookup wireshark.org 8.8_.8.8
Server: google—public—dns—a.google.com
Address: B8.8.8.8

Non—authoritative answer:
wireshark.org
es: 240@:chBd:204 6819:dalb
2408:chiB:2848:1: 6817 :db15
184.25.219.21
184.25.218.21

C:=“Usersssayalit>

Next, we will stop the capture. If you scroll down, you can see that there's a whole bunch of
DNS as well as some other protocols. So what we'll do is, we'll use a filter and simply type
in dns in the display filter. That will get rid of any other junk that we don't want to see:

Ml *Locel Aes Connection o B &
File fdit Yew Go Capture Anahue Satisbes Telephony Wireless ook  Help

Am @ ERE ] @ TAQEaAaD

[ors =] -] Exgresien . +
. Time: Time deits from previcus captured frame Source

177 7.458 8.870909000 192.168.6.76
188 7.610

Protoccd  Rength Inks
52 Standard query Oxel3d & prod.registrar,skype.com
150 Standard query response @ueldd A prod.registrar,skype.com CNAME preduction. skype-

285 9,486 0.002826000 192.168.6.76 78 Standard query Gu3079 A contacts.skype.com
256 9,460 0001695000 192.168.0.6 196 Standerd gquery response @x3079 A contacts.skype.com CMAME prod-comtacts-skype-co-

378 12,404 0022106000 192.168.6.76 73 standard query @xifed A d.dropbox.com

i 99 7 4 ] s r i 2t
612 17. - NS 80 Standard query @x@0el PTR 8
i 17. 500 V050470000 B.0.5.8 101.188.8.78 731 114 Standard query response GSeel PIR 8
€23 17.304 0.004520000 192.168.6.76 5.5.5.8 DNS
€43 17.753 0.000385000 5.5.5.8 192.168.6.76 ohs
644 177558 2. 001557000 192.168.6.76 5.5.5.% DNS
663 18.217 2.093393000 5.5.5.5 192.168.6.76 OHS.
665 18.219% 0001592000 192.168.6.76 a. NS 73 Standard query Gn0004 A wireshark.org
679 18.28% 0069463000 5.5.8.8 NS 105 Standard query respomse @wd0d4 A wireshark.org A4 184,25.219.21 4 164.25.218. 21
671 18,291 [T 73 Standard query (0008 AAMA wireshark.org
674 18,372 oS 129 Standerd query response DxDOO5 AAMA eshark.org AAAA 2400:CHO0: 2048:1: 16619 da.
743 19.336 ons 79 Standard query @xBedc A MUMBAL.packe et
7 . NS 95 Standard query response BuBedc A .packtpub.net A 192.168.9.5
753 19.M45% D.001409000 192.168.6.7¢ ons 79 standard query @x49cc A MUMBAL.pa Met
755 19.348 0. 002562000 192.168.0.6 192.165.6.76 ons 95 Standard query response @x4Scc A MUMBAL.packtpub.net A 192.168.9.3
345 21.601 0.020912000 192.168.6.76 192.168.0.6 ONS 79 Standard query @xleds A MUMBAI.packtpub.net
346 21.603 £.002255000 192.168.0.5 182.168.6.76 DHS. 95 Standard guecy resoonse @xleds A MUMBAL cacktoub.net A 192.168.8.5

You can see the first request. So we have some other DNS requests that occurred by the
system. We'll take a look at the first query highlighted in the preceding screenshot.
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You can see in the query that it's asking for 8.8. 8.8, and so it's actually asking for the
domain name of the domain server. You can also see that it has a Transaction IDof 1.

If we look at the next query that happened, wireshark.org, you'll see that it has a
Transaction ID of 2:

Ml “Locwl Ares Connestion o@ =
| Eile Edit Veew Go Copture Anahze Statistics Telephony Wirdess Took Help
dm 29 LBBRE A==GETIQ0Eaaan
L1 E D -) Expremion.. +
. Tene  Time delts from previcus captuned frame Source. Desmnabon Frotocel  Length Info -
177 7.484 2.970909000 192.168.6.76 192.168.0.6 DHS. 84 standard query Swells A prod.registrar.skype.com
188 7.610 9.003753000 192.165.0.6 192.168.6.76 ohs 158 Standard query respomse Guweldd A prod.registrar.skype.com C(MAME preductions. skype-
255 9.486 9.002826000 192.168.6.76 192,168.0.8 ons 78 Standard query Gu3079 A contacts.skype.com E
256 9.458 0.001695000 192.165.0.6 192.168.6.76 {3 196 Standard query respomse @x3079 A contacts.skype.com CMAME prod-comtacts-skype-coo
378 12.404 ©.022106000 192.168.6.76 192,268.0.6 RS 73 Stenderd query @xifeé A d.dropbox.com
79 12.408 0.003413000 192.168.0.6 192.168.6.76 o 127 Standsrd query response @x2fab A d.dropbox.com CNAME d,v.dropbox.com OWE d-sic
612 17.117 0.000100000 192.168.6.76 8.8.8.8 NS 80 Standard query @000l PTR 8.8.8.8.1in-addr.arps
622 17. 00 0056470000 8.6.8.8 192.168.6.76 ONS An-sddr . arpas PTR gocgle-public-das-8.-
‘ 815 17,304 . 004510000 191.168.6. 76 §.5.8.8 ons . .
- 643 17.753 ! .5.8.8 1982.168.6.76 ChS 143 Standard query response @x8802 Ho such nase A wireshark.org.packtpub.net S04 rus.
£44 17.755 2.5.5.8 ons B6 Standard query BxBBO3 AGAA wireshark.org.packtpub.net
663 13.117 8.083393000 2.3.8.83 192.163.6.76 NS 143 Standard query response BxB083 Mo such nase AAAA wireshark.org.packtpub.net 504
669 18.219 2.001992000 192.168.6.76 B.8.8.8 DS, 73 Standard query 8wBO@s A wireshari.org
670 18.289 9.060463000 8.8.8.8 192.168.6.76 NS 105 Standard query respomse Gudddd A wireshork.org &4 104.25.219.21 A 164,25.218.21
671 18,291 ©.002355000 192.168.6.7¢ 8.8.8.8 OHS 73 Standard query Ow0d05 AAMA wireshark.org
674 18,372 0.000767000 6.6.8.8 192.168.6.76 RS 129 Standerd query response w005 AAMA wireshark.org AMMA 2400:cb00:2040:1: 16019 da
743 19,306 0004613000 192.168.6.76 192,168.0.6 NS 79 standard query @nBeac A MUMBAL.packtpub.net
750 19.342 0.005722000 192.168.9.6 192.168.6.76 ons 95 Standscd query response OxBedc A MUMBAL.packtpub.net A 192.168.9.5
753 19.345 0.001488000 192.168.6.76 192.168.9.6 oNs 79 Standard query @wdScc A MUMBAT.packtpub.net
755 19.348 @ 002562000 191.168.0.6 192.168.6.76 ons 95 Standard query respomse @xd9cc A MUMBAL.packtpub.net A 192.168.9.%
845 21.601 0.920912000 192.168.6.76 1982.168.0.6 ONS 79 Standard query @xledd A MUMBAI.packtpub.net
846 21.603 L] 192.168.0.6 182.168.6.76 NS 95 Standard ouerv resoonse @xledf A MUMBAL.ocacktoub.net A 182.168.9.5 i
* Frame 623: B5 bytes on wire (638 bits), B6 bytes coptured (638 bits) on interface 8
* Ethernet II, Src: Elitegro 4a:@B:12 (fa:ad:30:4a:88:12), Dst: MewlettP_27:d8:8a (dB:94:083:27:d48:8a)
+ Internet Protocel Verslon 4, Src: 192.168.6.76, Dst: 8.8.8.8
* User Datagrom Protocol, Src Port: 56323, Dst Port: 53
# Domain Mame System (query) E
Flagt: ex0100 Standard query
Questions: 1
Answer ARs: @
Authority RRs: @ -
B000 df 54 03 17 d8 Ba 14 30 42 08 1208 M0 A5 M
G010 00 48 Ta 54 00 00 80 11 00 00 cd a8 06 4c 02 88 -
| © 7 Frame (fame), 88 byies Packety: 4352 - Displayed: 50 {1.0%) - Cropped: 0 (0.0%) Profie: hew Profle

If we look at the packets in response to the query, they will have a matching transaction ID.

So a good example as to why this is useful is if you see a number of responses, or queries
even, that are going around on your network and showing up in your packet capture with
the same transaction ID over and over again, you may have a loop in your network; that
could point to a problem with spanning tree, for example.

It's also just useful in general for us to be able to determine which packets are matched up
from query to response. As you can see, Wireshark is automatically showing us the related
packets between the two, as we've already mentioned in the previous sections.
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We also have a line that tells us within the DNS section of the packet details that it's a
response in packet 622:

4 Domain Mame System (gue
[Response In: 622]

Transactlon ID: @x@eal

[ Flags: @x@1@@ Standard query

Questions: 1

Answer RRs: @

Authority RRs: @

Additional RRs: @
[ Queries

And if we double-click on Request In, it'll take us to the respective packet. Then, of course,

you can go back and forth between the two. So, the transaction ID is very useful.

Let's go down to our second query for the actual wireshark.org, and open up the Flags.
We can see that there's a flag turned on:

M "Local Area Connection =8 B
| Fle Edit Yiew o Qepture Anshae Joatisticc  Telephony Wirdess Took Help
dm:co ibRB Res==2720Baaaan
[N [ | Bxpresson.. 4
Ho. Tew T deits bom previous caphured frame Source Cestiation Protocel  Length Info -
177 7.284 0.070000000 192.168.6.76 192.168.0.6 =03 84 Standard query Guelds A prod.registrar.shype.com
100 7.610 0,000753000 192.160.0.6 192.168.6.76 oS 150 Standard query response Sweldd A prod.reglstrar.skype.com CMAME production. skype- t
255 9.466 0.0020626000 192.160.6.76 152.168.0.6 (=] 78 Standerd query xM79 A contects.skype.com
256 9,468 0. 001699000 192.168.0.6 192.168.6.7% s 196 Standard query response Bx3@73 A Contacts.skype.Com CMAME prod-contacts-skype-co-
378 12.404 ©.022106000 192.168.6.76 192.168.0.6 s 73 standard query @xifat A d.dropbo.com
379 12.408 0,005413000 192.166.0.6 192.168.6.7% oS 127 standard query response Oxifes A d.dropbox.com ONAME d.v.dropbox.com CNAME d-sfc-
612 17.217 0. 000100000 192.168.6.76 8.8.8.8 s 80 standard query Ex@l PTR 8.0.8.8.in-addr.arpa
622 17.309 0.035470000 8.8.8.8 192.168.6.76 (=] 124 standerd gquery response 0001 PTR §.8.8.8.in-addr. arps PTR google-public-dns-s.-
- 623 17.304 0.004520000 152.168.6.76 8.8.8.8 s 86 Standard query BxDOO2 A wireshack.org.packtpub.net
L ey az7ss 9.800385000 8.8.8.8 192.168.6.76 s 143 Standard query response BxBOOZ Mo such nase A wireshark.org.packtpub.net SOA rus_
a4 17,755 9.001557000 192.168.6.76 0.8.0.8 s 06 Standacd query DxOO0D AAAA wireshark.org.packtpub.net
68 18,217 ©.008393000 B.5.5.8 192.168.6.78 s 145 Standard query response Sai903 No Such nase AASA wireshark.org.packtpub.net SO -
#69 18,219 ©.001992000 192.188.6.76 8.8.8.8 s 73 Standard query @x0904 A wireshark.org
70 18.289 .069463000 B.5.5.8 192.168.6.78 s 105 Standard query response GxB0B4 A wireshark.org A 104.25.219.71 A 184.25.218.21
71 18.291 .002355000 192.188.6.76 5.5.5.8 s 73 Standard query BxBIOS AMA wireshark.org
74 18.372 ©.008757000 B.5.5.8 192.168.6.76 s 129 Standard query response GuB00S AAAA mireshark.org AAAA 2400:cbON:I04E:1::6819:da.
749 19.336 ©.004613000 192.188.6.76 192.168.9.6 s 79 Standard query BxBedc A MUMBAL. packtpub.net

[Besponze In: 643]

Transaction I0: Sdoaz

+ Frame £23: 86 bytes on wire (683 bits), 86 bytes captured (688 bits) on interface @

+ Ethernet IT, Src: Elitegro_4a:88:12 (fd:d4d:30:4a:08:12), Ost: HewlettP _27:d8:8a (d8:98:03:27:d8:8a)
+ Internet Protocel Verslen &, Sre: 192.188.6.78, Dst: 8.8.8.8
* User Datagram Protocol, Src Port: 56323, Dst Port: 53

4 Domadn Wame System (query)

L
“ Flags: Owdl09 Standard query
Bore cren sene ones = RESPONSE: MesSage 15 & query
00 9 Opcode: Standard query (8)
: Trunceted: Messsge is not truncated
It reserved (@)
. he 4 d data:
Quésticns: 1
Angwer RRS: @ -
Im dE 94 03 27 O 85 T4 4d 30 4a 05 12 08 09 45 80 ... ... ... .E. -
O 7 prame (Fame), 86 bytes Pachts: 4852 * Displaved: 50 (LO%) * Drovoed: 0 (0.0%) Frofie: bew Profie
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We have a 1 bit enabled, where it says Recursion desired: Do query recursively. This
means that the query is requesting the server to ask other servers in case it does not have
the answer to our query. A DNS server could have additional pointers configured in it, or
additional forwarders set up on it, to go look for the answer to a DNS query. So, this query
flag is saying "yes, go ahead and do that for us".

Let's go down to packet 669, where the system requests the wireshark.org A record from
Google. We can see the response on packet 670. Then, we dig into the Flags, which gives
the highlighted response in the following screenshot:

Ml “Local Anea Connaction o|@ %
| Ble Edit Meew Go Copture Anahze Sabistcs  Telephory Wireless Jook  Help
AN 29 LPBBB A==GETIQ0Eaaan
L1 B -) Exremicn.. +
. Tene  Time delts from previcus captuned frame Source. Desmnabon Frotocel  Length Info -
177 7.464 192.163.08.6 NS B4 Standard query @xel3s A prod.registrar.skype.com
180 7.610 192.168.6.76 oS 150 Standard query response Gwelld A prod.registrar.skype.com CNAME productiom.skype-
255 9,486 192.168.8.8 ons 78 Standard query @x3073 & conmtacts.skype.com
256 9.468 192,168.6.76 [ 19¢ Standard guery respense 8x3070 A contscts.skype.com CMAME prod-comtacts-skype-con
378 12.404 192,268.0.6 RS 73 Stenderd query @xifeé A d.dropbox.com
379 12.408 192.168.6.76 NS 127 stendsrd query response @x2fat A d.dropbos.com CNAME d.v.dropbox.com ONAME d-sic
€12 17.17 s.8.8.8 ons 89 Standsrd query @001 PTR B.8.8.8.4in-sdde.arpe
622 17.300 192.168.6.76 ons 124 Standsrd query responte G001 PTR §.8.0.0.in-sddr.arps PTR google-public-dne-s.—
613 17.304 5.5.5.8 ons #6 Standard query @x@082 A wireshark.org.packtpub.net
643 17.753 192.168.6.76 oNS 143 Standard query response @x002 Mo such name A wireshark.crg.packtpub.net SOA rus_
£44 17.755 5 5.5.5.2 NS BE Standard query BxBOO3 ALAL wirethark. org.packtpub.net
563 18,117 2.888393000 5.8.8.8 192.168.6.76 BHS. 143 Standard query response BxB083 No such name 8384 whreshark.org.packtpub.net 504 -
563 18.213 ©.891992000 192.165.6.76 5.8.8.8 (3 73 Standsrd query 8x0004 A wireshark.org
570 18,285 9.069463000 8.8.8.8 192,168.6.76 [0 105 Standard query respomse Gudddd A wireshork.org 4 104.25.219.21 4 184,25.218.21
671 18,291 9.002355000 192.168.6.76 8.8.8.8 [ 73 Standard query On0d05 AAMA wireshark.org
674 18,372 8.000767000 5.5.6.8 192.168.6.76 oS 12% Standard query response @ud0@5 AAMA wireshark.org AAAA 2400:cbod:2048:1::6619:da.
743 19,306 0004613000 192.168.6.76 192,168.0.6 NS 79 standard query @nBeac A MUMBAL.packTpub.net -

[Bequest In: 6691
[Time: 8060463008 ceconde]
Transaction I0: BxBOBS
# Flags: @x8158 Standard gue response, No error
= Response: Message is a response
.. = Opcode: Standard query (8)
-+ = Authoritotive: Server is not an suthority for dosadn
.= Truncated: Message is not truncated
= Recursion desired: Do query recursively .
= Recursion availsble: Server can do recursive gueries

= 2: reserved (9)
= answer suthenticated: Answer/suthority portion was nat suthenticated by the server
data:

= -ro BOOD = Reply code: Mo error (B)
Questions: 1
Answer RRs: 2

DO00 T4 4d 30 45 05 12 96 30 Gb bf 66 10 00 90 45 90 .MD...0 kT LK.

| © 7 Frame (hame), 105 bytes | Packets: 4852 - Displayed: 50 (1.0%) - ropped: 0 [0.0%) Frofie: Newrofie

Bit 1 is enabled, so the highlighted part is a response message. It has Recursion
desired and Recursion available asenabled.

Now, we'll scroll down and see that we have Answer RRs: 2, so we have two responses to
this:

Questions: 1

| Answer RRs: 2 |
Authority RRs: @
Additicnal RRs: @
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We'll see the Queries and when we go down to Answers, we'll see that we have two
records for wireshark.org:

4 Queries

4 wireshark.org: type A, class IN
MName: wireshark.org
[Name Length: 13]
[Label Count: 2]
Type: A (Host Address) (1)
Class: IN (@x8881)

4 Answers

4 wireshark.org: type A, class IN, addr 184.25.219.21
Name: wireshark.org
Type: A (Host Address) (1)
Class: IN (@xeeal)
Time to live: 299
Data length: 4
Address: 184.25,219.21

4 wireshark.org: type A, class IN, addr 184.25.215.21
MName: wireshark.org
Type: A (Host Address) (1)
Class: IN (@xeeal)
Time to liwve: 299
Data length: 4
Address: 184.25.218.21

Thus, it looks like wireshark. org is using some sort of load-balancing system because we
have an A record of 104.25.219.21 and 104.25.218.21.If you go to https://www.
wireshark.org/, it will take you to either of these two addresses. You'll also see that there's
a Time to live value, where you have a TTL of 299, which is the number of seconds that
this record is to be kept on my system before it requests a new record. The TTL value is
very short here, and most likely this is something to do with the fact that they are using a
load balancer. If there's any sort of change in the address, it wants us to get an update as
quickly as possible. It doesn't want us to keep a cached version of bad IP addresses for a
very long period of time. For example, many defaults are 8 hours or 24 hours; so, converted
to seconds, you might see 86,400 seconds or so.

An example for DNS request failure
Let's take a look at a DNS request that will fail.
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For this, we'll create some sort of random domain and put in
gibberish, jhadgug384r8.com, as shown in the following screenshot:

C:xUsersssayalit>nslookup jhadgug3B4r8.com B.B.8.8

Next, you need to start a new capture. Go ahead and press Enter:

B C\Windowshsystem32icmd.exe = B =

C:~Usersssavalit>nslookup jhadgug3B4r8._com 8.8.8_8
Server: google-public—dns—a.google.com
Addreszs: B8.8.8.8

pexe google—public—dns—a.google.com can't find jhadgug384»8 _com: MHon—existent dom|
ain

C:“Usersssayality

Now, you need to stop the capture.

We can see we have the requests, like before:

W [dne
i, Tme  Time deits from previcus captured frane Dessnasen Protocel  Length Infa
252 7.408 192.168.0.6 s 73 Standard query
253 7,418 192.168.6.76 oS
90 7.877 8.8.0.8 [
292 7.950 192.168.6.76 oS 8.8, in-addr arpa PTR gocgle-pub a.google com
783 7,553 6888 o B9 Standard query @uon . packepub. net
312 B.428 192.168.6.76 oS 145 Standard query response BBBEZ No such nase A JhadgupISirS.com.pacitpub.net S04 rush.easydns.cos
313 8456 B.8.0.0 ons B9 Standard query GxB00) AMAA §hadgugdBacd.com.packtpub.net
334 8,952 192.168.6.76 oS 146 Standard query response Dx0OO3 Mo such name AASA JhadguEIBird.com.packtpub.net S04 Fush.easydns.com
336 §.954 5.5.5.8 o 76 Standard query @xe0ed A Jhadgugisscs.cos
341 9,200 9,000506000 8.0.8.8 192.168.6.76 oS 149 Standard query response Gwdd@4 lo such name A jhadgugdd4rd.com 504 a.gtld-servers.net
341 9.211 ©.001051000 192.168.6.78 5.5.5.8 ons 76 Standard query xBO0S ARAA hadgugsBecs.com
351 0.420 0,001103000 8.8.8.8 192.168.8.7¢ oS 149 Standard query response G005 Mo such name AAA4 hadgugdird.com SOA ».gtld-servers.net

We have the 8. 8. 8.8 domain name, and we have the actual request. Just like with
wireshark.org, you can see that we've received an A record as well as a quad A record.
This is because the system is requesting both IPv4 and IPv6. You saw that in the command-
line output when we did wireshark.org.

So we have an A record, which is the IPv4, and a quad A record, which is IPv6. But you can
see that we have some sort of gibberish domain name, which obviously responded back in
that command line, saying that it couldn't find a result. So we sent out a query, asking for
jhadgug384r8.com, and we received a response from the DNS servers at Google, saying
No such name. If we go to the Flags and take a look, we have Message is a

response, No such name, Reply code: No such name.
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And if you remember from the filtering section, we can right-click on any flag and apply a
filter by selecting Apply as Filter based on the options available, as shown in the following
screenshot:

Ml "Local Avea Connection T = ]
Eie  [Edit Yeow Go  Lepture  gnabe  Jtetistics  Telephomy  Mfircdess ool Hep
Adn 20 JBREB == Ti)Eaqan
LIE [x] *| Bxpression...  +
o Tee  Time delts from previous captured frame: Source Desmnation Protocsl  Length Info
630 13.211 9.003317000 192.168.6.76 193.168.9.6 s B4 Standard query Bxa83f A devI6MS. service-now.com
€38 13.307 ©.802625000 192.165.9.6 192.168.6.76 s 180 Standard query response Bxd83f A devIEB4S.service-now.com A 103.23.66.118
250 15.719 0.104545000 192.165.6.76 8.8.8.3 s 0 Standard query @201 PTR 8.3.8.8.4n-addr.arpa
549 20.737 ©.008094000 192, 168.6.76 B.8.8.8 s 59 Standard query GxPORZ A jhadgug3sers.com.packtpub.net
975 21.117 0.0812453000 8.1 Expand Sublress Shift=Fight 145 Standard query response 8wdB8} No such name A jhodgug3BirS.com packtpub.net S04 rush.e
476 21.115 0,002079000 15 Expand All Ct-Right 59 Standard query G083 AaAs jhadgugiSdcd. com.packtpub.net
1805 21.850 0,002623000 8.1 14 Standard query response 8wd383 No such name 2245 {hadgugdSdr8.com.packtpub.net S04 rus.
» 1006 21.652 0.001941000 15;  Colapsedl CrteLeR 76 Standnrd query x0004 & Jhadgugisirs.com
1615 21,506 0.000028000 8.4 L 149 Standnrd query response Gwd0d4 Mo such name A jhadgugiférs.com S04 a.gtld-servers.net
1016 21,507 ©,001063009 15} = 76 Standord query Sx0905 AMA Jhadgugitsrs.com
1027 22,163 0004550000 0.4 oy b = 7y response 9x0805 Mo such neme AMAA Jhadgugdeert.com 504 a.gtld-servers.n.
2061 54.720 0. 042456000 15, - = 5 ¥ Sxdb53 A cdp.packtpub. com
2062 54.730 9.001721009 150 s rlntdosin! Hot Selected [y response DxP0S3 A cdp.packTpub.com CNARE Typecloud-vi.eu-west-1.elastic.
Conversaton Filter g —and Selected
Colorize with Filter * gt Salected
Follow E —agd not Sebected
nee Selected
(Time: 0.254103008 seconds) Copy < =5 -
Transaction ID: Sxdded Show Packet Bytes..
4 Flags wd query response, Bo such Export Packet Bytes... ClreH
T = Responie: Mecsage ix
008 = Opeede: Standacd query Wiki Protocel Page
= Authoritative: Server Fites Fiekd Rek E

.. ® Truncated: Message is |
.. ®» Recursion desired: Do |
<« ® Recursion available: S
«= ® I: reserved (@)

<+ = Angwer authemticated: | L

Pretocel Prefersnces L

Decede ...

d by the server

«:@ .... = Non-authenticated data S
s ssss sses 0011 = Reply code: No such mase (3]
Questions: 1

So we just filtered our display filter based on No such name as the error code in DNS. This
is a great filter you could apply if you're doing a packet capture where there's some sort of
connectivity problem. You can look for failed DNS queries.

ARP analysis

In this section, we'll take a look at how ARP works, resolve addresses from IP to MAC, and
also see what ARP issues look like in Wireshark. So what ARP does is resolve the IP
addresses, which are layer 3 addresses, to MAC addresses, which are layer 2
addresses—these are addresses that are used on our local Ethernet bus. We need this
information in order to construct a frame which encapsulates a packet, so we can send it on
to the wire. When a user or an application requests data from a specific IP address on layer
3, our system has to figure out what that MAC address is, if it doesn't already have it in its
cache. We can check what MAC addresses our system already knows about in its ARP
cache. Just like DNS had a cache of locally known information, ARP is also locally cached.
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So what we can do is type the following in a Windows machine:
arp -a

If you press Enter, you'll get a list of all the known IP addresses in layer 3 matched up with
the physical addresses, which are the MAC addresses on layer 2:

@ Command Prompt | M

In the preceding screenshot, what you see in the third column is, as it says, Type static.

All of these addresses are the ones that my system knows about because they are coded
into the operating system at this moment. So, these addresses are multicast addresses that
the system knows about by default. It also knows some VMware interface, IP and MAC
addresses, and a number of things that already exist.

[164]



Introductory Analysis Chapter 6

If we scroll up, we can see that there are some dynamically learned addresses:

@ Command Prompt =N

Next, you can see some statically known information—some multicast for the interface
192.168.77.159.

You can see the primary interface, where we have the static information that's known for
that interface, and we have dynamically learned addresses. The addresses under Physical
Address are all MAC addresses that have been discovered for specific IPs and are cached
for a specific period of time. Then, if I need to access that device again on layer 2, it will do
an ARP request again.

Now, what we'll do is take a packet capture of a normal, good ARP request.
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We'll start the capture and ping a known good address on IPv4:

B Command Prompt L‘—' |- lﬁ

As we can see, we received a number of replies. The system has sent four pings

using Internet Control Message Protocol (ICMP) to this device, and received a response to
all four of them. Before it was able to do this, it had to figure out what the local physical
address is of that device, what the MAC address was, before it could even do the first
response, or first request.

Next, we'll stop our capture and do a filter for arp:

File Edt View Go Capture Anabze Statistics Telephony Wireless Took Help
Am:® LDRE 1 =74z aqaan
ap [ ] = | Expresson +
Mo, Time  Time delita from previous displayed frame Source Length Packst comments
Semsunge_a:59:84 [\ 60
Samsung| 84 ]
iy
]
0
]
42
42
0
&
(=]
&
42

53 19.724 1.477275009
54 19.724 0.000336000

6. 666934009

Actionte_e7:bf:47
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That way, we only see our ARP traffic and we'll skip some of the information. There are
some other devices on the network that are also trying to do ARP requests, but if we check
the preceding screenshot, we have the AsrockIn interface, which is the motherboard of the
computer we are using.

In the Info column, you can see Who has 192.168.77.97? Tell 192.168.77.159.
That's the IP address of the system we are using right now. We get a response saying,
192.168.77.97 is at 00:1f:33:eb:0e:3e MAC address:

|Netgear_eb:ae:3e 60 AsrockIn_fb:46:d1l ARP 192.168.77.97 is at 00:1f:33:eb:0e:3e |

The preceding screenshot shows a Netgear NAS device that we have on our network.

If we go into the ARP information in the packet details pane, we can see the same
information as shown in the preceding screenshot, but in summary form:

> Frame 29: 60 bytes on wire (4380 bits), 60 bytes captured (480 bits) on interface @
i Ethernet II, Src: Netgear_eb:@e:3e (00:1f:33:eb:0@e:3e), Dst: AsrockIn_fb:46:dl (@@:25:22:fb:46:dl)
4 Address Resolution Protocol (reply)

Hardware type: Ethernet (1)

Protocol type: IPv4 (@x0808)

Hardware size: 6

Protocol size: 4

Opcode: reply (2)

Sender MAC address: Netgear_eb:@e:3e (00:17:33:eb:0e:3e)

Sender IP address: 192.168.77.97

Target MAC address: AsrockIn_fb:46:d1 (88:25:22:fbh:46:d1)

Target IP address: 192.168.77.159

It's an Ethernet response. The sender MAC in the frame is from Netgear. It's being sent
from Netgear's IPv4 address to the initial requester and then to our system with the IP
192.168.77.159.

However, there is one thing to be careful with. I we look at where we did the ARP request,
you can see that it was sent from our system with the MAC address 00:25:22:fb:46:d1
and IP address 192.168.77.159, butit wassentto 00.00.00_00:00:00 because it didn't
know who it was going to, but it did know the IP. In the initial request, the ARP request,
the sender is the device that is requesting. Then, in the response, the sender is the device
that's responding. Note these kinds of flip-flops. You'll also notice that in the ARP request,
it is a broadcast, and we can see that from where it says Destination: Broadcast on Ethernet
IL, as shown in the following screenshot:

Ethernet II, Src: AsrockIn_fh:46:dl (8@:25:22:7b:46:dl), Dst: Broadcast (fT:Tf:fT:7T:77:71)
Destination: Broadcast (ff:ff:ff:ff:ff:ff)
Source: AsrockIn_fb:46:d1 (eﬂ:ZJ:EE:fh:ds:dl)
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It's going to a broadcast address. So when our system is trying to find on the local Ethernet
bus, the MAC address of the device that has the IP shown on layer 3, it doesn't know who
to talk to for that so it sends out a broadcast to everyone. Then, the device that happens to
know that information receives it (because everybody has a copy) and responds. Similarly,
with DNS, if you see a bunch of repeats here, especially response frames, that are looping
over and over again—they just keep showing up in your capture constantly—that could
again point to a loop in your network. You shouldn't be seeing these over and over and
over again.

An example for ARP request failure

Let's take a look at an example where an ARP request fails.

What we'll do is start a new capture, and this time we will ping an address that does not
exist on my network:

We will see Destination host unreachable show up. We will do that a couple of
times. Since we are trying a ping, it's going to do that four times on a Windows system. If
you're on Linux or macOS, it'll probably do that nonstop, depending on what you use.

Go ahead and stop that capture; we have plenty of information here:

File Edit View Go Copture Anshze Statistics Telephony Wireless Tools Help

AN 20 LBRB e ETiZEaqan

LIS [X] ~ ] Expression..  +

No. Time Time deita from previous desplayed frame Source Length Packet comments Destnaton Protocol  Info
5 3.459 0.000000000 SamsungE_a@:59:84 ] Broadcast ARP Who has 192.168.77.17 Tell 192.168.77.153
13 7.849 3.559666000 Samsung 62 Broadcast ARP wWho has 192.168.77.977 Tell 192.168.77.1%3
20 9,158 2.109185000 Actionte_e 7 ] Broadcast ARP Who has 192.168.77.187 Tell 192.168.77.1
22 10.158 ©.999940000 Actionte_e 68 Broadcast ARP Who has 192.168.77.187 Tell 192.168.77.1
24 11.158 ©.999963000 Actionte e7:bf:47 68 Broadcast ARP Who has 192.168.77.107 Tell 192.168.77.1

[ 34 17,694 6.536626000 AsrocklIn fb:46:d1 42 Broadcast ARp kho has 192.168,77.1247 Tell 192.168.77,159
37 18,639 9.544542000 as'o(kh_fh&t;d] a2 Broadcast ARP Who has 192.168.77.1247 Tell 192.168.77.15%
43 19.639 1.000033000 An'n(kI‘!_fD:A«E!d] a2 Broadcast ARP Who has 192.168.77.1247 Tell 192.168.77.159
45 20.640 1.001061000 AsrockIn_fbr4g:dl 2 Broadcast ARP Who has 192.168.77.1247 Tell 192.168.77.1%9
47 20.853 0.212639000 SamsungE_a:59:84 2] Broadcast ARP Who has 192.168.77.17 Tell 192.168.77.153
58 21.638 @.785383000 AsrockIn_fb:d6:dl 42 Broadcast ARP Who has 192.168.77.1247 Tell 192.168.77.159
51 22.138 0.500021000 a2 Actionte_e7:bf:47  ARP who has 192.168.77.17 Tell 192.168.77.159
52 22.138 0.000310000 & AsrockIn_fb:46:d1 ARP 192.168.77.1 is at 09:7f:28:e7:bF:47
54 22.638 9.499762000 AsrockIn_fbrdé:dl a2 Broadcast ARP Who has 192.168.77.1247 Tell 192.168.77.159
128 23.639 1.000777000 AsrockIn_fb:46:dl 42 Broadcast ARP Who has 192.168.77.1247 Tell 192.168.77.159
130 24,415 9.776341000 SamsungE_a@:59:84 6@ Broadcast ARP Who has 192.168.77.977 Tell 192.168.77.153
131 24.638 9.222895000 A"Dckl‘!_fh:AE:d] 42 Broadcast ARP Who has 192.168.77.1247 Tell 192.168.77.1%9
132 25.268 0.620380000 Actionte e7:bf:147 68 Brosdcast ARP Who has 192.168.77.107 Tell 192.168.77.1
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We can see the request highlighted in the preceding screenshot: Who has
192.168.77.1247?

We can see the target down in the Address Resolution Protocol (request) option. And we
just keep requesting it over and over and over again. We're trying desperately to find who
has that MAC address for IP 192.168.77.124, but it doesn't exist. It just keeps trying and
trying, and it keeps timing out and failing; and that will show up in our results, as you saw
in the command line, as unreachable.

IPv4 and IPv6 analysis

We'll now take a look at the differences between IPv4 and IPv6 and learn about issues and
features such as the fragmentation of these packets, broadcast storms, and flags within the
IPv4 and the IPv6 header.

What we have is some data from a packet capture going to a website which was encrypted,
so that's why we see a lot of TLS in the protocol information:

Ml *Local Area Connactian o8 %
| B Edt Veew Go Copture Analyze Stetstics  Telephony Wweless Tools Help
dmce LBRBYessEsTIEEaaaE
(W Tagoiy o dsplay finer . <coiy -] Expression. +
Ha. Tine: Time delta from previous capbured frame Smce Destination Profocel  Length Info

139 2.514 9. 0005000 192,168, 6.64 239.255.255.250 S508 216 M-SEARCH * HTTR/1.1

148 2.514 ©.800287000 Elitegro_af:bl:ba Broadeast ARP 60 Who has 192.168.5.347 Tell 102.168.5.120

141 2,558 8. 035637000 Hewlettr 27:dU:Ba Breadeast ARP 58 Who has 192.168.4.1417 Tell 192,18

183 2.567 B 0OELTSHN 192,168.6.76 54.283.33.053 e 54 64392 + 243 [ACK] Seqel Ackel WineE5536 Lenwd =

144 2.568 9.200427002 192.168.6.76 34.243.33.253 TLSv1.2 571 Client Hello

145 2.572 @.004715008 192.168.6.39 192.168.7.255 NENS 92 Name query NB PPMUMCPUGA2OC 28>

146 2,573 0.000774008 Clitegro 4B8:1f:83 Broadcast ARP 58 Who has 192.168.6.397 Tell 152.168.6.9

187 2.574 0.000873008 Elitegro_ad:ed:5a  Broadcast ARP 60 Who has 192.168.6.9% Tell 162.168.6.39

188 2.607 0.paze3s000 Clitegre as:fa:sd  Broadoast ARF 60 who has 192.168.7.10% Tell 192.160.5.45

149 2.712 ©.105817000 Elitegro_9@:25:67 Broadcast ARP 6@ Who has 192.168.6.277 Tell 192.168.7.75

150 2.722 0.009110000 Clitegro_af:2a:ac  Broadcast ARF 60 who has 192.168.7.1847 Tell 192.168.4.205

151 2.759 ©.937262009 34.243.33.253 192.168.6.76 TP 60 443 - 64392 [ACK] Seqel Ack=518 Win=28160 Len=@

152 2.759 B OB 35.243,33.253 192.1B8.6.76 TLSv1.2 199 Server Helle, Change Cipher Spec, Encrypted Handshake Message

153 2.759 ©.200299002 192.168.6.76 34.243.33.253 TLSvl.2 185 Change Cipher Spec, Encrypted Handshake Message

154 2.760 B.001265008 152, 168.6.76 54.243.33.253 TR 2974 64352 + 443 [ACK] SeqeSED Ackelds WineSS536 Lene2920 [TCP segment of a.

155 2.797 8.836582008 Elitegro_49:d5:df Broadcast ARP 68 Who has 192.168.6.1657 Tell 192.168.6.147

156 2.823 0.025610008 Elitegro 48:fb:éh  Broadcast ARP 50 who has 192.168.7.1317 Tell 192.168.6.234

157 2.826 0.003410000 Elitegro 02:fa:29  Broadcast ARF 50 who has 192.168.6.2347 Tell 192.168.7.131

158 2.847 0.020571000 fedd::3547:55bd:13d. Ff@d::1:3 LLMIR 65 Standard query @xdf13 AAMA SECOO1590ME346

159 1.047 0. 000306000 feBo: - ¥5af:55bd:23d. ffez::1: LLMHR 95 standard query @xfB79 A SECOULSUIAAGIAG

16@ 2.847 224, 52 LLMNR 75 Standard query @x4f23 AAMA SECBO1599AM6346 —

161 2.847 B 224.9.0.252 LLMNR 75 Standard query @xfi79 A SECOESIMMALISE

162 2.855 ©.207870002 192.168.6.138 239.255.255.250 S50P 216 M-SEARCH * HTTP/1.1

163 2.864 0.009088008 Elitegro_ad:de:f?  Broadcast ARP 68 Who has 192.168.7.107 Tell 192.168.6.246

164 2.880 ©.816397008 Elitegro_90:25:6f Broadcast ARP 68 Who has 192.168.7.1967 Tell 192.168.7.75

165 2.958 @, 865395008 Elitegro_05:45:38 Broadeast ARP &0 Who has 192.168.7.157 Tell 192.168.6.200

2.951 9. 091 228333253 192.168.6.76 TCP 50 443 - 64392 [ACK] 5 k=2039 Win=30975 Lensg
167 2.951 0. 200065008 192.168.6.76 34.243.33.253 TLSv1.2 1134 Application Data, Application Data I -
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And we see that we have Application Data in the Info column, which is all of the
encrypted data transmitting back and forth to the web server. Go to IPv4 in the packet
details, expand that, and we can take a look at the information in the IPv4 header:

4 Internet Protocol Version 4, Src: 192.168.6.76, Dst: 34.243.33.253
9188 .... = Version: 4
. 8181 = Header Length: 28 bytes (5)

» Differentiated Services Field: @x@@ (DSCP: CS@, ECN: Not-ECT)
Total Length: 1128
Identification: @x2ddf (11743)

> Flags: @x498@, Don't fragment
Time to live: 128
Protocol: TCP (6)
Header checksum: Bx@28@ [validation disabled]
[Header checksum status: Unverified]
Source: 192.168.6.76
Destination: 34.243,33.253

We can see that, right after Internet Protocol Version 4, it's saying that it's Version: 4;
otherwise, it will show Version 6. It also has the Header Length, which is the number of
bytes in the header. Sometimes, the Header Length can fluctuate, so it defines how big
that header is so that the application knows where the differentiating point is between the
header and the actual data in the packet. We also have some DSCP information for quality
of service purposes and the total length of the packet. If you're familiar with MTU, such as
setting the MTU of the interface of a router or a computer, that's where this comes into play.
Total Length is the total size of that packet. If the total size of a packet is too large, it will
fragment.

Also, we can see that it says Fragment offset inside the Flags. If we expand our Flags,
we can see that we have fragmentation settings in the Flags. So we have More fragments
that are coming, or Don't fragment. The Fragment offset tells the IP stack where to
pick up with the additional data that's coming so that it can combine it into one large
packet:

4 Flags: ex48es, Don't fragment

550 oooo oooo obooo = Reserved bit: Not set
dow wees wews www. = Don't fragment: Set
P - we.. = More fragments: Not set

:
¥
?

Fragment offset: @
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We also have a TTL, which usually is some sort of default number, such as 24 or 60, or
something like 128. As it hops between the different routers throughout the internet or
your local network-wherever it happens to be destined to go-it will decrement 1 as it goes
through each device. If it reaches 1 when it's received on a router-if it's a TTL of 1-then that
router will discard that packet. If a host machine receives a packet with a TTL of 1, it will
process it because it doesn't have to actually route it somewhere. The TTL prevents packets
from looping around forever throughout a network. If it loops through 60 devices, it will
then be discarded; so, it won't get stuck there forever.

We also have a protocol definition: is it a TCP packet, a UDP packet, or some other type of
protocol. And we have some checksum information to ensure that the header has not been
manipulated in any way. Notice that it's not a checksum of the entire block of data, such as
the FCS at the end of a frame which encapsulates this, but it's the header checksum to make
sure that the header itself is not manipulated. Then, of course, we have the source and
destination addresses that we're coming from and going to, respectively:

Time to live: 128

Protocol: TCP (6)

Header checksum: @x@@0@ [validation disabled]
[Header checksum status: Unverified]

Source: 192.168.6.76

Destination: 34.243,33.253

Let's take a look at a packet that's been fragmented:

File Edit View Go Caplure Anshze Statistics Telephony Wireless Tools Help
Am @ ERB e=sETizBEaaas
M [ olay i 53 | Bxpresson.  +
o Teme  Time deita from previcus deplayed frame Source Length Packetcomments  Destnation Protecol  Info
2811 B.6594 9.000000000 216.58.217.104 1314 192.168.77.1%9 TLSv1.2 Application Data -
2812 8.69%4 0.000001000 216.58.217.104 13 192.168.77.159 TLSv1.2 Application Data
2813 5.694 0.000000000 216.58.217.184 le@ 192.168.77.159 TLSv1.2 Application Data
2814 8.694 0.000052000 192.168.77.159 54 216.58.217.104 TP 55921+443 [ACK] Seqe874 Ack=22401 Win=S6TE0 Lens=@
2815 B.694 9.000393000 192.168.77.1%9 1@ 216.58.217.104 TLSv1.2 Application Data
2816 B.708 9.013555000 216.58.217.104 (] 192.168.77.159 TP 443+55021 [ACK] Sequ22481 Ack=920 Win=45208 Len=d
216.58.217.110 585 192,168.77 159 Iisvl.2 Apolicaticn Data
I 2818 8.718 0.009732000 192.168.77.155 1314 173.194.206.133 IPva Frageented IP protocol (proto-UDP 17, offed, ID=3c7. I
. 2819 B.718 9.000023000 192.168.77.1%9 12 173.194.206.138 QIC Client Hello, PKM: 5, CID: 11139293328366937872
2820 B.752 9.034773000 192.168.77.159 84 192.168.77.1 DHS Standard query @xdcdl A sb.scorecardresearch.com
2821 8.765 9.012555000 192.168.77.1 184 192.168.77.159 DNS Standard query response Bwdcdl A sb.scorecardresear.
2823 B.771 0.005775000 192.168.77.159 1314 216.58.217.165 TP [TCP segment of a reassembled POU] =
IWIAB_TT A sasadIenD 183 148 77 158 1314 & &2 317 148 1o [T6D sammant of 5 cansesshlad DOUL
09100 .... = Version: 4

ve. 0181 = Header Length: 20 bytes (5)
Differentiated Services Field: @@@ (DSCP: C50, ECN: Mot-ECT)
Total Length: 1300
Identification:"Bx3c78 (15480)

4 Flags: @@l (More Fragments)

Reserved bit: Mot set

0. Don’t frageent: Not set
e | More fragments: Set

Fragsent offset: @

Time to live: 128

Protocel: UDP (17)

Header checksum: @xdecc [validation disabled]

[Header checksum status: Unverified]

Source: 192.168.77.159

Destination: 173.194.206.138

[Source BeoIP: Unknown)

[Destination GeoIP: Unknown]
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We can actually see that we have an IPv4 packet and it says Fragmented IP protocolin
Wireshark here; it knows that it's a fragmented packet. We see in the packet details that it
has a length of 1300 bytes, and in the flags it has the 1 bit turned on for more fragments. So
it says there is a fragment coming up. There's an additional packet; that next packet is part
of this, so we can combine them. We can see that Protocol is a UDP packet and that it was
generated with a TTL of 128. Since the source was our local machine and it's going out to
the internet, we know that this is the generated TTL because it's being recorded and
captured on the device that is sending it. So, our system is actually defaulting the detail to
128.

The next packet is a continuation of the preceding packet:

File Edit View Go Capture Anshze Statistics Telephomy Wireless Tooks Help
Am @ ERB =TIz Baaas
A [ olay fin £ -] Bxpresson..  +
o Teme  Time deita from previcus deplayed frame Source Length Packet comments  Destnaton Frotocol  Info
2811 B.694 9.000000000 216.58.217.104 134 192.168.77.1%9 TLSv1.2 Application Data -
2812 8.69%4 0.000001000 216.58.217.104 13 192.168.77.159 TLSv1.2 Application Data
2813 5.604 0.000000000 216.58.217.1084 le@ 192.168.77.159 TLSv1.2 Application Data
2814 8.694 0.000052000 192.168.77.159 54 216.58.217.104 TP 55921+443 [ACK] Seqe874 Ack=22481 Win=S6TB0 Lens=@
2815 B.6594 9.000393000 192.168.77.1%9 1@ 216.58.217.104 TLSvl.2 Application Data
2816 B.708 9.013555000 216.58.217.104 (] 192.168.77.159 TP 443+55021 [ACK] Sequ22481 Ack=920 Win=45208 Len=d
2817 8.708 9.000000000 216.58.217.118 585 192.168.77.159 TLSv1.2 Application Data
2818 8.718 0.009732000 192.168.77.159 1314 173.194.206.138 IPv4  Fragmented IP protocol (protosUDP 17, offed, IDw3c7.-
2819 B.718 0.000023000 192.168.77.159 112 173.194.206.138 QI Client Mello, PKN: 5, CID: 11139293328366937872
2820 B.752 9.034773000 192.168.77.159 84 192.168.77.1 DNS Standard query @xdcdl A sb.scorecardresearch.com
2821 8.765 9.012555000 192.168.77.1 184 192.168.77.159 DNS Standard query response Bwdcdl A sb.scorecardresear.
2823 8.771 0.005778000 192.168.77.159 1314 216.58.217.165 TP [TCP segment of & reassembled POU] =
IWIAB_TT_A_sasadans 183 14% TI 188 AR14 ML KR T ALK o [TCD sammant af s _caseesshled OOU1
09100 .... = Version: 4

va.. 0181 = Header Length: 20 bytes (5)
Differentiated Services Field: @@@ (DSCP: C50, ECN: Mot-ECT)
Total Length: 98
Identification: @x3c78 (15489)
4 Flags: @0
Reserved bit: Mot set
8 Don't frageent: Not set
.0 More fragments: Not set
Frageent offset: 1288
Time to live: lS B
Protocol: UDP (i)
Header checksum: @x72de [validation disabled]
[Header checksum status: Unverified]
Source: 192.168.77.159
Destination: 173.194.206.138
[Source GeoIP: Unknown]
[Destination GeoIP: Unknown]

We can see that Fragment offset is 1280, so it knows that it needs to be combined with
that previously captured packet. You can see that, if you go down in the packet details,
Wireshark actually combines them in this little information section in the details. If we
expand [2 IPv4 Fragments (1358 bytes): #2818(1280), #2819(78)], it says that there are two
packets involved:

4 [2 IPva Fragmenig (1358 bytes): #2818(1280), #2819(73)]
Frame: i - e

[Frame: 2819, paylecad: 128@-1357 (78 bytes)]
[Fragment count: 2]
[Reassembled IPv4 length: 1358]
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We can select the first and second packets. Click on them and you can see the following
information:

4 Flags: @x@1 (More Fragments)

QIS = Reserved bit: Not set
Don't fragment: Not set
..1. .... = More fragments: Set

®
1

Fragment offset: @

Time to live: 128

Protocol: UDP (17)

Header checksum: @x4ecc [validation disabled]
[Header checksum status: Unverified]

Source: 192.168.77.159

Destination: 173.194.206.138

[Source GeoIP: Unknown]

[Destination GeoIP: Unknown]

Reassembled IPv4 in frame: 2819

So Wireshark is smart enough to know this. It takes a look at the header information and
provides you with the details, as shown in the preceding screenshot, so that you don't have
to do the math yourself. It even says how many fragmented packets there are within this
one transmission and also provides additional information, such as the total length of the
reassembled data. An application can define whether or not it's fragmented. So when an
application wants to communicate, it will tell the stack whether to set the Don't fragment
bit or not. Depending on the application and its requirements, it may say that it does not
want its data to be fragmented. Maybe it's an encrypted packet and, if you fragment it, it
will mess up the encryption. Since it doesn't want to have that information fragmented, it
will turn the bit on which says Don't fragment so that the IP stacks on both sides know
that they need not fragment the data. If you notice, the initial packet that was sent-that's
going to be fragmented-has an identification of 3c78. If we look at the second packet in this
series, we see that its identification is also 3c¢78.

Remember when we were talking about the ID field? It changes based on each conversation
or each packet that's sent. If the identification is the same, that's an indicator that the packet
is fragmented. This is how Wireshark is actually combining them and realizing they're part
of a series, because the ID is the same but the data within it is different. It's not a duplicate,
but just a continuation of a fragmented piece of data. Now, in an IPv6 packet, you'll see that
the header is somewhat similar to IPv4:
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30 1.837 0,000052000

MONS Standard query @x900@ PTR _googlecast._tcp.local, "=

79 Standard query @
187 168 77 180 = 103 168 77 1 s Srandand auams Gniish A _snic
Frame 3@: 102 bytes on wire (816 bits), 102 bytes captured (818 bits) on interface @
Ethernet II, Src: AsrockIn_fbidS:dl (89:25:22:fb146:d1), Dst: IPvémcast_fb (33:33:00:00:00:fb)
4 Internet Protocol Version 6, Srci feBd:idc6aiddSciddefiedal, Dst: ffeziifb
0110 .... = Version: 6

- = Traffic class: @x0@ (DSCP: C5@, ECN: Mot-ECT)

<« = Differentiated Services Codepoint: Default (@)

.. = Explicit Congestion Motification: Net ECN-Capable Transport (@)
= Flow label: Sx@0000

Next header: UDP (17) ]

Hop linir[vl

Source: feBd::3charddSciddef edal
Destination: ffa2::fb

[Source GeoIP: Unknown]
[Destinaticn GeoIP: Unknown]

It's actually a little bit simplified. It has Payload length; it tells you what kind of data is
within it: is it TCP or UDP; it has a TTL (they call it Hop 1imit); and it also has a source
and destination address. Remember that the addresses look different in IPv6 as it uses
hexadecimal.

ICMP analysis

In this section, we'll take a look at how ICMP is useful to network engineers and what some
of the different types of ICMP are and what they mean.

The first thing we will do is create some ICMP packets. For that we will create a ping
request, which is a type of ICMP.

So, let's go ahead and start the capture, and we'll go ahead and ping Google again:

= =] 2

Bl C:\Windowshsystern32\cmd.exe

Microsoft Windows [Version 6.1.76811
Copyright ¢c> ZBA? Microsoft Corporation. All rights reserved.

C:~Userswsayalit>ping 8.8.8.8

Pinging 8.8.8.8 with 32 bhytes of data:
Hequeszt timed out.

Heply from B.8_.8_8: bytez=32 time="msz TIL=5%6
Heply from B.8_.8_8: bytes=32 time=32mz TIL=56&6
Reply from B.8_.8_8: bytes=32 time=6mz TIL=56

Ping statistics for 8.8.8_8:

Packets: Sent = 4, Received = 3. Lost = 1 (25» loss),.
Approximate round trip times in milli-—seconds:

Minimum = &msz,. Maximum = 32msz. Average = 10%ms

C:sUsersssayalit?>
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Each one of the replies is a series of ICMP requests and responses.

Stop the capture and we'll apply an icmp display filter:

M "Locs) Ares Connection =B =
Eile Edt  Yew Go Cepture  Analyze  Jlabistics  Telephony Wiedess Took  Help
Adm @ EREREseesESTACIEaal
| A [ieme ] =] Bupression . +
Ho. Tine. Time delta from previous captured frame Source Desbmaton Protocel  Length Info

278 7.657 ©.@45160000 192.168.6.76 8.8.8.8 Iow 74 Echo (ping) request id=0xDOl, $eqe=B1/20736, ttl=128 (reply in 279)

279 7.6M1 ©.014404000 §.8.8.8 192.168.6.76 1049 74 Echo (ping) reply  1d=8x8001, seqe81/20736, ttl=56 (request in 278)

06 8. 658 ©.959118000 192.168.6.76 8.8.8.8 (a2 74 Echa (ping) request ideewBonl, seqs82/2099, ttlelzB (reply in 30a)

308 8.681 ©.889404800 §.8.5.8 192.168.6.76 0 74 Echo (ping) reply  id=8x8081, seqe§2/20992, ttl=56 (request in 386)

342 9_668 0.860161000 192.168.6.76 8.8.8.8 10 74 Echo (ping) request idefdOfl, seqes3 21248, trlels (reply in 343)

343 9.564 ©.004267000 6.8.0.8 192.168.6.76 flal] 74 Echo (ping) reply  id=ex0oel, seq=83/21248, ttlese (request in 242)

374 10.662 @.961234000 192.168.6.76 8.8.8.8 o 74 Echo (ping) request idegw@d@l, ceqed /21584, ttlel2s (reply in 375)

375 10.672 ©.909763000 6.8.0.8 192.168.6.76 0% 74 Echo (ping) reply  id=ew0oul, seq=Ba /21504, ttlese (request in 378)

As shown in the preceding screenshot, these are all of my ICMP packets that have been sent
and received, and we can see that we have multiple requests and replies. This coincides
with the four replies that we saw in the command line.

If we dive into the header, by going down to the very bottom in the packet details—that is,
to Internet Control Message Protocol, we can see that we have Type and Code:

4 Internet Control Message Protocol
Type: & (Eche (ping) request)
Code: @

Checksum: @x4déa [correct]
[Checksum Status: Geod]
Identifier (BE): 1 (@x@8@l)
Identifier (LE): 256 (@x@lea)
Sequence number (BE): Bl (@x@@51)
Sequence number (LE): 28736 (@x5188)
[Response frame: 279]

> Data (32 bytes)

Type and Code are the two important parts within ICMP. We see we have Type 8: (Echo
(ping) request). Then, in the next packet we have Type: 0 (Echo (ping) reply).
The Type and Code give us information about what's going on in the network. Now, this is
a very simple example of requesting a poll of a device and a response from a device to see if
it's alive. It's basically like ringing the doorbell of a device to see if it's there.

There are other types and codes within ICMP that are useful to our devices on our network
and are also useful to us as engineers. A very simple example is an echo request and you
can reply to see if something is accessible and if it's being allowed by the device, such as
firewalls; they may be blocking the request, but it's a very useful thing. We also have other
types and code we can look at.
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If you go to the ICMP page on Wikipedia (https://en.wikipedia.org/wiki/Internet_
Control_Message_Protocol), we can scroll down and take a look at all of these types and
code. You can see that there are a number of different types, and there's code within each

type.

You can see that there's type 8 - Echo Request, used to ping; and type 0 - Echo Reply. But
we have these additional types that are here as well, such as type 3 - Destination
Unreachable:

,
R TT—

- C | & Secure | hitps://enwikipedia.org/wiki/Internet_Control_Mes

Control messages [edn)

Contral messages are identified by the valug in the fyoe field. The code field gives adaitional cantext infarmation far the message Some contral messages

Notable control messages(®ifl

Type Cede  Status Deseription
0= Echo Replyld 14 0 Echo reply (used to ping)
1and 2 unassigned | Resenved
1] Destination network unreachable
1 Destination host unreachable
2 Destination pratocol unreachable
3 Destination port unreac hable
1 Fragmentation required, and OF flag set
] Source route falled
3 Destination Network unknown
3 = Destination Unreachablelél4 i Desinaton hostunknown
g Source host isclated
- Network administratively prohibited
10 Host administratively prohibited
1 Netwark unreachable for Tos
12 Host unreachable for ToS
13 Communication administratively prohibited
14 Host Precedence Violatlon
15 Precedence cutoff in effect
4 = Source Quench 0 deprecated | Source qUENCh (Congestion control)
0 Redirect Datagram for the Network
8 Pedkect Message: 1 Redirect Datagram for the Host
2 Redirect Datagram for the ToS & network
L]

Redirect Datagram for the TosS & host

B deprecated | Alternate Host Address
T unassigned | Resenved
8 - Echo Reques! 0 Echo request {used to ping)
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A router may send an ICMP packet back to a device, letting it know that it's unable to
access a certain network or host for it. You can see all the different types that it has to
describe to the requesting device why it can't reach the specific resource that it's trying to
get to.

The other common types are router advertisement and router solicitation. These allow hosts
to request and receive a router to access a specific network. Additionally, we have type 11 -
Time Exceeded. Remember when we were talking about the TTL and how it starts at a
certain number, such as 60 or 128 or something like that, and it will then decrement as it
goes through the different routers throughout a network and across the internet? When a
router receives a packet with a TTL of 1, it will discard it and at the same time generate an
ICMP packet and send it back to the original source device, letting it know that the TTL
was exceeded and that it needed to discard it. It will do so with type 11 and code 0.

We can see an example of this in the following screenshot:

File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

Am @ EREQe=ZT i Eaaan
N Jioro B0 -] Bxpresson..  +
Ne. Teme  Time deita from previous deplayed frame Source Length Packetcomments  Destraton Frotecol  Info

8 1.000 0.000000000 192.168.77.159 74 B8.8.8.55% ble Echo (ping) request ide=8x0001, seqe=32/8192, ttl=12.

27 5.999  4.999209000 192.168.77.159 8.8, ple, Echo (ping) request
@ 10.999 5.000. . 7 Pl EC ing) reque

Frame 4746: 599 bytes on wire (4720 bits), 590 bytes captured (4720 bits) om interface @
Ethernet II, Src: Actionte_e7:bf:47 (00:7f:28:67:bf:47), Dst: AsrockIn_fb:d6:dl (80:25:22:fb:46:d1)
Internet Protocol Version 4, Sre: 216.58.217.109, Dst: 192.168.77.159

4 Internet Control Message Protocol

Type: 11 (Time-to-live exceeded)

Code: 1 (Fragment reassesbly time exceeded)

Checksum: @xeBfd [correct]

[Checksum Status: Good)

Internet Protocol Version 4, Src: 192.168.77.159, Dst: 216.58.217.100
User Datagram Protocol, Src Port: 64884, Dst Port: 443
QUIC (Quick UDP Internet Connections)

The black packets are highlighted by default in Wireshark. All of them have their TTL
exceeded. So there are TTLs that, when they were out on the internet, ran out. They got
stuck in a loop or something like that and the router that discarded it sent back a message
to me letting me know that my packets have been discarded—they did not make it to their
destination.
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Now, these packets are a little bit different in that they're fragments. We saw that the other
one was a code 0 and the packet shown in preceding screenshot is a code 1, but it's the
same idea. It's sent back a type 11 to us to let us know that the TTL was exceeded for that
packet. This is actually how traceroute works. It uses ICMP packets with different TTLs in
order to figure out what routers are in the path from a source to a destination.

Using traceroute

We'll start a new capture and then traceroute. In Windows, it's tracert. We will traceroute
to a different device out there on the internet.

We will traceroute out to our trusty Google DNS server; why not? We will then press Enter,
and we see the path start to show up here:

Bl Ch\Windows\systerm32\cmd.exe

C=“Usersvwsayalit>tracert 8.8.8_8

Tracing route to google—public-dns—a.google.com [B.8.8.81
over a maximum of 3@ hops:

1 ms 1 ms s 172.168.4.3
el 280 ms arenafirewall.packtpub.net [192_.168.4.11
ms 15 ms s 123.252.235.121
22 ms static—2.79.156.182-tataidc.co.in [182_156.7%.21

25 ms 18.117.225 _82
4 ms 18.1417.137.146
26 ms 14.141 .63 .225 _static—mumbai.vsnl.net.in [14.141.

* Request timed out.
ms 9 115.113.165 .98 _static—mumbai.vsnl.net.in [115.11

i@ 14 ms 15 = 188.170.248 _289

11 16 ms 13 2089 .85.253_211

12 25 ms 29 s google—-public—-dns—a.google.com [B.8_8.81
Trace complete.

C=“Usersvwsavalit>
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You can see that it has received a number of responses as it went through each different
router. Every once in a while you'll notice that it gets some timed-out responses. Depending
on the router or firewalls that it goes through, they may not send back information to us.
This is why sometimes you'll get gaps in your path, but you can see that it picks up again as
it finds another router that responds to us at least. Hence, we're still going through the
internet, bouncing through routers, and eventually getting to our destination. If you've
noticed, each one of these hops was done three times. So, it gives us an average of the
response time for that specific router over an average of three attempts—it goes from router

to router.

If we take a look at Wireshark, we should see three requests for each router. What it does in
my system is, when it creates a traceroute, it starts out by sending a packet to my
destination with a TTL of 1, not 128 or 60, or anything like that:

A Capturing from Local Area Connection = B B
File Edit Miew Go Copture fnabge Statisties Telephony Wireless Tooks Help

m e RE o272 Baaan
Mo Time Time delts from previous captured frame SoUrcE Destinabion Protecol  Length Iafo e

750 13.301 0.007851000 192.168.6.76 TCHP 106 Echo (ping) request 1dedx0081, seqell3 28928, ttlel (no respanse found!)

001005008 192.168. 8.8, M 106 Echo (ping) request seqell4/29184, trlel response found! )
3 .1 — Vive
respanse found! )

1158 19.114 ©.006307000 192.168.6.76 .8.8. 106 Echo (ping) request ids seqe116/2963 (no response found!)
1346 23.111 0.010658000 192.165.6.76 106 Echo (ping) request - seqell?/ 2995, {ne respanse found!)

Frame 790: 186 bytes on wire (848 bits), 186 bytes captured (848 bits) on interface 8
Ethernet II, Src: Elitegro sa:e@:12 (fa:4d:30:48:00:12), Dst: HewlettP 27:0:8s (d:94:03:27:d0:88)
4 Internet Protoccl Version 4, Src: 192.168.6.76, Dut: 8.8.8.8

0108 .... = Version: &
.. 8181 = Header Length: 28 bytes (3)
Differentiated Services Field: ;@@ (DSCP: CS@, ECN: Not-ECT)

Total Length: 92
Identificarion: M@a2f (209%)
Flags: @xboae
[Expert Info (Note/Sequence): "Time To Live™ enly 1]
Protocol: TCHP (1)
Header checksum: 8x8008 [validation disasbled]
[Header checksum status: Unverified]
Source: 192.168.6.76
Destination: 8.8.8.8

m

So it'll go to our router that will get it and say, "I can't do anything with this; I need to
discard it". The TTLs will go to 0. Then our router will send an ICMP back to me, letting us
know that my TTL has been exceeded. What we can see is that's exactly what happens. We
sent out a ping request, an echo request with a TTL of 1. Our router responded to say "oh,
sorry; I couldn't do it". Then, I do it again for that second attempt. We get a response that
says "no, I can't do it". This is done a third time, as well. Then, it goes and creates an echo
request with a TTL of 2:
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A Capturing from Local Area Connection = 8 B
File Edt View Go Copture Amalye Statisties Telephony Wireless Tooks Help

TR RE Re=E2F7izBaaan
(W Jieme B - Eression. +

Mo Tiene: Time deita from previous captured frame Source Destination Protocol  Length Info =

#. 006307808 192.168.6.76 186 Echo (ping) request id=8xBB81, seq-116/29698, ttl=2 (no response foundi)
B.010656000 192.168.6.76 1086 Echo (ping) request ide@xDO0l, seqell?/29952, ttlsl (no response found!)
©.001105000 192.168.6.76 186 Echo (ping) request idegwdel, seqe118/30208, ttls2 (no response found!)
©.005934000 192.168.6.76 186 Eche (ping) request Id=g@xd00l, $eqe119/30468, ttled (no response found!)

i Frame 1158: 186 bytes on wire (848 bits), 106 bytes captured (848 bits) on interface 8
Ethernet II, Src: Elitegro_4a:88:12 (f4:4d:30:42:88:12), Dst: HewlettP_27:d8:8a (d8:94:@3:27:d8:8a)
# Internet Protocal Version 4, Sre: 192.168.6.76, Dst: 8.8.8.8
2188 .... = Version: 4
. @181 = Header Length: 20 bytes ()
Differentiated Services Field: @x@@ (DSCP: C58, ECH: Not-ECT)
Tetal Length: 92
Identification: 8x@881 (2177)

Flags: Gwo000
(RT3 e —
[Expert Infa (Note/Sequence): "Time Te Live™ only 2]
Protocel: ICWP (1)
Header checksum: @xpeoe [validation disabled)
[Header checksus status: Unverified]
Source: 192.168.6.76
Pestinaticn: §.5.5.§

It gets through our router because my router sees that it's a 2; it decrements it to 1 and
forwards it; that's completely valid. Then it goes to the next router up the chain, on Verizon,
we saw. That router sees it; it sees that it's a TTL of 1; it has to discard it and send back a
response saying "no, sorry; I couldn't do it; your TTL has exceeded". I do it again and it
responds. Now, we create a TTL of 3:

Ml "Locsl fues Connection = B8 =

| Ble Edit Wiew Go Coprure anshre Statistics Telephomy Wireless Tock  Help

[Am e JBRB Re+ETossBaaan
lemg [x] v | Expression..,  +

™ Tine  Time delta from previous captured frame: Source astnaten Frotocsl  Length info - |
58358 2042 0.000065000 192.168.6.76 192.168.6.14 TeHp 58 Echo (ping) reply  ldetwdOlb, seqe7S68/36893, telel2s (request in 55390

|- 88358 2042~ £.000372000 192.168.6.14 192.168.6.76 cHe 68 Echo (ping) request id=Bx@8lb, seq=7576/38941, ttl=255 (reply in B8360]
BA360 2042 0.000196000 192.168.6.76 192.168.6.14 IcHP 55 Echo (ping) reply  ldefwdOlb, seqe7576/38921, ttlel28 (request in 883¢
BE361 2042~ £.000425000 192.168.6.14 192.168.6.76 e 68 Echa (ping) request id=@xd@lb, seqe=7SB4/40089, ttl=255 (reply in §8382]
BR3IEZ 2042 0.000178000 192.168.6.76 192.168.6.14 IcHe 53 Echa (ping) reply  ldefuddlh, seqe7584/40989, ttlel2s (request in 8836
B9371 2056 £.000856000 192.168.6.76 192.168.8.200 cHe 5@ Echa (ping) request id=8x801, seqel63/41728, ttl=255 (reply in B9372) —
89372 2056 0.000393000 192.165.0.200 192.168.6.76 ICHP 68 Echa (ping) reply  ldetu000l, seqelé3/a1728, ttleéd (request in 89371) =

‘ = '

Frame 88359: 60 bytes on wire (380 bits), 6@ bytes captured (289 bits) on interface @
Ethernet 1T, Src: Giga-Byt_d0:Sd:ed (94:de:80:40:5d:ed), Dst: Elitegre_4a:08:12 (fd:ad:38:4a:08:12)
4 Internet Protocel wersion 4, Src: 192.168.6.14, Dst: 192.168.6.76
G108 .... = Version: 4
... B1U1 = Weader Length: 20 bytes (%)
oifferentiated Services Fleld: G0 (DSCP: S8, ECN: Not-ECT)
Total Length: as
Tdentification: Gwd9da (2372)

P H

Header checksum: @wide? [validation disabled]
[Hender checksum status: Unverified]

Source: 152.168.6.14

Destination: 192.168.6.76

[180]



Introductory Analysis Chapter 6

It keeps doing that for TTL 4 and so on. That's how traceroute is able to map out the routers
from point A to point B—because it uses the ICMP TTL exceeded errors in order to figure
out that device. This is because it knows that the ICMP packet is generated by the router as
an error code back to us. Luckily, we can use that IP information to map out the hops that I
go through in order to get to that destination. Very clever.

Summary

In this chapter, you learned how DNS functions and saw some DNS analysis. We saw how
ARP works and went on to resolve the MAC addresses. We covered IPv4 and IPv6 headers,
and saw how to take a look at some of the details within the headers, including ICMP. We
also saw why ICMP is useful to us as network engineers. We covered some information on
how traceroute works, and the headers in it, as well.

In chapter 7, Network Protocol Analysis, we'll start diving more into analysis and taking a
look at some additional protocols and applications.

[181]



Network Protocol Analysis

In this chapter, we'll take a look at the following topics:

e UDP analysis
e TCP analysis
¢ Graphing I/O rates and TCP trends

UDP analysis

We'll take a look at how UDP works, what it is, and what's in the UDP header. The UDP
protocol is a connectionless protocol and it's very lightweight—a very small header.
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Chapter 7

If you'd like to learn more about the UDP protocol, take a look at https://www.ietf.org/

rfc/rfc768.txt:

47 https:/fwew.ietf.org/rfc X

C | @ Secure | https://www.ietf.org/rfc/rfc768.txt

RFC 768 J. Postel
ISI
28 August 1980

User Datagram Protocol

Introduction

This User Datagram Protocol (UDP) is defined to make available a
datagram mode of packet-switched computer communication in the
environment of an dinterconnected set of computer networks. This
protocol assumes that the Internet Protocol (IP) [1] is used as the
underlying protocol.

This protocol provides a procedure for application programs +to send
messages to other programs with a minimum of protocel mechanism. The
protocol is transaction oriented, and delivery and duplicate protection
are not guaranteed. Applications requiring ordered reliable delivery of
streams of data should use the Transmiszsion Control Protocol (TCP) [2].

a 78 15 16 23 24 31
B mmmmmmm Fommmmmmn e +
| Source | Destimation |
| Port | Port |
oo Hoommmome dommmmmes Hommmmoo- +
| | |
| Length | Checksum |
A T STLEEREL T R g +

| data octets ...

User Datagram Header Format

==

4

Pg

H

This is the original specification. It's been updated since August 28, 1980, if you look
through all of the RFCs, but the original specification is 768. If you'd like to learn about all
the details of UDP, which are relatively short, you can do so through the file shown in the

preceding screenshot.
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Let's take a look at UDP in Wireshark:

M “Local Area Connection =] % |
Lile  Edit View Go Capture  Analyze  Statistics  Telephony  Wireless  Tools  Help
An 0 JBRB Res=TIEE QR
W [ roply a diplay fiter ... <cal-/> L3 -] egresson.. +
Na. Time. Time delta from previcus captured frame Source Destination Protocol  Length Info
r 1 @.uee . DUPPUYURY 192.168./.064 439.255.255.250 S30F 216 M-SEARCH * HITP/1.1
2 @.020 2.920898000 192.168.7.25 192.168.7.255 NENS 92 Hame guery NB WPAD<®8:
3 e.178 ©.150060808 Clitegro 4f:30:76 Droadcast ARP 68 Who has 192.168.5.317 Tell 192.168.6.61
a4 8.2ee ©.92125969¢ 192.168.6.9¢ 439.255.255.250 S508 216 M-SEARCH * HITP/1.1
5 8.218 2.910036000 192.168.5.224 239.255.255.258 SS0P 216 M-SEARCH * HTTP/1.1
G @.222 9.812155000 Clitegro_Bf:97:48 Droadcast ARP 6@ Who has 192.1G8.6.1187 Tell 192.168.6.11
8226 ©.003560000 Elitegro_s9:d8:41 broadcast ARP 6@ Whe has 192.168.6.117 Tell 192.168.6.118
8 9.289 @.@63413000 Elitegro 4f:1b:4a Broadcast ARP 6@ Who has 192.168.5.2084? Tell 192.168.5.189
9 h.294 8.2AS1A2A6A Flitegra 4F:28:M1 Broadcast ARP 68 Wha has 192.168.5.1897 Tell 192.168.5.204
12 9.302 ©.087609000 Elitegro_sc:iad:bd broadcast ARP 6@ Whe has 192.168.6.367 Tell 192.168.6.242
11 @.43@ @.12794909@ 192.168.7.198 239.255.255.25@ SS0P 216 M-SEARCH * HTTP/1.1
17 A.444 A.A14A15A04 192.168.7.35 239.255.255.258 SSnP 216 M-SEARCH * HTTP/1.1 -
< m | 0
* Frame 1: 216 bytes on wire (1728 bits), 216 bytec captured (1728 bite) on interface ©
 Ethernet II, Src: Elitegro_ad:f6:88 (f4:4d:38:a9:75:88), Dst: IPvamcast 7f:ff:fa (01:80:5e:7f:7f:fa)
» Internst Praotacal Version 4, Src: 192.168.7.64, Dst: 239.255.255.250
* User Datagram Protocol, Sre Port: 6lbE2, Ust Port
@ ¥ wireshark ASHIEIDA-0270-19%C B13A FATAAABICDAL 20160511113807 a0W56,06000 Padkets: 7% - Displayed: /5 (100.0%) || Profie: rHew Profie

We have a capture of just a few seconds of data and a whole mixture of applications and
protocols. What we can do is simply filter based on udp. If you press Enter, now it only
shows UDP packets:

M *Local Area Connection o|B] ®
Eile Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

dm 0 JRERB Res=F B aaan

[ Jude | Expression..  +
Na. Time Time delta from previous captured frame Source Destination Protocal  Length Info s
r 1 9.080 9.000000000 192.165.7.64 239.255.255.258 55DP 216 M-SEARCH * HTTP/1.1

X 2 B.8z0 9.9208095800 192.165.7.25 192.168.7.255 HNENS 92 Name guery NB WPAD<@@:>

E 4 9.200 9.921239080 192.165.6.49 239.255.255.258 55DP 216 M-SEARCH * HTTP/1.1 ||
E 5 9.210 ©.910006000 192.168.5.224 239.255.255.250 550P 216 M-SCARCH * HTTP/1.1

E 11 9.430 ©.127945000 192.168.7.158 239.255.255.250 550P 216 M-SCARCH * HTTP/1.1

i 12 9.444 ©.9140150800 192.168.7.35 239.255.255.250 550P 216 M-SCARCH * HTTP/1.1

i 13 9.476 ©9.832273000 192.168.6.00 219.255.255.250 550P 216 M-SCARCH * HTTP/1.1

i 14 9.511 9.835001800 192.160.6.249 219.255.255.250 550P 216 M-SCARCH * HTTP/1.1

i 16 0.647 0.997582000 192.168.6.194 2395.255.255.250 ssoP 216 M-SEARCH * HTTP/1.1

K 19 8.776 ©.914850000 192.168.7.25 192.168.7.255 NENS 92 Name query NB WPAD<@O>

i 23 0.965 09.9128780080 192.168.5.236 239.255.255.250 ssoP 216 M-SEARCH * HTTP/1.1

+ 24 1.9015 0.950179080 192.168.7.64 239.255.255.250 ssoP 216 M-SEARCH * HTTP/1.1 -
1 [ m ] b

b Frame 1: 216 bytes on wire (1728 bits), 216 bytes captured (1728 bits) on interface @

i Ethernet II, Src: Elitegro a9:f6:88 (f4:4d:20:29:f6:88), Dst: IPvamcast_7f:ff:fa (01:00:5c:7f:ff:fa)

[ Internct Protocol Version 4, Src: 192.168.7.64, Dst: 239,255.255.250

[ User Datagram Protocel, Src Port: 61682, Dst Port: 1900

b

@ 7 User Datagram Protocol: Protocsl || Packets: 76 - Displayed: 48 (63.2%) - Dropped: 0(0.0%) || Profie: New Profile
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And you can see that we have some additional protocols listed, which include applications
that use UDP for their transfer, such as SSDpP. What we can do in the packet details is take a
look at the UDP section:

4 User Datagram Protocel, Src Port: 61682, Dst Port: 198@
Source Port: 6lea2
Destination Port: 1986
Length: 182
Checksum: @x4b86 [unverified]
[Checksum Status: Unverified]
[Stream index: @]

In the UDP header, there are very few fields. UDP always has 8 bytes in its header, and
there are only four fields. We have a Source Port; a Destination Port; the Length, which is
the total length of the packet, including header and data; and a Checksum, which validates
the header information. But it does not encompass all of the data like you would expect,
with the FCS in a frame, at the end of a frame. You can see that we have an unverified
checksum. By default, this option is not enabled in Wireshark.

Now, go to Edit | Preferences... | Protocols | UDP and turn the Validate the UDP
checksum if possible option on:

_‘ ‘Wireshark - Preferences ? P

UASIP -
UAUDP
UBERTQOTH

UCP [7] Try heuristic sub-dissectors first
upp Validate the UDP checksum if possible
UDP-Lite
UDPEMCAP [7] Collect process flow information
upDT

UFTP

UHD

ULP

UMA

UNISTIM

USB

USB DFU

USBIP

UserLog

vCDu

VICP

Vines FRP =
VITA 49 B
VLAN

VNC i

User Datagram Protocol
Show UDP summary in protocol tree

QK ][ Cancel H Help
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You can see that now the checksum says correct:

4 Checksum: 8x9443 [correct]
[Calculated Checksum: @x9443]
[Checksum Status: Good]
[Stream index: 18]

So, if there were any problems in the header and it was manipulated in transfer, we'll be
able to see that here and it'll be marked. Then, if you expand Checksum, it'll tell you what
is the checksum information that it was calculating.

There are usually very few problems that you'll have with a UDP transfer. Either they work
or they don't. They do not guarantee any connectivity, and the applications will perform
any sort of retransmission if necessary, built into the application. It's not handled within the
stack like it is with TCP. Because it has a very small header and very few fields, there are
very few options to be turned on and off. There's not much here; it's meant to be very
simple and lightweight, which is great for voiceover IP or streaming video; anything like
this, which is very time-sensitive. It sends the data on its way and hopes that it gets there.
Great if it does; if it doesn't, then: oh well, you miss a packet or two.

One thing you can do if you're not sure whether a packet is UDP or not when looking
through the packet list up top is create a column based on UDP. So we right-click on User
Datagram Protocol, Src Port: 40097, Dst Port: 1900 and select Apply as Column:

4 |User Datagram Protocol, Src Port: 48897, Dst Port: 1968
Source Port: 48897 Expand Subtrees Shift+Right
SRtelian e el Collapse Subtrees Shift+Left
Length: 495 ]
4 Checksum: ®x9443 [correct] Expand All Ctrl+Right
[Calculated Checksum: @x9 Collapse All Ctrl+ Left
[Checksum Status: Good]
[Stream index: 1@] Apply as Column Ctrl+Shift+]
© Simple Service Discovery Proto .
Apply as Filter 4
Prepare a Filter 4
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Now, we have a new column that says User Datagram Protocol; it is a UDP packet. If we
remove our udp filter, we can see that we now have a tick mark and blank listed
throughout our capture:

Ml “Local hren Connection =@
File Edit View Go Capture Analze Statisties Telephony Wireless Toals Help

Adm @ LIPRB A= TIEEaaan

M [ncwly & dplay fiter . <C = | Expressicn...
o, Tene  Tene delta from orevious caplured frame Source Destination Protocel  Length User Datagran Protocal  Info

1e.000 2.000009000 192.168.7.64 239.255.255.25@ S50P 216 H-SEARCH * HTTR/1.1

2 0.020 0.020095000 192.168.7.25 192.166.7.255 HBNS a2 < Name query NE WPAD<OO»

30.178 0.158560000 Elitegro_dF:30:76 ARP &8 who has 192.168.5.312 Tell 192.168.6.61
4 8.200 0.021289000 192.168.6.50 550 218 S H-SEARCH * HTTP/1.1

5 8.718 B.010006000 192.168.5, 224 S50 216 & HM-SEARCH * HTTR/1.1

6 B.722 B.812155000 Elitegro Bf:97:48 ARP ] Who has 192.168.6.1187 Tell 192.168.6.11
7 0.226 ©.003560000 £litegro 49:dB:41 ARP 68 Who has 192.168.6.117 Tell 192.168.6.119

That's a nice way of easily seeing what is a UDP packet and what isn't, depending on
whether or not you have different coloring rules or something like that that's in a large
packet capture.

One of the few problems you may see with UDP are destination unreachable responses
(these are ICMP packets, if you remember) following UDP connection attempts. If you have
a UDP connection attempt and you continuously receive an ICMP destination unreachable
in the next packet and also later on, that's an indication that you might have some sort of
connectivity issue that you need to investigate. That's really the only sort of response you'll
get because UDP does not send responses. The device itself may send a response telling
you that a network is unavailable or something like that and hence the destination is
unreachable. But, otherwise, UDP itself will not tell you anything. This is why there are
very few things that you will see in a packet capture regarding UDP issues because there's
nothing built into UDP to tell you that there are issues.

TCP analysis |

In this section, we'll take a look at how TCP works, what's in the TCP header, and some of
the flags and options.

If you'd like to learn more about TCP, you can look at the RFC that's available from the
IETF at https://tools.ietf.org/html/rfc793:
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RFC RFC 793 - Transmission © X

HTRL

C | & Secure | hitpsy//tools.etf.org/html/rfc793 Wl =

[Docs] [txt|pdf] [Iracker] [Errata]

Updated by: 1122, 3168, 60833, 6528 INTERMET STANDARD
Errata Exist

RFC: 793

TRANSMISSION CONTROL PROTOCOL

DARPA INTERMNET PROGRAM

PROTOCOL SPECIFICATION

September 1981

prepared for

Defense Advanced Research Projects Agency
Information Processing Techniques Office
1460 Wilson Boulevard
Arlington, Virginia 22209

You're looking for RFC: 793 for TCP, which is the original specification for TCP.
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In the preceding screenshot, you can see different sections within IETF, which provide a
little bit of interactivity. You can click on the different RFCs that have updated the TCP
specifications; if you scroll down, it also provides you a nice little table of contents. The

RFC shows a little diagram of what the TCP header looks like:

RFC REC 793 - Transmission © X

TR

= C | & Secure | https;//tools.ietf.org/html/r

3.1. Header Format

TCP segments are sent as internet datagrams. The Internet Protocol
header carries several information fields, including the source and
destination host addresses [2]. A TCP header follows the internet
header, supplying information specific to the TCP protocol. This
division allows for the existence of host level protocols other than
TEP.

TCP Header Format

@ 1 2 3
8123456789681 23456783981232456789801
e e T T S
| Source Port | Destination Port |
B T T T ko et T e
| Seguence Number |
B o T T Tk o o T T e
| Acknowledgment Number |
B T S e e o e
| Data | |ulalP|R|S|F| |
| offset| Reserved |R|C|S|S|Y]|I| Window |

| [GIK[H|T N[N |
B T S T e
| Checksum | Urgent Pointer
B e e T e et
| Options | Padding |
B e e e e e et
| data |
B e et e S R T e

TCP Header Format
Mote that one tick mark represents one bit position.
Figure 3.
Source Port: 16 bits
The source port number.
Destination Port: 16 bits

The destination port number.

& | == ==
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We have Source Port; Destination Port; Sequence Number; Acknowledgment Number;
Data Offset; some Reserved bits; Window size; header Checksum; an Urgent Pointer;
and Options, which is an expandable section. We have some Padding and then the actual
data.

Go into Wireshark and let's go to a TCP packet. We can see we have some TLS traffic that
happens to be running over TCP. We can right-click on Transmission Control Protocol and
select Apply as column:

Ml “Local Area Connestion =8 =

File Edit View Go Capture Anakyze Statisticc Telephony Wireless Toole Help
AR @ LREREB Re=EToEEaqaE

] Expression...  +

Ma, Time: Time: delta from previous caphured frame Source Destnazen Protocel  Lengsh Transmession Contral Protncel infa -
22 8.952 @.804911008 Elitegro _49:15:eb Broadcast ARP e Who has 192.168.6.427 Tell 192.168.7.85
23 0.985 B.212ETE000 192.168.5.236 239,255,255, 250 5509 218 H-SEARCH * HTTR/1.1
24 1.0815 9.250179002 192.168.7.64 239.255.255.250 500 216 M-SEARCH * HTTP/1.1
25 1.201 B.185574008 192.168.6.48 239,285, 255,250 S50 216 H-SEARCH * HTTR/1.1
T 26 1.202 0.801253000 192.160.6.76 13.75.80.240 e 55 AD663 = 443 [ACK] Seq=1 Acke=l Win=252 Lensl [
H 27 1.211 0.808519008 192.168.5.224 23%.255.255.252 B 216 HM-SEARCH * HTTR/1.1
28 1.319 ©.107564000 192.168.4.95 239.255.255.250 5509 455 NOTIFY * WTTR/1.1
29 1.319 0.800170000 192.168.4.98 230.255.255.250 S500 474 NOTIFY * HTTP/1.1
30109 ©.000070000 192.168.4.98 239.255.255.250 5508 529 NOTIFY * WTTP/1.1
31 1.319 9.200133000 192.168.4.98 239.255.255.250 500 545 NOTIFY = HTTP/1.1
32 1.330 8211437008 13.75.88.240 192.168.6.76 TP BB & 443 + 29663 [ACK] Seqel Acke? Wins1B23 Lensd -
F] - '

Frame 26: 55 bytes on wire (440 bits), 55 bytes captured (440 bits) on interface ©
Ethernet II, Src: Elitegro_4a:@8:12 (f4:4d:30:48:88:12), Dst: HewlettP_27:d8:8a (dB:94:83:27:d8:8a)
Internet Protocol Version 3, See: 192.168.6.76, Dst: 13.75.88.228
4 Transmission Control Protecol, Src Port: 49663, Dst Port: 443, Seq: 1, Ack: 1, Len: 1
Source Port: 49863
Destination Port: 443
[Stream index: @]
[TCP Segment Len: 1]
Sequence number: 1 (relative sequence number)

[Next sequence number: 2 (relative sequence number)]
Acknowledgsent nusber: 1 (relative ack number)
8181 .... = Header Length: 28 bytes (5)

Flags: Bx@18 [ACK)

Window size value: 253
[Calculated window size: 253]
[window size sealing factor: -1 (unknown)]
Checksun: @x2dab [unverified]
[Checksum Status: Unwverified]
Urgent pointer: @

[SEQ/ACK analysis]
[Tinestanps]

TP payload (1 byte)

TCP segment data (1 byte)

@ 7 Transmission Control Protcol (top), 20 bytes Packets: 7 - Displayed: 76 (100.0%) - Dropped: 0 (0.0%) Profie: hew Profie

In the preceding screenshot, you can see the tick mark, which means it is indeed using TCP.
If we expand Transmission Control Protocol, you'll see the fields that we were just looking
at in the RFC.
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We have Source Port and Destination Port, and you can see that the system in my
computer was accessing this web resource on port 443 and accessing other fields, which
you've noticed in other packets that you've looked at, most likely. Anything with a square
bracket is created by Wireshark; they're not actually fields within the header, so we can skip
them. We have Sequence number and Acknowledgment number. These are relative
numbers, if you noticed. We mentioned this a little while back that they started with 1 in
this example. The actual raw number is not 1. Wireshark shows it as 1, and as a relative
number to make it easier for you to look at. Otherwise, it's a very long number that is
harder for humans to look at and diagnose.

Next, we have Header Length. It tells us how big the header is because the header can
change its size in TCP, unlike UDP, so we have to tell it how long it is. We have some
Flags, as shown in the following screenshot:

4 Flags: @x@le (ACK)
BEB. ... = Reserved: Mot set
oosl cooo oooc = Nonce: Not set
- = Congestion Window Reduced (CWR): Not set
.@.. .... = ECN-Echo: Not set
Urgent: Not set

c®
= .
n n

Acknowledgment: Set
Push: Not set
Reset: Not set

Syn: Not set

Fin: Mot set

[TCP Flags: =-+=-v-- Aveer]

? .o
[ T

In the preceding screenshot, you can see we have some congestion information; the Urgent
bit; Acknowledgment and Push; and Reset, Syn, and Fin. A lot of this stuff will look
familiar, such as SYN, Acknowledgment, and FIN with creating a connection and
finalizing a connection. We also have Window size value, which tells us how large of a
chunk of data we can transmit before having to do an acknowledgment:

Window size walue: 253
[Calculated window size: 253]
[Window size scaling factor: -1 (unknown)]
Checksum: @x2d4b [unverified]
[Checksum Status: Unverified]
Urgent pointer: @
» [SEQ/ACK analysis]

We have a Checksum, which again is unverified, and an Urgent pointer.
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If we want, we can go to Edit | Preferences... | Protocols | TCP and enable the Validate
the TCP checksum if possible if you would like:

M Wireshark - Preferances P =
EYNCHROPH“' “|  Transmission Control Protocol
Ynergy :
Syslog Show TCP summary in protocol tree
T.38 Validate the TCP checksum if possible
TACACS Allow subdissector to reassemble TCP streams
TACACS+
TALT Analyze TCP sequence numbers
TAPA Relative sequence numbers
$E,§P Scaling factor to use when not available from capture
TCPEMCAP Track number of bytes in flight
TCPROS Calculate conversation timestamps
TDMoE PR -
TOMoP |:| Try heuristic sub-dissectors first
TDS [ 1gnore TCP Timestamps in summary
TeamSpeak? Do not call subdissectors for error packets
TELMET
SR TCP Experimental Options with a Magic Mumber
TETRA K [ Display process information via TPFIX
TFP =
TETP TCP UDP port 0
Thread
Thrift =
oK ] [ Cancel ] [ Help

We can see that we now have a correct checksum.

Let's go ahead and create a new capture, and we'll take a look at a handshake creation and
teardown of a connection.

Let's start a new capture, and we will generate some traffic. Furthermore, open up a new
web page and re-download all the information for that RFC that I showed you from the
IETF website. We'll scroll down and look for the beginning of our connection:

Ml "Loc Beva Connwction
Bl ESt Yew G0 Copture fnshoe  utetics  Teephosy Wiwest Tock  Hep

dm:® iBRB RecSTICEaaan
LI Bovesson . 4
e, Ta Tia Saits om praviot Sohned Bame Destraton Protocl  Langth Tranemsson Control Protocsl  Iafo =
2152 57,843 192,168,6. 7% TLsvl.2 1514 & Certificate [TCP sagment of # resssesbled POU]
2183 57,848 L1606, 7% ToR 110 243 < SISTS [PEN, ACK] 5eqeT017 AckeS20 WINs14T4E6 Lens1i?6 [TCP segeant of & restsssbled POU] —
6. T T3 747 o Certificate Status, Server Key Dxchange, Server Wello Cone

2154 57,845

239,255,255, 250
299,298, 295,250 sste 28

2159 57.891

ner Repert Mediage vl p—
s v Stendard query Oxbcll ANY PRALPCPUDIAT =
LLPRR 7 Standard guery Bxbcll ANY FRMLPCPUBIAT ot

2162 57,944 9.000200000 feB0: :bad: foTdibiR
2163 57,544 2.900097009 1971683279
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It looks like the website that's being transmitted. It was over HTTPS, so seeing the TLS
traffic is what we can expect. We'll right-click on the TLS traffic and go to Follow | TCP
Stream:

Ml "Loxal hown Connestion =
Ele [t ew o Copiwre jrohoe  Juatsticn Telephony [firebess  Jock  bep
dun @ LDBRE qesETiDEaaan
L1l - Boressen .+
™ Tee Tes dolte fom prnveus captured fams Source Destraser Fromc gt TesmssenConsolbroncd  In =
2152 57845 §.000011000 152.195.11.6 190.162.6.76 T2 158 S Certificate [TCP segment of o resssesbled POU]
2183 87_848 §.060001800 153.195.11.6 182.168.6.76 Ter 118 443 = 52875 (PN, ACK] SequI1T Ack=S20 wla=1e7456 LenwiiTé [TCP segmest of o reassesbled bou] —
2134 57845 000000000 152,195.11.6 192,148.6.76 Tidvi 2 747 ¢ Certificote Status, Server Koy Exchange, Server Hello une
BarkUnmark Packet Corke M —
———— =
2159 57.891 B.0I96I5000 191.164.6.146 HeSEARCH. goioeet Time Refwrence  ChsT
2168 57_302 B.BL13NM00 192, 162.6.134 -sEARCH —
2161 87951 8.029204000 feso Multicas{ TR e =
2182 57944 2.013103000 fesd Standard Packet Comment._. Qe AR —_—
1063 87944 9.060007900 182, 1 m Standard —
2344 87,950 §.005876000 153.148.7. 301 s-sgaon iR Resohved Name
2165 57509 9.004736000 152,155,116 tew Sessd e o | Mandshake Hessage —_
2166 57989 .DOI00IN00 152.155.11.6 splicar] AP —_—
2167 57.989 2.000001000 152.19%.11.6 Applicard Peepare s Fiter F =
§.060001800 153.195.11.6 seolicat]  Comversation Fier . =
Celerize Cemversation \ N N I —
. 000754000 153.193.11.6 —
XTI I —————
9.010963900 152.168.7.58 209,335, 335, 339 Fotow ¥ TCPSrewn  CuleSeShfeT
073 5004 SO0 [litegro Wideifl  Drosdoast ARP o W has 1 P Sasea ek A= Skl =
2.000303000 Elitegpro 48:fd:bf  Brosdcast ARP (] ho has 1 Copy L 2 i

Ml "Lewat res Comnection —E =

Ble 40 Yeew Go Cophwe Anslyre Shatiatics Telephony Wieeless Jesks Help

dn e ipRB s«=STiMaaan

QICTTC ——— TEIES ) bormmen.. +
™ Tes  Tov deita from previss capuned b fource [o— Protscdl  Largrh Traramisson Conbrol Protocdl I B

You can see that the filter for tcp.stream eq 27 is listed in the filter option. Now this is
our connection to the website for IETF. As mentioned earlier, TCP is connection-oriented. It
guarantees delivery of packets. So if you miss a packet, the acknowledgment system builds
in and retransmits it. So what happens is that we send a piece of data from the server to the
requesting device. We send an acknowledgment that we received it. We also send another
packet followed by an acknowledgment indicating that we've received it.

Sometimes, depending on the options and the functionality of the TCP stack in your
network card in your drivers, you may allow for some enhanced features that have come
out over the years, such as selective acknowledgments and some enhancements to allow
you to be more efficient with the way of using this acknowledgement system so that you
don't have as much overhead. The creation of a TCP handshake we can see is a SYN, which
says "let's synchronize":
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4 Flags: @x@@82 (SYN)
@68. .... .... = Reserved: Not set
-8 .... .... = Nonce: Not set
. ®... .... = Congestion Window Reduced (CWR): Not set
B.. .... = ECN-Echo: Not set
..8. .... = Urgent: Not set
vars 228 .... = Acknowledgment: Mot set
........ ... = Push: Not set
S .B.. = Reset: Not set
s ey e HE i
> [Expert Info (Chat/Sequence): Connection establish request (SYN): server port 443]
SRE e ..® = Fin: Not set
[TCP Flags: ===-======- S-]
Window size value: 8192
[Calculated window size: 8192]

Let's create our connection. We have a syn in the Flags that is set. That's my system
requesting the IETF website create a TCP connection. They respond with a Syn and an
Acknowledgment; then we, in turn, send back an acknowledgment, as well. So we

have sYN; SYN, ACK; and ACK—the three-way handshake with TCP. After that occurs, we
then begin communication to retrieve HTTP traffic, which happens to be laid underneath
TLS, in this case. We can see the creation of the TLS connection and some data being
transmitted, such as key exchanges and things like that:

l "Locu oes Comnertion
Eie fdn Yew Go Copture Anshze Sumitics Teephony Wirdes Jock  Help
am:o EEE R«=GETiEaaan

(1. Tems  Tema caits fom pravious captned frame Souce Destraton Protocol  Lang®: Transmsson ControlProtocsl e

Server hel
2147 57,885 £.005001000 152.18%.11.6 192.168.6.76 T 181 S & . usrs [22K] Sequ1881 Acke530
2128 87,858 0008001000 152.19%.11.6 192.168.6.76 Ter 1208 243 = 528578 [pn, Ack] s"-zm ack=in
2149 57,885 £.008001000 153.195.11.6 193.168.6.76 Ter 1518 543 = 52578 [ACK] SequaidT A

TEP seguent of & resssesbled POU
.:-.nn:.nmze e 5m1¢m1-
segeent of & resisesbled PoU

Then, at the end of the communication, while sending and receiving whatever data we
wanted such as the website being retrieved, our system will then finalize that and with an
implicit method say: "let's terminate this; there's no more data to be sent or received". We'll
end this TCP connection with a finalized statement.

And so what we do is, in the Flags, we have FIN and FIN, ACK.Sometimes at the end of
the list, you'll also see a Reset. So the final method using FIN is implicit, saying this
connection should be terminated; there's nothing else to be transmitted. But it's not
explicitly told to remove the connection, so the system on either end may end up leaving
this connection live—it's up to them.
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If you see a Reset at the end of a connection after the FINs, then that's an explicit way of
one of the devices saying: "yes, terminate this packet". This is an explicit way of saying: "kill
the connection; reset it; nullify it".

If you see a Reset before the FINs, then that may be an indicator of a problem in the
connection, where the server or the requesting device solves a problem and resets the
connection to try again.

We also have options, which are an extension in the header to allow us to expand upon the
abilities of TCP. What we can do is filter on opt ions because, if you notice looking through
the header, we don't see anything that says opt ions. If we want to find anything that has
options, we need to filter on that.

In the display filter, type tcp.options:

Ml “ocel tave Connection

Ble [dt Yaw fo Captee feaboe  Jtatisticc Telphory Wirwless Jook Help

Adm:® LERE SesraTiREaQAD

W [1p.opions B -] Epesen +

Tee  Tee e o prevens extured bame Seurce Protsesl Leegth Traammsen ConboiProtecs s
72 1.09% 2.009561000 189, 114 297, 207 [

5 o #43 + 5747 [ACK] Seqel Acke2 Wined)7 Lened Siled SREe2 ]
443 + 53063 [ACK] Seqel Acksl WineGTS Lened Siled SEI=3

T
T

TP
TR
Ter

Now we're showing all the traffic that has options enabled in the header. If we scroll
down in the packet details area, we have some information about the Options. We can skip
the No-Operation stuff. We want to look at things that are more interesting to us, such as
TCP Option - SACK permitted and TCP Option - Window scale:

4 TCP Option - Window scale: 8 (multiply by 256)
Kind: Window Scale (3)
Length: 3
Shift count: 8
[Multiplier: 256]
> TCP Option - No-Operation (NOP)
> TCP Option - No-Operation (NOP)
4 TCP Option - SACK permitted
Kind: SACK Permitted (4)
Length: 2
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For example, the following screenshot shows a packet that has TCP SACK:

P T —

Bl [t View Go Copture droboe Sutisics Teephony Weebess Took Help

dn i@ ibEB e=STiEEaaan

H [ecp.ptors ] <] Epreamen. +
i'b- b Tt defts fom orevious captured hame Sourte Destraton Peotocnl  Length  Transmmdon Contral Protocsl Indo —

443 - BT [SVN, ACK] Seqed Ack=l WinedIT8 Lend MES<1MBD SACK PERMe1 Wf=0d
a4) = 53571 [ (K] Seqed Acks]l WinedITE0 Lensd M55e1M00 SACH 1 WS35

Pckets: 25325 * Diplasyech 29 {1, 1%) - Croppect: 0 (0.0%) Pratie: e Profie

Selective Acknowledgment (SACK) allows you to acknowledge traffic while still
requesting for missing traffic, without having the entire block of packets resent to you. So if
you're having, let's say, five packets at a time being sent to you before you send an
acknowledgment and one of these is missed, without Selective Acknowledgment all five
will need to be retransmitted to you. So, the further apart the acknowledgments are
between the number of packets that are sent to you, the more efficient it is because you're
not wasting all this bandwidth with overhead acknowledgment packets. But if you run into
a problem, then more data has to be retransmitted. Selective Acknowledgment is a way of
getting the best of both worlds so that you can have large blocks of packets being sent to
you without having to acknowledge them every single time but, if you miss one, you can
then request just that one to be resent to you; you can still acknowledge all the other
packets. If you see TCP Selective Acknowledgments, it means that both the devices have
allowed for Selective Acknowledgments and they've agreed upon that. Both sides will have
to allow for that feature set to be enabled in order to utilize it.

We also have window scale. Window scale, as shown in the earlier screenshot, allows us to
go beyond the initial window size. The initial window size was at a maximum of 65535
bytes, which isn't a lot anymore, so we want more than that. We can do that using window
scale. Window scale allows us to multiply the window size by a factor. So you could say
65535 times whatever the window scale is, for example. Then, you could get a very, very
large window size in order to most efficiently use your bandwidth.
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TCP analysis Il

In this section, we will take a look at filtering on many different TCP header fields, and
what kind of issues we could see based on some of the fields that we look at.

So, what we can see in the following screenshot is a packet capture of the websites that
were opened:

M “Local Arca Connexiion = & u
Eile Edit Yiew Go Capture Analyze Jististics Telephony Wireless Tock Help
Am @ ERE RexETF iR GaQan
| W [ acoty & displa fite Ch | Expressien..  +
[ Time Tine delta from previous captured frame Source Destnaton Protcel  Length Transsisson Control Frotocol Inf =
68 1.788 @.005728000 192.168.6.132 239.255.255.25¢ ss5pp 216 M-SEARCH * HTTR/1.1
69 1.806 @.025887000 192.168.6.244 255.255.255.255 DHCP 342 DHCP Inform = Trancaction ID @wSa3dclssss
7@ 1.806 2.000263000 192.168.7.33 239.255.255.25@ S50P 216 M-SEARCH * WTTR/1.1 pr—
71 1.860 9.053537000 192.168.6.71 239.255.255.250 550P 216 M-SEARCH * HTTP/1.1
72 1.809 0.039561000 105,234, 207,167 192.188.6.76 Tep s 443 + 52557 [ACK] Seqel Acksz Wine337 L

You can see we still have the TCP column enabled, so we can go down and find a TCP
packet, and we'll see the field information again:

4 Transmission Control Protocol, Src Port: 443, Dst Port: 52567, Seq: 1, Ack: 2, Len:
Source Port: 443
Destination Port: 52567
[Stream index: @]
[TCP Segment Len: @]

Sequence number: 1 (relative sequence number)

[Next sequence number: 1 (relative sequence number)]
Acknowledgment number: 2 {relative ack number)

1888 .... = Header Length: 32 bytes (8)

Flags: 8x818 (ACK)

Window size value: 337

[Calculated window size: 337]

[Window size scaling factor: -1 (unknown)]
Checksum: 8xc6d4b [correct]

[Checksum Status: Good]

[Calculated Checksum: @xce4b]

Urgent pointer: @

Options: (12 bytes), No-Operation (NOP), MNo-Operation (NOP), SACK
[SEQ/ACK analysis]

[Timestamps]

w
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As with many of the other protocols that we've looked at, we can right-click on any of the
fields and apply them as a filter. What we may want to do is expand the Flags, and look for
anything that has the urgent bit set:

4 Flags: 8x818 (ACK)
@80. .... .... = Reserved: Not set
ceu® ... .... = Nonce: Not set
wewa Bu.. ... = Congestion Window Reduced (CWR): Not set
wens oB.. ... = ECH-Echo: Not set
| .... ..8. .... = Urgent: Not set |
wens saal uu.. = Acknowledgment: Set
wews sews Bo.. = Push: Not set
.8.. = Reset: Not set
sene swes «-8. = 5yn: Mot set
Ledls wawetusd = Fim: Mot set
[TCP Flags: ------- A----]

The urgent bit is not often used. The only one that we can think of is using Telnet, and what
it does is it prioritizes the packets, basically. So what we can do is right-click on Urgent bit,
and we'll go to Apply a Filter | Selected:

4 Flags: BxB1B ([ACK)
@83, .... .... = Reserved: Not set
v uu. .... = Nonce: Not set
w Beuwe wu.. = Congestion Window Reduced (CWR): Mot set
«0.. wu.. = ECN-Echo: Not set
sesa aaBs w... = Urgent: Not set
-1 .... = Acknowled Expand Subtrees Shift+Right
ee. B... = Push: Not )
e —— Collapse Subtrees Shift+Left
we- ..@. = Syn: Not Expand All Ctrl+Right
vere wans o..B = Fin: Not Collapse All Ctrl+Left
[TCP Flags: »«vev-- Arsen]
Window size value: 337 Apply as Column Ctrl+ Shift+]
[Calculated window size: 337]
[Window size scaling factor: Apply as Filter v Selected I
Checksum: 8xc64b [correct] Prepare a Filter 3 Mot Selected
[Checksum Status: Good] Conversation Filter » et
[Calculated Checksum: @xc64b] o
= Colorize with Filter L4 ..o Selected N
*] Urgent (tcp. flags.urg), 1byte Folloa » el et Sl i
Copy » , ...or not Selected
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And we'll see that the filter's created, but it's based on 0. So we'll change it to 1:

4 *Local Area Connection
File | Edit View Go (Capture Analyze Statistics Telephony Wireless Tools Help

AE 20 JDBRB Rcc=TaEEaa]E
| (A Ttcp-fags.ra ==

Destination

192.168.6.76 TCP 66

Now, we will see whether there are any packets that have the urgent bits set. We see that

there are none, which is good. Another thing we can do is delete the filter back to
tcp. flags, and if we press Enter on that, it now filters based on every single packet that

has flags enabled:
M “Local Area Connection =B "
File Edit Yiew Go Gaplure Anslyze Slatistics Telephony Wireless Tooks Help
dm i@ LBRE Qe==7 (@B aaan
(W Trep s E3L0 - Expresson... | +
Na. Time: Time deita mmmﬁﬂlﬂ“"ﬂ frame Source Destnabon Protocal |ﬂwh Transmesmon Contral Protocol Infa = -
—
—_—
72 1.89% 8.039561000 109.234.287.187 192.168.6.76 TCP 443 = 52567 [ACK] Seqel Ack=2 Win=337 [—

@.052802000 217.146.12.44 192.168.6.76 5938 - 58737 [ACK] Seqel Ack=40 Win=5
5038 - 50737 [PSH, ACK] Sege=1 Ack=49 W

98 2.540
@. 000000000 217.146.12.44 192.168.6.76

89 2.548

0.005260000 172.217.166.46 192.168.6.76 443 + 52362 [ACK] Seqel Acks2 Wines7s

131 3.375

5338 + 50737 [PSH, ACK] Seqe2S Acke73 M.

258 7.667 0.045441000 217.146.12.44 192.168.6.76

As you can see, we have a lot of packets that have flags enabled. So in this packet that
capture may not be very useful. Depending on the type of traffic that you are seeing, that
may be helpful to see what has flags and what doesn't. Here, it has too many packets that
have flags to make that a useful filter. What we could do though is customize that and look
for anything that has a reset. Usually, a reset is either at the end of a good connection, as
explained, or it's indicative of a failure. What we'll do is we'll change our display filter so

thatitistcp.flags.reset == 1:

M *Locsl Area Connaction = @ =

File Edit Yiew Go Capture Analyze Statistics Telephony Wireless Jools Help

AR 20 JERBE A==+ ToEEQa’E

A [tep s reset mm 1 [x] ~) Expressen. | +
Protocol  Length Transmission Control Frotocol Info

1o, Time Time delta from previous captured frame Source
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You can see we have quite a few packets that have resets. We can take a look at one of
these, and look at the traffic surrounding the reset to see whether that's indicative of a
problem. So, let's choose one packet and right-click on it and go to Follow | TCP Stream:

‘ *Local Area Connection
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help
dm @ sPRE Res=FTIEBEaqaaHn
l. |tq:l.stream 0
Wireshark - Follow TCP Stream (tcp.stream eq 3) - wireshark_ASB1E1DA-0270-446C-B13A-FAAAAABACD41 20180514144614 a0770.. | = (Sl }

i s e B e T e T I

o s S e e e e S
L e S el T S e R L e e e S R R T T e e o LT R P I
b ] ey R S LA iy S (TR 5 e i s el B e oy 2 Wu.o.@ .y

|| Beee... (B 55 300 Y AR | I
G e et (e oo P et SO e\ o M o S
R S i Y e e r,Eldl. . n.. . iXaf@. .. A
L Dpoct ERALE N oA e il R e o P o L] S q 3
rHA /e
b T BTy SR T R ety R R et U R e e U e e T e S T ] e e e e e e T
Eosl T =

2 client pkts, & server pkis, 1 fwm.

Entire conversation (4640 bytes) A ] Show and save data as | ASCIL - Stream 3 &

[Filher Out This Stream] [ Print ] [ Save as... ] [ Back ] [ Close ] [ Help ]

Close this, and we see it looks like some sort of a certificate transfer:

Ml Lo rwn Connection c@ 8
Fle [dit Yew Go Capture Anshoe Juatistics Telephomy Wireless Jook Help

Adm % JEERE RaszmTIAEaaan

LIl 3 B ~|Beresmen..  +

Mo Ting: Tirne; dells from prevens capbured frame b e Probocel  Length Trargesson Conrol Protocsl I

276 B.596 8.001143000 54.246.238.0 192.168.6.76 T 443 = 52568 [ACK] Seqel Ackeldél Wine24? Lensd
77 8.5%¢ 0.000001000 54.246.238.0 192.168.6.76 T 443 = 52568 [ACK] Seqel Acke2021 Wine258 Lensd
278 8.59¢ ©.000001000 54.246.238.0 192.168.6.76 T 443 = 52568 [ACK] Seqel Acke3726 Wins269 Lensd
279 B.506 ©.000001008 54.246.238.0 192.168.6.76 T 443 = 52568 [ACK] Sequl Acke399Z Wins2B1 Lensd
292 9.024 2.D03404008 54.246.338.0 192.168.6.76 Agplication Data
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We have a three-way handshake; we have a client and server hello—it looks like it was a
TLS negotiation. Then there are some packets of application data. Furthermore, the system
senta FIN, ACK, so we finalized the connection. That was an implicit termination, which
was then followed up with an explicit termination, the reset. So this is actually fine. The
system said: "I'm done with this connection, and then we'll reset and totally terminate this
connection”. So that's actually fine, but you can see how that's useful to be able to pull out
everything that is a reset.

What we could also do is take a look at window size, and for that we will enter
tcp.window_size < 50 and press Enfer:

Ml "ot Area Connection = B "
Eile fdit Yiew Go Copture  gnaboe  Sotitier  Telephory Wil Jooh  Help

dm @ BRE Qe=STiAQE QAN

T [1cp et size < 50 B v Bxpresson. &

Mo, Tme Time: deita from previous caphured frame Source Destrasen Promcel  Length Trangmesson Conirel Protoc e
H & e 5.

L 651 17,63

1099 29,411

1136 30,578 8.0830199800 48.114,95. 186 192.188.7.1 TLSvl 155 & Applicaticn Data

We see that we have quite a number of packets that have a window size of less than 50.
Usually, a small window size is an indication of a problem. On a reset packet, it's not
necessarily a problem because we're terminating a connection anyway, but if you see
window sizes that are of a small value on standard data transfer packets, that's a problem.
That's some sort of buffer problem in your linear devices in the network stack on, on one of
the two. Additionally, Wireshark has some analysis filters that we can use, and we'll show
one that is window size related. For that we will enter tcp.analysis.zero_window. If we
press Enter on that, you'll see the following screenshot:

File Edit View Go Capture Analyze Statistics Telephony Wireless Tooks Help
Adu 28 JBRB ResEF7iQEaaan
W |tep.analysss. pero_window %] - | Expresson...  +

™ Tme  Tme| PNy Protocal  Transmission Control Protocal
tep.analy .

This is actually all of the packets that have a window size of 0, which is a problem. So these
are potential issues. These are acknowledgments from the system to a variety of different
servers out there, with the system declaring that it has no buffer space available. It's
received buffer's full and it sends a zero window response back to the servers out there,
saying: "please slow down". So this is a potential issue on the system.
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Another interesting one that we could do is take a look at the header length. As you know,
the TCP header can fluctuate in size, let's right-click on Header Length and go to Prepare a
Filter | Selected:

File Edit View Go Capture Anahze Statistics Telephony Wireless Tocls Help
Adm J @ JBREB Re=ETifEBaaan
1 = -| Bxpresson..  +

No. Tme T deita from previcus deplayed frame Source Length Packet comments  Destnation Protocol  Transmission Control Protocel info

Expand All Ctrl Right

Collapse All CrleLeft

Apply as Column

Apply as Filter »

Prepare s Filter » Selected [
Conversation Filter * Mot Selected
Colorize with Filter ¥ —and Selected
Fallow ¢ ot Selected
Copy ' and not Selected
Show Packet Bytes.. =0t ik Selected

We didn't use Apply as Filter here; that way, it doesn't apply it right away.

In the filter tab, we will enter tcp.hdr_len > 20, and here we go:

‘ *Local Area Connection

File Edit View Go Capture Analyze Statisticc Telephony Wireless Toolz  Help

AdE 2@ JPREB Res=F L Eaaan

(M [tep.har_len > 20

MNo. Time Tme delta from previous captured frame Source Destination Protocol  Length Transmission Control Protocol
25 8.689 2.803523000 172.217.166.42 192.168.6.76 TCP 66 o
58 1.468 2.803461006 172.217.166.42 192.168.6.76 gL 66 o

468 12.281 8.900229006 192.165.6.258 192.165.6.76 TCP 66 «

1872 50 e g 16 3 CP 56
1876 26.228 B.084981606 162.125.81.3 192.168.6.76 TCP 66 +
1136 27.418 @.838348000 216.58.196.78 192.168.6.76 TP 66
1179 28.863 @.884739006 172.217.166.46 192.168.6.76 TCP 66

4 L}

Frame 25: 66 bytes on wire (528 bits), 66 bytes captured (528 bits) on interface @
Ethernet II, Src: PaloAlto bf:66:18 (@8:3@:6b:bf:66:18), Dst: Elitegro 4a:08:12 (f4:4d:30:4a3:88:12)
Internct Protocel Version 4, Src: 172.217.166.42, Dst: 192.168.6.76
4 Transmission Control Protocol, Src Port: 443, Dst Port: 53872, Seq: 1, Ack: 2, Len: @
Source Port: 443
Destination Port: 53872
[Stream index: 1]
[1LP segment Len: W]
Sequence number: 1 (relative sequence number)
[Mext sequence number: 1 (relative sequence number}]
Acknowledgment number: 2 (relative ack number)
| 1ees .... = Header Length: 32 bytes (8)

You can see that the first header length that pops up has 32 bytes. So, here's a good
example of finding packets that have Options in them.
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If we scroll down, we can see that the Header Length is larger than the standard 20 because
it has Options built into it somewhere. Here, you can see this packet has Selective
Acknowledgments and window scaling. You could also do a similar thing by filtering on
Options, so right-click on Options and go to Prepare a Filter | Selected:

» Internet Protocol Ver Prepare a Filter 2 Selected ||

4 Transmission Control e e . Mot Selected
Source Port: 443 i o R
Bee b nat s Panks Colorize with Filter b ..and Selected
[Stream index: 1] Follow L ..o Selected
[TCP Segment Len:

...and not Selected
Sequence number: 1 Copy b B
[Mext sequence num Show Packet Bytes.. Ctrl+ Shift+0 SIETIUERRERT
ek v ExeTiens iy Export Packet Bytes... Ctrl+Shift=X
1888 .... = Header
> Flags: @x@1@ (ACK) Wiki Protocol Page

Window size value:
[Calculated window
[Window size scali Protocol Preferences L4

Checksum: 8x24d3 [

Filter Field Reference

[Checksum Status: EEcode s
[Calculated Checks Go to Linked Packet
Urgent pointer: @ Show Linked Packet in New Window

4 |Options: (12 bytesj; wo—operacoonm pwvory; wo-vpeTracoonm peor 5 3RcK

We prepare a filter and enter tcp.options. So here's every packet with options that are
enabled within them:

Ml *Local hrea Connection = @8 =
| File Edit Yiew Go Qapture Analyze Slatistics Telephony Wireless Tools  Help l
Ads o iBRERe=EFiZEaaan
|[W Tepiogtons [<] -] Expression...  +
He, Time: Time delta from previous captured frame Source Destination Protocol  Lergth Transmission Control Protocsl Info

25 @.609 2.00352300@ 172.217.166.42 192.168.6.76 TP 66 ¢ 443 + 53872 [ACK] Seqel Ack=2 Wine=l76

50 1.468 0003461899 172.217.166.42 192.168.6.76 TOP 66 ¥ 443 + 53873 [ACK] Seqel Acks2 Win=191
460 12.201 2.000220000 192.168.6.250 192.168.6.76 . 65499 + 2860 [SYN] Seqed Wine64240 Le

1076 26.228 ©.004991090 162.125.51.3 192.,168.6.76
1136 27.418 ©.030340000 216.58.196.78 192.168.6.76
1179 28.863 .084739088 172.217.166.46 192.168.6.76

1218 29.750 ©.868345000 162.125.01.4 192.168.6.76 TP 6 443 - 53891 [SVN, ACK] Seq=0 Ack=1 Wi

Graph I/O rates and TCP trends

In this section, we'll take a look at using graphs to help visualize packets and trends,
especially in TCP communications. Here we have a packet capture of a file transfer that has
gone horribly wrong:
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File Edt Miew Go Cepture fnshyze Stetistics Telephony Wireless Iools  Help

A 10 LBAE Qe=ETLIEaaan

W ooty & fie o | Baressen.,  +
No. Tirne: Tiene deits from previous captured frame Source Destination Profocol  Length Tramsmission Control Protocol Info g =

301 9.406

387 9.482

0. 000001000 74.125.68.189

8.818528000 74.125.68.189

192.168.6.76

192.168.6.76

TLsvl.2 100 «

Application Data

443 =« 53601 [ACK] Sequ=ldf Ack=47 Win='ms

As you can see, we have all sorts of black bars coming up, which is a big telltale sign in
Wireshark that there's something amiss. You can also see there's a striping pattern that
comes about. That's a big telltale sign that there are a bunch of retransmissions. So, what
we'll do is use this as our basis for graphing and being able to pick out some issues.

Throughput

One of the first things we'll do is go up to Statistics | TCP Stream Graphs | Throughput:

4 *l aral Area Connectinn

File
FL

Edit  View
®

BRE ] e

Mni.

Time delta from previoos o7

16.258
16.258
16.251
16.277

332
333
335

Nestination Port: 53872

[Stream index: 1]

[TCP Segment Len: 8]

Sequence number: 1 (relative
[Mext scquence number: 1 {rq
Acknowledgment number: 2 {rq

1808 .... - lleader Length: 232 |
Flaps: @x@1® (ACK)

window size value: 176
[Lalculated window size: 1/b]
[Window size scaling factor: -
Checksum: 8x24d3 |correct]
[Checksum Status: Good]
[Calculated Checksum: 8x24d3] |

Capture File Properties
Resolved Addresses
Protocol Hierarchy
Converzations
kndpoints

Packet Lengths

YO Graph

Service Respense Time

DHCP (BOOTP) Statistics
OMC-RPC Programs
20West

ANCP

BACnet

Collectd

DS

Flow Graph

1 IART-IP

HPFEEDS

HTTP

HTTP2

Sametime

TCP Stream Graphs
UDP Multicast Streams

s
P Statistics
TP Statistics

Go Capture Analyze | Statistics | Telephony Wireless Tools Help

Ctrl= Alt+Shift+ C

atinn
Le2.6.

Provtoenl
TLSv1.2

-6. TCP

i L68.6.76 TCP
L68.6.76 TLSvl1.2

L68.6.76 TCP

length Transmissinn
1e@e «

168

Time Scquence (Stevens)

Time Sequence (tcptrace)

b Throughput I
¥ Round Trip Time
| Window Scaling
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When we click on Throughput, we will see that a graph comes up:
M Throughput for 192.168.6.76:33576 — 217.146.12.44:5938 (M) ? B
Throughput for 192.168.6.76:53576 - 217.146.12.44:5938 (MA)
Local Area Connection
56 .
a L 500
i Jaoo %
e &
== m
s 32t =
ki H300 2
2 s
E 24 4| § F » +o " . - . . . E‘_
o —
& q200 F
16 - -
-1 100
s
0t - = . i - i - i . EL - =118
1] 10 20 30 40 50 60
Time (s)
Hover over the graph for detsils. — 35 pkts, 560 bytes — 21 ples, 320 bytes
Type [Throughput & MA Window (s) 1.000000 5 Stream 1 |5
Mouse @ drags () zooms Segment Length Throughput [~ Goodput
[ Save As... ] [ Close ] [ Help ]
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Whether it's graphing 1/O rates going into the section, going for TCP stream graphs, or
anywhere like that, all the graphs are unidirectional. Depending on what packet we have
selected, it will show us the throughput for that or the I/O rate, or whatever it might be that
we are graphing—it'll be for that one unidirectional transfer. As you can see we'll go from
192.168.6.76 to the public address as we're trying to pull HTTP. If you don't see what
you're looking for in the graph, click on the Switch Direction button:

M Throughput for 217.146.12.44:5938 — 192.168.6.76:53576 (MA) ? &
Throughput for 217.146.12.44:5938 - 192.168.6.76:53576 (MA)
Local Area Connection
56 -
- 420
48
- 380
wof 2
— —4300 2
] &
= m
5 ;2 ey
LS - 240 E
5 24[, - 2 = = g
£ 2t {180 =
' z
L)
6 [ Jim &
8r 480
Ul T =] F & = 1 1 T 4 ey
8 16 24 32 40 48 L1
Time (s)
Hover over the graph for details. — 21 pkts, 320 bytes — 35 phis, 560 bytes
Type [I'hroughput - MA Window () 1.000000 |5 Stream 1 [=
Mouse @ drags () zooms Segment Length Throughput [ Goodput
[ Save As... ] [ Close ] [ Help I

This'll provide us with the opposite direction. We can see here that we're getting the
throughput from public address with port 5938, the server, and that it's going to our
private address that was the web browser. We can see that we have the throughput
graphed. We have the Segment Length and we have the throughput itself in bits per
second. What you can do, in the latest version of Wireshark, is you can drag the graph
around in order to be able to view it more effectively or you can use your scroll wheel to
zoom in. Alternatively, you can use the plus or minus signs on the right-hand side of your

keyboard or in the keypad area. I like to use the scroll wheel just because it's handy and
almost every mouse has it.
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Also note that you can change the Stream that you're following. If there were multiple

streams that we wanted to look at, we could change the stream number that we're in. Here,
we'll leave it as 1:

! Throughput for 217.146.12.44:5938 — 192.168.6.76:53576 (MA) ? £
Throughput for 217.146.12.44:5938 > 192.168.6.76:53576 (MA)
Local Area Connection
a
-1 300
32 -
-1 240
24 | " o . @ ' ’ . . . . =
- 180 E
) 2
= ]
g5 B[ qin
5 g
7= g
g2 B[ 460 E
=) =
8 =
o,
om - - - - - - - +— n
8 -1 -60
16 - =120
1 1 1 1 1 1 1
8 16 24 32 40 43 56
Time (s)
Click to selecr packer 1719 (36, 755 fen 24 sag 7 ack 217 win 508) — 21 phts. 720 bytes — 35 phes, 550 bytes
Type [Throughput - MA Window (s) 1.000000 |% Stream 1 (%
Mouse @) drags () zooms Segment Length Throughput [—| Goodput
[ Save As... ] [ Close ] [ Help ]

Another nice feature with the graphs in Wireshark here is we can click on any point in the
graph and it will take us to that packet. Let's click between the little gap seen in our
throughput, and we can see that Wireshark takes us to that section of packets.

If you noticed, when we went to Statistics | TCP Stream Graphs, there were several
options to choose from:

Type hhrwghmt - J MA Window () 1.000000 % Stream 1 |5 |Switch Direction
Round Trip Time

Mouse| Throughput Segment Length Throughput  [] Goodput
Time [ Sequence (Stevens)

T e [ Save As... ] [ Close ] [ Help ]
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You don't have to close this window and go back to the Statistics window and open it
again; you can switch between them easily by simply selecting whatever type you want.

Let's go to Time / Sequence (Stevens):

Wl Sequence Numbers (Stevens) for 216.239.116.76:80 — 192.168.1.64:18280 [EENIEN )
Sequence Numbers (Stevens) for 216.239.116.76:80 - 192.168.1.64:18280
bad.pcapng
5
17500000
14000000
3
|
2 10500000 [
g
g
7000000 -
3500000 -
D "I L 1 1 1 1 'l
0 &0 120 180 2490 300 3680
Time (s)
Qlick to selecr packer I152 (56,865 len 1340 seq 2650521 ack 1 win 5840) — 15 k phs. 20 MB — 8540 plcts. 0 bytes
Type |Time / Sequence (Stevens) ~ | Stream 0 2| [Switch Direction
Mouse @ drags 200Ms
[ savess.. |[ close ][ Hep |

You see here that we have a nice diagonal line in our time sequence. What that's showing
us is the sequence number continually incrementing from packet to packet. Sometimes, you
can view issues in your packet capture with sequence numbers by seeing a drop in
sequence numbers or maybe a flat line, where it does not increment upwards in the y axis
and it just continues on the x axis. If you see anything other than a diagonal line, that's
indicative of issues in your packet capture. So what we see here looks relatively good. We
can close it.
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I/0 graph

Now, let's go to Statistics | I/O Graph:

M Wireshark - 10 Graphs - wireshark_ABB1E1DA-0270-446C-B134-FA4AAABACD4S1_20180514174130_a08168 peapny = B %
Wireshark IO Graphs: wireshark_A8B1E1DA-0270-446C-B13A-FA4AAABACD41_20180514174130_a08168.pcapng
105
90
75+
§ eof
2
g 4 :x\“ ¥
A _— VAPVt
15
1} | ———— -_T._l ____________ _—— e m——— o -__T____-____T____--__-u
o 10 20 30 40 50 60
Time (s)
Click o select packer 48 (Us = 481
Fnabled Graph Name Display Filter Calor Style ¥ Az ¥ Field SMA Perind
v All packets . Line Packets MNone
¥ TCP errors tcp.analysis.flags . Bar Packets MNone
— | |% Mouse @ drags oonTs Interval [] Time of day [ Log scale | Resel
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The I/O graph is a very powerful feature in Wireshark, and here it's showing us all the
packets per second, and all of this is customizable. You can change the Interval and you can
also change whether it's a linear or logarithmic scale:

M Wireshark - 1O Graphs - wireshark_A881E1DA-0270-446C-B13A-FA4AAABACD41_20180514174130_208168.pcapng = @ 2

Wireshark I0 Graphs: wireshark_ASB1E1DA-0270-446C-B13A-FA4AAAB4CD41_20180514174130_a08168.pcapng

: T ‘\/W\UM_/\/\

100

DN i w’_/ ¥ T (. e

0.1
0.01
0.001
L L L L
20 30 40 50 60

0 10

Packets|! sec

Time (=)

ek o salact packee 800 (185 = 531

Enabled Graph Mame Dicplay Filter Color Style ¥ Mods ¥ Field SMA Period
&= All packets . Line Packets MNene
¥ TLP errors tep.analysistiags [l Bar Packets None
m = | |5 Mouse @ drags z00Mms Interval [1sec ¥ [] Time of day [¥] Log scale Heset

Depending on the needs of the packet capture that you're looking at, maybe there are very
drastic differences between some different streams that you're wanting to graph, or maybe
some differences between the filters that we want to apply because you can layer filters in
this section. You may want to use logarithmic for that; it all depends on what you need the
packet capture to look like. By default, when you open it up, Wireshark will show you the
number of packets per second, and then every tick is one second. What we have are a
number of additional layers that we can customize. You can see that we have a Name
column, where you can name the layer. We have a Display filter, which includes Color,
where you can change the color and the Style type, whether it's a line graph or a bar graph.
You can change what the y axis represents. You can turn on Smoothing; you can do a
number of different adjustments here to your I/O graph to make it as customized as you
need.
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One powerful thing to look for in a packet capture that you know has a problematic
transfer are TCP analysis flags. We'll do that for the second layer. For that we'll create a
display filter for TCP analysis flags, and layer that on to our I/O graph. So, what we'll do is
double-click on the second Display filter, which allows us to enter a display filter. It will
work just as if you were adjusting the display filter in the main packet list area. We will add
tcp.analysis.flags:

Ml Wireshark - 10 Graphs - wireshark_ABB1E1DA-0270-446C-B13A-FA4AAABACD4S1_20180514174130_a08168.prapny = B8 ®
Wireshark IO Graphs: wireshark_A8B1E1DA-0270-446C-B13A-FA4AAABACD41_20180514174130_a08168.pcapng
100 F
§ {ve
0 w z’u » v Ju w
Time (=)
Biovar cver the geaph for detsd.
Enabled Graph Name Dicplay Filter Coler Style ¥ Bods V¥ Field SMA Period
& All packets . Line Packets MNone
0 All packets tcp.analysis.tlags . Line Packets MNone
m [q fm Mouse @ drags () zooms Interval |1sec ¥ [] Time of day [¥] Log scale Heset |
(o) (o) (o) [

When we apply this, it will create a second layer on the graph with a red line graph of any
packet that has an analysis done to the flags. Wireshark looked into the flags and saw that
something occurred and it provided some sort of insight into it. Just like we saw with the
expert information in the lower left, this display filter uses the same functionality as the
expert information.
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What we don't want to include, though, are window updates because
window updates are good. As long as it's not a zero window situation
where the window size is 0 and our buffers are full, we don't want to

include all the packets that have window updates.

Next, we will negate window updates from this. We will add tcp.analysis.flags &s.If
we use an exclamation mark, that will negate whatever we are about to include. It will be
tcp.analysis.flags && !tcp.analysis.window_update.

When you're done, simply click away and it will apply the filter.

Now you can see that we have the check marks on the left that will enable or disable the
following layers:

‘ Wireshark - 10 Graphs - wireshark_ABB1E1DA-0270-446C-B13A-FA4AAABACD41_20180514174130_a08168.pcapng = & =
Wireshark I0 Graphs: wireshark_A8B1E1DA-0270-446C-B13A-FA4AAAB4ACD41_20180514174130_a08168.pcapng
100 b
M\ \/"\/\/\ S s -
\/\/AJ e \/ T \/"\/—J
§ of
#
3 »l l 1 1 l 1 l L h 1 A } 1
0 10 20 30 40 50 60
Time (=)
Hover aver the graph for deeais.
Enabled Graph Mame Dicplay Filter Coler Style ¥ Aods ¥ Field SMA Period |
= All packets . Line Packets MNone
¥ All packets tcp.analysis.flag... . Line Packets None |
mmm Mouse @ drags () zooms Ln‘hervalllsec ‘] [] Time of day [¥] Log scale
[omvere ] (o) [ Gome ) (1o
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So, if we disable the first packet option, that gets rid of our packets per second. If we enable
the second one, that will show us all of our TCP analysis flag issues. You will see that there

are a number of problems.
What we can do is, make this easier to view and really make it stand out, especially if

there's a lot of data going on. If we have a lot of additional layers, sometimes you may want
to make certain layers stand out. What we can do is change the Style of it to a Bar:

‘ Wireshark - 10 Graphs - wireshark_ABB1E1DA-0270-446C-B13A-FA4AAABACD4A1_20180514174130_a08168.prapng = & ®

Wireshark I0 Graphs: wireshark_A8B1E1DA-0270-446C-B13A-FA4AAABACD41_20180514174130_a08168.pcapng

f = _/’““\/\/\\ﬂ/‘x—a/\/\vﬂ
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\/\v/__,rmf‘_“ "-a/‘_/\,\"‘_“‘—“"“’/\/ s

Packets|| sec

o 10
Time {s)
No packets in interval (Dsh
| Enabled Graph Name Dicplay Filter Color Style ¥ Bods ¥ Field SMA Period |
¥ All packets . Line Packets Mone
W All packets tcp.analysis.flag... . ’—D] Bar Packets MNone |
(+] [=] [=] Mouse @ drags () zooms Interval [1sec | [ Time of day [¥] Log scale [ Reset |

(Saveas. J[ coy J[ Cose ][ kb ]

Once we change it to a Bar, you'll see that it's a bit thicker and stands out more.
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And if you zoom in, you'll actually be able to see the pink there, and it really sticks out like
a sore thumb. Then, we can click anywhere along this line and it will take us to the
problem:

Ml “Local Area Connaction = @ =

Ple EM Yiew Go Goplure Anohae Gulistics Telephony Wireless Tovks Help

dun 2@ JRRE _Re=ETiZFaaan

(W] 2opty i Ct B -] Bpression.. +

Mo Tine Time delta from previous captured frame Source Destnation Protocl _ Length Transmission Control Protocol o ET
352 8.096 2.005913000 103.23.66.118 152.166.6.76 TcP 1514 & 443 + 54001 [ACK] Seqeléd Acke985 Win i
353 8.096 0.000003000 103.23.66.118 152.166.6.76 TLSvl.2 296 Application Data |—

354 8.996 0.000001000 103.23.66.118 192.168.6.76 TLSvl.2 113 &

Now, we can see all of our TCP analysis issues. So what we can do is, click on that packet
and validate this, as well. If we click on one of these black packets, expand TCP, and then
look at the analysis section, it tells us that there's a duplicate. This is a duplicate to a
previous acknowledgment, which is obviously a problem that's indicative of an issue:

M *Local Area Connection = B 8

File Edit Yiew Go Caplure QAnalyre Jatitics Telephony Wireless Tools  Help

Adm 2@ LBRB R+=»EFLiiEFaaan

[N [appiy n deplay it " 53 -] Expression. 4+

No. Time Time dalta from previous captured frame Source Destination Frotocel  Length Transmission Contrel Protocel Info j—
352 8,096 0.005913000 103.23.66.118 192.168.6.76 TcR 1514 243 + 54001 [ACK] Seqelss Ackw985 Wingmmm
353 £.09% 0.000003000 103.23.66.118 192.168.6.76 TLSWE.2 298 S Application Data =
354 8.6 . 000001008 103.23.66.118 192.168.6.76 TuSvi.2 112 S Application Data |

Flags: Bw@l@ (ACK)
wWindow size value: 1292%
[Caleulated window size: 14825]
[window size scaling factor: -2 (no window scaling used)]
Checksum: Bx9dss [correct]
[Checksum Status: Good)
[Calculated Checksum: @xadsa]
Urgent pointer: @
4 [SEQ/ack analysis]
[iRTT: B.245727008 seconds]
4 [TCP anslysis Flags]
[This 15 & TCP duplicate ack]
— [Duplicete aCk #: 11
fouplicate %o the Ak in frame: Jo]

[Timestamps]

@ 7 This frame has some of the TCP analysis shown (kep.analysis) Packets: 2647 - Displayed: 439 (16.6%) - Oropped: 0 (0.0%) || Profie: New Frofie
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Also, note that these different layers are on top of each other, so the top layer is the one
that's closest to the foreground and then the one towards the bottom is towards the
background. If you have a lot of data on a foreground layer, it may overlap and overwrite
visually what's going on in a background layer, so be aware of that. For example, consider

changing the style of this to a Bar chart :

M Wireshark - IO Graphs - wireshark_A8B1E1DA-0270-446C-B13A-FA4AAABACD4A1_20180514174130_a08168.pcapng = @] %
Wireshark IO Graphs: wireshark_A8B1C1DA-0270-446C-B13A-TA4AAAB4CD41_20180514174130_a08168.pcapng

100 F

10

=
-

Packets/1 sec

0.01

0.001
o = 0 0 : 30 40 50 &0 mn
Time (s)

Mo packets in interval (435,
| Enabled Graph Name Display Filter Color Style Y Axis ¥ Field SMA Period

v All packets . Bar Packets Mone

V| All packets tcp.analysis.flag... . Line Packets None
E] Mouse @ drags 00MS Tnterval IE [7] Time of day [¥] Log scale E]

You'll see that it makes the second layer that we created with the analysis flags useless
because it is now dominating the entire view. So be careful with the way you change and

use your different layers.
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Summary

In this chapter, you learned about the UDP protocol and its connectionless abilities—the
very small header that it has, all the different fields in the TCP header, and the options that
are available in it.

We also looked at TCP, the connection-oriented protocol, and the guaranteed transmission
of certain data. We looked at the header and learned about the fact that it has different flags
and different options to expand upon its capabilities. We also learned about the graphing
functionality in Wireshark, and the fact that you can add multiple layers and change the
way the lines and bar charts work, in order to get the most useful graph out of it.

In chapter 8, Application Protocol Analysis I, we will take a look at HTTP and FIP, and some
of the common applications that you'll run across on a day-to-day basis.
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In this chapter, we will cover the following topics:

e DHCP analysis
e HTTP analysis I
e HTTP analysis II
e FTP analysis

DHCP analysis

In this section, we'll take a look at how DHCP works, some of the fields that are within the
DHCP protocol, watch a client retrieve an IP address, and also take a look at what happens
with DHCP when a client requests an address and receives responses.

Let's start a packet capture. What we'll do now is release the address on my computer and
then renew it.

Type ipconfig /release on a Windows computer on Command Prompt to release our
address, then if we type ipconfig /reneuw, it will get us a new address.

Now, if we type ipconfig /all, we should be able to see that our address is assigned.
We'll stop our capture now. We'll want to only pick out the DHCP traffic. So you would
assume you could go up to the display filter and type dhcp, just like we've done for the
other protocols, and then press Enter and it works. But we can see that there's a red bar up
there, which indicates that dhcp is not valid:

| Ble Edit Yew Go Capture Anslyze §tatistics Telephory Wreless Iools Help

Am e LEBE aeae=TiSElaaan
e [x] | Bxpresson... | +
Na. Time Imﬂrnﬁmprmn(“ndﬁm Souree Destnation Pratacol Lengsh Traramesmon Contral Protacol Inf | o
1 0.0 2. 000000008 192.168.6.108 235.255.255.250 SSOP 175 M-SEARCH * HTTR/1.1
2 0.0 2.220683000 192.168.6.72 192.168.7.255 BROWSER 243 Host Anncuncemen t PPMUMCPUR3S7, Workstation,
3 0.0648 B.844156000 192.168.5.226 259.255.355.258 S50F 216 M-SEARCH * HTTP/1.1

4 8.099 @.835141000 192.168.5.287 239.255.255.250 S50P 216 M-SEARCH ™ HTTP/1.1
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This is because the display filter is actually bootp. DHCP is based off of bootp. bootp was
the predecessor protocol to DHCP, so in Wireshark they use the predecessor's protocol
filter. Hence, you want to use bootp. If we use bootp, we'll see that we have our DHCP
release and discover:

fle Edn Yeew Go Coptue fewle fomies Teehony Widew Jook Hep

dm 9 iBBBEas=sTIREacan

(LI B -] evressen_. +
e Terst. Tire: dieita from previous cptured frame e eatnatxn Protecel  Length Traroeeeon Contral Protessl h

62 1,661 0.E7IIHL00 192.268.6.63 255,295, 255.255 o 342 pHCP Iafors - Transection ID Gxbiecssds
135 4.031 0.000002000 103.168.5. 343 285,255, 285285 i 2 DHEP Tmfior Tn on 10 Gubidcaae
182 4,793 B.011726000 192.168.7,73 255,295,255, 235 e 342 BHCP T en 10 Bxeleidfcs
172 5.972 0.954530000 103.168.6. 240 285,255, 285285 i 2 DHEP Inform don 10 OuEIFITEFD -
184 5,708 B.9E1452000 192,168,546 285,355, 35855 oHCP a3 DHCP Tafers dem I0 Bueflbead
208 %.001 0.997472000 192.168.5, 249 285,295, 785398 e 4z DHEP Infors - Tranchctisa ID Ousiafldfa
234 6.277 B.925905000 192.168.7.52 285,155, 255155 DHCP 302 DHCP Infeem - Transacties ID Bus£232dd3

420 9,946 0.931285000 197.168.5.239 55,155, 255.155 DhCP EF DHCP Inform - Transaction ID Bxsaladad
a3 10,851 0. 8EB460000 193.165.6.118 95,155, 785158 P 342 DHCP Tafors - Traneacticn ID @xBefclsss
518 14,838 0.0731089000 191.168.5. 204 255,155, 255.155 DhcP Mz DHCP Inform - Transaction ID Bwdcd€cass
338 14,978 . 851000 197.165.6.133 255,235, 255,255 P 342 DHCP Jafors - Transactien 1D 8x78333ad

583 16,650 B BEETEE000 192.168.5.1 255,255, 255255 [ 342 pHCP offer - Transacticn ID Bxed372768

535 15,681 B.MITE000 192.162.4,1 285,155, 255155 DHCP 243 DHCP A0K - Transactien ID Bxel72768

The 264th packet is Release. My system already had an IP address, and it wanted to get
rid of it. It sent a packet to the DHCP server, which is 4.1, and it said: "Please get rid of my
address." If we look into our DHCP details in the packet details section, you can see that it
says Bootstrap Protocol (that's where bootp comes from) and we scroll down to the bottom
and you see options, and if you look at option 53 it says we have a Release:

> Option:

(53) DHCP Message Type (Release)
» Option: (54) DHCP Server Identifier

» Option: (Bl) Client identifier

» Option: (255) End

Padding:

So that's where it's requesting to get rid of its address. The system then at that point has no
address, and the local client erases the IP address from its information on the network
interface card.

After this, I initiated the DHCP renew command, which told it to go get an address. Now I
did this because my system had already been up and had already retrieved a DHCP
address on bootp. Commonly, a system will retrieve IP information and other
configuration options from a DHCP server on boot of the operating system. But since my
system had already had an address, I had to get rid of it, and then forcibly tell it to get a
new one with that /renew command. When a system requests an address, it initiates with a
Discover request. And you can see that the discover (which is down at the packet details
at option 53 Discover) it sent it out to a broadcast to 255.255.255.255. That's because
the client doesn't have an IP address, and you can see thatithas 0.0.0.0 as its source.
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It doesn't know where it needs to go to talk to the DHCP server. So it sends it out to a
broadcast address, hoping that someone will respond to its request for a DHCP server. We
can see that the Discover packet is asking for a DHCP server. It says: "I'm trying to
discover a server." If you have multiple servers on a subnet, you may get a different server
offering itself from time to time. This can cause problems sometimes, depending on your
network design. If you have a simple network, such as a home network, and you have two
DHCP servers, most likely one of them is by accident. You might face that problem when
people bring home wireless routers or something like that into a workplace and they don't
turn off the DHCP server; it can cause problems like this.

Looking for 0f fer packets sometimes is useful in packet captures because you may not
necessarily want to see them; this may be a bad thing. If you happen to see Of fers from a
server address that doesn't make any sense according to your network design, then that's a
red flag. You can of course right-click on the DHCP: Offer (2) and go to Prepare a Filter |
Selected:

Next server IP addre
Relay agent IP addre
Client MAC address:
Client hardware addr
Server host name not
Boot file name not g
Magic cookie: DHCP

Wiki Protocol Page
Filter Field Reference

Protocel Preferences

Decode As..

4 Bootstrap Protocol (Off| Apply as Filter 4 |

Message type: Boot R Prepare a Filter > Selected
Hardware type: Ether z —— 5 =
Hardware address len Onveratiom el Mot Selected
Hops: @ Celorize with Filter ' wand Selected
Transaction ID: @xed Follow 3 or Selected
Seconds elapsed: @ =

> Bootp flags: @xeeee Copy 4 =L S
Client IP address: @ Show Packet Bytes... Ctrl+ Shift+0 ..or not Selected
Your (client) IP add :

Export Packet Bytes... Ctrl+Shift+X

4 Option: (53) DHCP Me
Length: 1
DHCP: Offer (2)

Go to Linked Packet

Show Linked Packet in New Window

This way, you can filter all of your packet captures based off of just the 0f fer. If we had a
whole bunch of 0f fers from a bunch of different servers, that could be a problem.
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If we go back to our standard bootp filter, you'll see after the Of fer where the server is
now responding to our broadcast it says. I then send out a request for my client. You can
see down in the packet details in the options that I'm actually requesting a specific address:

4 Option: (53) DHCP Message Type (Request)
Length: 1
DHCP: Request (3)
4 Option: (61) Client identifier
Length: 7
Hardware type: Ethernet (@x81)
Client MAC address: Elitegro 42:88:12 (f4:4d:38:45:85:12)
4 Option: (5@) Requested IP Address
Length: 4
Requested IP Address: 192.168.6.76
4 Qption: (54) DHCP Server Identifier
Length: 4
DHCP Server Identifier: 192.168.4.1
4 Option: (12) Host Name
Length: 12
Host Mame: PPMUMCPU811@
4 Qgption: (81) Client Fully Qualified Domain Mame
Length: 28
» Flags: @xee
A-RR result: @
PTR-RR result: @
Client name: PPMUMCPU@118.packtpub.net
4 Option: (6@) Vendor class identifier
Length: 8
Vendor class identifier: MSFT 5.8
4 Option: (55) Parameter Request List
Length: 12
Parameter Request List Item: (1) Subnet Mask
Parameter Request List Ttem: (15) Domain Mame
Parameter Request List Item: (3) Router
Parameter Request List Ttem: (6) Domain Name Serwver
Parameter Request List Item: (44) NetBIOS over TCP/IP Name Server
Parameter Request List Item: (46) NetBIOS over TCP/IP Node Type
Parameter Request List Item: (47) NetBIOS over TCP/IP Scope
Parameter Request List Item: (31) Perform Router Discover
Parameter Request List Item: (33) Static Route
Parameter Request List Item: (121) Classless Static Route
Parameter Request List Item: (249) Private/Classless Static Route (Microsoft)
Parameter Request List Item: (43) Vendor-Specific Information
4 Option: (255) End
Option End: 255
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This you would not normally see on a new system that just booted up, but because my
system, the client, already knew that it had a previous address, it kept that information
saved even though it was not configured in the network card. It requested that specific
address to renew it and put it back into its configuration. You can see that now it also
knows the server. So it sends it out to the server, but doesn't come from a layer 3 IPv4
address because it doesn't have one yet; it's requesting for it. Hence, it still sends it out to
the broadcast.

You might see additional options in the preceding screenshot. These option numbers reflect
a whole bunch of different things that you can configure in DHCP; it's not just for IP
addresses. You'll see this commonly used with voiceover IP phones because you can pass
different options, such as option 43, and actually tell it what VLAN it needs to belong to
and force it to the other VLAN. You can also tell it where the TFTP server is to retrieve
firmware information and all sorts of different things that you can send to a device to
automatically configure it. That's why they call it the dynamic host configuration protocol:
it's not just for IP. If you want to learn more about it, you can of course take a look at the
RFC.

The RFC for DHCP (remember, this is the upgraded version of bootp) is 2131, and you
will see that it's quite a lengthy document (http://ietf.org/rfc/rfc2131.txt):

Bjl=a] =
. ietfong/rfe/fe2131.bd X

€ @ |@ ietforgiric/fc2131t fad

Hetwork Working Group H. Droms
Request for Comments: 2131 Bucknell University
Obsoletes: 1541 March 1937

Category: Standards Track
Oynamic Host Configuration Protocal
Stetus of this memo

Thic document cpecifiec an Internet ctandards track protocel for the
Internet community, and requests discussion end suggestions for
improvements. Please refer to the current edition of the “Internst
Official Protocel Standards™ (STD 1) for the standardization state
and status of this protocol. Distribution of this wemo is unlimited.

Abstract

The Dynamic Host Configuration Protocol (DHCP) provides a framework
for passing configuration information to hosts on a TCPIP network.
DHCP is based on the Bootstrap Protocol (BOOTP) [7], adding the
capability of automatic allocation of reusable network addresses and
asdditional configuration options [1%]. DHCP ceptures the behavior of
BOOTP relay agents [7, 21], and DHCP participants can interoperate
with BOOTP participants [9].
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There's quite some information as shown in the preceding screenshot, and it goes through a
lot of the functionality of DHCP. Now, it will not include every single option and every
single thing that you can configure because some of them are vendor specific; and of
course, DHCP has been extended since 1997, with additional add-on features.

We also see packets that say DHCP Inform, and these are requests from my client:

62 1.661 2.873281000 192.168.6.63 255.255.255.255 DHCP 342 DHCP Inform  « Transaction ID @xbBbEES39
125 4,821 2.803302000 192.168.5.242 255.255.255.255 DHCP 342 DHCP Inform  « Transaction ID @xé6dcase
164 4,793 2.811726000 192.168.7.73 255.255.255.255 DHCP 342 DHCP Inform  « Transaction ID 8x6lel%fca
172 5.872 2.956530000 192.168.6.249 255.255.255.255 DHCP 342 DHCP Inform - Transaction ID Ox53f276fd
194 5.708 2.083492000 192.168.6.46 255.255.255.255 DHCP 342 DHCP Inform - Transaction ID Oxef2besld

Now that it has its Layer 3 IPv4 address, it's now requesting additional parameters from the
server, and you can see them listed down in the packet details. The following screenshot
shows the additional parameters:

4 Option: (55) Parameter Request List
Length: 13
Parameter Request List Ttem:
Parameter Request List Item:
Parameter Request List Ttem:
Parameter Request List Item:
Parameter Request List Ttem:
Parameter Request List Item:

( Subnet Mask
(
(
(
(
(
Parameter Request List Ttem: (4
(
(
(
(
(
(

)
5) Domain Name
) Router

) Domain Name Server

NetBIOS owver TCP/IP Name Server
NetBIOS over TCP/IP Node Type
NetBIOS over TCP/IP Scope
Perform Router Discover

)
)
)
Parameter Request List Item: )
) Static Route
1
9
)
2

Parameter Request List Ttem:
Parameter Request List Item:
Parameter Request List Ttem:
Parameter Request List Item:
Parameter Request List Ttem:

So, that's the basics of DHCP. It's a very simple protocol; it's a little bit more complex than
DNS but still relatively simple and very useful. There is a IPv6 version of DHCP, as well as
many other ways of addressing IPv6 hosts. Up next, we'll take a look at HTTP in HTTP
analysis I.

HTTP analysis |

In this section, we'll take a look at how HTTP works (what are some of the codes within
HTTP and what's inside a packet), source and destination information and some of the
options there, and how servers and clients interact and show a connection between a server
and a client.
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What we'll do is start another packet capture and open up a website. In this example, I
opened up a web page to https://www.npr.org/, which happens to be an unencrypted
website. It uses plain HTTP by default so, that way, the communication is not hidden
behind TLS encryption. This way, we can take a look at what actually happens within the
HTTP headers.

If we scroll down, we can see we have the www.npr.org DNS resolution, our answer, and
the beginning of the SYN, ACK three-way handshake for the TCP connection:

File Edit View Go Capture Analyze Statitics  Telephony Wireless Took  Help
A 29 LBRBE Re=-ET7iRBacaD
Al f x B | Expresson
. Time Time deits from orevious deolaved Frame Hurce Length Padket comments Destraton Protocol  Info
13 4.350  0.000227000 192.168.77.164 415 239.255.255.250 SSDP  MOTIFY * HTTP/1.1
14 4,350  0.000000000 192.168.77.164 425 239,255.255.250 s500 NOTIFY ® HTTP/1.1
15 4,350 0.000001000 192.168.77.184 149 239.255,250.259 woe 43364+9131 Len=107
16 4,350 0.000165000 192.168.77.164 427 239.255.295.2%0 SS0P  MOTIFY * WITR/1.1
17 4.753  0.402007000 192.168.77.160 71 192.168.77.1 ons Standard query @xdesd A www.npr.org
18 4.766 .012153000 192.168.77.1 162 192.168.77.160 ohS Standard query response @wdefd A www.npr.org CNAME
18 4.767 9.001446000 192.168.77.168 23 104.123.1.45 TR 51216=80 [SYN] Sequd Win=8192 Len=d M5521260 Wi=d 5.
20 4.767 0.000219000 152.168.77.160 [+ [02.168.77.1 DNS Standard query Sxdads A e4539.g.akasaledge.net
21 4.774  0.0DG427000 104.123.1.45 73 192.168.77.168 TcP BO-51216 [SYN, ACK] Seqed Acksl Wine29200 Lensd MSS_
22 4,774  0.000DE3000 192.168.77.160 54 104.123.1.45 TP S1216+80 [ACK] Seq=l Ack=l Win=65750 Len=@
23 4,774 0000374000 192,168.77.160 L 104.125.1.45 HTTP GET /sections/mews/ HTTR/1.1
24 4,780 0.006234000 104,123.1.45 @ 192.168.77.160 TP 80-51216 [ACK] Seqel Ack=612 Win=3@432 Len=@
25 4.760 0.000150000 192.168.77.1 5 192.168.77.160 oS Standard guery response @xdada A e4539.g.akasaiedge-
26 4,781 0.000347000 192.168.77. 160 82 192.168.77.1 BhS Standard gquery SxSedd A484 ed539.g.aksmaledge.net
17 4.794  0.0132T0000 104.123.1.45 1314 192.168.77.168 TR [TCP segment of a reassesbled POU]
28 4.794 0.00DOO10HH 184.123.1.45 691 192.168.77.168 TP [TCP segment of & reassesbled PDU]
29 4.794  0.00DOOOODH 152.168.77.1 143 192.168.77.168 DNS Standard query response BxSedd AAAA e4519.g.akasaie_
38 2,794 Q.000000000 184.123,1.45 1318 192.168.77.168 TP [TCP segment of a reassesbled POV

We will also see some akamai DNS resolutions, as well, and that's
because if we take a look at www.npr.org it is actually hosted off of some
akamai servers, which is a content distribution network that's distributed
around the world, so it's very quick to respond. Hence, it has to resolve
some of these additional servers as we go along.

We can see that we have an initial TCP request to the actual server, and then my system
asks for sections /news because I was opening up the news section on https://www.

npr. org/:
28 4.767 0.000219008 192.168.77.168 82 192.168.77.1 s Standard query Bxdads A e4539.g.skamaiedge.net
21 4.774 0006427000 104.121.1.48 (13 192.168.77.160 TEP  BO-51216 [$V, ACK] Seqed Acksl Wine29200 Lensd MSS.
22 4.774  0.000061000 192.168.77.160 s 104.123.1.45 [} TCP 51216480 [ACK] Seqel cksl WineGG7B0 Lened
21 4.774_ 0.000374000 192.168.77.168 65 184.123.1.45 HTTP B
24 4,789 0.096231000 194.123.1.45 &2 192.168.77.160 TP B88+51216 [ACK) Seq=1 Ack=612 Win=39432 Len-0

If we scroll down, we'll see that there's an HTTP protocol and some TCP reassembled
segment stuff. This is a lot of TCP and I can't see anything for HTTP. Why is that? It's
because we have the reassembly enabled in the options. This is something you'll probably
want to turn off if you're doing HTTP analysis.
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Go to Edit | Preferences...
reassemble TCP streams:

Protocols | TCP and turn off Allow subdissector to

d Wireshark - Preferences

zziN “|  Transmission Control Protocol

v Show TCP summary in protocol tree

SYMNC Validate the TCP checksum if possible
SYNCHROPF I [ Allow subdissector to reassemble TCP streams I
Syner

S::Ioggy Analyze TCP sequence numbers

T.38 Relative sequence numbers

TAL Track number of bytes in flight
TAPA Caleulate conversation timestamps
TCAP
TCP [] Try heuristic sub-dissectors first
TCPEMCAP [ 1gnore TCP Timestamps in summary
TCPROS Do not call subdissectors for error packets
TDMoE
TDMoP |_'| TCP Experimental Options with a Magic Number
TDS —| [T Display process information via IPFIX
Team5peak?

TCP UDP port 0
TELNET i
Teredo i

4 | 111 | *

I:E:E; Scaling factor to use when not available from capture

[ Ok ] [ Cancel

] [ Help ]

If you turn that off, you can see that we now get some insight into HTTP, and it actually
shows up in the Info column what are the commands back and forth for the HTTP traffic.
You can see that they will now show up properly as HTTP in the Protocol column, and it
will say that it's a continuation of HTTP as it transmits all of the website information from
the server to my client. You can see that the Window size is actually used, as well. We have
a nice, big window size and then we have a list of packets that we then acknowledge:
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File Edit View Go Copture Anshze Sutitics Telephony Wireless Tools  Help
dm o JBRE A +-ETIQE Q0T
1! / B3 <) Expresson
o Time Time deita from previous deplayed frame Source Length Packet comments Destnamn Protecel  Info
54 4,820 0000001000 104.123.1.45 1314 192.168.77.160 WTTP  Continuation
55 4.820 0000042000 192.168.77.168 54 104.123.1.45 e 5121688 [ACK] Sequél? Ack=25481 Win=66780 Len=d
56 4.822 0.001952000 184.123.1.45 1314 152.168.77.160 HTTP  Continuation
57 4,822 ©.000001000 184.123.1.45 1314 192.168.77.160 HTTP  Continuation
58 4.822 9.000000000 184.123.1.45 1314 192.168.77.160 WTTP  Continuaticn
58 4.822 0.000001000 104.123.1.45 1314 192.168.77.160 HTTP  Continuation
G0 4.822 0.000001000 104.123.1.45 1314 192.168.77.160 HTTP  Continuation
6l 4.822 0.0e00Ql000 184.123.1.45 1314 192.168.77.160 HTTP Continuation
€2 4,822 ©.000000000 194,123.1.4% 1ne 192.168.77.160 HTTP  Centinuation
63 4,822 ©.000001000 104.123.1.45 1314 192.168.77.160 WTTP  Continustion
64 4,822 0000000000 184,123.1.45 1314 192.168.77.160 HTTP  Continusticn
65 4.522 0.000001000 104.123.1.45 1314 192.168.77.160 HTTP  Contfnuation
66 4,822 9000042000 192,168.77,160 54 104,123,145 Tce 51210880 [ACK] Seqe612 Ack=35081 Win=63000 Lensd
67 4822 9.000010000 192.168.77.160 4 104.125.1.45 TCR [TCP Window Update] 51216-88 [ACK] Seq=812 Ack=38508_
68 4.822 0.000357000 184.123.1.45 1314 192.168.77.168 HTTP Continustion
E0 4.822 0.000001000 104.123.1.45 1314 192.168.77.160 HTTP Continuation
70 4,522 9.009090000 194.123.1.45 1314 192.168.77,169 HTTP  Continuation
71 4,822 0.000013009 192.168.77.169 54 104.123.1.45 TCR 5121680 [ACK] Seqe6ld Ack=41861 Win=66789 Len=d

If we take a look at the HTTP here, my system 77.160 did a GET request. HTTP has two
primary commands that we use: GET and POST. A GET request retrieves information while
a POST request sends information. So, you know how, in some forms on certain websites or
if you make changes to web settings in a profile, you're sending data to the server, telling it
to change something on the server: you do that with POST. With GET we are asking for
information. So, in this example, I am getting /sections/news, and I'm requesting it over
version HTTP 1. 1. There is a new version of HTTP, which has recently come in use, and it's
based off of Google's SPDY protocol which they had previously created.

If you want to learn more about the SPDY protocol and what it was, you
can take a look at that on Wikipedia or on https://www.chromium.org/
—they have a page on this as well. It was really an experimental protocol
to speed up traffic, and it has since been deprecated in favor of HTTP 2.0,
which has now become the standard. So, the ideas within SPDY have been
merged into the HTTP 2.0 standard.

What it did was it basically optimized the HTTP header information and the
communications so that it could achieve up to a 50% speed increase on loading a website:
that's very powerful and impressive.

So, when you see these GET requests, you'll most likely be seeing 1. 1 for some really old
clients if you're using, like, a really old program on a very old system, maybe even asking
for 1.0. But you may now see 2. 0 requests. Probably about a third of the major websites
out there now use HTTP 2. 0, and these will of course only increase over time. So, we are
asking for /sections/news, and then it's insinuated there that we are asking for the
index.html page from inside that. Thus, we're asking for a folder structure. By default,
HTTP will look for index.html or a couple of other different files indexed at HTML or
some other file format. It's the responsibility of the server to serve up that core page that'll
first show up.
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From the server, we can see that we have a TCP acknowledgment to that GET request, and
then the server responds back with: "ok, that sounds good. I will send that to you because
I've been able to find that page." Thus, if you request a page that's incorrect, you'll get an
error message.

In HTTP, we have different types of commands with different numbers. If you'd like to
learn about HTTP in more depth, take a look at the RFC on the IETF website. You're
looking for number 2616, and that's for 1. 1. Remember I said there's a new one, 2.0,
coming out, so of course that's going to have a higher number. When you look through the
standard, you'll see a bunch of different codes. You will see a bunch of the code blocks that
are available, and the details of each code within it but, if you look to the left, you will see a
status code number. Anything that is 200 or 300 are OK. Soa 200 OK means "I found the
file, no problem." 201 says "ok, I created it." 202 is an accept. These are all good things. If
you get a 300, this might be a redirect or to move a file somewhere else. A 400 or a 500 is
an error. So, a 400 is a server error. All 400 numbers are server errors saying: "I can't find
the file. You're not allowed to get there"; or "It's forbidden"; or "Your method is not
allowed"; or "The server is rejecting your request". A 500 error is a client error, so there's a
problem on your client side. It is very common to see a 404 error when you try to request a
web page that does not exist. You'll see it all over the internet and now everyone's used to
it, but a 404 error is: "I cannot find the file." The server says: "I don't know what you're
requesting It's, not where you say it is" and it sends back a 404 error.

If we look in the packet details into the HTTP header information you see that we have a
server, Apache; this may also say something such as nginx or some other server that's
running—Apache is still the most common one. It'll tell you what it's running. If it's
running PHP of different versions or Python or something like that, it'll tell you what the
content type is. Is it an HTML page? Is it some other kind of content type? Is it an XML
page? Sometimes you can have encoding as well. Some pages and some servers allow for
compression. So, they'll compress with gzip, which is like creating a ZIP file of the server
page that it's sending back so that it is smaller, and so uses less packets and is quicker to
send to the client. It takes a little bit of processing power on the server or the clients' sides to
do that, but it's usually beneficial. It'll also tell us how long the content length is.

Now that we've gone through all these different protocols, they almost always tell you how
long the content is so that you can validate whether you've received everything. We also
have an expiry and a cache control. This tells the system how long to save a page. When
your client receives the page, it will cache it for a period of time based on this so that it can
refer to its local cache if it goes back there again.
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So, if you're constantly going back to the same web page all the time, it will load it off of
your local cache rather than constantly pull the server for it and use up unnecessary
bandwidth and resources on the server. If you don't wish to use the cache, that's when you
refresh a page. You can usually press Ctrl + F5 and it will force the cache in your browser to
delete that page and request a new one. If we expand the packet details, we will see Line-
based text data; it will actually show us the web page itself, as it's sent to us:

g T
# Line-based text data: text/heml
[trurf@ud]cldactypq htmlschtml class="nc-is” lang="en>chesdr<script types"text/javascript™:(window.NREUM| | (MREWM={})).loader_config={xpid: “UwcOVINACWCHVLFbiwss" } swindow. i
k]

In the next section, we'll dive into HTTP a little bit more, talk about some more problems,
and take a look at how you can decrypt TLS-encrypted HTTP data—HTTPS in Wireshark.

HTTP analysis Il

We'll investigate some issues with HTTP by looking at the error messages again and how to
decrypt HTTPS (which is TLS now) traffic. This also works for SSL.

We'll download an example capture from the SampleCaptures section on the Wireshark
wiki (https://wiki.wireshark.org/SampleCaptures). Once you go to the
SampleCaptures page, go down to Specific Protocols and Protocol Families | HyperText
Transport Protocol (HTTP):

lallalm] = )
M SampleCaptures - The V' X

C | 6 Se

cure | https://wiki.wireshark.org/SampleCaptures W

apture Files -
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If you click on that, we'll have a list of some basic HTTP captures that we can look at. At the
bottom it has a link to SSL with decryption keys, and we'll download the top link snake-
0il2 070531.tgz file. All you'll need to do is extract that so that you can get to the files
within.

By default, Windows can only extract . zip files, so you'll need to
download something like 7-Zip or WinRAR in order to open it.

When you open the cap file, you'll see that it's an older file. This is actually from
somewhere around 2007, probably, so it's not a pcapng file. But it still opens up just fine in
Wireshark. If we look at this, we see that we have a SYN; SYN, ACK; ACK with TCP, so
there's our three-way handshake; and then we have an SSL Client Hello, an
acknowledgment from the server, then the Server Hello acknowledgment. We start
exchanging some key information for creating the SSL encryption; we share the cipher
information; then we begin by actually encrypting the data after that. Here, we can see that
we have an encrypted handshake and encrypted data. So we have this data that's
encrypted, but we can't get to it. We have all this Application Data that you can see,
and it is unreadable to us. If we expand any of this in SSL, it's just gibberish. So how do we
see the HTTP within it? We need to decrypt it, and with Wireshark you can decrypt SSL or
TLS traffic. However, you will need the private key from the server, so if you do not have
access to the web server, you cannot do this. This is great if you're on a corporate network
where someone's accessing a corporate resource that happens to be encrypted and you
want to decrypt it. Well then, you have access to the server so you can retrieve the private
key. If you want to do this over the internet, you have to get the private key from whoever's
hosting it.

In order to set this up, we'll go to Edit | Preferences... | Protocols | SSL. You'll notice that
TLS is not listed in the Protocols option. TLS falls under the SSL because TLS came about
after SSL and was built off of SSL; it all falls under the SSL protocol section. So, we'll go to
configure our RSA keys, the private keys, within the SSL protocol list—even if it is TLS that
you're using. So what we'll do is click on Edit... and then the plus sign to add a new
decryption key. What we'll do is add the IP address of our server. In this example, it was
sanitized to 127.0.0. 1, which is the localhost; it's just a loopback address. We'll define it
as port 443 because we know this is HTTPS traffic that's using standard port 443, and we
know that it's ht tp traffic that's behind it. Then, we'll double-click on the Key File section
and select our key. You can see in that extracted file we have the cap file, a README and the
key file. We'll select the key file and then click on OK:
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M S5 Decrypt ? %

IP address  Port Protocol Key File Passwaord
127001 443 http |C:_a'U5ers.u-'sayaIithownIoads.-"snakeoiI2_U?0531_f'snakeoilE_U?USBlfrsd ]|

EHe @A ME

oK ] [ Cancel Help

Now you'll see that the data has decrypted itself, so we no longer have all of these TLS
protocol listings. It doesn't say Application Data; it actually shows us HTTP traffic now.
We have now decrypted this. We still have the SSL protocol stuff up because that's actually
SSL traffic. It's doing the handshake and exchanging the cipher information so it can
encrypt; that's ok. The stuff at the bottom is what we cared about. So now we can actually
do our display filter for http, and we can filter out just the HTTP communication. We can
see that we have few problems in this packet capture. So, we have a GET request; it received
a response from the server, saying: "I found that file." They then tried to get two more
images over HTTP; they were downloading some images: it looks like the Debian logo and
something else. Then, there was a response from the server, stating that the resource was
not found. Here's that 404 message:

| Eile Edit Miew Go Capture Anshze Statistics Telephomy Wirdess Teols Help
Am @ BRE seas=TIACEaaas

o, Tine: Time della from previous caphured frame Source Destination Profocol  Length Transmission Control Protecal Info

HTTR/1.1 484 Not Found  (text/html)

Frame 38: 596 bytes on wire (4768 bits), 596 bytes captured (4768 bits)
Ethernet II, Src: @0:00:00_00:00:00 (00:00:00:00:00:00), Dit: B0:00:00_09:00:00 (09:90:00:00:00:08)
Internet Protocel version &, Sre: 127.0.9.1, Dst: 127.9.0.1

Secure Sockets Layer
[2 Reassesbled SSL segments (474 bytes): W38(248), M38(226))
* Hypertext Transfer Protocel
HTTR/1.1 484 Kot Foundirin
Date: Mon, 24 Apr 2006 @9:04:18 GMT\r\n
Server: Apache/2.0.55 (Deblan) mod_ss1/2.8.55 OpensSL/@.9.8a\r\n
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If we go in the packet details, we can see 404 in the HTTP option. You'll also see that it says
"expert information". Go down to the bottom left, click on the circle icon, and it will provide
you with all of the errors that are in this packet capture:

" " k- Expert — i12.cap =@ R
| ﬁrurnl‘y Summary Group Protacol Count i
4 bmor  Badchecksum[shouldbelwaddd)  Checksum Ik 3

1 Client Hello Checksum TCP |

b Server Helle, Certificate, Server Hello Done Checksum TCP

g Client Key Exchange, Change Cipher Spec, Finished Checksum TCP |=

9 Change Cipher Spec, Fimished Checksum 1CP

1 GET /HTTP/11 Checksum TCp

13 Hello Request Checksum TCP

14 Client Helle Checksum TP Till

16 Server Hello, Certificate. Server Hello Done Checksum TCp

17 Client Key Exchange, Change Cipher Spec, Finished Checksum TCP

18 Change Cipher Spec, Finished Checksum TCP

19 HTTP/1.1 200 OK (text/html) Checksum TCP

il GET ficons/jhel6l.png HTTP/1.1 Checksum TCP

25 Client Hello Checksum TCP

27 Server Hello, Change Cipher Spec, Finished Checksum TCP

Fal GET /icuns/debian/vpenlugu-25.jpg HTTP/1.1 Checksum TCP

30 HTTP/1.1 404 Not Found (text/htmil) Checksum TCP

31 GET /icuns/apache_pb.png HTTP/1.1 Checksum TCP X:
Desplay fibem Thep”
[ Limit to Display Filter Group by summary Search:

It pulls out HTTP errors along with anything that's of use.

FTP analysis

In this section, we'll take a look at how FTP works, the differences between the active mode
and the passive mode, and how to transfer files securely with FPTS and SFTP.

We'll start a capture once again and connect to an FTP server that does not use encryption.
So, this server is a Belarus-hosted server that has some Linux ISOs on it, and it allows
anonymous connections. I'll just log in with anonymous, and we'll use port 21 and click
on Quickconnect:
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FileZilla B B
| Bdle Edit View TIransfer Zerver Bookmarks Help New version available!
A-JEER s+ PBesTXFn
s T T por B [Quideomea (%)
Local sites | C\Usershsayalitl - [ Remute site -
L. Admanistretor -
- A AN Users
- ). Default
| Default User
- Public
- R sayalit
L user
L yogeshp |
-4 Windaws =
e O !
e & -
Filename Filesize Filetype Last medified = | Filename Filesize Filetype Last modified  Permissions  Owner/Gro...
- |
1 anaccnds File folder QBT 10557 PM &
L xonds File folder 971172017 12:56:08... Met connected to any server
L .condamanager File folder B/6/2017 1:06:00 PM -
I «onfig File folder 2772018 5:31:38 PM
| FBReader File folder 1/16/2006 43756 .
A adlesc File folder SB/201T 2:24:54 PM
1 dpythan File Folder 9/7/2017 5:2342 PM
L jupyter File folder G/BA01T 4:02:38 PM
| matplatiin File falder 10/4/2017 42400 ...
L pletty File folder QB2NT 2:34:57 P
L ssh File folder F/ 2072007 GABS3 ...
L VirtualBox File folder 4722018 6:53:42 PM
). AppData File folder 1/16/2018 4:3253 ..
L. Application Data File folder v
15 files and 39 directones. Total size 14,809,993 bytes Met connected.
Server/Local file Direction Remete file Sie Prioty  Status
| Queued files | Foiled tansfers | Successful transfers |
W Queus: emphy .o

We can see that we've logged in. It states that it does not use TLS, and it lists the root
directory:

Host: ftp.mgts.by Usemame: ancnymous Password: sesssssss Port: -
Status: Connecting to 82.209.230,71:21...

Status: Connection established, waiting for welcome message...

Status: Insecure server, it does not support FTP owver TLS.

Status: Logged in

Status: Retrieving directery listing...

Status: Directory listing of */* successful
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What we'll do is stop that capture, and if we scroll down through the packets we'll see that
we have a bunch of other types of traffic here, but then we see some FTP listed. What we
can do is create a filter with simply ftp in it, and that'll show us all the FTP traffic:

File Edt View Go Capture Analyze Statwtics Telephony Wircless Tools Help
am ] EREB QeasETLsZ[BEaaqn
e [] « | Expression
o Tme  Time defta from previous daolayed frame Source Length Packet comments  Destnatien Frotoesl  Info
121 33.379 0.000000000 82.209.230.71 &1 152.168.77.160 FTP Response: MOTM
122 33.379 0.000000000 82.209.230.71 &1 152.168.77.160 FTP Response: PASV
123 33.379 8.000081000 82.209.230.71 &8 152.168.77.168 FTR Response: REST STREAM
124 33.379 0.000000000 82.209.2%.71 &1 152.168.77.168 FTP Response: SIZE
125 33.379 0.000000000 82.209.2%.71 &1 152.168.77.160 FTP Response: TVFS
126 33.379 0. 000000000 82.209.230.71 &1 152.168.77.160 FTP Response: UTFB
127 33.379 0.000000000 82.209.23%.71 3} 192.168.77.168 FTP Response: 211 End
129 33,379 8000163008 192.168.77.160 [t} 82.205.230.71 FTP Request: OPTS UTFB ON
138 33,581 8.122024000 82.209.2%.71 a8 152.168.77. 168 FTR Response: 200 Always in UTFR mode.
131 33,501 8. 000346000 192.168.77.160 59 82.206.230.71 FTP Request: PWD
132 33.623 8.111144808 821.209.2%.71 63 192.168.77.168 FTP Response: 157 /"
133 33,524 B.001038008 152.168.77. 168 62 82.205.13, 71 FTP Request: TVPE T
134 33.746 8.121495000 82.209.230.71 [ 192.168.77¢ 168 FTP Response: 208 Switching to Binary mode.
135 33.746 0. 000146008 192.168.77.160 68 82.105.130.71 FTP Request: PASY
137 33.868 8.122567006 82.209.23.71 104 192.168.77.160 TP Response: 117 Entering Passive Mode (82,209,230,71
138 33.869 . 000435000 192.168.77.168 6 82.209.230.71 F1P Request: LIST
147 34.116 8. 246938000 £2.209.23.71 LL} 192.168.77.160 FTP Response: 158 Here comes the directory listing
149 34.238 .122524000 £2.209.230.71 7% 192.168.77.168 F1P Response: 226 Directory send OK.
185 47.398 13.150422000 192.168.77.160 63 £2.209.230.71 FTe Request: CWD pub

We can see the connection over unencrypted FTP. You can see all the commands, just like
with HTTP. If we dig into our FTP section in the packet details, we'll see that we have very
few commands that are transferred:

4 File Transfer Protocol (FTP)
4 228 (vsFTPd 2.3.2)\r\n
Response cfde: Service ready for new user (228)
Response arg: (vsFTPd 2.3.2)

We connected with our three-way handshake in the packets prior to packet 101. So packets
98, 99, and 100 were the TCP handshake. Then, it states code 220 as being service ready
for the new user. So the server says: "I see you've created a connection to me. Send me some
authentication". My software asked whether it is capable of using TLS, which is the
encryption that we use for HTTPS to allow for encryption. The server responded, saying:
"No, I can't do that. Please just log in with the username and password". Then my software,
the FileZilla client, said: "Well, what about SSL?" And then the server replied, and said:
"No, sorry. I don't do that". "Then my client finally sent it a user, saying: "Here's the user
command. I'm going to log in with anonymous". The server accepted that, and said: "Please
specify the password".
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I provided the password with the PASS command. The server evaluated that and it
determined that the credentials were good, and it said: Login successful, code 230. My
system then asked what kind of system type it is and what the server's running, and the
server responded that it's using a Unix-type server. It then asked for what feature set it has
available, and the server responded back with a list of features that it's capable of
supporting. Then it says: "That's the end of my list". My client turned on the UTF'8 option.
The server said: "No problem". Then my client requested print working directory (PWD)
and the server said: "You are in the root, the / directory. That's the first directory that
you're in". My client changed to Binary mode, which is type I. The server responded,
saying: "No problem". I then requested passive mode that was another feature that it was
capable of providing. Passive mode allows FTP to communicate and transfer its data over a
random, dynamic port. So if you were looking at the port numbers here, I'm talking to the
server and my client, which is running locally; the client software's running on 52284. It's
talking to the server on port 21. The data is just commands, which has to go over another
port. With FTP active, the data will transfer over port 20 and all the commands over 21.
This is not a common thing to see nowadays because the active mode can easily be hacked.
It's not a very secure method because you know exactly what port the data's going to be
transferred over. So, if you're in the middle, you know exactly what port to look at in order
to capture all of the unencrypted data. Passive mode, on the other hand, allows for a
dynamic port to be used, so the data itself will be transferred over a different port. So, it's
an enhancement to the FTP protocol. Nowadays, most commonly, you'll see port 21 used
for the server commands and then a dynamic port ranging in the thousands for the actual
data itself. FTP separates the commands from the data on different port numbers. Not
every protocol does that, as we've seen with HTTP, for example, which runs commonly on
port 80, and it sends commands and data on the same port, unlike FTP. FIP is a very old
protocol.

So we see a response from the server, saying: "We're entering passive mode". I then ask for
a list of the directory that I'm in. Remember I asked for what directory I'm under: print
working directory. I switched to Binary mode. I said: "Let's use passive. Now give me a list
of all the files". The server then says: "ok, I'm sending the directory listing. The directory
listing was sent, so this is from the server. And then, I asked to change the directory to a
subfolder called pub, and at that point I stopped the capture. What we're missing, though,
is the data. You notice I don't have any data. How do I find the data with a dynamic port
number using FTP passive mode? You do that by adding an additional filter to your
display filter.
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You see that we have ftp, which is for the commands. If you want the data as well, you'll
have to type ftp || ftp-data.lIf you press Enter, now we'll get the FTP traffic, as well as
the FTP data traffic:

File Edit View Go Copture Analyze Statistics Telephony Wirdess Took  Help
Am @ JERERevETIZEaaan

I [fio 11 fio-catal [<] * | Expresson.
Mo Time Time deita from previous dsplayed frame Source Length Packet comments Destraton Protocol Info

118 33,378 8.122551000 £2.200.2%.71 L] 192.168.77.168 FTP Response: 211-Features:

119 33,379 0.000001000 B2.200.2%.71 61 192.168.77.160 FTP Response: EPRT

128 33.379 0.000p B2.209.23.71 61 192.168.77.168 FTP Response: EPSV

121 33,379 n.m B2.209.2%.71 61 192.168.77.168 FTP Response: MDTM

122 32.279 0.000000000 82.209.230.71 61 192.168.77.160 FTP Response: PASY

123 33.379 0.000001000 B2.209.230.71 68 192.168.77.160 FIP Response: REST STREAM

124 33.379 0.000000000 B2.209.230.71 61 192.168.77.160 FIP Response: SIZE

125 33.379 0.000000000 $2.209.230.71 61 192.168.77.160 ETR Response: TVFS

126 33,379 @, 000000000 82.299.239.71 61 192.168,77.160 FTP Responser UTFE

127 33,379 @, 000000000 82,209,299, 71 63 192,168.77. 160 FTP Responser 211 End

120 33.37% 9.009163000 192.168.77.160 68 82.200.230.71 ETR Request: OPTS UTFS ON

139 33.501 9.122024099 82.299.139.71 L] 192.168.77.160 FTR Response: 200 Always in UTFS mode.

131 33.501 9.009346099 192.168.77.160 59 §2.200.230.71 FTP Request: PuD

132 33,623 0.122144000 B2.200.2%.71 63 192.168.77.160 FTP Response: 257 =/"

133 33.624 0001038000 192.168.77.168 62 82.209.230.71 FTP Request: TYPE I

134 33748 8.121495808 82.200.23.71 85 182.168.77.168 FTe Besponse: 388 Switching to Binsry mode

135 11.746 0. 000146000 192.168.77.168 &0 82.205.230.71 FTP Request: PASY

137 33,868 8.122567000 82.200.2%.71 184 192.168.77.160 FTP Response: 227 Entering Passive Mode (B2,200,238,71.

138 31,865 0.000415000 192.168.77.168 &0 B2.205.23.71 FTP Request: LIST

143 34.113 0, 244490000 82,209,230, 71 1160 192.168.77. 160 FIP-DATA FTP Data: 1106 bytes

Frame 138: 60 bytes on wire (480 bits), 60 bytes captured (480 bits) on interface 0
Ethernet II, Srci AsrockIn_fbrasidl (@9:1251221fbie61dl), Dstr Actionte_eZibfi47 (0017f1281e71bf147)
Internet Protocol Version 4, Srci 192.168.77.160, Dsti 82.209.220.71
Transmission Control Protocel, Src Port: 52284, Dst Port: 21, Seq: 98, Ack: 376, Len: &
4 File Transfer Protocol (FTP)
4 LIST\r\n
Request comsand: LIST

As you can see, my client requested the listing of that directory, the root directory; now,
the server is sending all of that data over the special port. We can see that the server is
running on port 54536, and it's going to my client running at 52285. So that's the
difference between FTP active and FTP passive.

Now, there's also FTPS and SFTP. If you notice, all of the packets are unencrypted. We see
all the commands—the login username and password. This is not good for going over the
public internet in a nonanonymous mode. If you're using a username and password, you
should be encrypting that—you should be encrypting your data. You can do that using SSL
or TLS, just like I mentioned with HTTP as we've seen before, and many other protocols
that you can encrypt with TLS. So, FTPS is FTP encrypted with TLS or SSL. That's the more
standard method of doing that using the FTP protocol as it's already implemented, but then
encrypting on top of it.
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There's also Secure Shell File Transfer Protocol (SFTP). SFTP runs over a different port; it
runs over port 22. So, you'll actually want to filter based on ssh in that case because the
FTP traffic is traveling over SSH, the secure shell port; so, you could use ssh as your filter.
Now obviously that's not here in this capture, but that works as the filter you will use, and
all the traffic will go over that. But it would all be encrypted—just like with FTPS, which is
encrypted—you will need the server private key in order to decrypt it, like you saw in the
previous section with HTTPS. Note that there are two protocols for transferring files in a
secure manner, and they are different. FTPS uses the standard FTP but encrypts it with TLS
or SSL. SFTP is its own animal; it has its own protocol and application. SFTP is completely
separate, and it runs file transfers over SSH.

In this section, we discussed DHCP: how that protocol functions and how to take a look at
some of the options that are in it.

Summary

We looked at HTTP, both in an unencrypted fashion and an encrypted fashion, and how to
decrypt it. We also talked about FTP in all of its many flavors: active mode, passive mode,
and the encrypted flavors of FTPS and SFTP.

In chapter 9, Application Protocol Analysis 11, we'll continue with some additional
application protocols that you will run into.
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In this chapter, we'll cover the following topics:

¢ Email analysis, including POP and SMTP
e 802.11 (or wireless and Wi-Fi) analysis
e VoIP analysis for voice over IP telephony

e VoIP play back of the captured traffic to be able to hear the issues that may be
occurring in it

Email analysis

In this section, we will take a look at what POP and SMTP are used for, as well as
investigating the communication in POP and SMTP and learning what some of the codes
are; whether they're successful, or error codes, or something like that.

Now, we have three main protocols that we use for email on the internet:

1. POP
2. SMTP
3. Internet Message Access Protocol (IMAP)

These three are used by clients such as mobile devices or software running on a computer;
some sort of standalone application such as Thunderbird or Outlook. There are other
protocols as well if you're dealing with Outlook for exchange, for example, but primarily, if
you're using a generic application and you're accessing your email server in a generic
fashion, you'll be using one of these three protocols.

We'll be focusing on POP and SMTP.
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POP and SMTP

POP is used for retrieving emails from a mail server. SMTP is used for sending emails to a
mail server and sending emails between mail servers. If you'd like to learn more about POP
and SMTP, take a look at these RFCs:

e RFC 1939 for POP, which you can see in the following screenshot (https://
tools.ietf.org/html/rfcl939):
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This document specifies an Internet standards track protocol for the
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e RFC 2821 for SMTP, which you can see in the following screenshot (https://
tools.ietf.org/html/rfc2821):

HTRL
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Obsoleted by: 5321 PROPOSED STANDARD
Updated by: 5336 Errata Exist
Network Working Group J. Klensin, Editor
Request for Comments: 2821 ATET Laboratories
Obsoletes: 821, 974, 1869 April 2eel

Updates: 1123
Category: Standards Track

Simple Mail Transfer Protocol
Status of this Memo
This document specifies an Internet standards track protocol for the
Internet community, and requests discussion and suggestions for
improvements. Please refer to the current edition of the "Internet
Official Protocol Standards" (STD 1) for the standardization state
and status of this protocol. Distribution of this memo is unlimited.
Copyright Notice
Copyright (C) The Internet Society (2081). All Rights Reserved.
Abstract
This document is a self-contained specification of the basic protocel
for the Internet electronic mail transport. It consolidates, updates
and clarifies, but doesn't add new or change existing functionality

of the following:

- the original SMTP (Simple Mail Transfer Protoceol) specification of
RFC 821 [38],

In the preceding screenshot, you'll see there are a number of commands that are

transmitted between the client and the server in order to convey what they want to
accomplish in the connection. Just like we've seen with HTTP and FTP, and some other
protocols, there's an agreed-upon language that is used in order to execute certain things.
We'll take a look at that in a packet capture.

Now, it's very common in modern use to encrypt your data, especially email nowadays, so
POP is often encrypted with SSL or TLS. You also do the same thing with SMTP or IMAP:

you can now encrypt all these protocols with SSL or TLS. This is an unencrypted

communication so that we can take a look at all the commands that are passed back and

forth.
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What we see in the packet capture is we have in the beginning a three-way handshake for
TCP; POP is transmitted over TCP. And then we have our POP communication as well as
some acknowledgments, and then the FIN closure.

There is a filter for POP. You can right-click on your Protocol and apply it as a filter; or you
can simply enter pop, and that will filter your traffic:

File Edit View Go Copture Analyze Statistics Telephony Wireless Tock Help
amc@ RE Qe==Tiz[Baaan
W [oeed il ] | Expression...  +
No. Time Time deita from previous desplayed frame Source Length Packet comments Destnaton Protocol  Info
4 4.650 0.000000000 128.241.194.25 1e3 67.161.34.229 POP S: 40K POP3 [128.241.194.25] v2000.7@ server ready
5 4,681 0.000387000 67.161.34.229 £ 128.241.194.25 POP C: USER rgantreyl
6 4.770 0.089890000 128.241.194.25 95 67.161.34.229 POP S: +0K User name accepted, password please
7 4.771 9.000180000 67.161.34.229 69 128.241.194.25 POP C: PASS abedefgh
8 4.886 ©0.114935000 128.241.194.25 84 67.161.34.229 POP S: +0K Mailbox cpen, 1 messages
9 4.886 ©0.000292000 67.161.34.229 L] 128.241.194.25 PoP C: STAT
10 4.978 0.091886000 128.241.194.25 &7 67.161.34.229 POP S: +0¢ 1 11110
11 4.978 0.000277000 67.161.34.229 68 128.241.194.25 PoP C: UIDL
12 5.071 ©0.093466000 128.241.194.25 188 67.161.34.229 POP S: 40K Unique-ID listing follows
13 5.072 ©0.000216000 67.161.34.229 L 128.241.194.25 PoP C: LIST
14 5.166 ©.054390000 128.241.194.2% 100 67.161.34.229 POP S: +0K Mailbox scan listing follows
15 5.168 9.002243000 67.161.34.229 62 128.241.194.25 POP C: RETR 1
16 5.256 0.087346000 128.241.194.25 1514 67.161.34.229 POP $: 40K 11110 octets
17 5.256 ©.000296000 128.241.194.25 1514 67.161.34.229 PoP S: DATA fragment, 1360 bytes

However, if you notice, we have lost the handshake information at the beginning and the
end, and some of the acknowledgment packets that were there earlier in between the data
have now been removed because they weren't part of POP. They were TCP
acknowledgments and handshake. So it might be better if you determine the addresses that
are in use or the port that is in use, and end up filtering on that instead of pop as the
display filter. So what we have is our three-way handshake. We have our client and server.
The client is requesting a connection. The server says: ok, no problem. The client then says:
ok, I acknowledge a connection; and we have a three-way handshake. After that the server
then responds and says: ok, we are connected with POP3. The server is ready; you can see
that in the packet details.

If we expand our Post Office Protocol, we'll have some more information. It says that the
server's ready:

Transmission Control Protocol, Src Port: 110, Dst Port: 1643, Seq: 1, Ack: 1, Len: 49
4 Post Office Protocol
f, +OK POP3 [128.241.194.25] v2000.70 server ready\r\n
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So that's a good message. The client then passes its user, and you see that since this is
unencrypted, the user is in plain text:

4 4,680 4,593677000 128.241.194.25 183 67.161.34,229 POP 5: 10K POP3 [128,241.194.25] v2009.70 server ready
5 4.681 ©.000357000 67.161.34.229 70 128.241.194.25 POP C: USER rgantreyl
6 4.7790 0.089850000 128.241.194.25 95 67.161.24.229 PoP 5t +0K User name accepted, password please
7 4.771 0.000150000 67.161.34.229 69 128.241.194.25 POP C: PASS abcdefgh
8 4.886 ©.114983000 128.241.194.25 84 67.161.34.229 POP 5: +0K Mailbox cpen, 1 messages
9 4.B86 0.000202000 67.161.34.229 68 128.241.194.25 Pop C: STAT
18 4,978 9.091556000 128.241.194.25 67 67.161.34.229 POP 5: 40K 1 11110
11 4.978 ©.008277000 67.161.34.229 ] 128.241.194.25 POP C: UIDL
12 5.871 ©.093466000 128.241.194.25 18 67.161.34.229 POP 5: +0K Unique-ID listing follows
|13 5.072 o.ee0215000 67.161.34.229 58 128.241.194.25 PoP C: LIST
14 5.166 ©.0943590000 128.241.194.25 le@ 67.161.34.229 POP 5: +0K Mailbox scan listing follows
15 5.168 ©.802249008 67.161.34.229 62 128.241.194.25 Pop €: RETR 1
16 5.256 ©.887845000 128.241.194.25 1514 67.161.34.229 POP 5: +0K 11110 octets

We passed the USER command to the server. The server responds and says: ok, the
username is good. Please send me a password. We then send a password. Again, this is
unencrypted, so it's in clear text. And you can see it's very easy to determine what's going
on. We have the commands, which are named USER, PASS, and OK. The server responds
and says: ok, mailbox has been opened up. Thank you for your credentials. You have one
message that is unread. The client then asks the server for some status; the server responds
with the status message. We then get a unique ID listing, and then the client asks for a list.
Highlighted in the preceding screenshot is a list of whatever's in the mailbox. The mailbox
scan is completed, and it sends us the data, which is the number of messages and the
number of bytes. The client then says: all right, let's retrieve message number 1. The server
then says: ok, these are the octets that you requested.

And you can see that down in the packet details; we have not only the number of octets
but we have the actual email itself, which includes the header information; the sent and
received information; the From; the To; the Subject; the Date; and then the actual data
inside the email itself:

Post Office Protocol
4 +0K 11118 octets\rin
Response indicator: +0K
Respon{e description: 11110 octets
Return-Path: bbelch@ipacket-level.com\r\n
Received: from mx2@.stngva@l.us.mxservers.net (204.202.242.7)\r\n
\tby maillld.verio-web.com (RS ver 1.0.95vs) with SMTP id 3-8575327743\r\n
\tfor <rgantreyl@ipacket-level.com>; Mon, 15 Jan 2007 16:49:86 -8500 (EST)\r\n
Received: from mxwlle@.verio-web.com [161.88.148.89] (EHLO GIGA)\r\n
\thy mx28.stngvadl.us.mxservers.net (mxl_mta-1.3.8-18p4) with FSMTP id d@SfbaS4.2509.132.mx20.stnevadl.us.mxservers.nat:\rin
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As you can see, the data then continues, as shown in the following screenshot:

—_ — _ — —
i 16 5.256  @.087845000 128.241.194.35 1514 67.161.34.229 PO 5: +0K 11110 octets 1
17 5.256 @.08e2965089 128.241.194.25 1514 67.161.34.229 POP 5: DATA fragment, 1468 bytes
18 5.257 ©.008925009 67.161.34.229 54 128.241.194.25 TP 3+118 [ACK] Seq=58 Ack=3154 Win=2556968 Len=@
19 5.257 ©.000240000 128.241.194.25 1230 67.161.34.229 POP DATA fragment, 1176 bytes
29 5.258 ©.08197706@ 128.241.194.25 1514 67.161.34.229 POP 5: DATA fragment, 1460 bytes
21 5.258 ©.000017000 67.161.34.229 54 128.241.194.25 TCP 1643+110 [ACK] Seq=58 Ack=5799 Win=256960 Len=8
22 5.258 ©.000302000 128.241.194.25 1514 67.161.34.229 POP 5: DATA fragment, 1460 bytes
23 5.259 ©.000931000 128.241.194.25 1514 67.161.34.229 FOP 5: DATA fragment, 1468 bytes
24 5.259 @.000023000 67.161.34.229 54 128.241.194.25 TCP 1643+118 [ACK] Seqe58 Ack=B718 Win=256968 Len=@
25 5.343 9.083831000 128.241.194.25 338 67.161.34.229 FOP 5: DATA fragment, 284 bytes
26 5.351 ©.007775000 128.241.194.25 1514 67.161.34.229 FOP 5: DATA fragment, 1460 bytes
27 5.351 ©.000039000 67.161.34.229 54 128.241.194.25 TCP 1643+110 [ACK] Seqe58 Ack=18454 Win=256968 Len=@
28 5.437 ©.086159000 128.241.194.25 966 67.161.34.229 FOP 5: DATA fragment, 912 bytes
29 5.562 ©.125231000 67.161.34.229 54 128.241.194.25 TCP 1643+110 [ACK] Seqe58 Ack=11366 Win=256048 Len=@
38 8.371 2.809058000 67.161.34.229 62 128,241.194.25 POP C: DELE 1
31 8.460 @.085840000 128.241.194.25 75 67.161.34.229 FOP 5: 40K Message deleted

So, the first packet was basically the header information with the beginning of the data, and
then the data continues. We then acknowledge the packets. We keep retrieving data, then
the client says: delete the message. We have downloaded the email; now delete the
message. This is an option that is changeable.

You can tell your client to leave a message on the server, but traditionally it is done so that
you download it locally and you would delete it off the server.

Nowadays, with our web-based email, or if you're using Gmail or Yahoo! or something like
that, we now most often leave everything on the server and have it archived there. But this
is a very old protocol, and so it was based on local storage.

The server responds saying that it deleted the message, and then we quit the connection
and close out.

It says: ok, sayonara. Then finally, we close out the TCP connection with the FIN and ACK
series.

Now, let's take a look at SMTP. SMTP is used to transfer email between a client and a server
in order to send it to a routed recipient:

File Edit View Go Capture Analyze Statistics Telephony Wirdess Tocls Help
Am 8 LERBRe==ZTLiZEAaqan
[T o0ly & dsplay i u K
Mo, Tme  Time delta from previous desplayed frame Source Length Packetcomments  Destnation Protocol  Info
3 0.088 0.000055000 67.161.34.229 54 128.241.194.25 TCP 1658+25 [ACK] Seqel Ackel Wine256960 Len=d
4 4.683 4.504651000 128.241.194.25 163 67.161.34.229 SMTI 5: 220 mx180.stngvadl.us.mxservers.net ESMTP mxl m_
5 4.683 0.000270000 67.161.34.229 65 128.241.194.25 SHTI C: EHLO Vaio
6 4.782 0.095716000 128.241.194.25 91 67.161.34.229 SHTP 5: 250 mx100.stngvadl.us.mxservers.net
7 4.906 ©.124529000 67.161.34.229 54 128.241.194.25 TCP 1650+25 [ACK] Sequl2 Ack=147 Win=256812 Len=d
B8 4,995 0.088823000 128.241.194.25 82 67.161.34.229 sMTR 5: 250 SIZE @ | 250 PIPELINING
9 4,995 0.000142000 67.161.34.229 95 128.241.194.25 SHTP C: MAIL FROM: <breaddylSfipacket-level.com>
10 5.096 0.100956000 128.241.194.25 69 67.161.34.229 SHTP $: 250 Sender Ok
11 5.096 0.800363000 67.161.34.229 90 128.241.194.25 SHTP C: RCPT TO: <bbelch@ipacket-level.com»
12 5.298 9.201885000 128.241.194.25 95 67.161.34.229 SHTP 5: 250 bbelchiipacket-level.com ok (normal)
13 5.298 0.000243000 57.161.34.229 &0 128.241.194.25 SMTP C: DATA
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What we see here is a series of SYN and ACK of a user creating a TCP connection for SMTP,
and then we see the SMTP response from the server. And of course, we have sMTP listed in
the Protocol column. We could filter on that by simply typing smtp:

File Edit View Go Capture Analze Statistics Telephony Wirddess Took Help
Am:e RERe==7azBEaaan
LIET BT -] oo +
=
Mo, Time Time defta from previous deplayed frame Source Length Packet comments Destnaton Protocel Info
4 4.683 0.000000009 128.241.194.25 163 67.161.34.229 sMTP S: 220 mxl@9.stngvadl.us.mservers.net ESMTP mxl sta-1.3..
5 4.683 0.000270009 67.161.34.229 65 128.241.194.25 SMTP C: EHLO vaio
6 4.782 0.098716009 128.241.194.25 L) 67.161.34.229 SMTP S$: 250 mx100.stngvadl.us.mxservers.net
8 4.995 ©.213352808 128.241.194.25 B2 67.161.34.229 suTR S: 250 SIZE @ | 250 PIPELIMING
9 4.995 0.000142000 67.161.34.229 95 128.241.194.25 SMTP C: MAIL FROM: <breaddyléfpacket-level.com»
18 5.096 0.100986009 128.241.194.25 9 67.161.34.229 SMTP 5: 250 Sender Ok

Just like with pop, we'll lose some of the information there from TCP, so it might be better
to do your filter based on ip and port.

Well, what we see in the previous screenshot, after the three-way handshake from the
server, the 128 address, is that it responds with a 220:

¢ Simple Mail Transfer Protocol
4 Response: 220 mx180.stngvadl.us.mxservers.net ESMTP mxl mta-1.3.8-18p4; Mon, 15 Jan 2007 16:49:50 -850 (EST); NO UCE\r\n
Response code: <domain> Service ready (p20)
Response parameter: mx1€@.stngva@l.us.m¥lervers.net ESMTP mxl_mta-1.3.8-1@p4; Mon, 15 Jan 2007 16:49:50 -@500 (EST); NO UCE

A 220 response code is a service ready, which means everything is good. This will look
familiar to POP and HTTP.

Many of these protocols, especially the ones that are older, use these different numbered
response codes. Just like with the HTTP, 200 series response codes are good. So we see a
220, everything's good to go. We also see that we have EsTMP. This is for the enhanced
version of SMTP. Just like with POP and FTP, SMTP is a very old protocol, and it's been
extended and enhanced over the years. There's a newer version of SMTP, which is
transmitted using new commands, with an E in the front:

4 4,683 4.594681000 128.241.194.25 162 67.161.34.229 SMTP 5: 220 mx199.stngvadl.us.mxservers.net ESMTP mxl s
5 4.683 0.000270000 67.161.34.229 €5 128.241.194.25 SHTP C: EHLO Vaio

6 4.782 ©.298716088 128.241.194.25 91 67.161.34.229 SMTP S: 2% mx18@.stngvall.us.mxservers.net

7 4,906 9.1245299000 67.161.34.229 54 128.241.194.25 TCP 1650+25 [ACK] Seq=12 Ack=147 Win=256812 Len=2

B 4.995 ©.088823000 128.241.194.25 82 £7.161.34.229 SHTP 5: 250 SIZE © | 258 PIPELINING
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The client then sends an EHLO, which is the enhanced version of HELO for the traditional
original protocol, for it to create a connection. The server responds to the HELO request and
creates a connection. We then acknowledge that, and then the server responds with a listing
of what it can do. There are some features that it has, and we see that it has PIPELINING:

4 Simple Mail Transfer Protocol
4 Response: 25@-SIZE @\r\n
Response code: Requested mail action ckay, completed (25@)
Response parameter: SIZE @
4 |Response: 250 PIPELINING\r\n
Response code: Requested mail h;tion ockay, completed (25@)
Response parameter: PIPELINING

PIPELINING is an option in the server that says that it can accept multiple commands
without having to wait for each one, so our client can then send a number of things at once
and it doesn't have to wait. Our client then says that it'll create an email message; and if you
notice, it says MAIL FROM:

9 4.995 ©.000142000 67.161.34.229 95 128.241.194.25 SHTP C: MAIL FROM: <breaddyléfipacket-level.com> b
10 5.096 0.100986000 128.241.194.25 69 67.161.34.229 SMTP 5: 250 Sender Ok

11 5.096 0.000363000 67.161.34.229 90 128.241.194.25 SMTP C: RCPT TO: <bbelch@packet-level.com>

12 5.298 0.201889000 128.241.194.25 a5 67.161.34.229 SMTP 5: 250 bbelch@ipacket-level.com ok (normal)

Actually, remember when we looked at the POP message, and there was a Fromand a To
and a subject, and the actual body field? Exactly what you saw in the POP request, you
see here in the SMTP. So, we have the prepended command of MAIL, but you see From and
the email address, just like you would when you open it up in your client software after
you pulled the message. We are literally writing an email with commands. The email itself
is not like a data package that is just bundled up into a little file and sent to the server. This
is old enough that we are actually crafting the email command by command and line by
line in SMTP. So we are saying: We're creating an email and it's from the following person.
The server says: ok, looks good. RCPT To says that so we are sending it to the following
person. The server says: ok. We then say: here's some data (the data being the body of our
message):

13 5.296 ©.008243000 67.161.34.229 ] 128.241.194.25 SMTP C: DATA

14 5.385 0.886553000 128.241.194.25 108 67.161.34.229 SMTP 5: 354 SL:irt mail input; end with <CRLF>.<CRLF>

15 5.396 ©.811263000 67.161.34.229 1514 128.241.194.25 SMTP C: DATA fragment, 1468 bytes

16 5.396 ©.000025000 67.161.34.229 1514 128.241.194.25 SMTP C: DATA fragment, 1458 bytes

17 5.396 9.000013000 67.161.24.229 1478 128.241.194.25 SMTP C: DATA fragment, 1422 bytes

18 5.496 0.899800000 128.241.194.35 68 67.161.34.229 TCP 25+1658 [ACK] Seq=277 Ack=3815 Win=65535 Len=8

19 5.496 0.000022000 €7.161.34.229 58 128.241.154.2% IMF from: "Brian Readdyls" <breaddyléfipacket-level.com |
28 5.580 ©.004146000 125.241.194.25 &8 67.161.34.229 TCP 25-165@ [ACK] Seqe=277 Ack=4437 Win=64113 Len=@

21 5.718 ©.217512000 128.241.194.25 () 67.161.34.229 TCP 2541658 [ACK] Seqe277 Ack=4442 Win=64188 Len=g

22 6.360 B.5421082000 128.241.194.25 182 67.161.34.229 SHTP 5: 250 0-B4B84658135 Message accepted for delivery
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The server responds and says: ok, and let me know when you're done with the email
message by putting the following commands at the end of your message. Then, the client
provides a number of packets here of the actual email data that it wants to have in the
body. See some additional packets related to that? We have some acknowledgments from
the server for some of these data packets, then a response from the server saying that the
message was accepted and it's going to send it to a recipient.

We acknowledge that and tell it: ok, I'm done; and we quit the SMTP connection:

23 6.511 9.151263800 67.161.34.229 128.241.194.25 TCP 165825 [ACK]| Sequaddl Ack=325 Win=256636 Len=@
24 8.870 2.358502000 67.161.34.229 128.241.194.25 SMTP €: QuIT

26 8.958 67.161.34.229 5: 221 mx100.stngvadl.us.mxservers.net Service clo-

Then we finish out the TCP connection with some FINs and ACKs; we have some explicit
resets in the end as well, and that is the termination of our connection.

802.11 analysis

In this section, we'll take a look at wireless connection issues and how they look in
Wireshark.

The 802. 11 standard has been around for quite some time. You can find more info
at http://ieee802.0rg/11/Reports/802.11_Timelines.htm:
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It originally started in 1997. You can see in the preceding screenshot that this was the year it
was ratified. It actually began in 1991. Since then it has had many changes to it, including
802.11a, which some people may remember. We have 802.11b, 802.11g, and so on. As
we go up in time, you can see how many different flavors of 802 .11 there are out there.
Now, not all of them have been used for normal home networks or office networks; some of
these are specialty versions for long distance or low power such as WiMAX. You can see
that all the ones that I've been going through have been superseded by a newer version,
and these newer versions are at the top:

&) e @ ®
[ i 80211, The Warkin: %

<« C | @ wees02org/11/Reports/s o

OFFICIAL IEEE 802.11 WORKING GROUP PROJECT TIMELINES - 2018-05-14

1EEE S P3OT e

New 3005 2 2070 e 206 | Sapi0ng Bk Al 3050 D 3y

2

IEEE 3 PRz 1tz | A e Toaz

These are the ratified standards. You can see that even though 802.11a and b and g and n
are still supported by hardware out there, still supported by operating systems, the actual
standard is, for example, for this version we're talking about, 802.11ac. So ac actually
encompasses the ac standard, the n, the g, the b, the a, and so on. And you can see there are
additional versions of 802 .11 that are here, such as the one that'll be used for what's called
the TV White Space area. So these are sections of bandwidth that are available for
potential use and reprioritization by the FCC. We have some additional ones, which are
proposed standards, such as ah and ai. Then, there are all these other ones out there that
give us additional methods of connecting over longer distances and greater speeds, and
things like that. All of this is available on the IEEE website, and you can learn much more
aboutitat http://ieee802.0rg/.

Packt has a number of wireless-related books and video courses that you
can take a look at and continue your education in wireless networking.
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The following is an example of a packet capture done by a device that could capture the
802.11 frames and provide them to Wireshark:

File Edit View Go Capture Analyze Statistics Telephony Wirebess Tools Help
Am i@ RBae=s=7Tis(Baaan
A [ [ B | Expresson..  +
No. Teme  Time deita from previous deplayed frame Source Length Packet comments Desbnaten Protocl  Info
10.000 0.000000000 D-LinkCo_cc:aliea 126 Broadcast 802.11 Beacon frame, SN=2058, Flsd, Flags.
2 9.400 0.409624000 D-LinkCo_c 126 Broadcast B02.11 Beacon frame, SN=2062, Fh=@, Flagss
3 9.511 ©.102342000 D-LinkCo_c 126 Broadcast 802.11 Beacon frame, SNe2063, Fie@, Flagse
40.716 0.204765000 D-LinkCo_c: 126 Broadcast 802.11 Beacon frame, SN=2065, FN=0, Flags=
5 0.519 0.102430000 D-LinkCo_c 126 Broadcast B02.11 Beacon frame, SN=2066, FN=, Flags=
69.921 0.102202000 D-LinkCo_cc:adiea 99 Broadcast B02.11 Beacon frame, SN=2067, Fi=d, Flags=
7 1.023 ©.102466000 D-LinkCo_cc:a3:ea 1m Broadcast B02.11 Beacon frame, SNe2068, FN=8, Flags=...
8 1.126 ©.182550000 D-LinkCo_cc:ad:ea 126 Breadcast 802.11 Beacon frame, SNe2069, FN=0, Flagse...
9 1.228 0.102369000 D-LinkCo_cc:adiea 126 Broadcast B2.11 Beacon frame, SN=2070, FN=, Flagse...
10 1.331 0.102496000 0-LinkCo_cc:a: 126 Broadcast 502.11 Beacon frase, SN=2071, FN=@, Flags=
11 1.433 9.102384000 D-LinkCo_cc:ad:ea 126 Broadcast 802.11 Beacon frame, SN=2072, FN=D, Flags=
12 1.475  0.041458000 IntelCor_d@:27:d7 &9 Broadcast B82.11 Probe Request, SN=276, Fh=g,
13 1.478 ©.003359000 D-LinkCo_cc:ad:ea 120 IntelCor_d@:27:d7  802.11 Probe Response, SN=2973, Fli=@,
14 1.479 @.001127000 D-LinkCo_cc:ad:ea i IntelCor_d@:27:d7 802.11 Probe Response, SN=2973, Fli=0,
15 1.535 ©.056299000 D-LinkCo_cc:ad:ea 126 -Broadcast B02.11  Beacon frame, SN=2074, FN=2,
16 1.638  0.102504000 D-LinkCo_cc:adiea 126 rosdcast B82.11 Beacon frame, SN=2075, Fi=d,
17 1.748  ©.102376000 D-LinkCo_cc:ad:en 126 Broadcast B82.11 Beacon frame, SN=2076, Fii=d,
18 1.543  ©.102377000 D-LinkCo_cc:ad: 126 Broadcast 802.11 Beacon frase, SN=2077, FN=2,
19 1.945  0.102495000 D-LinkCo_cciad:en 126 Broadcast 502.11 Beacon frame, SNe2078, FN=0, !
20 2.047 ©.102326000 D-LinkCo_cciadiea 126 Broadcast 802.11 Beacon frame, SN=2079, FN=0,
212,158 ©.102378000 D-LinkCo_cc:ad:ea 126 Broadcast B02.11 Beacon frase, SN=2088, Fisd,
22 2.253  0.103177000 D-LinkCo_cc:ad:ea 126 Broadcast 882.11 Beacon frame, SNe2881, Flsd, | |

This is commonly done with a wireless card that is capable of not only enabling
promiscuous mode but monitor mode in order to view all of the data that we want for all of
the different channels that we use. Additionally, there's spectrum analyzers out there such
as Wi-Spy and others that are dongles that you can attach to a laptop or something like that;
you can go around and investigate the spectrum analysis side of things.

So we're looking at packet captures, but remember there's more to it than just the packet
captures. Wireless brings in a whole slew of additional issues such as signal strength and
interference with other devices. But looking at the actual data, it shows as essentially
Ethernet. I looks like Ethernet to us when we capture it, and that's done on purpose; the
802 .11 standard is that it's supposed to look like Ethernet, but over a wireless connection
instead of a wired connection. That's to make our life easier and make it more cross-
compatible.

And what we see here in the capture is we have the Protocol listed as 802.11, so
Wireshark knows that it's an 802. 11 capture. Thisis an 802.11 frame, and it's a Beacon
frame:

o | IEEE 802.11 Beacon frame, Flags: ........ C
Type/Subtype: Beacon frame ( 8)
Frame Control Field: &x3600
.000 000G POGO 90D = Duration: @ microseconds
Receiver address: Broadcast (ff:ff:ff:ff:ff:ff)
Destination address: Broadcast (ff:ff:ff:ff:ff:ff)
Transmitter address: D-LinkCo_cc:a3:ea (80:13:46:cc:a3:ea)
Source address: D-LinkCo cc:a3:ea (@@:13:46:cc:a3:ea)
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We see there's Beacon frame and there are some flags. We have a Frame Control
Field. We have the Receiver and Destination; it looks very similar to what you'd
expect on layer 2 on a wired network. You have a from and a to MAC address, and you've
got some additional information: some additional flags, and so on. Now, of course, there
are some other options in here for it to work on wireless, such as our BsSS Id: what device
we are connected to, what access point we are connected to; and what kind of frame this is,
because there are different kinds of frames in 802.11:

Source address: D-Link(o_cc:ad:ea (@@:13:46:cc:a3:ea)
BSE}Id: D-LinkCo_cc:a3:ea (@0:13:46:cc:a3:ea)

. 808 = Fragment number: 8

1000 2000 1010 .... = Sequence number: 2058

Frame check sequence: Bx5fcel56d [correct]

[FCS Status: Good]

We, of course, have our Frame check sequence, just like we had with the standard Ethernet.

Now, what is a beacon frame? A beacon frame is transmitted normally every 100
milliseconds by an access point in order for it to declare to all of the listening devices that it
is providing the following network; that it is beaconing; and that it can support the
following network name. You will see a lot of beacon frames in a wireless capture. They
occur constantly. If you do not see them constantly, then that is a potential issue. Now, if
you want to filter, or if you have a packet capture that includes other erroneous packets in
it and other frames, or if you want to filter only your wireless traffic, you can do the wlan
filter:

File Edit View Go Capture Anabze Statistics Telephony Wireless Tooks Help

aAm:® REse==7izEFaaan
W [in I [x] *| Expression...  +
Mo, Time  Time deita from previous displayed frame Source Length Packet comments Destnation Protocdl  Info

190.000 0.000000009 D-LinkCe_cc:ad:en 126 Broadcast 802.11 Beacon frase, SN=2058, Fl=@, s BI=lo

2 9.409 0.409624000 D-LinkCo_cc:a3:ea 126 Broadcast 802.11 Beacon frame, SN=2062, FN=2, -, BI=l.

3 0.511 0.102342000 LH 126 Broadcast 802.11 Beacon frame, SN=2063, Fl=@, «C, BI=l.

4 0.716 0.204765009 126 Broadcast B02.11 Beacon frame, SN=2065, Fli=8, s BI=lo

126 Broadcast 8082.11 Beacon frame, SN=2066, Fli=9,
9 Broadcast 802.11 Geacon frame, SN=2067, Fli=@,
111 Brosdcast 882.11 Beacon frame, SNe2068, Fii=d,

s BIs=l.
+s BIel
oy BIL
» BIsl.

5 2.819 0.102430009
6 0.921 9.102202000
7 1,023 0.102466000

8 1.126 0.182550000 D-LinkCo_cc 126 Broadcast B82.11 Beacon frame, SN=2069, Fl=d, of

9 1.228 0.182369009 D-LinkCo_cec 126 Broadcast 8082.11 Beaccn frame, SN=2078, Fli=8, s BI=l.
12 1.331 9.1024595009 D-LinkCo_cc 126 Broadcast 802.11 Beacon frame, SN=2071, Fli=@, + Bl=l.
11 1.433 0.102384000 D-LinkCo_cc:ad 126 Broadcast 802.11 Beacon frame, SN=2072, Fi=2, » BI=l.
12 1.47% 0.041458000 IntelCor_d@: &9 Broadcast 882.11 Probe Request, SN=276, Fh=@, SSID.
13 1.478 0.003359009 D-LinkCo_cc:a3: 120 IntelCor_d@:27:d7 B02.11 Probe Response, SN=2073, FN=8, Flag s Bl

s BI-

14 1.479 0.991127089 D-LinkCe_cc:a3:ea 128 IntelCor d@:27:d7 502.11 Probe Response, SNe2873, Fi=0, Flags
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If you use wlan, that will include all of the 802 .11 protocol frames. Something else that
you might also want to do (leave wlan filter on) is not show beacon frames. Let's say that
you know for a fact after looking through things that beacon frames are consistent and
everything is good with them; then we don't need to worry about them.

What we'll do is right-click on the Beacon frame in the packet details and go to Apply as
Filter | Not Selected:

File Edit View Go Capture Analyze Statmtics Telephony Winedess Took Help
AN 8 JORBE Re==TozEaaan
LIS
Mo, Time Time deita Expand Subtress Shift« Raght Length  Padiet comments
10.000 ©.00000 Expand All Cirl Right 125
2 0409 B 40962 Colase Al o :: 126
3 0511 919234 i b 126
4 8. 7TLE ©.20478 126
Apply &5 Colu
5 B.819 9.182<3 o] 126
& B.921 9.le228 Apply a5 Filter h ¥ 9
7 1.823 ©.18245 P Fitter b T
8 1.126 9.10255 ke selecied
9 1.228 &.102%6 Cenversstson Filter k Mot Selected
18 1.331 9.18249 Coborize with Filtes , _ and Salacted
11 1.4%% @ 18238
Follow 3
12 1.475 ©.84145 —ar Selected
13 1.478 ©.0Q33%5 P ¥ «and not Selected
14 1.479 &.00112 el Selertad
15 1.535 9.05629 Shave Packet Byces... .
16 1.638 ©.102%8 Export Packet Bytes... Cirl=H 126
17 1.742 9.10237 . 126
18 1.843 ©.10237 Wk Probacol Fage 126
19 1.945 @.18249 Filter Field Reference 126
28 2.947 @.10232 Piotocol Prefeences 3 126
21 2.158 9.10237 126
22 2.253 0.18317 Decode As._ 136
Bﬂ.Z.III.!I.. radia j,qfam- Go to Linked Packet
4 IEEE B62.11 Beacon fi Shiow Linked Packet in Mew Window
Type/Subtype: Bead v T
Frame Control Fleld: SuSige
LO08 200D DDOD BEd = Duration: & microsecondsz
Recelver address: Broadcast (Ff:ff:ff:FFofF:Ff)
Destination address: Broadcast (ff:ff:FFoffoffiFF)
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This way, we are selecting all of the wireless LAN frames, but not anything that is a beacon.
And that really trims down our capture:

File Edit View Go Copture Analyze Statistics Telephony Wireless Tooks Help

AR 29 JERB ResETFIZEaqaan
] A8 | wdan. fe.type., = [<] - | EBxpresson...  +
Mo, w Time delta from previous displayed frame Source Length Packet comments Destnaton Protocl  Info
12 1.475 0.000000000 IntelCor_d@:27:d7 €9 Broadcast 802.11 Probe Request, SN=276, Fii=0, Flags=........ €, SSID.
13 1.478  0.000355000 D-LinkCo_cc:ad:es 120 IntelCor_d9:27:d7 B92.11 Probe Response, SN=2073, FN=d, Flag:
14 1.479 0.2011270090 D-LinkCo_c: t 120 IntelCor_d@:27:d47 B82.11 Probe Response, SN=2073, Fl=d, Flag:
133 14.888 13.409015800 IntelCor_d@:27:d7 (2] Broadeast 8082.11 Probe Request, SN=277, Fli=8, Flags=
134 14.893 0.004731000 D-LinkCo_cc:ad:ea 120 IntelCor_d@:27:d7 802.11 Probe Response, SN=2210, FN-2, Flag
155 18.636 3.742901009 D-LinkCo_cc:ad:ea 413 Broadcast B02.11 Data, SN=2263, FN=8, Flags=.p....F..
194 22.640 4.003852009 IntelCor_d@:27:d7 9 Broadcast 802.11 Probe Request, SN=280, Fl=0, Flags=........C, S5I0-
195 22.642 0.002261000 D-LinkCo_cc:ad:es 10 IntelCor_do:27:d7 802.11 Probe Response, SN=2309, FN=d, Flags=. €, BL-
196 22.647 0.00%612000 IntelCor_d@:27:d7 L) Broadcast B02.11 Probe Request, SN=282, Fii=d, Flags=... €, SSID.
197 22.658 0.911000000 D-LinkCo_cc:ad:en 95 IntelCor_d@:27:d7 B82.11 Probe Response, SN=2318, Fl=8, Flag: » BI-
198 22.660 0.9@1753000 D-LinkCo_cc:a3:es 1@ IntelCor_d@:27:d7 802.11 Probe Response, SN=2310, FN=8, Flag » BI-
199 22.686 0.026150000 IntelCor_d@:27:d7 &9 Broadcast B02.11 Probe Request, SN=288, Fi=d, Flags= 5510
200 22.702 0.015345000 IntelCor_d@:27:d7 &9 Broadcast 882.11 Probe Request, SN=292, Fli=@, Flags= S5I0-
201 22.705 0.093282000 D-LinkCo_cc:a3:ea 120 IntelCor_d@:27:d7 B82.11 Probe Response, SN=2311, FM=d, Flagss....R...C, BI.

Now, we see only the probe requests, the responses, and some data.

Speaking of beacons, here's an example of a capture with a whole lot of beacons.
Everything is just constantly beacons, beacons, and beacons everywhere:

File Edit WView Go Capture Anahze Statistics Telephony Wireless Tools Help

am; @ "RB Qe=ETizBEaqan

Me. Tme  Time deita from previous deplayed frame Source Length Packetcomments  Destraton Protocol  Info
2617 302.. 9.102460000 D-LinkCo_ccradiea 126 Broadcast B82.11 Beacon frame, SHe188, FMed, Flagss. .C, BI=ld.
2618 302.. 9.102792000 D-LinkCo_cc:adiea 126 Broadcast 802.11 Beacon frame, SN=169, FM=, Flags=. BI=18.
2619 302._ ©.101902000 B-LinkCo_cc:abiea 126 Brosdcast 892.11  Beacon frame, SHe178, Fl=d, Flagss. BI-10_
2620 303.. 9.102853000 D-LinkCo_cc:ad:ea 126 Broadcast B882.11 Beacon frame, SH=l171, Fli=@, BI=ld.
2621 303.- 9.101992000 D-LinkCo_cc:ad:ea 126 Broadcast $02.11 Beacon frame, SNe172, Fi=0, BI=10.
2622 303, 9.102382000 126 Broadcast 802.11 Beacon frome, SNe173, FNed, Bl=10.
2623 303.. 9.102404000 126 Broadcast 802.11 Beacon frame, SHel74, Fled, BI=18.

2624 303.. 0.102385000 o iadiea 126 Broadcast B802.11 Beacon frame, SH=175, Fl=D,
2625 303.. 9.102340000 D-LinkCo_cc:ad:ea 126 Broadcast 802.11 Beacon frame, SN=176, Fl=0,

A common problem that can occur in wireless is a drop in beacons due to some sort of
problem on an access point. It could be the signal-strength issue or the firmware on the
device, a bad antenna, and so on. It could be anything. But a drop in beacons will cause
clients to drop their connection to the wireless network because they think the wireless
network has disappeared. So the capture shown in the preceding screenshot includes a
problem with beacons, but we don't really see anything pop up that's obvious. Nothing's
bright red, popping up to us; there are no changes really; it's just all consistent. So how do
we see the problem?
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Remember back to the section on statistics. Now, go to Statistics | I/O Graph on our

beacons:

[l'lm-hm‘m

dm

[N Tacchy a daiay fiter . <C

Mo, Time
1 8,000
2 8182
30204
4 @, 37
5 8,489
6 @.815%
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9 1.128
18 1.331
11 1.433
12 1.536
13 1.638
14 1.748
15 1.843
16 1.945%
17 2.848
18 2.1%8
19 2.252
28 2,355
21 2,457
22 2.559

2. 102885000
9.1019593008
8. 102370008
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@, 102346000
9.102367008
8. 102883000
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We can see that we absolutely have a drop that shows us we've got a problem with our
access point:

e
@ Wireshari.10 Graphs . wian-beacon-problem b |

Wireshark 10 Graphs: wlan-beacon-problem
9
7.5 H
8 °l
il
e 0
sk
L5
or ; ; —— i i ;
0 80 160 240 320 400 480
Time (5)
No packees in interval (2145).
Name Display filter Cole Style Y Axis ¥ Field Smocthing ja
All packets | Packets None L
All packets tcp.analysis.flags &8¢ . Bar Packets None
[7] All packets B tine Packets Mone
[7] All packets B e Packets None
[ am L, .. Daclead, | NP e
L ] Mouse @ drags (| zooms Intlrvd [ Time of day [7] Log scale
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Make sure you certainly use your graphing capabilities when doing wireless
troubleshooting because there are a lot of variables that are not controllable by us due to the

nature of it transmitting over radio waves. We need to do a lot more visualization in order
to see what's going on, especially when you have thousands and thousands of frames like
this and there's a problem in there, but you don't know where, and exactly to what extent.

Using graphing can be a very big help for you.

Additionally, we have a capture that shows a signal issue:

So, we'll do a ping. We have (ping)
down through the capture and see if you find anything that's odd or an obvious problem.

As we scroll through, we can see all Echo (pings): request and reply repeatedly. Do you
see any problem? Well there is a very obvious problem.

request, (ping)

File Edit View Go Capture Anshze Statistics Telephomy Wireless Tock Help
Amco sBEAB qQesaETis[EHaqan
W[ 2oply a csplay fit : (=
No. Tere Time deita from previcus deplayed frame Source Length Packet comments Destnaton Protocol  Info

1 0.000 0.000000000 192.168.0.186 128 Yes 192.168.0.1 pie, Echo (ping) request idwicBddl, seqe2l/5376, ttlel.

2 0.000 0.000921000 192.168.9.1 128 192.168.9.106 0ov Echo (ping) reply idelodddl, seqell 5376, ttlel.

3 1.002 1.001323000 192.168.0.106 128 192.168.0.1 ow Echo (ping) request id=wi0Ol, seq=22/5632, ttl=l.

4 1,003 0.000989000 152.168.0.1 128 152.168.9.106 woe Echo (ping) reply id=gxd00l, seqe22/5632, ttl=l.

5 2.005 1.001995000 192.168.0.106 128 192.168.0.1 oe Echo (ping) request idw@wdddl, sequ2d /5888, ttl=l.

6 2.006 0.000655000 192.168.9.1 128 192.16.9.106 0% Echo (ping) reply  id=@x@0@l, seqe23/5888, ttlel_

7 3.007 1.001135000 192.1658.9.106 128 192.1 -1 wow Echo (ping) request 1d=0wi0Ol, seq=24/6144, ttlel.

8 3.008 0.001224000 192.168.0.1 128 152.168.9.106 ow Echo (ping) reply id=0x00dl, seqe=24/6144, ttlsl.

9 M. M0.626447000 192.168.0.106 28 192.168.0.1 ow Echo (ping) request id=2xdddl, seqeu25/6409, ttle=l.

19 313.- ©.000921000 192.168.0.1 128 152.168.9. 106 woe Echo (ping) reply id=0x00l, seqe25/6400, ttlsl.

11 314, 1.801179000 192.168.0.106 128 192.168.0.1 09 Echo (ping) request id=@xdO0l, seqe26/6658, ttlel_

12 314..  0.000941000 192.168.0.1 128 192.168.0.186 o Echo (ping) reply  id=0xB0@1, seqe26/6656, ttlel.

13 315.- 1.001051000 192.168.0.106 128 192.168.0.1 wow Echo (ping) request 1d=0w@0@l, seqe27/6912, ttlel.

14 316.- 1.051958000 192.168.9.106 128 192.168.0.1 woe Echo (ping) request id=Gwdddl, seqe28/7168, ttlel.

15 316.- ©.001116000 192,168.0.1 128 152.168.0.106 o9 Echo (ping) reply  id=@x00dl, seqe28/7168, ttlal.

16 316.- 0.000730000 192.168.0.1 128 192.168.0.186 o Echo (ping) reply idwpodddl, sequld 7168, ttl=l.

17 316.- ©9.001117000 192.168.9.1 128 192.168.9.106 pie, 4 Echo (ping) reply id=@d@l, seqels 7168, trl=l.

18 317.- 1.217360000 192.168.9.106 128 192.168.0.1 o Echo (ping) request id=@wi0Ol, seqe29/7424, ttlel.

19 3M7.. 0.000325000 192.168.9.106 128 192.168.0.1 woe Echo (ping) request id=GwBddl, seqe29/7424, ttl=l.

20 317.-  ©.001490000 192.168.0.1 128 192.168.0.106 o Echo (ping) reply  id=@wBO9l, seqe29/7424, ttlel.

21 318.- 1.002323000 192.168.0.186 128 192.168.0.1 ov Echo (ping) request id=0xBddl, seq=30/7680, ttl=l.

22 318.- ©.000345000 192.168.9.186 128 192.168.0.1 109 Echo (Di"l] :ﬂuest 1d=2lel, ﬂ'”!?&”. ttl=1 nd

reply, and so on. Now just scroll
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As we scroll through, look at the fact that we have so many requests and very few replies.
That is a very blatant problem. If we go into the expert information, we can see in the

warnings that it says No response seen to ICMP requests:

(M Wireshark - Expert Information - wian-signalissue

— Lo O

Packet Summary Group

13 Echo (ping) request id=0x0001, seq=27/6912, ttI=128 (no re...
18 Echo (ping) request id=0x0001, seq=29/7424, tt1=128 (no re...
21 Echo (ping) request id=0x0001, seq=30/7680, ttl=128 (no re...
22 Echo (ping) request id=0x0001, seq=30/7680, ttI=128 (no re...
23 Echo (ping) request id=0x0001, seq=30/7680, tti=128 (no re...
Echo (ping) request id=0x0001, seq=30/7680, tti=128 (no re...
27 Echo (ping) request id=0x0001, seq=31/7936, ttl=128 (no re..
28 Echo (ping) request id=0x0001, seq=31/7936, ttl=128 (no re...
29 Echo (ping) request id 1, seq=31/7936, ttl=128 (no re...
30 Echo (ping) request id=th001, seq=32/8192, tt=128 (no re...
33 Echo (ping) request id=0x0001, seq=34/8704, ttI=128 (no re...
34 Echo (ping) request id=0x0001, seq=35/8960, ttI=128 (no re...
43 Echo (ping) request id=0x0001, seq=40/10240, t1=128 (nor...
44 Echo (ping) request id=0x0001, seq=41,10496, tt1=128 (no ...
45 Echo (ping) request id=0x0001, seq=41/10496, ttl=128 (no ...
30 Echo (ping) request id=0x0001, seq=44/11264, tt1=128 (no r...
55 Echo (ping) request id=0x0001, seq=47/12032, tt1=128 (no r...
72 Echo (ping) request id=0x0001, seq=56/14336, tt1=128 (no r...
73 Echo (ping) request id=0x0001, seq=57/14592, ttl=128 (no r...
80 Echo (ping) request id=0x0001, seq=61/15616, tt1=128 (no r...
81 Echo (ping) request id=0x0001, seq=61/15616, tt1=128 (no r...
82 Echo (ping) request id=0x0001, seq=61/15616, tt1=128 (no r...
83 Echo (ping) request id=0x0001, seq=62/15872, tt1=128 (nor...
84 Echo (ping) request id=0x0001, seq=63/16128, t1=128 (nor...
85 Echo (ping) request id=0x0001, seq=64/16384, tt1=128 (no r...
88 Echo (ping) request id=0x0001, seq=66/16896, tt1=128 (no r...
91 Echo (ping) request id=0x0001, seq=68/17408, ttl=128 (no r...
102 Echo (ping) request id=0x0001, seq=74/18944, ttl=128 (no r...
115 Echo (ping) request id=0x0001, seq=81/20736, ttl=128 (no ...
137 Echo (ping) request id=0x0001, seq=92/23552, ttl=128 (no r...
153 Echo (ping) request id=0x0001, seq=101/25856, ttl=128 (no...
154 Echo (ping) request id=0x0001, seq=102/26112, ttl=128 (no...
L 159 Frhn (ninn) renuect id=Mhfi01_cen-105/26880 ++1-178 (nn

4 Warning No response seen to ICMP request Sequence

Protocol Count
ICMP 705

[l »

No clsplay fiker sec.
Limit to Display Filter |¥] Group by summary Search:
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Of course, you know that as we click through each request, it'll show us each packet along
the way. We have all these requests that did not receive a reply, but you don't see any other
problems in the capture.

Now remember, ICMP does not offer any sort of stateful connection like TCP does, for
example, so we don't get any responses that indicate that there are really any problems. We
just make an attempt, it fails, and we just keep attempting over and over again. So being
able to take a look at what's in the capture, even just scrolling through it and taking a look
at what the pattern looks like, can be useful because we don't really have much else to go
on.

Now of course, you could also graph this out and have two graphs, one that requests and
one that replies, and you can see how they may not match up in the I/O graph. This is
indicative of a signal issue, so what we're looking at here is we have some data packets that
are making it and some that aren't. However, in the capture, it'll not tell us the signal
strength anywhere. We have to determine what the problem is based on the information we
have, and from looking at this it looks like a signal problem because we have packet loss.
Now, on the testing device, you'll most likely see that in your command window it'll say
that so many packets have been lost during the following ping attempts. In the drivers, you
may see that the wireless signal is low. There are other ways you can look at this, but if
you're looking at just a pure packet capture of ICMP, this is an example of what the
problem would look like, such as a low signal issue.

Wireless is a vast topic that is very in-depth, and I highly recommend you spend time going
through a full wireless course or a series of books to learn it if you are going to end up
supporting that and that's something you're interested in doing.

A short video or book on how to look at it in Wireshark and what certain things might look
like in a Wireshark capture is useful, but there's much more going on with wireless because
we're using radio waves and signal strengths and such. Thus, it's highly recommended to
go out and learn more about wireless in order to understand how things really work
behind the scenes.

VolP analysis

In this section, we'll take a look at how SIP works when a connection is created between
two phones, and how RTP works to transmit the live data between the two.
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The example capture that we'll use for this chapter and the next one is available on the
Wireshark SampleCaptures page (https://wiki.wireshark.org/SampleCaptures). If you
scroll down and look for the SIP and RTP section, we'll be using the MagicJack+ short test
call:

B EIEES

M SampleCaptures - The Vi X
&« C | & Secure | https://wikiwireshark.org/SampleCaptures#5IP_and_RIP 4
ipmbLmulti.packets.peap (libpcap). IPMB interface capture file, include multiple request and response packets.
SIP and RTP
aaa.pcap Sample SIP and RTP traffic.
SIP_CALL_RTP_G711 Sample SIP call with RTP in G711.
SIP_DTMF2.cap Sample SIP call with RFC 2833 DTMF
DTMEsipinfo.pcap Sample SIP call with SIP INFO DTMF
h223-over-rtp.pcap.gz (libpcap) A sample of H.223 running over RTP, following negotiation over SIP.

h263-over-rip pcap (libpcap) A sample of RFC 2190 H.263 over RTP, following negotiation over SIP.

metas| -sip-invite-spoof.pcap Metasploit 3.0 SIP Invite spoof capture.

FAX-Call-138-CA-TDM-5IP-FB-1.prap Fax call from TDM Lo SIP over Mediagateway with declined T38 request. megaco H.248.
Asterisk_ZFOME_XLITE.pcap Sample SIP call with ZRTP protected media.

Magiclack+ Power On sequence SIP and RTP traffic generated by power on the Magiclack+

Magicjack+ short test call A complete telephone call example I

SIP calls between SIPp (scenario file) and FreeSWITCH 1.6.12, playing ivr on_hold_indefinitely.wav in one direction using various codecs:

Download MagicJack+ short test call and open it in Wireshark.

Once you have that open, we'll take a look at our capture and notice that we have a variety
of packets; it has not been yet been cleaned up:

Ml Magiclack=_short_callg<ap = B8 =
Eile Edit Miew Go Capture Anabyoe Statistics Telephony  Wireless Jooks  Help
Am @ RER+==7sFBacaan _
solay filer _ <Cl-/> [=
Time Time delta from previous captured frame Souee Destration Promcel  Length Transmission Contrel Protocal Info -
1 8088 0. (00000000 192.165.0.18 192.165.8.1 b= d 74 Echo (ping) request idefudond, seqed /@, ttls
2 0.016 ©.016514000 192.168.9.1 192.168.9.10 10w 74 Echo (ping) reply id=guouoon, seqe0/P. ttlommm
3 0.017 0.000661000 192.168.0.1 192.168.0.2 uoP 248 32772 + 2972 Lene206
45.012 £.995307900 Cisco-Li_1d:5f:eb Magicjac_61:4d:17 ARF ) who has 192.166.9.107 Tell 192.168.9.1
55.012 ©.000405000 Magiciac_61:4d:17 Clsco-Li_1d:57:eb ARP -] 192.168.9.18 Ls at 6c:33:a0:61:4d:17
6 5.720 B. 707622000 192.160.0.10 216.234.64.8 uor L] 59205 = 5070 Lens2
77.128 1.399642000 192.168.8.1 192.168.8.2 uop 211 32772 = 2972 Len=169

We can see that there's some ARP, some UDP traffic, ICMP, some SIP, and some RTP; we
also have some SMB in the end. So there's a mixture of stuff; this is like a real capture. In
order to pick out just the SIP traffic, which is one of the many protocols but the most
common protocol to use for VoIP, we simply enter sip for our display filter and apply it:
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Ml Magiclack= _shor_callpsap =8 B
File Edit View Go Copture Anabze Statistics Telephony  Wireless Tock  Help

d = & REe==2FEEaaan

| W s [x] ~ | Bpression.. | 4
Nn Time: Time delen M:I\Pmﬁmpnlrd.ﬁm Soawece Destnation Protocel  Length  Trarsmission Cantrol Protocel Info -

There are a number of other protocols in use as well, such as Skinny, which is a very
popular one for Cisco networks, but the standard one is SIP. What SIP does is create the
connection between two devices. If you look at the left-hand side of the following
screenshot, you can see the Time column. We have 159 seconds. So, what we have here is
one series of connection attempts. It's all very quick, very much in the same time frame.
Then, we have another packet: 166 seconds, and then we have another couple in the 170s.
It's important to note because we're missing some data.

As mentioned earlier, the capture also consists of some RTP traffic. What happens is, SIP
creates the connection between the two devices. However, the actual data, that is, the video
traffic or the voice traffic (whatever it is), is transmitted over the real-time protocol, RTP,
directly between the two devices. So if we're filtering on SIP, we'll not be able to see it.
What we need to do is add rtp to this and that'll flush out some of this missing time frame
we have here.

For that, we'll type sip || rtp, and you can see that we now have our connection
creation with SIP:

Ml Magiclsck+_shoet_call pesp = bl

Fle Edit Yiew Go Copture Anshze Stetutics Telephony Wreless Tools Help

Am:® REqe==TiREaaas

Alsellrp [x] -] Expression.. | +
™ Tee T it from previous captured frame Source Destiatin Prolocol  Lenglh Trarsmisskon ConlbrolProlocad Iy T

55 166.095 9.065078000 192.168.0.18 216.234.64.16 PT=ITU-T G.711 PCMU, SSRC=Bx24173658, Seq=26%

57 166.125 0.016285000 192.168.0.18 216.234.64.16 AR 214 PTeITU-T G.711 PCMU, SSACeMeIS1TIA50, Sequ2et
58 166.126 9.001239000 192.1608.9.10 216.234.64.16 RTP 214 PT=ITU-T G.711 POMU, SSAC=@2AL7I650, Sequ26d
59 166.151 @.024575000 216.234.64.16 192.168.0.10 RTP 214 PTeITU-T G.711 PCHU, SSRC=Ox31BEL1EQE, Seqeldd
62 166.155 2.002953000 192.160.90.10 216.234.64.16 RIP 214 PT=ITU-T G.711 POMU, SSAC=@2AL7I650, Seqe26d
63 166.157 2.002844200 216.234.64.16 192.168.0.10 RTP 14 PT=ITU-T G.711 PCMU, SSRC=Bx31BE1EQE, Seq=184
64 166.177 9.019945000 Z16.234.64.16 192.168.9.10 RTP 214 PT=ITU-T G.711 POMU, SSAC=@cIIBELIEOE, Sequif4
65 166.185 2.007168200 192.168.0.10 216.234.64.16 RTP 214 PT=ITU-T G.711 PCMU, SSRC=Bx2A173658, Seq=26%
65 166.186 0.0601204000 192.168.0.18 216.234.64.16 AR 214 PTaITU-T G.711 PCMU, SSACeMeIA1TIS50, Sequlet
67 166.197 2.011591890 216.254.64.16 192.168.9.10 RTP Fr] PT=ITU-T §.711 PCHU, SSRC=Bx31BELERE, Seq=184
68 166.215 8.017257000 192.168.0.18 216.234.64.16 AR 214 PTeITU-T G.711 PCMU, SSACeMeIS173I650, Sequ2ét
69 166.217 9.002445000 216.234 64,16 192.168.0.10 RTP 214 PT=ITU-T G.711 PCHU, SSRC=@uI1BEIERE, SeqelB4 i
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As you can see, we have RTP, which is the transfer of the voice traffic, and then we have
some SIP goodbye commands at the bottom. And just like with the other protocols we've
spoken about, they use status codes in SIP, just like with many others. So, we have the 400
series, which is a problem; we have 100 series, which is a success; and there are some other
commands as well.

If you would like to learn more about SIP, take a look at RFC 3261, which
gives you a great breakdown as to how SIP functions (https://tools.
ietf. org/html/rf03261).

What we see in the preceding capture are a number of connections and then some actual
data traffic sent. And this is actually a very good capture because it shows us a problem as
well as a solution.

So, earlier, we discussed about status codes. Here, we have a Status: 100 Trying:

What we have is a local device, which looks like some sort of phone, that is trying to create
an SIP connection out to magicJack. It's providing an INVITE command, saying: Please
invite the following device into the connection. And this is being sent to 216.234.64.8
address; it's being sent to the magicJack SIP server. The SIP server is handling the
connection between one phone and the other, and then once that connection is established
it is hands off with the communication. It does not act as a proxy and pass through all the
data traffic, it only creates the connection. So we can see that here we have 216.234.64.8.
Our device is sending a request to it, saying: Invite the following phone number. Try to call
it. The server responds back and says: All right. I'm going to try it out, but you're not
authorized.

We then have a second request:

The phone calls out to the server again and says: Please invite the following number. Trying
to call it. The server responds back, saying: ok. I'm trying it. I'm going to ring that phone.
We then have a success, and it provides us with a session Progress.
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If we expand SIP, we can see that we have Session Progress:

4 Session Initiation Protocol (183)

4 Status-Line: SIP/2.@ 183 Session Progress
Status-Code: 183
[Resent Packet: False]
[Request Frame: 58]
[Response Time (ms): 6816]

> Message Header

» Message Body

So, we have a success here.

Then, we have additional data about who the call is from and to, as well as what's in the
body:

4 Message Header

Via: 5IP/2.8/UDP 192.168.@.1@:59285;branch=z9hG4bKc@adReeans521827e6Taf2cbf3d; rport=59205;received=206.248.161.77
Contact: <sip:4165551212\F216.234.64.8:5076>
To: <sip:9@55551212ftalk4free. com>;tag=38dadaed-col2178-INSB15
From: "unknown"<sip:E646657195281@talk4free. com»;tag=2afc8c735218176
Call-ID: C5578127C1A6A1ABF7EDIDBIADGBSCERBXCBaBRBa
C5eq: 2 INVITE
Sequence Number: 2
Method: INVITE
Content-Type: application/sdp
Date: Thu, 12 Apr 2812 15:48:21 GMT
User-Agent: ENSR3.2.21.22-T515-RMRG5882-RGI88-EP-CPI15-CPO25791
Content-Length: 236
X-Number-Type: 9855551212;type=off-net
4 [Expert Info (Note/Undecoded): Unrecognised SIP header (x-number-type)]
[Unrecognised SIP header (x-number-type)]
[Severity level: Note]
[Group: Undecoded]

Then, you can see in the body section:

4 Message Body
4 Session Description Protocol
Session Description Protocol Version (v): @
Owner/Creator, Session Id (o): - B19596@13 819596813 IN IP4 216.234.64.8
Session Name (s): ENSResip
Connection Informatien (c): IN IP4 216.234.64.16
Time Description, active time (t): @ @
Media Description, name and address (m): audio 54558 RTP/AVP @ 181
Media Attribute (a): rtpmap:@ PCMU/B@08
Media Attribute (a): rtpmap:181 telephone-event/geee
Media Attribute (a): fmtp:101 8-11
Media Attribute (a): ptime:2e
Media Attribute (a): setup:active
Media Attribute (a): sendrecv
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Here we have Media Description, name and address (m): audio; what port is using RTP.
So here we are defining in SIP that we'll use RTP to transfer audio traffic between the two
devices defined in the message header From and To.

Once that connection is established, we see that our local phone, this 192 address, is now
connected to a different public address; look at that last octet:

55 166.895 ©0.865078000 192.165.0.10 216.234.64.16 RTP 214 PT=ITU-T G.711 PCMU, SSRC=8x2A173658, Seq=265
57 166.125 ©.816285000 192.165.0.10 216.234.64.16 RTP 214 PT=ITU-T G.711 PCMU, SSRC=8x2A173658, Seq=265
58 166.126 ©.801239600 192.168.08.10 216.234.64.16 RTP 214 PT=ITU-T G.711 PCMU, SSRC=8x2A173658, Seq=26%
59 166.151 ©.824673000 216.234.64.16 192.168.0.18 RTP 214 PT=ITU-T G.711 PCMU, SSRC=8x31BELEBE, Seq=184
62 166.155 ©0.002953000 192.165.0.1a 216.234.64.16 RTP 214 PT=ITU-T G.711 PCMU, SSRC=Bx2A173658, Seq=265
63 166.157 0.002344000 216.234.64.16 192.168.6.10 RTP 214 PT=ITU-T G.711 PCMU, SSRC=8x31BE1EBE, Seq=184
84 166.177 ©.819945880 216.234.64.16 192.168.0.18 RTP 214 PT=ITU-T G.711 PCMU, SSRC=8x31BELEGE, Seq=184
65 166.185 ©.887163000 192.168.08.10 216.234.64.16 RTP 214 PT=ITU-T G.711 PCMU, SSRC=8x2A173658, Seq=26%
66 166.186 0.001204000 192.165.0.10 216.234.64.16 RTP 214 PT=ITU-T G.711 PCMU, SSRC=8x2A173658, Seq=265

We also see that we're using G. 711, which is the encoding scheme. There are a number of
different encoding schemes out there: some of them are better quality, but with a higher
bandwidth; some have less bandwidth with the lesser quality. It's up to you as to which one
you want to use, but G. 711 is a very common one.

In the RTP information, we can see that we have a Payload type: ITU-T G.711 PCMU (0):

4 Real-Time Transport Protocol
> [Stream setup by SDP (frame 54)]

18.. .... = Version: RFC 1889 Version (2)
.B. .... = Padding: False
.8 .... = Extension: False
eeed = Contributing source identifiers count: @
1 .. = Marker: True

Payload type: ITU-T G.711 PCMU (@)

Sequence number: 26528

[Extended sequence number: 92864]

Timestamp: @

synchronization Source identifier: 8x2al73658 (786164384)
Payload: ff7eff7e7e7elefefefefffi7eveveiereffifferefffeff...

ITU is yet another standard body, just like IEEE and IETF. They define certain protocols
and encoding schemes such as G.711. Then, we have a whole bunch of data packets
between the two devices direct, all with RTP. Then, down at the bottom we have a
connection request to terminate the connection, so there's a goodbye:

1325 178.845 8.881063000 192.168.8.18 216.234.64.16 PT=ITU-T G.711 PCMU, SSRC=8x2A173658, Seq=271
1326 178.874 ©9.82B8518000 192.168.0.18 216.234.64.16 RTP 214 PT=ITU-T G.711 PCMU, SSRC=Bx2A173658, Seq=271
1327 178.984 8.8380606000 192.168.8.18 216.234.64.16 RTP 214 PT=ITU-T G.711 PCMU, SSRC=8x2A173658, Seq=271
1328 178.985 ©.881232000 192.168.8.18 216.234.64.16 PT=ITU-T G.711 PCMU, SSRC=Bx2A173658, Seq=271
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Then, we have a status OK, saying that we terminate the connection. What we can do is take
a look at these in the Telephony statistics area.

Anything you want to know about your VolIP traffic can be found under this section in
Wireshark:

Telephonx] Wireless Tools Help

VolP Calls

AMST 4
G5M 4
1AX2 Stream Analysis

ISUP Messages

LTE 4
MTP3 4
Osrmux 4
RTP 4
RTSP 4
5CTP 4

SMPP Operations

UCP Messages

H.225

SIP Flows

SIP Statistics

WAP-WSP Packet Counter

Two of the greatest spots to go look are VoIP Calls or SIP Flows; it really depends which
one you want to go into. But if we go into VoIP Calls, we see that here's the one phone call:

Ml Wireshark - VeIP Calls - Magiclack 1 _short_call peap o 8 &
Start Time  Stop Time Initial Speaker From To Protocol Duration Packets State Comments
150041032 178951983 102168010  "unknown” <cip:E6456657105201 @talkdfree.com> <<ipD055551212 @talkdfree.com> SIP 00:00:19 11 COMPLETED INVITE 401 200

[ Time of Day

oK ; Prepare Fitter | |Flow Sequence| | P Play Streans Copy ~|| Hicp
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If we had a bunch of phone calls happening at the same time in one packet capture, they
would all show up here in a nice chart and they would have what times they started and
stopped, who initiated the connection, who's it from and to, what protocol were they using,
and so on. What we can do is select that and go to Flow Sequence, and we can see a great
diagram of what ports are on local side on the local phone, what ports are on the remote
side on the SIP server, and what ports were used here on the actual device:

Ml Wireshark - Call Flow - Magiclack+_short_callpeap =8| X
Time 192.168.0.10 RO 216.231.61.16 Comment
159,041 s5as [NVITE SOP [a711U oTH1A telashanese ! copy SIP INVITE From: “usknown” <spiESA6657155...
159,085 E IS 100 Tryiog om0 SIP Status 100 Trying
159.009 S8 01 Upchoston] samo SIP Status 401 Unauthuriced
159.212 s0s A samo SIP ACK Frums: “urhonr” <sunEG4665T155201...
159,214 eyoge INVITESDRIGTI VN AR W o e SIP INVITE From: “unknown” «siESS665TIS52..
159,261 59205 4 20 Ty 00 510 Stats 100 Trymg
166,030 oya0s 4B2 Semen Progress SO (711U telesta. s oy SIP States 183 Session Progress
166,095 s Lud il 1) BITP, £42 packets, Duration! 12.810s SSRC AL
166,151 15 RTB 7111 s4s0 RTP. 626 pickets, Duration: 12.486s SSRC: G318,
174,768 $4205 oL K S0 a7 11 elsphemmun) _+ g SIP Statas 200 OK
175,050 s Ak or SIP Request TNVITF ACK 700 C5aq:7
178,844 S L wr SIP Raquest BYE CSeqi217001
178951 s — = SIP Status 200 OK
1 nodles. i3 rems
Save bs ] | Close | Help |

You can see that there are three devices in use. All the SIP traffic (look at the right side in
the Comments: you see what protocol's in use) goes to the middleman. Once the connection
is established, then we have RTP traffic. The audio traffic in real time goes to and from
between these two devices on RTP direct. Then, when we want to terminate the connection,
we send a goodbye and then an ok to acknowledge that, and we've terminated the SIP
connection. But again, remember it occurred to the control server, the SIP server. This is a
really great way of being able to diagnose what's going on in a phone call, and if you have a
problem with the SIP connectivity, with some sort of VoIP provider, taking a look at this
and telling them what commands are sent and which ones are received is very helpful for
the troubleshooting person to diagnose what's going on. They can compare what we see to
what they saw and it's very helpful, especially the commands 100 Trying; 200 OK; ACK;
and BYE.
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In comparison, we can take a look at the Statistics | Flow Graph:

§tatistics] Telephony Wireless Teols Help

Capture File Properties Ctrl+Alt+ Shift+C
Resolved Addresses

Protocol Hierarchy

Conversations

Endpoints

Packet Lengths

/O Graph

Service Response Time »

DHCP (BOOTP) Statistics
OMC-RPC Programs
29West 4
ANCP
BACnet 4
Collectd
DMNS

I Flow Graph I
HART-IP
HPFEEDS
HTTP 4
HTTP2

Sametime
TCP Stream Graphs L4
UDP Multicast Streams

F5 4
IPvd Statistics 4
1P Statistics 4
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We've looked at this earlier:

M Wireshark - Flow - Magiclack+_short_callpcap =8 B
— 192,168.0.10 192.168.0.2 Comment -
192.168.0.1 Cisco-_ld:5fieb

0000 Echo [ping] request 400, seqe0T 12, ' HCMP: Eche (png) requast. d=(30000, seq=040, tt_
0.0 ) D000, gm0 ] 1M1 Echa (peg) reply @000, segm/0, L
0.017 ' um p 32772 — 2571 Len=208 Fred ] UDP1 32772 — 2972 Len=206
5012 ! j e bas 150,168,007 Tel 150 ap; Who has 192.068.0,10° Tell 192.168.0.0
5.012 ' ! ! o 1S0NER0. 10 1 ar BARIE gpp: 197 168.0.10 i at fes BT
5.720 swaos - ! S9005 - 000 Lannd ] UDP: 55205 — 5070 Len=2
FAF. 1} : wm | 32772 — 2973 Lene 185 e : LDP: 1772 — 7477 Lan=18%

10:%08 ) 1T — W7 LenalT2 n : UDR: 32772 - 2972 Lan= 172

10,506 ' ! | DROWSER: Host Anncuncemet T40, Workstation,...
0.5 ! om | 3772 . 2572 Len=205 = i UDP1 32772 — 2972 Lana205

12.112 ' ! ! L AR Whohes 190168077 Tl 192.1680.0

12112 I I : —  ARP! 190.168.0.7 ks 37 O0:foecie?:Oc

5121 . 377 — 2872 Lan=241 - 272 UDP: 12777 s 7977 Lan=1d1

25,137 ! 32772 — 2972 Lanm 4L - 2712 : LD 13777 — 7472 Lan=241

25.718 ss20s ¢ . 59205 — 5670 Lenad : VO 59205 — 5070 Lenad

138 ] Bty O 1 I 1 A s M P i UDP 32772 — 2972 Len=241

45.717 ss20s - : SHN05 > S0 Ly J UDP; 59205 — 5070 Lena2

“ i [

14 nocas, 1 JE] gemi

] timit o chsplay filber Flom Lype: | Al Flowes - Addbesses: | dny -

Reset
SaveAs cre | [ nep |

You can see that the flow graph is a bit more complicated to look at. You can still get some
of the same information from it, but it's more difficult to view since it's per packet. It's
always better to use the other flow graph. Even though we can address this to displayed
packets by selecting the option Displayed packets from Show, it's still for every single
packet. So if you're just talking about the basic connectivity or the basic flow, the other flow
graph is better. If you need extreme detail, you can take a look at that in here.

You can also take a look at the Telephony | SIP Statistics:
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Telephong] Wireless  Tools

Help

VolIP Calls

AMNSI

GSM

1AX2 Stream Analysis
ISUP Messages
TE

MTP3

Osmusx

RTP

RTSP

SCTP

SMPP Operations
UCP Messages
H.225

SIP Flows

SIP Statistics

WAP-WSP Packet Counter

M Wireshark - SIP Statistics - Magiclack+_short_call.pcap

(=B =

Request Method / Res;;onse Code

4 SIP Responses

Count Resent Min Setup (s) Awvg Setup (s) Maz *

699 Global Failure - Others 0 0 0000000 0.000000 =
607 Unwanted 0 0 0.000000 0.000000
606 Not Acceptable 0 0 0.000000 0.000000 —
604 Does Not Exist Anywhere 0 0 0.000000 0.000000
603 Decline 0 0 0.000000 0.000000
600 Busy Everywhere 0 0 0.000000 0.000000
599 Server Error - Others 0 0 0.000000 0.000000
513 Message Too Large 0 0 0.000000 0.000000
505 Version Mot Supported 0 0 0,000000 0.000000
504 Server Time-out 0 0 0,000000 0.000000
503 Service Unavailable 0 0 0,000000 0000000
502 Bad Gateway 0 0 0.000000 0.000000
501 Mot Implemented 0 0 0.000000 0.000000
500 Server Internal Error 0 0 0.000000 0.000000
439 Client Error - Others 0 0 0.000000 0.000000
494 Security Agreement Required 0 0 0.000000 0.000000
493 Undecipherable 0 0 0.000000 0.000000
491 Request Pending 0 0 0.000000 0.000000
489 Bad Event 0 0 0.000000 0.000000 k%
< I ¢
Display filter: Enter a display filter ...
Copy ] [ Save as... ] [ Close ]

The SIP Statistics will give you a count of how many different occurrences have happened
of different requests:
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Remember how there are different codes that are in use, just like HTTP and FTP, and all the
other ones we've looked at? Same thing here, and it will give us a count of how many times
certain things have occurred. So, this was the SIP Responses, and then we have SIP
Requests; and you see that there are two acknowledgments, a goodbye and an
unauthorized, and if you have a long packet capture with a bunch of problems, you can
take a look at this, and, of course, you can sort that based on your counts and see which
ones are the most common. If you see a bunch of 400 or 500 errors, that might be a problem
that you need to investigate.

And just like with SIP Flows, we can take a look at RTP, which is the audio traffic, the
actual voice traffic, and look at the RTP Streams in addition to the SIP Streams:

M Wireshark - RTP Streams . Magiclack+_short_callpcap = | B ES
Source :Qddress Source Port  Destinztion Address  Destination Port  S5RC Payload Packets Lost Max Delta (ms) Max Jitter Mean Jitter  Status
192.168.0.10 49154 216.234.64.16 54550 0x2al73650 g711U 642 0({0.0%) 31.653 12838 12.513
216.234.64.16 54550 192.168.0.10 459154 Glbelele g7llU 626 0{0.0%) 21.187 0.832 0.235

2 streams. Right-dlick for more aptions.

Find Reverse | |Prepare Filter Export... Copy ™ Analyze Help

So remember we had that one connection from the phone to the magicJack phone? We see
that in the bidirectional setup. So, we have the connection from the phone out to the
magicJack, and then from magicJack back to the phone. And these are both RTP; the
payload is G. 711, like we talked about before. It also gives us some good information about
the jitter. The jitter is a very useful statistic to look at. The lower the jitter, the better things
are for voice traffic. Any sort of packet loss that you have (which is also a column shown
earlier); any sort of jitter that you have; or any latency: these are all major problems for
voice traffic, be it any sort of real-time traffic: video traffic, voice traffic, and so on.
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Jitter is the difference in latency between different packets, and you have massive swings
from one packet to another. You can have a lot of audio quality problems as packets are
arriving at different times and get jumbled up in the software. You might have some packet
loss as well in that sort of situation, so then you're losing certain words, and that's when
you start getting really weird crackling problems; you get dropped words; you might have
one side that's completely silent and the other side can hear. You can have all sorts of
strange problems when you have a lot of jitter or packet loss. In this section, we looked at
some VoIP traffic using SIP and RTP and how to filter on those, as well as how to look at
some statistics and some flow graphs on them.

VolIP playback

In this section, we'll reconstruct and play back VolIP calls and listen to quality issues.
What we'll do is use the same magicJack call that was used in the previous section.

One of the really great features of Wireshark, in addition to all of its many filters and
statistics and graphs that it can create, is that it has the ability to play back voice traffic.
Some people might find this kind of creepy if you're an end user, that you can listen to
someone's phone call, but it is data. Just like we can read all of these commands back and
forth, we can read the username and password if it's unencrypted; if the SIP traffic is also
unencrypted then we can listen to the phone call, too, just because it's standard data; it just
happens to be voice traffic. We can do that in Wireshark very easily.

In order to do that, we opened up our call. We simply go to Telephony | VoIP Calls, and
select the call:

Ml Wireshark - ViolP Calls - Magiclack+_short_callpcap o8] R
*
|3talt Iime Stop lime Initial Speaker  From Te Protocol Duration Packets State Comments
15941032 178954983 192.168.0.10 “unknown" <sip:Eel6657195201 om> <oipB55551J1 om> Sl 00:00:19 11 COMPLETED IMNVITE 401 200
|| Tme of Day
oK | Prepare Filter | Flow Sequence| | P* Play Streams Help
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After selecting the call, click on Play Streams. And when you click on that, you'll see a
histogram of exactly what's going on in the voice call:

‘ Wirezhark - RTP Player = = P

e T f N

L L L L I 1 I
170 172 174 176 178 180 182

Source Address  SourccPort  Destination Addi Destination Mort SSRC Sctup Framc  Packets Timc Span (s) Samplc Rate (Hz)  Payloads
216.234.64.10 54550 192168.0.10 49154 Uslbelelle 50 bb 160 - 179 (12.5) 800U g/1u
192168.0.10 49154 216.234.6416 54550 0x2a173650 54 642 166 -179 (12.8) 8000 g1y
B M|  OutputDevice: [Defauit OutputDevice -]

Mtter buffer: s 3 Playback Iiming: [] Time of Day

This alone may be able to tell you something about what's going on, once you get used to
what certain things look like. If it's a phone that's ringing, or actual words and discussions,
you might be able to pick that out just by looking at the histogram shown in the preceding
screenshot. And then, of course, you can select one side or the other to bring it to your
attention, so you can see what might be occurring on one of these channels or the other,
whether it's the source to destination or the destination to the source from one phone to
another. What we can do is, leave everything as default, and go ahead and click on the play
button.

You can hear the phone ringing, after which it says Test, 1, 2, 3.
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You'll see that it played back the audio of the phone call. It played back both directions of
that phone call, so we got to hear both the sender side and the receiver side. So, what we
had first in the top was one side of the conversation, and then below it is the other side of
the conversation. So, that's very useful, to be able to actually hear both sides of the call at
the same time. That way, if one user is complaining about something and the other one
isn't, you can actually listen to that as if you had both telephones up to both of your ears at
the same time.

What you can also do is adjust the jitter in the player, and listen to what that might sound
like and what kind of problems might occur.

Now, you will notice that the preceding graph was real-time, and as the audio plays, you
will see the playback line go across. This is a relatively clean capture. If there are any
problems in the capture, they will show up on this graph, and you'll see them begin to
occur as you change things such as the Jitter Buffer. So what we'll do is we'll drop that
down to something very low, let's say 5:

Ml Wirechark . RTP Player o | B =
Jitter Drope
%  Wrong Timestamps
Inserted Silence
: ‘ bhy
L
1 1 1 1 1 1 I
170 172 174 17 178 180 182
Suuce Address Suwrce Puil Deslinglion Address  Destinglion Puil. - 55RC Selup Frame  Packels TimeSpan (s)  Sample Rale (He)  Payluads
216.234.64.16 54550 192.168.0.10 49154 (:31bel ele 50 626 166 - 179 (12.5) 8000 g711u
192168.0.10 49154 216.234.64.16 54550 02173650 54 642 166 - 179 (12.8) 3000 g711y
E] | | Ouitpet Neviees [mh;llnmn Nevire v]
Jitter Buffer: 5 |5 Playback Timing: | Jitter Buffer = [C] Time of Day
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You can already see that we have some silence that was created, as well as some additional
errors. If we zoom in, we have some jitter drops that have also been created, and we've

actually manufactured some problems in our connection:

‘ Wirechark - RTP Player

Jitter Drops
Wrong Timestamps
Inserted Slence

w
&

a

ot —

ﬂ*ﬁ f ﬂmﬁ“*v’%or11%#°1j°ﬂ%

L L
174 174

1
174

1 1 1
173 173 173
Source Address  Source Port  Destination Address  Destination Port  S5RC Setup Frame Packets Time Span(s) Sample Rate (Hz) Payleads
216.2346416 54530 192.168.010 49154 (31belele 50 626 166 - 179 (12.5) 8000 g1y
192168.0.10 49154 216.234.64.16 54550 022173650 54 642 166 - 179 (12.8) 8000 g71u
E] E hrtpuit Nevire: [Dphii'nlll[llll'hvicp ']
JtterBuffer: 5 [+ Playback Timing: Time of Day

(ome J[ v |
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And, if you zoom out far enough, you'll see there's that initial ringtone that occurred, which
was off screen before:

‘ Wirechark - RTP Player

o Jitter Drops
%  Wrong Timestamps
Inserted Sience

. _!_.“; §

1 I 1 I
166 168 170 72 174 176 178

Source Address  Source Port  Destination Address  Destination Port  S5RC Setup Frame Packets Time 3pan(s) Sample Rate (Hz) Payloads
216.2346416 54550 192168.0.10 45154 (x31belele 50 626 166 - 179 (12.5) 8000 g71u
192.168.0.10 49154 216.234.64.16 54550 0x2a173650 54 642 166 - 179 (12.8) 8000 g711u

| ] Output Device: [DefadtOulputDeuice - |

Jitter Buffer: 5 3 Playback Timing: | Jitter Buffer - [ Time of Day
Close E Help

Now that we've inserted all of these problems in our packet capture, let's go ahead and play
it.

You can hear the phone ringing and it says Test 1, 2, 3.

This time you should be able to hear that difference. In the beginning of the phone call, we
had a bit of a crackly sound. As the phone was ringing we also had some kind of dropped
packets there; you could hear it kind of was crackly and didn't sound that great. And the
voice in the beginning there also had some words that were kind of clipped and missing.
Additionally, one side is completely silent. If you remember looking at the histogram, there
was a duplicate of each word in the test 1, 2, 3. One side is now completely silent; it's
dropping all of that and is now completely missed because there are too many problems in
the jitter. So this is a great tool to use to be able to recreate different problems and be able to
listen to what they actually sound like in real life.
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Summary

So in this chapter, you've learned about some email analysis using POP and SMTP. We also
looked at 802 . 11, which is wireless, what certain things look like in a packet capture, and
the fact that you'll need to do additional troubleshooting outside of what you can do in
Wireshark in order to properly diagnose wireless. We also looked at VoIP analysis using
SIP and RTP, creating that connection and then transmitting that audio data directly from
one device to another. Then, we also played that back using the built-in tools in Wireshark,
and manipulated some of the settings in that for jitter, in order to recreate problems and be
able to listen to what that sounds like.

Next is chapter 10, Command-Line Tools, where we'll use some command-line tools to
extend Wireshark, and talk about some of the enhancements that you can add to it.
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Command-Line Tools

In this chapter, we'll take a look at the following topics:

e Running Wireshark from a command line
¢ Running tshark

¢ Running tcpdump

¢ Running dumpcap

Running Wireshark from a command line

In this section, we'll take a look at how to run Wireshark from a command line and explore
some of the command-line options and how you might use them. The first thing I want to
do is open up a Command Prompt, and then we'll browse where Wireshark is. Unless you
have Wireshark in your system variable, you won't be able to simply type wireshark and
have that function.
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So what we'll have to do is go to its location. In my system, it's back in program files and in
the wireshark directory. And if we type dir, we'll see Wireshark.exe, as well as some of
the other tools that we'll talk about later, such as tshark:

BN Command Prompt

821 README.windows.txt
327,848 reordercap-exe
278,998 sevrwvices
333 smi_modules
snmp
351,712 textZpcap-exe
13,832 textZ2pcap-html
tpncp
translations
L83.848 tshark.exe
184,829 tshark.html
431.392 uninstall.exe
3,661,788 user—quide.chm
15.328.616 vcredist_xb4.exe
<DIR> wimaxasncp
215,128 WinPcap_4_1_3.exe
1.868.456 Yinfparkle.dll
21,293 wireshark-filter_ html
8.125.688 Wireshark.exe
198,255 wireshark.html
10,7280 wka
40,370 ws.css
11:23 PM 147,112 =1ibl.dl11
23 File<s> 158,803,248 hytes
21 Dir<s> 15%6.652.803.328 bytes free

C:“Program Files“Wireshark>

What we'll do is run Wireshark.exe; then, if you press Enter, it will open up Wireshark,
just like if you were to click on the icon. If you type Wireshark.exe -h, it will provide the
output of all the variables and arguments that Wireshark has available to it:
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Bl Command Prompt

——disable—heuristic <short_name>
disahle dissection of heuristic protocol

User interface:

—G <{config profile> start with specified configuration profile

Y {display filter> start with the given display filter

—g <packet number> go to specified packet number after ""-»r"

—J {jump filtewr> Jump to the first packet matching the {(display>

filter

-J search backwards for a matching packet after '"—J"

-n <font> set the font name used for most text

—t aladididdieiriuiud output format of time stamps (def: »: rel. to first)
s thms output format of seconds {(def: s: seconds)
{keyr:<value> edtension options,. see man page for details
{statistics> show various statistics, see man page for details

Output :
—u <outfilei-> get the output filename <or -’ for stdout?

Miscellaneous:
~h display this help and exit
—u display version info and exit
—P <keyr:<path> persconf ipath — personal configuration files
persdata:path — personal data files
—o <name>:<{value’> ... override preference or recent setting
—K {keytah> keytah file to use for kerheros decryption
—fullzcreen start Wirechark in full screen

If we scroll up, we'll see the version of Wireshark we're running and a dump of all the
variables and arguments that we can use:

BN Command Prompt

C:“Program Files“Wireshark*ireshark.exe -h
C:“Program Files“\Wirezhark>

Wireshark 2.6.08 (v2.6.0-0—qcV239Ff82)
Interactively dump and analyze network traffic.
See https: s/uwww.wireshark.org for more information.

Usage: wireshark [options] ... [ {infile> 1

Capture interface:

—i {interface> name oy idx of interface (def: first non—loophack>

—f <capture filter> packet filter in libpcap filter syntax

—s {snaplen’ packet snapshot length (def: appropriate maximum)
don’t capture in promiscuous mode
start capturing immediately (def: do nothing>
update packet display wvhen new packets are captured
turn on automatic scrolling while -5 iz in use
capture in monitor mode,. if availahle

—-B <huffer size> size of kernel buffer (def: ZMB>

-y {link type> link layer type (def: first appropriatel

—time—stamp—type <type> timestamp method for interface

=D print list of interfaces and exit

-L print list of link-laver types of iface and exit

—list—time—stamp—-types print list of timestamp types for iface and exit

Capture stop conditions:
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You'll see that they're broken up into the following different categories:

® Capture interface

e Capture stop conditions
® Capture output

® Processing

® User interface

® Output

e Miscellaneous

One of the first things you'll most likely want to do is set up Wireshark to run a capture
with your default interface, your standard local area connection wired interface. You
should see that you would do it with Wireshark -i and then the interface. It says the
interface name or idx. Now, how do you determine what the interface name is or what idx
is - what the index of what that interface is? This, you do with -b, which prints the list of
interfaces and exits. Now, we will run Wireshark.exe -D.

Note that the capitalization does matter.

We see that in the following screenshot, we have index numbers. That's idx: 1, 2, 3, 4,
and 5. After the unique ID of that interface, we have the name, such as Local Area
Connection, VirtualBox Host-Only Network, and other stuff that's on my system:

BN Command Prompt

C:“\Program Files“\Wireshark>Wireshark.exe —-D
C:“\Program Files“Wireshark>
1. “Device \NPF_{F2ER?FBC—7693—-4C5B-BDA?-81F8B4FC2DAC} <(UirtuwalBox Host—Only Hetw

ork>
. “DevicesNPF_{ASB1E1DA-B278—-446C—BE13A-FA4AAAB4CD41} (Local Area Connection)

2

3. “~.NUSBPcapl <USBPcapl?
4. “.SUSBPcap2 <USBPcap2)
5. S MUSBPcap3 <USBPcap3?
Uiy
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We can then execute Wireshark.exe -i and then either the name or the idx number. We
will use the index number because it's nice and short and it prevents any additional typos.
We'll type Wireshark.exe —i 1.Simply press Enter, and you'll see that it doesn't really
do much. This is because we've opened up Wireshark, and by default, Wireshark opens up
to the main home screen. The main home screen doesn't actually have to do anything yet at
this point and so, it doesn't. You're not starting a capture; you're not doing anything. You
just open it up. Now, you can see that it does have the first interface kind of selected, but
it's not that useful. So, let's close this, and we'll tell Wireshark to start capturing the second
it opens up, using the interface that we've defined. We can do that with -k, which says
start capturing immediately (def: do nothing).Itjust opens up the Wireshark
interface. We'll use —k. Type Wireshark.exe -i 1 -k, and it will immediately start
capturing on that interface.

Another useful feature is to run Wireshark and have it automatically create files after a
certain filesize or a certain duration of time, or after a certain number of bytes, or anything
like that. Most commonly, people run Wireshark in a ring buffer, where you create a file
and then it automatically switches to a new file every hour, every 30 minutes, or every 10
MB; whatever it might be that you have decided is the best way to approach this issue and
to approach this system that you're capturing, based on the volume of data that you're
expecting. What we can do is execute Wireshark using the flag to allow us to automatically
create files. This is very useful if you want this to run overnight and not crash your system
by having a 20 GB capture file in the morning: that'll not be very useful and it'd be very
difficult to work with, if it is even possible at all, but it depends on your system. We'll run
Wireshark with the primary interface that we've already selected, -1 1 -k, so it initiates
the packet capture right away. Then, we'll define the fact that we're using a ring buffer. So,
we'll use -b for ring buffer and the kind of ring buffer that we want. Do we want filesize?
Do we want duration? What might it be? You'll see that ring buffer has a number of options
such as duration, filesize, and the number of files that you want to replace them; hence the
term ring, where they replace themselves in the circle. What we'll do is select -b for ring
buffer, and we'll use filesize 10000.

If youdo filesize 10000, generally the filesize is based on KB. We're saying that
approximately 10 MB makes a new file, so every 10 MB we'll make a new capture file. We
then have to define the output file. So, we're asking for a ring buffer, but we need to tell it
where to put it. We'll say —w for write to (we'll write to an output file), and it'll be located in
C:\Users\sayalit\capture.pcapng:

Wireshark.exe —-i 1 -k -b filesize 10000 -w C:\Users\sayalit\capture.pcapng
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If we run the preceding command, that will have Wireshark run and begin capturing all the
packets. Once it hits 10 MB, it will then refresh the screen and start capturing again, and
you'll see it just kind of flicker once every time it hits 10 MB and keeps coming up with a
new screen as it captures a new cap file. If you go into the directory that was specified in
the —w argument, you'll see all the files that were created every time it hits 10 MB. This was
just an example of a few arguments and flags you can use when running Wireshark from
the command line. As you saw, there are many options, and you can create very elaborate
custom ones if you wish. Up next, we'll look at tshark, which is a command-line-only
application that comes with Wireshark when it's installed.

Running tshark

In this section, we'll take a look at how to run the terminal version of Wireshark, so that it
only has a command-line interface instead of opening up the GUL

In order to run tshark, you have to open up the command window, and once it's up, we
have to browse to where Wireshark is installed because as I've explained, unless you have it
in your system path, it'll not be available. So we'll browse again to where Wireshark lives,
and we'll do a directory listing. We'll see that we have tshark.exe. This is installed by
default with Wireshark. In order to run tshark, all you have to do is, of course, run
tshark.exe. If you do so, it automatically begins capturing on your default interface:

B8 Command Prompt - tshark.exe

C:~Program Files-Wireshark>tshark.exe
Capturing on 'UirtualBox Host—Only Metwork’
1 B.0086008 192 .168.5%6.1 + 192 _168.5%6.255 NENS 92 Hame query NE SQM_MEN.CO

B.185362 192.168.56.1 » 239.255.255.258 SSEDP 216 M-SEARCH »* HTTP~-1.1

B.744515 192 . 168.56.1 » 192 _.168.56.255 NENS 92 MName query NB SQM_MSN.CO|

1.185663 122.168.56.1 239.255.255.258 SSDP 216 M-SEARCH = HTTPr1.1
1.588777 192.168.56.1 192.168.56.255 NBNE 72 MName query NE SQM.MSN.CO

2.186722 192 .168.56.1 239.255.255.258 SSDP 216 M-SEARCH = HTTP-1.1
2.2945%86 192.168.56.1 192 .168.56.255 NBNS 92 HName query NB SGM.MSN.COlE

3.844548 1972.168.56.1 172.168.56.255% NBNS 72 HName gquery NE SQM.MSH.CO|

3.186746 192.168.56.1 239.255.255.258 SSDP 216 M-SEARCH = HTTP-1.1
3.794929 192.168.56.1 192 .168.56.255 NBNS 92 HName query NB SQM.MSN.CO|

4.588235 192.168.56.1 172.168.56.255 NBNS 72 HName gquery NE SGM.MSH.CO|
5.342529 192.168.56.1 192.168.56.255 NBNE 72 HMName query NE SQM.MSH.CO|
6.021897 192.168.56.1 192.168.56.255 NBNS 922 HName gquery NB SQM.MSN.CO|
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You'll notice that it shows the packets that it's capturing directly to the command-line
interface, directly to stdout. It does so because it does not have a graphical interface;
there's nothing for it to display except for the screen that it's currently using, which is the
command interface. You'll see that the output provides a similar display as you would see
in Wireshark in the GUIL. We have the packet number, the time since the packet capture
started, the time difference between the last two packets, the source IP and the source port,
the destination IP, the destination port, and so on. If you take a look at t shark.exe -h,
just like Wireshark.exe, it'll look very similar. If we scroll up, we have the same
arguments that we can use:

BX Command Prompt

C=“\Program Files“Wireshark>tshark.exe —h

TShark (Wireshark) 2.6.8 (uv2_6.8-B-gc?239f02)

Dump and analyze network traffic.

See https:/~wuww.wireshark.orgy for more information.

Usage:= tshark [options] ...

Capture interface:
—i <interface> name or idx of interface (def: first non—loopback>
—f {capture filter> packet filter in libpcap filter syntax
—-s <snaplen> packet snapshot length <{def: appropriate maximum
don't capture in promizcuous mode
capture in monitor mode, if availahle
{huffer size’ gize of kernel buffer (def: ZHMB)>
<link type> link layer type <(def: first appropriate’
——time—stamp—type <type> timestamp method for interface
print list of interfaces and exit
print list of link—layer types of iface and exit
——1list—time—stamp—types print list of timestamp types for iface and exit

Capture stop conditions:
—c¢ <packet count> stop after n packets (def: infinite)
—a {autostop cond.> ... duration:NUM - stop after NHUM seconds
filesize:NUM — stop this file after NUM KB
files:=HUM - stop after HUM files
Capture output:
=b <ringhuffer opt.> ... duration:=NUM
interval -NUM
filesize :NUM
files:=HUM

switch to next file after NUM secs
create time intervals of HUM szecs
switch to next file after NUM KB
ringbhuffer: replace after NUM files

RFCAF options:
—A {userX:{password> use RPCAP password authentication
Input file:
—r <infileX set the filename to read from ¢— to read from stdind

We have -D to display the list of interfaces again and -1 for the interface that we want to
use. We don't have to define —k so that it automatically starts capturing because tshark
doesn't have a GUI for us to do anything in, so it automatically starts capturing anyway.
We can set the ring buffer as before; we can define output files; we can do all sorts of things.
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For an example, we can type t shark -D just to display all of our interfaces again. To
confirm that we want to use interface number 1, we'll type tshark.exe -i 1, which
ensures the use of the first interface. Then, we can define an output file as well, so we'll
write this out to C: \Users\sayalit\test.pcapng, and now it begins capturing:

B Command Prompt - tsharkexe -i 1 -w C:\Users\sayalit\test.pcapng

IC:“Program Files\Wireshark>tzshark.exe -D
1.k;Deuice\NPF_{F2EB‘3FBC—9693—4CSB—BDH9—81F8B4FC2DEC} {UirtualBox Host—Only Netw
o1

2. “Device\NPF_{A8B1E1DA-B278-446C-B13A-FA4AAAB4ACD41> {(Local Area Connection)

(3. ~~_.~\USBPcapil (USBPcapi>

4. “N.SUSBPcap2 (USBPcap2>
5. ““.“USBPcap3 (USBPcapi>

C:<Program Files\Wireshark>tshark.exe —i 1 —w C:xlUsersisayalititest.pcapng
iCapturing on ’'UirtuwalBox Host—Only Hetwork”’

You'll see that it's showing us how many packets it's captured as it runs. In order to stop the
capture, simply press Ctrl + C, and it will stop whatever it's doing. Just like with the
Wireshark example, we can enhance this line that we've already created and we can define
a ring buffer, for example, and say the duration is every 100 seconds. Then, it will do
exactly that; every 100 seconds, it'll create a new file:

El Command Prompt - tshark.exe -i 1 -w C\Usershsayalit\test.pcapng -b duration:100

C:~Program Files“Wireshark>tshark.exe —1i 1 —w C:slUsersssavalitstest.pcapng —b du
ration:108

Capturing on ‘UirtualBox Host—Only Network’

Tshark is very useful for things that you want to script. If you want to write a batch script
or a bash script that will do a capture, and you want to ensure that it uses all the
functionality that Wireshark is capable of, and it saves to the pcapng format, and you want
to make sure that it does everything just like you would in Wireshark itself, using tshark is
a great idea, as well as on systems that have low resources. If you're running this on a
Command Prompt, need to do a packet capture on some old system like a Windows 2000
system, or something like that that's barely scraping by, you can run t shark, and it will
eliminate a lot of the overheads that you have with running Wireshark, especially if the
interface is automatically updating and scrolling with the packets. This gets rid of all of
that, and it just gets the data that we need. In our next section, we'll take a look at t cpdump,
which is available on almost every Unix or Linux system out there.
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Running tcpdump

In this section, we'll take a look at how to run t cpdump on a Linux system to capture traffic.

If you have a Linux- or a Unix-based system (BSD; whatever it might be) that does not have
Wireshark installed and you do not have the option of installing Wireshark, or if you have a
system where you don't really want to spend the time to install Wireshark and you just
want to do a quick capture, you can do so on almost all of them with t cpdump. This is a
very common utility that's installed on almost every single NIC-based system out there.

What we have is a newer version of Ubuntu, and I've opened up the Terminal window, and
all you have to do is run t cpdump. It's within the system variable path, so you don't have to
go browse for it like we had to for the others on Windows, and I'll run it with —~help. We
can see that t codump has displayed its help contents and it shows us what arguments are
available for it to receive:

andrew@ubuntu:~S tcpdump help

tcpdump version 4.7.4

libpcap version 1.7.4

OpenSSL 1.06.2q9 1 Mar 2016

Usage: tcpdump [-aAbdDefhHIJKLLNNOpqRStuUvxX#] [ -B si c count ]
]

[ -C file_size ] [ -E algo:secret -G seconds ]
[ -1 interface ] [ -j tstamptype ] -M s [ --number ]

[ -Q in|out|inout ]

[ -r file ] [ -s snaplen ] [ --time-stamp-precision precision ]
[ --immediate-mode ] [ -T type ] [ --version ] [ -V file ]

[ -w file ] [ -W filecount ] [ -y datalinktype ] [ -z command ]
[ -Z user ] [ expression ]

If you want to learn more about t cpdump within the Terminal window, if
you're not familiar with Linux, you can do man tcpdump, and it will
provide you the manual on how to use t cpdump. It is a nice, long
document describing all the different arguments, what they do, and how
to use it, with some examples and such. To get out of there, you just need
to press Q.
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Now, you'll notice in the Usage line that the syntax for t cpdump and arguments and the
flags that it has available are different from tshark and Wireshark, so we can't run the exact
same commands. They're similar, but they're not exactly the same. For example, there's no
-D for us to take a look at our interfaces. If you want to know the interfaces on your Linux
system, usually you can run something like i fconfig or iwconfig, depending on what
you're looking for, and it will output the interfaces that you have available, the IP addresses
associated with them, and a bunch of other statistics:

andrewﬁubuntu:uslman tcpduﬁpL
andrew@ubuntu:~$ ifconfig

SRS

Link encap:Ethernet HWaddr 00:0c:29:5a:28:8e

inet addr:192.168.139.131 Bcast:192.168.139.255 Mask:255.255.255.0
inet6 addr: feB0::ffeB:9443:3f8f:42d0/64 Scope:Link

UP BROADCAST RUNNING MULTICAST MTU:1588 Metric:1

RX packets:167879 errors:® dropped:® overruns:0 frame:@

TX packets:75044 errors:0 dropped:0 overruns:0 carrier:0
collisions:0 txqueuelen:1000

RX bytes:220455267 (220.4 MB) TX bytes:4541715 (4.5 MB)

Link encap:Local Loopback

inet addr:127.0.6.1 Mask:255.0.0.0
inet6 addr: ::1/128 Scope:Host

UP LOOPBACK RUNNING MTU:65536 Metric:1

TX packets:275 errors:0 dropped:® overruns:0 carrier:0
collisions:® txqueuelen:1
RX bytes:22103 (22.1 KB) TX bytes:22103 (22.1 KB)

Now, this is a virtual machine that's running right now, which is why it shows ens33 as the
interface name. Quite often, this is eth0 or something like that. 1o is our loopback on the
system. Just like every other system you've seen in Windows and such, there's usually a
loopback. This is a loopback on this system. If we look back to our information, we can run
tcpdump, and we can also define an interface with the -i so that's where that interface
comes in. We're going to do tcpdump -i ens33. Now, by default, t cpdump without the -
i command will try to run on the default interface that you have, the ens33 interface in this
example, and we can take a look at that in the following screenshot. When I try to do that,
you'll see that I have an error. It says that You don't have permission to capture

on that device
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andrew@ubuntu:~$ ifconfig

ens33 Link encap:Ethernet HWaddr ©0:0c:29:5a:28:8e
inet addr:192.168.139.131
inet6 addr: feB@::ffeB:9443

UP BROADCAST RUNNING MULTICAST M B Metric:1

RX packets:167879 errors:0 droppe overruns:® frame:0
TX packets:75044 errors:@ dropped:0 overruns:@ carrier:0
collisions:® txqueuelen:10660

RX bytes:220455267 (226.4 MB) TX bytes:4541715 (4.5 MB)

Link encap:Local Loopback
inet addr: .0.1 Mask:255.6.0.0
inet6 addr: ::1/128 Scope:Host
UP LOOPBACK RUNNING MTU:65536 Metric:1
RX packets:275 errors:0 dropped:0 overruns:0 frame:0
TX packets:275 errors:0 dropped:® overruns:0® carrier:0
collisions:® txqueuelen:1
22183 (22.1 KB) TX bytes:22183 (22.1 KB)

andrew@ubuntu:~$
-$ tcpdump
ens33: You don't have permission to capture on that device
: Operation not permitted)
andrew@ubuntu:-~5

Depending on your system, you'll probably have to run sudo and in order to do this, enter
the password for your user which will elevate the privileges for your user so that you can
run this command. You can see that it says t codump is now running. It would show us
right now any packets that are coming into and out of the system if they were, but because
this is the virtualized system, t cpdump is not functioning correctly on it right now:

UP BROADCAST RUNNING MULTICAST MTU:

RX packets:167879 errors:0 dropped: :

TX packets:75044 errors:® dropped:® overruns:® carrier: 10
collisions:® txgqueuelen:1060

RX bytes:228455267 (220.4 MB) TX bytes:4541715 (4.5 MB)

Link encap: al Loopback

inet add 0.1 Mas 55.0.0.0

ineté addr: ::1/128 Scope:Host

UP LOOPBACK RUNNING MTU:65536 Metric:1

RX packets:275 errors:@ dropped:® overruns:0 frame:@

TX packet 75 errors:0 dropped:® overruns:0 carrier:0
5:0 txgueuelen:1
22103 (22.1 KB) TX bytes:22183 (22.1 KB)

You don't have permission to capture on that device
Operation not permitted)
ew@ubuntu:~5 sudo tcpdump
[sudo] password for andrew:
tcpdump: verbose output suppressed, use -v or -vv for full protocol decode
listening on ens33, link-type EN10MB (Ethernet), capture size 262144 bytes
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Press Ctrl + C to cancel it, and you see that there are 0 packets. What we'll do instead is
define the loopback interface for the example, using tcpdump -i 1o for loopback, as we
saw up here under the i fconfig command. If I do that now, it's listening; but, we don't
have any traffic yet that is going to the loopback:

inet addr:127.08.8.1 Mask:255.6.6.0

inet6 addr: ::1/128 Scope:Host

UP LOOPBACK RUNNING MTU:65536 Metric:1

RX packets:275 errors:0 dropped:0 overruns:0 frame:©
TX packets:275 errors:® dropped:® overruns:® carrier:0
collisions:0 txqueuelen:1

RX bytes:22163 (22.1 KB) TX bytes:22163 (22.1 KB)

ens33: You don't have permission to capture on that device
Operation not permitted)

andrew@ubuntu:~5 sudo tcpdump

[sudo] password for andrew:

tcpdump: verbose output suppressed, use -v or -vv for full protocol decode
listening on ens33, link-type EN16MB (Ethernet), capture size 262144 bytes
AC

@ packets captured

0 packets received by filter

0 packets dropped by kernel

andrew@ubuntu:~% sudo tcpdump -i lo

tcpdump: verbose output suppressed, use -v or -vv for full protocol decode
listening on lo, link-type EN10MB (Ethernet), capture size 262144 bytes

Now, we'll open up a new Terminal, and I'll generate some traffic. I'll simply ping my
localhost. localhost as an alias name to 127.0.0. 1, which is my loopback address. As
I ping loopback, you'll now see that popping up in the t cpdump window:

B, seq 1, leng

CHP e

CHP e

localhost > ost: ICMP echo r

You see that, similar to tshark and Wireshark, we have the time that the packet occurred,
from and to address, what kind of protocol is it, what's in the packet, and the details in
there. We'll cancel that. Ctrl + C closes both of those.
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Now if I were to do a listing, this is like dir in Windows: 1s; I don't have any files here

besides the test one that I did earlier:

:08.039088

8.039102

localhos

.035193

0.039226

localhost =
localhos

localhost >

localhost >

localhost

localhost >

localhost:

> localhost:
> localh

> localhost:

localhost:

localhost:

> localh

localhost:

echo

request, id 19418,

reply,

echo re

echo re

echo

echo

seq 24, 1
id 19418, seq 24, len

£, id 19418, |

, id 19418, seq 25, len

, 1d 19418, seq 26, 1

, id 19418, seq

echo re

echo re

, 1d 19418

y, id 19418, s

test.pcap

By running that, it outputs to the stdout to the Terminal, but it doesn't actually save the
file. In order to do so, we would have to define the file, just like in tshark. We'll remove my
previous test files by typing the command rm test.pcap; you'll be able to see that it's now
gone. We'll run t cpdump again, and this time, we'll define an output file for it to save to. As
with tshark, luckily, we use —w for write. So, we're writing to a file test . pcap. After typing
the command sudo tcpdump -i lo -w test.pcap and starting to generate some traffic,
instead of outputting to the stdout, it's outputting to the file, and I can stop my traffic. I
can also stop my capture, and it says it's saved 64 packets:

00:11.039182 IP localhost >

th 64

06:11.839194 IP loca

CMP echo reply, id 19418

CMP echo re

ICMP echo reply,
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If I take a look at my listing, I do have test .pcap, and if I look at the size, I'll see that it
does indeed have some bytes in there. There's also an option with w, and I wanted to point
this out because I've been showing examples of ring buffers. This is a way of doing a ring
buffer where it will automatically overwrite so many files. However, it will save many files
you define and then, when you get to the maximum number, it will start overwriting the
last oldest files. In the next section, we'll take a look at dumpcap, which is another option
for tshark or tcpdump.

Running dumpcap

In this section, we'll take a look at how to run dumpcap, which is another alternative to
tshark and tcpdump.

Once again, we'll have to go to dumpcap. In this example, it is installed with Wireshark on
the system, and if we do a directory listing, you'll see that dumpcap is indeed listed. Tshark
is actually based on dumpcap, and so we can type dumpcap.exe --help or —h.If we take a
look at the output, it looks very similar to tshark and Wireshark:

BE¥ Command Prompt

C:“Program Files“Wireshark>dumpcap.exe —help

Dumpcap (Wireshark) 2.6.8 (v2_6.8-B—qc?239f02>

Capture network packetsz and dump them into a pcapng or pcap file.
See https:/2wmm_uwireshark.org for more information.

Uzage : dumpcap [options] ...

Capture interface:
—-i <interface’ name or idx of interface (def: first non—loophack>.
or for remote capturing. use one of these formats:
rpcap:ss{host> {interface’
TCPE<host>:<{port>
—f <capture filter> packet filter in libpcap filter syntax
-s <snaplen> packet snapshot length ({def: appropriate maximum)
-p don’t capture in promiscuous mode
-1 capture in monitor mode. if available
-B <huffer size> gize of kernel buffer in MiB C(def: 2ZMiB>
-y {link type?> link layer type (def: first appropriatel
——time—stamnp—type <type?> timestamp method for interface
print list of interfaces and exit
print list of link-lavyer types of iface and exit
——list-time—stamp—types print list of timestamp types for iface and exit
-d print generated BPF code for capture filter
-k zet channel on wifi interface:
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Depending on the system that you're using though, it may only have dumpcap available for
one reason or another, or tshark may be using too much memory if it's a really small,
embedded IoT system, or something like that. You could potentially use dumpcap to have
an even lighter utility in order to capture traffic-or maybe you just like using this better. If
we look at the arguments that are available, they are just like in tshark. We have -1, -D,
and -w for output. They're all very much the same. We can illustrate that by running
dumpcap, and we'll do -D to display our interfaces again. We can type dumpcap -i 1, and
we'll output to a file again. We'll type C: \Users\sayalit\dump.pcap. If we start doing
that, it'll begin capturing packets:

B Command Prompt

C:“Program Files“Wireshark>dumpcap.exe -D

1. “Device\NPF_{FZEB?FAC-9693-4C5B-BDA?-81FEB4FC2D6C> (VirtualBox Host—Only Hetw
ork)

2. “DevicesMPF_{A8B1E1DA-BA278-446C—B13A-FA4AAAB4ACD41} (Local Area Connection)

C:“Program Files“Wireshark>dumpcap.exe —1i 1 —-w C:xlUszersssavalitsdump._pcap
Capturing on 'UirtwualBox Host-Only Metwork’

ile: C:slUsersssavalitsdump.pcap
Packets captured: @
FPackets receivedsdropped on interface 'UirtualBox Host—-Only Metwork’: B-8 (pcap:
B dumpcap:8-f lushed:-B-/pz_ifdrop:8> (B.8x)

We can also expand this and define a buffer to use as well, just like the other examples, and
we can do -b and say a duration of 60 seconds. This way, every minute, it will create a new
file. We can also illustrate this by reducing the number of seconds. Let's change that to 5.
Every 5 seconds, it'll create a new file for us. The filename is changing every 5 seconds. This
is an example of using that buffer. Note that in all of these utilities, you can define filters
that can restrict the capture, so you can apply capture filters to these. I would not
recommend doing that unless you really have to. It's much better, if possible, to capture
everything and then filter only what you need with the display filters in Wireshark. By
applying capture filters, you can potentially miss some of the packets that might be useful.
Maybe you're only capturing TCP traffic, but then a whole big blast of ARP or ICMP traffic
ends up causing a problem. You would miss that because you're not capturing that traffic.
If possible, you should just capture what you can with the defaults, use just a basic interface
selection and maybe a ring buffer, and take the files and parse them out. Also, observe
them in Wireshark. Just apply display filters and carry out the necessary actions such as
graphing it.
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Summary

In this chapter, we went over several command-line options for Wireshark. We discussed
running Wireshark from the command line and some of the arguments that are available
with it. We also discussed running t shark, which is the command-line version of
Wireshark, running t cpdump, which is a generic dumping utility that's available on many
Linux and Unix systems, as well as running dumpcap, which is another alternative for
tshark and Wireshark.

In chapter 11, A Troubleshooting Scenario, we'll dive into an issue with the user trying to
connect to an FTP server.
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A Troubleshooting Scenario

In this chapter, we'll take a look at troubleshooting a specific issue within Wireshark. We
will do so by performing the following steps:

¢ Expand Wireshark with some additional plugins and dissectors

e Determine where to begin our packet capture about the troubleshooting issues
that we'll look at

e Capture the actual traffic
e Diagnose the traffic

Wireshark plugins

In this section, we'll take a look at Wireshark plugins that are available and see how to
develop them.

Now, plugins in Wireshark are dissectors, and dissectors are different ways for Wireshark
to analyze and take apart different protocols. If, for some reason, Wireshark is unable to
interpret the data you are capturing, you can look for additional dissectors that are out
there, or write your own, in order to accomplish what you wish to accomplish.
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The Wireshark wiki has a page here on dissectors (https://wiki.wireshark.org/Lua/
Dissectors):

wlea] =

M Lua/Dissectors - The Wir: x

- C | @ Secure | https//wikiwireshark.org/Lua/Dissectors |

—/(— Lagin Search |[Tites | [ Teat | =
"S- V1@ Lua/Dissectors

FrontPage | RecentChanges | FindPage || HelpContents

Immutable Page Info  Attachments | More Actions: b

Contents

1. Dissetiors
1. TCP reassembly
2. Examples

2. postdissectors

3. chained dissectors

Dissectors
Dissectors are meant to analyze some part of a packet's data. They are similar to their older brothers written in C. Note that Heuristic
Dissectors and Post-Dissectors operate differently, and are described separately. This section only refers to pure Dissectors.

* They have to be registered to handle a type of payload of ancther protocol (or a raw wiretap type).

* To be registered, the dissector function has to be assigned to a Proto object. {see examples below)

When called by Wireshark, they are passed (1) a TVB buffer of the data (a Tvb object), (2) a packet information record (Pinfo object), and (3) a
tree root (Treeltem object).

+ Dissectors only get called when the packet matches the DissectorTable the Proto is set to, or when the user forces it using "Decode As".
o The user can only "force" it using "Decode As" if the DissectorTable you set your Proto object to is of the correct type; for example, if you
set your Proto nhject to the udp DissectorTable, a user cannaot try to decode a link layer using your Proto dissector.
TCP reassembly

You should not write a dissector for TCP payload if you cannot handle reassembly (i.e., don't add your Proto object to the DissectorTable for
tep). Like dissectors written in C, Lua dissectors can use Wireshark's ability to reassemble TCP streams:

+ You should make sure your dissector can handle the following conditions:
1. The TCP packet segment might only have the first portion of your message.
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It explains how, from a programmatic standpoint, you would handle designing and
creating a dissector. You can see on the page that it goes through many of the details in
order to do so. It has some great information on how you would handle a dissector, and
what it would do and how you'd go about creating it, but it doesn't actually tell you the
individual API data. You can go to the Wireshark developer's guide in order to do so
(https://www.wireshark.org/docs/wsdg_html_chunked/):

|_ = | =|B| 8
‘ Wireshark Developer's G X
2> C | & Secure | https://www.wireshark.org/docs/wsdg_html_chunked/ b+ d
Wireshark Developer's Guide
Next

Wireshark Developer’s Guide

Table of Contents
Preface
1. Foreword

2. Who should read this document?

3. Acknowledgements

4. About this document
5. Where to get the latest copy: of this document?
6. Providing feedback about this document
=. Tvpographic Conventions
7.1. Admonitions

7.2. Shell Prompt and Source Code Examples
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In the Wireshark developer's guide, scroll down to the correct section. You'll see under
Wireshark Development we have Packet dissection. Let's click on it and see what we get:

lellale] =

M Chapter 9. Packet dissec: X

« C | @ Secure | https://www.wireshark.org/docs/wsdg_htm|_chunked/ChapterDissection.html i

Chapter 9. Packet dissection

Table of Contents

0.1. How it works
0.2. Adding a basic dissector
9.2.1. Setting up the dissector

9.2.2. Dissecting the details of the protocol

9.4.2. How to reassemble split TCP Packets

9.5. How to tap protocols
9.6. Ilow to produce protocol stats
0.7, Illow to use conversations
0.8.1. What is it?
0.8.2. Why do this?

0.8.3. How to use idlzwrs
9.8.4. TODO
9.8.5. Limitations

9.8.6. Notes -

[291]



A Troubleshooting Scenario Chapter 11

You can see it gives you an entire write-up on how dissection works within Wireshark and
how you can expand upon it with Lua in order to create your own dissectors. Additionally,
if you go back and go down to Section 11, you can see that there is the entire Wireshark
Lua API Reference Manual:

&lleo @] &

M Wireshark Developer's € X

= C | @ Secure | https:y//www.wireshark.org/docs/wsdg_htmI_chunked ir

11. Wireshark's Lua API Reference Manual

11.1. Saving capture files

11.1.1. Dumper

11.1.2. PscudoHeader

11.2. Obtaining dissection data
11.2.1. Field
11.2.2. FieldInfo

11.2.3. Global Functions

11.3. GUI support
11.3.1. ProgDlg
11.3.2. TextWindow

11.3,3. Global Funclions

11.4. Post-dissection packet analysis

1L.4.1. Listener

If you happen to know Lua and you're programming your dissector, you know how to
reference the appropriate APIs.

Lua programming

Lua is a programming language that was developed specifically for expanding applications
and to be used in embedded systems. So, many applications support Lua as their plugin
programming language of choice. Wireshark is no exception to this.
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To learn more about Lua, you can go to https://www.lua.org/. You can
also go through the various books on Lua programming published by
Packt.

You can also go on the Lua website and refer to their documentation section, where you'll
find a link https://www.lua.org/pil/ that covers Programming in Lua:

&= E] =
[ ] Programming in Lua X

& C | @ 5ecure | httpsy//www.lua.org/pil g

. Programming in Lua

fourth edilion - third edition - second edilion - first edilion - errala - online version - amazon - e-hook - manual

This book is a detailed and authoritative introduction to all aspects of Lua programming written by Lua's chief architect.

Programming in Lua provides a solid base to any programmer who wants to use Lua. It covers all aspects of Lua—from the
basics to its APl with C. The book is the main source of programming pattemns for Lua, with numerous code examples that
help the reader to make the most of Lua's flexibility and powerful mechanisms. The book is targeted at people with some
programming background, but it does not assume any prior knowledge about Lua or other scripting languages.

When you buy a copy of this book, you help to support the Lua project.

For the official definition of the Lua language, see the reference manual
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You can see a free book that's available for you to learn programming in Lua. Additionally,
you can take a look at the Lua reference manual at https://www.lua.org/manual/5.1/:

[&ale @) &8
@& Lua 5.1 Reference Manu: X

&« C | 8 Seccure | https//www.lua.org/manual/5.1 b4

" Lua 5.1 Reference Manual

The reference manual is the official definition of the Lua language.
Far a complele inlroduction to Lua programming, see the book Programming in Lua

Ihis manual 1s also available as a book:

Lua 5.1 Reference Manual

by H. lerusalimschy, L. H. de Figueredo, W. Celes
Lua arg, August 2006

ISBN 85-903798-3-3

Buy a copy of this book and help to support the Lua project

start - contents - index - errata - other versions - portugués - espaiiol - pycckwi - deutsch

Copyright © 2006-2012 Lua.org. PUC-Rio. Freely available under the terms of the Lua license.

It gives you even more detail as to how Lua works, how the programming language is
created, and all the details of how it actually functions, if you need more information than
just a standard programming how-to manual.

Once you have downloaded a Lua plugin or you have created your own, you can run it in
Wireshark as follows:

Bl Command Prompt

Microsoft Windows [Uersion 6.1.76H11
Copyright {c> 2809 MHicrosoft Corporation. All rights reserved.

C:sUsershsayalit>cd..
C:NUsersred. .
C:x>cd "Program Files'

C:“Program Files>cd Wireshark

C:“Program Files“Wirezhark>Wirezhark.exe —help
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You can then go to where Wireshark is from the command-line and if we run
Wireshark.exe and you look at the help, you will get the following:

B Command Prompt

C:“Program Files“Wireszshark>Wirezshark.exe ——help
C:“Program Files“Wireszshark>

Wireshark 2.6.8 (uv2_ 6.8-B8-gc7239f02>
Interactively dump and analyze network traffic.
See https: v _wirezshark.org for more information.

Usage: wireshark [options] ... [ <infile*> 1

Capture interface:

—i {interface> name or idx of interface (def: first non—loophal

—f <capture filter> packet filter in libpcap filter syntax

—= {sznaplen> packet snapzhot length (def: appropriate maximu
don't capture in promiscuous mode
start capturing immediately <def: do nothingl
update packet display when new packets are capt
turn on automatic scrolling while —8 is in use
capture in monitor mode, if available

—B {huffer sizel zize of kernel buffer (def: ZMB>

—y <link type> link layer type {def: first appropriatel

—time—stamp—type <type> timestamp method for interface

-D print list of interfaces and exit

-L print list of link-layer types of iface and exi

——list—time—stamp—types print list of timestamp types for iface and exi

You'll see that there is a -X <key>:<value>. Thisis your extension option, also known
as dissectors and plugins.

Now, let's run a Lua script by doing the following:

Wireshark.exe -X lua_script:plugins\script.lua

So here we are saying: Run an extension in Wireshark. It'll be a Lua script, and it has the
filename script.lua. Now, it will look wherever you happen to be running the
executable, which in this example is under Program Files\Wireshark, so you'll want to
put your script into the root directory there or in a plugins folder. You could do
pluginsscript.lua or whatever the name is of your dissector is. Once you do that and
push Enter, it will run Wireshark and try to load that file.

We will now get into our troubleshooting scenario. We'll determine where to capture our
traffic in order to best analyze the data and resolve the issue as quickly as possible.
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Determining where to capture

In this section, we'll take a look at determining where best to start a packet capture for the
troubleshooting scenario. Now, in this troubleshooting scenario, we have a user that is
reporting that they're unable to access the FIP server. They start with their client, and it just
says that the connection does not work.

Now, what we need to do is determine where we need to begin packet captures in order to
figure out what's going on:

Internet

There might be an issue on the client side; there might be an issue on the server side; or
there might be an issue somewhere in between on the internet, possibly. Maybe it's a
routing issue, or something like that that's out of our control. So besides taking a look at log
files on the client or the server, we'll take a look at the packet captures themselves.
Additionally, there might be a problem somewhere between the client and the internet, or
between the internet and the server. These intermediary devices could be firewalls or
routers, or something else that might be blocking or causing issues with the connection.
With this scenario, since the client is reporting a problem but is not being very specific,
we'll start out with a packet capture on the client side. Then, if we determine that we might
need some additional packet captures, we will capture on the server side.

Normally, when you are capturing, you'll start from the most easily accessible location or
closest to the issue at hand, and then work your way along the data path. If a client is
reporting a problem, then you will most likely be trying to do a packet capture on the client
side, and then, if you do not see any sort of obvious issue as to what's going on, then you
work your way up. You go to the next intermediary device, such as numbers 1 and 2 on this
diagram, and then you go from there; and you might have to get involved with the ISP.
Then, you continue your way along that data path from source to destination, performing
packet captures to help determine what the issue is.

Capturing scenario traffic

In this section, we'll take a look at capturing some traffic for our troubleshooting scenario,
and checking for some obvious issues before we look into the packet capture a bit more in-
depth.
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In the following screenshot, we have captured the traffic from the client connecting to the
server:

File Edit View Go Capture Analyze Statistics Telephony Wirdess Took Help
Am:® BB Ress=ETiZBaaan
S P T S — B e F
o, Time Tirne delts from previous deplayed frame Source Length Packet comments Destration Protocol  Info
1 0.000 2.000000000 192.168.77.152 62 19.100.0.10 TP 5 [5¥N] Seq=0 Wi Len=@ 5= L
2 0.5% 8.550301000 192.168.77.15%2 92 192.168.77.2%5 NBNS Name query NB SSC-MAIL1<00>
31.e73 9.522859000 Samsungf_68:82:0b L Broadcast ARP Who has 192.168.77.17 Tell 192.168.77.159 -
41.278 @. 205078000 192.168.77.99 215 255.255.255.25% uoP 372197437 Len=173
S 1.300 8.021786000 192.168.77.152 22 192.168.77.255 NBHS Name query NB SSC-MAIL1<00>
6 2.049 9.749932000 192.168.77.152 92 192.168.77.255 NBNS Name query NB SSC-MAIL1<0@>
7 2.420 9.370849000 192.168.77.152 a2 192.168.77.255% NENS Name query NB SSC-FILE7<20» —_—
8 3.a% ©.749235000 192.168.77.152 92 192.168.77.25% NENS. Nome query NB S5C-FILET<2»
9 3.191 8.021474000 152.168.77.152 92 1592.168.77.255 NBNS Hame query NB SSC-FILE2<20>

We will now put a filter in here for port 21 because we know that the client is connecting

over standard unencrypted FTP. For that we use tcp.port == 21:
File Edit View Go Capture Anshze Stetistics Telephony Wireless Took Help
am:@ BB Re==E7iZEaaan
Aipportant BT -] boresmon.. +
No. Time: Time deita from previous deplayed frame Source Length Packet comments Destination Protocol  Info
66 23.152  0.000000000 192.168.77.152 66 192.168.77.160 TCP 56264+21 [SYN Win=8192 Len=0 M55=1460 WS=4 SACK-

So, we got rid of everything else. We can see that there are three packets, and it looks like
we have a SYN and two retransmissions. So the client, which is . 152, is trying to connect to
the server running on . 160, and it's not even beginning the TCP handshake. So the server
is not doing something correctly in order to negotiate port 21. It's not that the server is
rejecting the user credentials or there's some sort of other obvious issue. It's definitely not
listening on 21 or something like that. Let's start a capture on the server side, and when the
client connects, we'll see what it does as well:

File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help
Amde LIBRE QessETizEaaan
|-.~l:§ splay fiter . <Cirl-/> = e I - e
No. Tene Time: deita from previous deplayed frame Source Length comments  Destnation Protocel  Info o
F 10.000  0.000000000 192.168.77.152 92 192.168.77.255 WENS Name query NB SSC-FILE7<20>
: 29.035  0.035927000 192.168.77.96 119 192.168.77.160 BINP Scanner Response: Scan Job Details
4 0.660 9.594027000 SemsungE_a:59:84 L] Broadcast ARP Who has 192.168.77.977 Tell 192.168.77.153
5 0.660  0.000001000 SamsungE_a@:59:84 -] Broadcast anp Who has 192.168.77.1627 Tell 192.168.77.153 B
60.703  0.042600000 SamsungE_68:82:8b 60 Broadcast ARP Who has 192.168.77.17 Tell 192.168.77.159
70.710  0.007560000 192.168.77.89 1s 255.255.255.255 e 4106947437 Len=173
88.751 0, 040645000 192.168.77.152 2 192.168.77.255 NONS Mame query N8 SSC-FILET<20>
90.776  0.025115000 Actionte_e7:bf:47 60 Broadcast ARP Who has 192.168.77.107 Tell 192.168.77.1
19 1.499 9.723084000 192.168.77.152 2 192.168.77.255 HENS Mame query W8 SSC-FILET<20>
12 2.180  0.113923000 192.168.77.99 15 255.255.255.255 e 3721947437 Len=173
13 2.739  0.558263000 SamsungE_68:82:0b 60 Broadcast ARP Who has 192.168.77.17 Tell 192.168.77.159
14 3.123 9, 384005000 192.168.77.164 188 239.255.255.250 550P M-SEARCH * HTTR/1.1
15 3.7 0.611619000 192.168.77.89 215 255.255.255.255 we 41069+7437 Len=173
16 4.036  0.301776000 192.168.77.160 174 192.168.77.96 BN Scanner Command: Scan Job Details
18 4.131 2. 965269000 192.168.77.96 110 192.168.77.16@ BINe Scanner Response: Scan Job Details
19 4.220 9.085071000 SemsungE_a®:59:84 ] Broadcast ARP Who has 192.168.77.17 Tell 192.168.77.153
20 4,586 0. 365410000 192.188.77.160 78 162.220.222.4 TP 49164-5938 [PSH, ACK] Seqel Ack=l Win=256 Len=24
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We have the server running, so let's go ahead and try our login attempt. You can see the
packets updating and the client's trying to connect, and you can see that it has failed. So
we'll stop that and also our capture, and then we'll do what we did earlier.

Let's enter tcp.port == 21 and see what happens:
File Edit View Go Capture Analyze Statistics Telephony Wireless Took Help
A" 0 LBRB QRe<=TiZ[EQQaD
N [tcpport == 21 [x] Expresson.. +
Ma, Time Time deita from previcus dsplayed frame Source Length Packet comments Destraton Protocol Info
28 5.21% 8. BOBBOO0 192.168737.152 66 192.168.77.168 TP S6888+21 [SYN] Seqed Wins8192 Lensd MSS=1460 WSed SACK_

So on the server side, it looks identical. What we're seeing is the source coming into the
server as the 152 client, hitting the server's destination IP 160. It's reaching the server at
least, so we know that the IP is working correctly. We'll get a SYN, then a retransmission
from the client, and then we'll get another retransmission. Obviously, something on the
server's not running correctly. Since that's pretty obvious, let's take a look and see whether
our FTP server's even running correctly. Let's take a look at our services in here:

. Services - E=aae)
File Action View Help
e @D c=Hm »anwp
I . Services (Local) | . Services (Local)
|| FilezZilla Server FTP server Name : escription Status Startup Type Log On As
4 Diagnostic Policy S..  The Diagno... Started Automatic Local Servir
Start the service «: Diagnostic Service ..  The Diagno... Started Manual Local Servit
« Diagnostic System ...  The Diagno... Manual Local Syste
«: Diagnostics Trackin... The Diagno... Started Automatic Local Syste _
" Disk Defragmenter Provides Dis... Manual Local Syste
« Distributed Link Tra... Maintains li.. Started Automatic Local Syste
| 4 Distributed Transac... Coordinates.., Manual Network 5.
<, DNS Client The DNS Cli...  Started Automatic Network 5.
i Encrypting File Syst... Providesth.. Started Automatic Local Syste
< Extensible Authenti... The Extensi... Manual Local Syste
o, Fax Enables you... Manual Network 5.
Q
4 Function Discovery .. The FDPHO.., Started Manual Local Senvir
« Function Discovery ... Publishes th... Started Manual Local Servis
" Google Update Serv... Keeps your ... Automatic (D... Local Syste
< Google Update Serv... Keeps your ... Manual Local Syste
' Group Policy Client  The service .. Started Automatic Local Syste
4 Health Key and Cer... Provides X.5... Manual Local Syste
|l w; HomeGroup Listener  Makes local... Manual Local Syste
<, HomeGroup Provider Performs ne... Started Manual Local Servis
i Human Interface D...  Enables gen... Started Manual Local Syste ~
< m L
|\ Extended A Standard /
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You can see that we have the FileZilla FTP server that's supposed to be running, but it's not
started. Let's go ahead and start this service:

Service Control - ﬁ

Windows is attempting to start the following service on Local Computer...

FileZilla Server FTP server

Now our server's running and we know that everything looks good; we'll refresh just to
make sure; then, let's go ahead and start another capture on the server.

From the client, we will begin a connection, and we can see this:

Fde Edit View Go Copture Analyze Statistics Telephony Wireless Tools Help

oG REQes=FiZzEaaam

| tep.port == 21 [ %] *| Expression... 4
No. Time Time deita from previous deplayed frame Source Length Packet comments Destraton Protocal Infs

14 2.443 0. BO0000000 192.168.77.152 &6 192.168.77.160 TCP 56907+21 [SYN] Seqe@ Win=8192 Lens=d MSS=1468 WS=4 SACK.

So we have a SYN, a retransmission again, and another retransmission. The server is
running and the service is operational. What we can also do is check our ports that are
listening on the server with netstat -an:

netstat -an

Now, let's take a look at port 21:

All rights reserved.
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We can see here that we do have port 21 listening on the server, so the service is running
correctly. It looks like we'll need to investigate the server a little bit further, and take a look
at the packet capture once we eventually get this SYN connectivity issue resolved in the next
section.

Now we'll actually perform these packet captures. We'll dive into the diagnostics of our
connection issue with FTP here a little bit further.

Diagnosing scenario traffic

In this section, we'll take a look at diving into the captured packets and taking a look at
how that FTP server is causing some sort of problem with our connectivity. In our last
section, we saw some of the basic settings to make sure that the service was running for the
FTP server. We took a capture from the client and saw that there was a TCP SYN with some
retransmits, so port 21 was not answering. Then, when that service was up and running,
we took a look at the server side again and saw that there was still a TCP SYN with some
retransmits. There's still something on the server that's not working correctly, and we know
it's on the server side (at least, seemingly) because there's a TCP SYN that is arriving at the
server. If it's arriving at the server, it's getting through the firewalls at both ends of the
connection; it's getting through the routing on the internet, so we know we're getting
partway there, but there's something on the server that's not quite right.

Let's try a connection from the client: just make sure nothing has changed:

Bl Select C:\Windows\system32\cmd.exe l o &

ICP
upp
LDP
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We see our TCP SYN come in, and we have two retransmits from the client. At that point,
the client gives up and states that it cannot connect. Since this server is running on
Windows, we should take a look at whatever on Windows might be blocking port 21 from
responding. So we know the service is running, and we looked at netstat -an last time
and we saw that port 21 was listening, so that's all good; but something else in the system
is blocking it.

If we take a look at the Windows Firewall settings, we see that our firewall is on:

File Action View Help
=@ aE@
2 indos et Abinc e
I Inbound Rules 4| Window=Firewall with Ahanced Se.. &
W Cutsound ke * Windows Frewall weh Advanced Securty provides nefwork secuty for Windows computers ;
&. Connection Security Rules i i ’ ] Import Policy.. I
B Monitoring | Export Policy...
Overview “ Restore Default Policy
Domain Profile

Diagnose / Repair

o anﬂﬁwduen. View »
©® Inbound connections that do not match a nde are blocked

. G Refresh
@ Oubound cennections that do not match a nule are alowed. __: B
| Properties
Private Profile is Active = Help

@ Windows Firewallis on.

© inbound connections that do not match e are blocked
@ Oubound connections that do not match 3 nule are alowed.
Public Profile

& Windows Firewallis on.

(5 Inbound connectons thet do net match 2 e are blocked
@) Outbound cennections that do not match a rule are alowed.

B} Windows Firewal Propesties

Getting Started 4
Auth ticate c ications beh C i

Create connection security ndes to specify how and when between ane anth and
protected by using intemet Protocol security (IPsec).

B} Comnection Security Rules

View and create firewall rules

I vle i r

It is most likely that the firewall is blocking it, because the FTP server did not put an
exception into the firewall rule. We can create an inbound rule for port 21, or we can just go
ahead and disable it for the sake of testing.
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For now, we'll just turn this Off:

Windows Firewall with Advanced Security on Local Computer Pr... “

Domain Profile | Private Profile | Public Profile | IPsec Settings

Specify behavior for a computer is connected to its comporate

domain.
State
l P Firewall state: {Cﬂ ']
Inbound connections. Block (default) LA

Outbound connections: |.=\Ilow (defautt) v

Protected network connections: Customize

We will do that on all of the profiles.

Now, let's go ahead and do another connection attempt. We will start the connection from
the client:

File Edit View Go Capture Anaslyze Statistics Telephony Wireless Tock Help
Aimg e tRE QesET i Baaan
N [icp.port mm 21 EAL ) -] Expresson..  +
Me. Time Time deita from previous daplayed Fame Source Length Packet comments  Destinaton Protocel  Info
463 79.736  0.000000000 192.168.77.152 &6 192.168.77.160 TCP 57249+21 [SYM] Seqe=@ Win=8192 Len=@ MSS5=1460 WS=4 SACK.
999 177.356  0.004755000 192.168.77.152 -] 192.168.77.160 TCP 57265-21 [ACK] Seqel Ack=l Win=66780 Len=0
1000 177.357 0.000616000 192.168.77.160 197 192.168.77.152 FTP Response: 220-FileZilla Server 8.9.5%9 beta
1091 177.362 0.004981000 192.168.77.152 69 192.168.77.160 FTP Request: USER testuser
1892 177.362 0.009121009 192.168.77.16@ 9@ 192.168.77.152 FTP Response: 331 Password required for testuser
1063 177.572 9.210121000 192.168.77.152 &8 192.168.77.160 TCP 57265+21 [ACK] Seqel6 Ack=180 Win-6G600 Len=@

Now, we can see that we have some FTP traffic. So finally, our client is able to connect
partially. On the client side, it's currently telling me that it wants a password. We can see
that we have [SYN, ACK] and [ACK] for the TCP handshake. Then the server responds,
and says it's running the FileZilla server. My client then requests that it logs in with the
testuser, and then the server responds, saying that a password is required. My client then
acknowledges that request.

So now, let's go ahead and try to log in with the credentials that the client received:

1487 263.841 ©.904401000 192.168.77.152 6@ 192.168.77.16@ TP 5728821 [ACK] Seqel Acke=l Win=66785@ Len=8
1488 163.842 0.000301000 192.168.77.160 197 192.168.77.152 FTP Response: 220-FileZilla Server 2.9.59 beta
1459 163.547 0©.004503000 192.168.77.152 69 192.168.77.160 FTP Request: USER testuser

1499 263.847 0.000130000 192.168.77.168 %9 192.168.77.152 FTP Response: 331 Password required for testuser
1491 264.95% 9.207360000 192.168.77.152 &2 192.168.77.168 TCP 5728021 [ACK] Seqelf Ack=180 Wine66600 Lens=@
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You can see at the bottom that we've actually got testuser and password. Let's log in with
the credentials that the client was provided with. You will get a access denied error, so the
client still can't connect correctly. After fixing two different things, the client still cannot
connect. Let's go ahead and look in our packet capture here, and see if we can find out why:

Fde Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help
imgde \DREQes=F iR aaan
L]

m21 B -] Bpresson.. +
ia. Time: Time cefta from previous daplayed frame Source Length Packet comments Destnaton Protocol  Info -
1001 177,362 0.004981000 192.168.77.152 L 192.168.77.168 FTP Request: USER testuser
1802 177.362 0.900121080 192.168.77.168 % 192.168.77.152 FTP Response: 331 Password required for testuser
1003 177.572 @.219121809 192.168.77.152 L) 192.168.77.160 TP 57265+21 [ACK] Sequlf Ack=180 Wine=66500 Len=d
1345 237.386 59.814249900 192.168.77.168 188 192.168.77.152 FTP Response: 421 Login time exceeded. Closing centrol e
1348 237,391 &0 192.168.77.168 57265+21 [ACK] Seqel6 Ack=235 Wine=66544 Lens=0
- 1350 237.391 192.168.77.168 54 192.168.77.152 21+57265 [ACK] Seqe235 Ack=17 Win=66560 Len=d

1487 263,841 0004401000 192.168.77.152 ] 192.168.77.168 TCP 5728021 [ACK] Seqel Acks=1 Win=£6780 Len=0

1488 263.842 0.090301009 192.168.77.160 197 192.168.77.152 FTP Response: 220-FileZilla Server 0.9.59 beta

1489 263.847 0.004503009 192.168.77.152 @ 192.168.77.168 FTP Request: USER testuser

1490 263.847 0.000130000 192.168.77.168 .9 192.168.77.152 FTP Response: 331 Password required for testuser

1491 264.954 0.207360009 192.168.77.152 L 192.168.77.160 TP 5728011 [ACK] Seqel6 Ack=180 Win=65600 Lens@ L

1522 273.693 9.638684000 192.168.77.152 -] 192.168.77.168 FTP Request: PASS testll

1523 273.693  0.000158000 192.168.77.168 B8 192.168.77.152 FTP Response: 538 Login password incorrect!

1525 273.698 0.000084009 192.168.77.168 54 192.168.77.152 TP 21+57280 [ACK] Seqelld Ack=31 Win=66560 Len=@
192.168.77.152 (] 192.168.77.168 57280-21 [ACK 31 Acks=215 Wins=6E564 Lens@ -

So we have our SYN; SYN, ACK; and ACK—the server responded. We tried to log in with
testuser. The server says: log in with a password. We acknowledged that. Then the client
provides a password test123. Then the server states that the login is incorrect. What we'll
need to do is reset the password in the server:

e ==

Page: Account settings Users
| —General | [V]Enable account ltestuser |
Shared folders ¥ Password: | I
Speed Limits
1P Filter Group membership: | <none> -
[ Bypass userimit of server

Maximum connection count: 0

Connection limit per IP: 0

Ree

Description

You can enter some comments about the user
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You can see on to the server running FileZilla. Go ahead into the Users section, and we will
change the password on this to test 123, which is what the client is expecting it to be. Let's
go ahead and try that connection again:

1900 349.552 ©.003447000 192.168.77.152 [ 192.168.77.160 TCP 5729721 [ACK] Seq=l Acksl Win=G6780 Len=@
1901 349.592 0.000323000 192.168.77.160 197 192.168.77.152 FTP Response: 220-FileZilla Server 9.9.59 beta
1902 349.597 0.005048000 192.168.77.152 &9 192.168.77.160 FTP Request: USER testuser

1903 349.597 @.000157000 192.168.77.160 99 192.168.77.152 FTP Response: 331 Password required for testuser
1904 349.602 0.004690000 192.168.77.152 68 192.168.77.160 FTP Request: PASS testl2l

1995 349.602 @.000151000 192.168.77.160 69 192.168.77.152 FTP Response: 238 Ligfged on

1906 349.607 0.004726000 192.168.77.152 L] 192.168.77.160 FTP Request: 5YST

1907 349.687 ©.0001212000 192.168.77.160 86 192.168.77.152 FTP Response: 215 UNIX emulated by FileZilla
1908 349.612 0.004662000 192.168.77.152 [ 192.168.77.160 FTP Request: FEAT

1909 349.612 0.000085000 192.168.77.160 176 192.168.77.152 FTP Response: 211-Features:

1919 349.617 ©.005108000 192.168.77.152 81 192.168.77.160 FTP Request: CLNT WinSCP-release-5.9.3

1911 349.617 0.000034000 192.168.77.160 78 192.168.77.152 FTP Response: 200 Don't care

1912 349.622 0.005037000 192.168.77.152 68 192.168.77.160 FTP Request: OPTS UTFE ON

1913 349.622 0.000122000 192.168.77.1608 118 192.168.77.152 FTP Response: 202 UTFB mode is always enabled. No need t—
1914 349.704 0.081625000 192.168.77.152 L) 192.168.77.160 FTP Request: PWD

If we take a look here, we can see that we need testuser and password. The test123
password is sent. The server states that it has now logged on—so that was a successful
login with the correct credentials. Then, go ahead and continue with the additional
commands that we referenced in the prior sections. What we'll do then is disconnect:

2183 412.5%03 34008 192.168.77.160 54 192.168.77.152 TCP 21+57297 [ACK] Seqe869 Ack=122 =EE560 Lensd
2184 412.583 0.000079000 192.168.77.168 54 192.168.77.152 TP 21457297 [FIN, ACK] Seqef69 Ack=122 Win=G6568 Len=d
2185 412.508 0.004683000 192.168.77.152 68 192.168.77.168 TP b 57297+21 [ACK] Seq=122 Ack=570 Win=66112 Len=

We can see that from the client we initiated a finalization, a FIN; ACK; FIN from the server;
and acknowledge. We've got the four-way handshake to terminate the connection.

Summary

In this chapter, we were able to successfully diagnose multiple issues with this server.
Initially, the service was not running. Then, the service was being blocked by the Windows
Firewall. Then, there were incorrect credentials provided to the client. Furthermore, using
Wireshark we were able to diagnose and provide some information as to where we needed
to look, whether it was on the client side or the server side, or in between, and it was a great
help, allowing us to resolve this issue quickly. In this chapter, we talked about Wireshark
plugins, using Lua and creating dissectors. We then evaluated a troubleshooting scenario,
determining where to create our captures, capturing the traffic, and doing some basic
diagnostics, and then diving into it a little bit more and actually reading the FTP packets,
once they started to send and receive to the client. We have now reached the end of the
book. I hope you have enjoyed reading it.
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Magendra Kumar Mainar, Yogesh Ramdoss,
Yorarn Orzach
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Using Wireshark 2

Cookbook

Network Analysis using Wireshark 2 Cookbook - Second Edition
Nagendra Kumar Nainar, Yogesh Ramdoss, Yoram Orzach

ISBN: 978-1-78646-167-4

¢ Configure Wireshark 2 for effective network analysis and troubleshooting
e Set up various display and capture filters

Understand networking layers, including IPv4 and IPv6 analysis
e Explore performance issues in TCP/IP

Get to know about Wi-Fi testing and how to resolve problems related to wireless
LANs

Get information about network phenomena, events, and errors

Locate faults in detecting security failures and breaches in networks
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Cybersecurity -
Attack and
Defense Strategies

Cybersecurity — Attack and Defense Strategies
Yuri Diogenes, Erdal Ozkaya

ISBN: 978-1-78847-529-7

¢ Learn the importance of having a solid foundation for your security posture
¢ Understand the attack strategy using cyber security kill chain

¢ Learn how to enhance your defense strategy by improving your security policies,
hardening your network, implementing active sensors, and leveraging threat
intelligence

¢ Learn how to perform an incident investigation
¢ Get an in-depth understanding of the recovery process

e Understand continuous security monitoring and how to implement a
vulnerability management strategy

¢ Learn how to perform log analysis to identify suspicious activities
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