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Welcome to Instant Wireshark Starter. This book has been especially created to
provide you with all the information you need to set up Wireshark and network
analysis. You will learn the basics of Wireshark, get started with building your first
course, and discover some tips and tricks for using Wireshark.

This book contains the following sections:

So, what is Wireshark? tells you what Wireshark actually is, what you can do with it,
and why it's so great.

Installation teaches you how to download and install Wireshark with minimum
fuss and then set it up so that you can use it as soon as possible on your favorite
operating system.

Quick start - your first packet capture shows you how to perform one of the core
tasks of Wireshark; network packet analysis. We will cover both the graphical as
well as the command-line interface of Wireshark in this section.

Top 5 features you need to know about explains how to perform different tasks with
the most important features of Wireshark. By the end of this section you will be
able to:

4+ Start working with packet streams
Understand name resolution and packet reassembling
Analyze statistics of captured packets

Decode captured data

+ 4+ 4+ +

Export captured data

4 Use Wireshark command-line tools

Wireshark activity shows live implementation of Wireshark and implements the
topics mentioned previously.

People and places you should get to know provides you with many useful links to
the project pages and forums, as well as a number of helpful articles, tutorials,
blogs, and the Twitter feeds of Wireshark super-contributors.
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So, what is Wireshark?

Wireshark is an open source network packet analyzer tool that captures data packets flowing over
the wire (network) and presents them in an understandable form. Wireshark can be considered as
a Swiss army knife as it can be used under different circumstances such as network troubleshoot,
security operations, and learning protocol internals. This one tool does it all with ease.

Some of the important benefits of working with Wireshark are:

4+ Multiple protocol support: Wireshark supports a wide range of protocols ranging from
TCP, UDP, and HTTP to advanced protocols such as AppleTalk.

4+ User friendly interface: Wireshark has an interactive graphical interface that helps in
analyzing the packet capture. It also has several advance options such as filtering the
packets, exporting packets, and name resolution.

4+ Live traffic analysis: Wireshark can capture live data flowing on the wire and quickly
generate information about its protocols, flow media, communication channels, and
soon.

4+ Open source project: Wireshark is an open source project and most of its development
has been carried out through contribution from over 500 developers around the globe.
We can write our own code and add to the project to meet our specific requirements.

These multiple functionalities of Wireshark make it one of the most popular open source
network analyzer tools. In the later sections, we will discuss these operations of Wireshark
in detail.

How does Wireshark work?
Let us give a brief introduction to the working process of Wireshark.

Network traffic sniffing is possible if the interface (network device) is transferred to promiscuous
mode. This mode causes the interface to transfer all of the traffic it receives to the central
processing unit rather than passing only the frames that the controller is intended to receive.
Promiscuous mode was initially developed for bridged networking in virtualization.
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Wireshark also works the same way. The entire process of network sniffing through Wireshark
can be divided into three steps:

1. Collection: Wireshark transfers the network interface into promiscuous mode where it
can capture raw binary data flowing on the wire.

2. Conversion: The chunks of binary data collected are then converted into a readable
form. The packets are also re-assembled based on their sequence.

3. Analysis: The final step involves the analysis of captured and re-assembled data. The
initial analysis involves identifying the protocol type, the communication channel, port
numbers, and so on. At an advanced level, the different protocol headers can also be
analyzed for a deeper understanding.

This was a quick introduction to Wireshark and its working methodology. In the next section we
will cover its installation process in detail.
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Installation

Let us start our journey to network analysis using Wireshark. First and foremost is to set up the
Wireshark environment on our system. We will be covering both Windows-and Linux-based
installation methodology and later discuss how we can set up a subversion environment to
update different Wireshark libraries and dependencies. So let us start with setting up Wireshark
on the Windows operating system.

In three easy steps, you can install Wireshark and set it up on your Windows system.

Step 1 - what do | need?

Before you install Wireshark, you will need to check that you have all of the required elements,
listed as follows:
4+ Disk space: 100 MB free (min). You will require more free space to store captured packets.
4+  Memory: 256 MB (min), 1 GB (recommended).
4+ Wireshark requires a network interface card (NIC) that supports promiscuous mode.
+

WinPcap driver that helps in packet capturing and sniffing.

Step 2 — downloading Wireshark

The easiest way to download Wireshark for Windows is to get a compressed package from
http://www.wireshark.org/.

We suggest that you download the most current stable build according to your Windows version
and architecture (x86 or x64). Windows users can identify their OS architecture by right-clicking
on My Computer. Linux users can execute the uname -i command.
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The following screenshot shows the Wireshark home page:

Riverbed Technology = WinPcap

W | R E s H AR K the world's foremost network protocol analyzer

Wireshark Get Help Develop Custom Search Search

v 4

Download Wireshark Learn Wireshark Enhance Wireshark
Get Started Now Resources and Documentation Riverbed Technalogy

News and Events ® j| Wireshark Blog .} Enhance Wireshark
Laura's Book Updated! Sharkfest '12 Recap BUILD YOUR OWHN SHARK
Laura Chappel has released the second Jun 29| By Gerald Combs i New! Virtual Cascade® Shark
edition of Wireshark Metwork Analysis, the . .
official Wireshark Certified Network Analyst Wireshark and Pcapn o Ensure packet data is always available
study guide. This edition covers new features in - N E 9 i whenever problems oceur
Wireshark 1.8 including peap-ng and Mar 6 | By Gerald Combs < Speed problem analysis and resolution

e

annotations. A Kindle edition is now available! Momtor physical and virtualized
Learn more Used Cars and Stub Installers environments
Get your copy now Dec 6| By Gerald Combs < Fully integrated with Wireshark

i 1
Free Wireshark Training Try it FREE for 30 days!

Laura Chappell delivers free, live training
webinars to bring you quickly up to speed with
Wireshark.

Sniff free or die Blog »
Learn More

Step 3 - installing Wireshark

Once you have your choice of installer, you can follow the on-screen instructions to set up
Wireshark on your system. It is a standard installer that will ask you to locate an installation
directory, WinPcap installation, additional tools, and so on.
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ﬂ Wireshark 1.6.1 (32-bit) Setup | =l 25 |
Choose Components
Choose which features of Wireshark 1.6.1 (32-bit) you want to install, ﬁ

The following components are available for installation.

Select components to install: <[] Wireshark

[v] TShark
[¥] Plugins / Extensions
[¥] Tocls

. [¥] User's Guide
Description
Space required: 76.6MB Some plugins and extensions for bath Wireshark and
TShark.
< Back ][ Mext = ] [ Cancel

Wireshark comes bundled with the latest copy of WinPcap, so you
a don't need to manually set WinPcap. However, for your information,
’ WinPcap can be downloaded from http://winpcap.org.

And that's it!

By this point, you should have a working installation of Wireshark and are free to play around
and discover more about it.

Let us now move ahead and discuss setting up Wireshark on a Linux environment. The reason
we are discussing Wireshark installation on Linux separately is that not all flavors of Linux are
supported by the Wireshark project. You can find a complete list of supported Linux flavors on
Wireshark's download page at http: //www.wireshark.org/download.html.

Building Wireshark from source

To build Wireshark from its source files under Unix, you can follow these four steps:

Step 1 - getting the source files

Download the source package from the Wireshark download page (nttp: //www.wireshark.
org/download.html).
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Step 2 — unpacking

Unpack the source from its gzip'd tar file using the following command:

gzip -dc wireshark-1.9-tar.gz | tar xvf

Step 3 - building

Change your current working directory to wireshark.

Step 4 - installing

Now we will have to build the source files into binary using the make command. Then the binary
is installed onto the system using the install command.

root:~/wireshark-1l#make

root:~/wireshark-1l#make install

And that's it!

Your Wireshark is now ready to run on your Linux environment.

Installing Wireshark on Unix through binaries

Installing Wireshark through the binary is a simple process. You have to figure out your Unix type
to get the correct binaries.

Installing from RPM
We can use the following command to install the Wireshark RPM binary downloaded from
its website:

rpm -ivh wireshark-1.9.i386.rpm

Installing from DEB

To install Wireshark from the DEB binary, pass the following command to the terminal window:
apt-get install wireshark

root@bt: # apt-get install wireshark

Reading package lists... Done

Building dependency tree

Reading state information... Done

wireshark is already the newest versiom.

The following packages were automatically installed and are no longer required:

libdmraidl.0.0.rc16 python-pyicu libdebian-installer4 cryptsetup libecryptfs0 reiserfsprogs rdate
libdebconfclient® dmraid keyutils

Use "apt-get autoremove’ to remove them.

0 upgraded, 0 newly installed, 0 to remove and 0 not upgraded.

root@bt: it
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Many Linux versions ship installed copies of Wireshark. You can look for a
A package update using apt -get update to look for new versions.

Setting up the subversion client

Setting up the subversion client is an optional topic for those who want to set up the source
environment of Wireshark. Subversion can help in the quick update of code files and libraries.
You can set up any subversion software of your choice. Here we will take the example of
Tortoise SVN which is a popular open source subversion client. You can download the setup from
http://tortoisesvn.tigris.org/. Once you are through with the setup, right-clicking on
any folder will show the SVN options.

To set up the subversion for Wireshark, follow these simple steps:

Step 1 - creating the directory
Create a new directory/folder with the name wireshark. Right-click on the folder and move to
svn checkout.

Step 2 - setting the subversion path
Under Url of Repository enter http://anonsvn.wireshark.org/wireshark/trunk/.

Under Checkout directory, make sure that it reflects the same path where you have created
your Wireshark directory. Click on OK to start the update process.

44" Checkout X |
Repository
URL of repository:
http: ffanonsyvn.wireshark. org/wireshark/trunk/ - Ll
Checkout directory:

C:'wireshark

E)

Multiple, independent warking copies

Checkout Depth

Fully recursive - |

Omit externals Choose items...

Revision

'@ HEAD revision
() Revision Show log

oK | | Cancel | | Help |
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Step 3 - checkout

Once the subversion starts populating your wireshark folder, you will see different source
directories getting created.

K » Computer » Local Disk (C:) » reshark »

Organize » Include in library = Share with Burn New folder
-

St Favorites Mame Date modified Type Size

Bl Deskioj svn i =

i " trunk - Checkout - TartoiseSVN = =S

& Downloads .. aclocal-fallback

&l Recent Pl

7=l Recent Places . cmake Path

Google Dri |
&} Google Drive i tools Ci\wireshark\toolsemon\README
I tpnep C:\wireshark \toolsYemonYemon. iml

i Libraries |_| abi-descriptortemplate Ci\wireshark\tools\valgrind-wireshark.sh

@ Documents || airpeap_loader.c Ct\wireshark\tools\pkt-from-core.py

. . Ci\wireshark\tools\fixhf.pl
Music loader.h

J‘ L] awrpeap_loacer Ct\wireshark\tools\fix-encoding-args.pl

5] Pictures || AUTHORS C:\wireshark\tools\wireshark_gen.py

Subversion | clepts_common.c Ct\wireshark\tools\svnadd

B# videos | console_io.h < [ —

|| dumpcap.vepraj - tes /s

Lol Computer || frame_data_sequence.c

& Local Disk (C:) || packaging.vcproj

a Recovery (D:)

o Mew Velume (F:)

IXPRTR)

Now that your tortoise client has been set up, you can right-click on the wireshark folder
and select SVN update to get updated copies of the source code any time. This reduces the
overhead of manually downloading the new updates.

This was a quick guide to setting up Wireshark under different environments. In the next section
we will see how to start working with Wireshark and analyze our first packet capture in detail.
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Quick start — your first packet capture

Now that we have set up Wireshark on our system, we can move ahead and start experimenting
with its features. In this section we will cover some of the basic features and quick tips that are
essential for getting started with packet capture using Wireshark. We will start with the basics

of Wireshark where we will take a brief look at its GUI and later on we will experiment with
packet capture and the analysis of the captured data. Meanwhile we will be using some common
network protocols and terminologies such as HTTP, TCP, and data packets. Familiarity with these
terms can help in a better understanding of packet capturing. So let us move ahead to start our
journey with Wireshark.

Getting started with network interface selection

The first and foremost thing to start with is selecting a network interface on which you want

to capture the data. Once we have set up Wireshark on our system, we can launch it from the
desktop or start menu or through the command line depending on your operating system. The
first thing that Wireshark will prompt is to select a network interface. A typical Wireshark launch
panel will look similar to the following screenshot:

i The Wireshark Network Analyzer [Wireshark 1.6.1 (S5VN Rev 38096 from ftrunk-1.6)] | =HiC) &3 |

File Edit View Go Capture Analyze Statistics Telephonz Tools  Internals  Help
B e EExX2e a¢swaTFi([EEQaan #vm -

Filter: |Z| Expression... Clear Apply

3

The World's Most Popular Network Protocol Analyzer
Version 1.6.1 (SVN Rev 38096 from ftrunk-1.6)

Capture L Files _______J ______ Online
= Interface List = Open Website 3
Live list of the capture interfaces Open a previously captured file Visit the project’s website
{counts incoming packets)
Open Recent: s . .
Start capture on interface: o] User's Guide
X The User's Guide {local wi
0 Bluetooth PAN Driver Sample Captures
@ Microsoft A rich azzortment of example capture files on the wiki secu rity
E‘ Realtek PCle GBE Family Controller @
Work with Wireshark as = ||
@ Sun
& VMware Virtual Ethernet Adapter
a WMware Virtual Ethernet Adapter
Capture Options
Start & capture with detsiled options
- T ¥
4 m | 3
(0)| Ready to load or capture Mo Packets Profile: Default
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As you can see, the top-left column of the main window displays different capture interfaces
under the heading Interface List. We can select any interface of our choice to start working with.
For example, to capture the LAN traffic flowing across your system, you can choose the default
LAN network card installed on your system. Similarly you can select the 802.11 Ethernet adapter
for wireless data capture over LAN and so on.

Once we are through with the network interface selection, we can move ahead with packet
capturing but before jumping to it, let us take a quick look at the Wireshark GUI and understand
the functionality of some of the useful menu items.

A quick look at the Wireshark GUI

Looking at the previous screenshot, you can see that the main menu bar of Wireshark contains
some of the commonly known menu items such as File, View, Edit, and Help. The other

menu items such as Analyze and Capture will be discussed later in other sections of the book.
Below the main menu bar, we have specific menu icons which are used for the quick launch

of common actions performed during packet capture and analysis. Let us take a brief look at
some of them.

i The Wireshark Network Analyzer [Wireshark 1.6.1 (SVMN Rev 38096 from /trunk-1.6)] = =

File Edit View Go Capture Analyze Statistics Telephoni Tools  Internals Help
i 2édlaesanTiEE eaanm gEn -
S 6

Filter: v | Expression... Clear Apply

The World's Most Popular Network Protocol Analyzer
Version 1.6.1 (SVN Rev 38096 from /ftrunk-1.6)

L cptue ___J ________Fils ________J ______ Onlin

Interface List Open Website
B P e
EAF  Live list of the capturs interfaces Open a previcusly captured file Visit the project's webs
{counts incoming packets)
M Dmmminbs - I |
>
(0| Ready to load or capture v | Profile...

4+ List available capture interfaces (1): This menu icon is used to change or select a new
interface media while working with packet capture.

4+ Show capture options (2): This icon launches a mini panel to customize the data capture
settings. Some of the main customizations that can be made are:

°  Changing the capture type

°  Setting up the buffer size for capture

°  Limiting the size of captured data

°  Managing display options and name resolution

12
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4 Start a new live capture (3): This icon is used to launch a fresh capture from the
selected interface.

4+ Stop the running of live capture (4): This icon is used to stop the current live capture
while maintaining the captured data in the buffer for further processing.

4+ Find a packet (5): This icon is used to look for a particular text/string/parameter within
the captured packets.

4+ Edit capture filter (6): This icon is used to modify the capture filter applied to data
packets. We will cover this in detail in our next section.

. You will also notice a Filter box under the menu icons. This box is used to
% quickly apply a particular filter over the captured packets. For example, we
e can view only the DNS request/response by typing dns in the Filter box. It
also reflects the current display filter that is applied on the captured traffic.

Wireshark GUI panels

Let us now take a quick look at the different panels present in the Wireshark GUI. Typically we
can divide the GUI panels into four parts: capture panel, packet details panel, packet bytes panel,
and lastly the status panel. We will go through each of these one by one.

Capture panel

The capture panel displays the live capturing of network packets in a sequential order. Each line
in this list reflects a single captured packet. This intelligent display panel divides the information
into rows and columns. Each row represents a single data packet whereas each column
represents additional information about the packet.

Protocol

Mo, Time Source Destination

10, _la: 2l Broa C 42
2 0.000478 RealtekU_12:35:02 cCadmusCo_la:8b:91 ARP 60 10.0.2.2 1s at 52:54:00:12
3 0.0004%4 10.0.2.15 202.56.240.5 DNS 80 standard query A download.|
4 0,084935  202.56.240.5 10.0.2.15 DNS 253 standard guery response Ch)
5 0.086205 10.0.2.15 63,245.217.39 TCP 62 neodl > http [SYN] Seqg=0 W
6 0.343450 10.0.2.15 63.245.217.39 TCP 562 neod? > http [SYN] Seg=0 W
7 0.404801 63.245.217.39 10.0.2.15 TCP 60 http » neodl [SYN, ACK] Se
8 0.404845 10.0.2.15 63.245.217.39 TCP 54 neodl > http [ACK] Seqg=l A
9 0.432100  10.0.2.15 63,245.217.39 HTTP 516 GET /7product=firefox-15.0
10 0.433180 63.245.217.39 10.0.2.15 TCP 560 http > neodl [Ack] seg=1 A
11 0.674482 63.245.217.39 10.0.2.15 TCP 60 http » neod2 [SYN, ACK] Se
12 0.674511  10.0.2.15 63.245.217.39 TCP 54 neodz > http [ACK] Seqg=l A
13 0.825277  63.245.217.39 10.0.2.15 HTTP 544 HTTP/1.1 302 Found
14 0.5942671 10.0.2.15 63.245.217.39 TCP 54 neodl > http [Aack] sSeq=453
15 1.36426% 10.0.2.15 202.56.240.5 DNS 84 standard guery A download.
¥

13
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The columns are as follows:

4+ No.: This represents the packet sequence number to identify packets uniquely
4+ Time: This represents the time stamp when a packet is captured

4+ Source: This represents the IP address/device from where the packet is coming
4+ Destination: This represents the IP address/device where the packet is going to
4+ Protocol: This represents the protocol type of the captured packet

4+ Length: This represents the size of the packet

+

Info: This represents quick additional information about the packet

% Each protocol is represented using unique coloring schemes in Wireshark.
i This enables the user to easily distinguish between different protocol types.

Packet details panel

Whenever a single data packet is selected from the capture panel, its detailed information is
shown inside the packet details panel.

B Frame 5: 1y ature
4 Ethernet II, src: CadmusCo_la 1 (08 1a:8h:91), Dst: Realteku 12:35:02 (52:54:00:12:35
+ Internet pProtocol version 4, src: 10.0.2.15 (10.0.2.15), Dst: 63.245.217.39 (63.245.217.39)

- Transmission Control Protocol, src Port: neodl (10473, Dst Port: http (80), sSeq: 0, Len: O
Source port: neodl (1047)

pestination port: http (800

[stream index: 1]

sequence number: O (relative sequence number)

Header length: 28 bytes

Flags: 0x02 (SYN)

window size walue: 64240

[Calculated window size: &4240]

+ Checksum: 0x76d9 [validation disabled]

# options: (8 hytes)

i

It contains detailed information about the protocols and its different parameters in a tree structure
which can be expanded and collapsed. This information can be helpful in network forensics.

Packet bytes panel

The packet bytes panel represents the information of the packet details panel in a dump or
actual format. It shows the byte sequences of the flow.

0000 32 34 00 12 35 02 08 00 27 la 8b 9l O 00 45 00 RT..G0... "..... E.
0010 00 30 00 bd 40 00 80 046 d4 df 0a 00 02 OF 3F f5 O 7.
0020 d9 27 04 17 00 50 58 04 BF be 00 00 00 00 FO 02 P m.

0030 fa fo EEEEE 00 00 02 04 05 b4 01 01 04 02 .

14
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Here also the information is divided into three columns where the first column represents the
data offset, the next column represents the data in hexadecimal values, and the last column
represents the ASClI representation of information.

The status panel shows the current status of our operation. It reflects information such as the
capture status, count of packets (captured, displayed, and/or marked), and the file location
where the captured packets are stored.

O AMD PCMET Family Ethernet Adapker (Microsoft's Pac... | Packets: 556 Displaved: 556 Marked: 0

We took a quick look at some of the important features in the Wireshark GUI. We will now
proceed with some technical aspects of our packet capturing tool.

Setting up filters

Here we will cover one of the most technical and useful discussions of packet capture. Filters
play a very important role in packet capture. While working on a LAN or while capturing the
packets on a server hosting many services, we can face problems in monitoring a particular
protocol or service. To remove this overhead we use filters. Filters can be applied at two ends,
namely capture filters and display filters. Let us start with capture filters.

Capture filters are applied to monitor packets selectively. It will filter out or capture only that
traffic which is assigned by us. To do this selective capturing we will have to pass the winpcap
command instructions to Wireshark.
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The Capture filter option can be launched by clicking on the Edit Capture Filter menu icon.
Alternatively, it can also be launched by clicking on Capture | Options. You will see an option
window similar to the following screenshot:

..T Wireshark: Capture Options g@@

Capture

Interface: |Local | | AMD PCMET Farmnily Ethernet Adapter (Microsoft's Packet Scheduler’ v
IP address: 10.0.2,15

Link-layver header bvpe: |Ethernet  w

Capture packets in promiscuous mode

[] capture packets in pcap-ng Format

Buffer size: |1 % megabytels)
[ Limit each packet to bytes ¥
Capture Filker: | || + | |Compile BPF
Capture File(s) Display Options

File: Update list of packets in real time

[ use mulkiple files
[ automatic scralling in live capture

Hide capture info dislog

Mame Resolution

= )
S G o Enable MAC name resolution

[ ... sfter [] Enable netwark name resalution
] ... after
O] ... after Enable kransport name resolution

Car [ o

We can enter our filter options by filling in the Capture Filter field. Alternatively, we can also
click on Capture Filter and store our capture filter rule for future rules.

The question that now arises is how to write a filtering rule. WinPcap rules for packet capture
follow a definite pattern. A typical structure for writing a rule can be as follows:

<Protocol name><Direction><Host(s)><Value><Logical operations><Expressions>

For example, to capture TCP packets when the source port is 443, we will write the
following rule:

tcp src port 443
Similarly, to drop ARP packets we can use not arp.

To capture both inbound and outbound traffic on port 8o (http), we can use port 80.
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To capture packets where the source IP is 192.168.56.101 and the port number is 232 we can use
src 192.168.56.101 and port 232.

In this way we can combine different conditions to create our own capture filters and reduce
the overhead. If no capture filter is applied, then all the network packets flowing through the
selected interface are captured by Wireshark.

The next filter option is the display filter. It is used to select particular packets from the captured
file. Unlike capture filters, display filters can be applied even after the packets have been
captured. The display filter menu can be launched by clicking on the Edit/Apply Display filter
menu icon. Alternatively, display filter rules can also be applied using the filter bar available on
the main GUI window.

Display filter rules also follow a fixed structure:

<Protocol> . <String 1> . <String 2>. <Comparison Operator><Value><Logical
operators><Expressions>

Let us pick up some examples to implement this rule structure practically.
To view the TCP packets captured on port 80, we can use the following display filter:
tcp.port==80

Typing !arp and pressing Enter in the Filter bar will drop all the ARP packets.

Filter: | bop.port==80 “ | Expression... Clear

The filter ip.addr==192.168.56.101 will display packets only from a particular IP.

Now that we have covered the hard part about packet filters, we will discuss a quick and easy
way to perform both types of filter options.

17
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Working with the Filter Expression dialog box

The Filter Expression dialog is a feature that makes it easy for novice Wireshark users to create,
capture, and display filters. It can be launched by clicking on the Expression... button present on
the Filter expression bar (refer to the previous screenshot).

T2 Wireshark: Filter Expression - Profile: Default L @@
Field name Relation Value (character string)
+ HMEAP - UTRAN Iuh interface HNEAP signalling A is present google.com|

+ HomePlug - HomePlug prokocal .
+ HP_ERM - HP encapsulated remate mirroring =
+ HPEXT - HP Extended Local-Link Contral -

+ HPSW - HP Switch Protocol

+ HPTEAM - HP MIC Teaming Heartbeat

==

4 HSRP - Cisco Hot Skandby Rodter Protocol o

=l HTTP - Hypertext Transfer Prokocol contains
http.natification - Motification {TRUE if HTTP notific matches

http.response - Response (TRUE if HTTP response’
http.request - Request {TRUE if HTTP request)
http. authbasic - Credentials

http.request.method - Request Method (HTTF Req
http.request. uri - Request URI (HTTP Request-UR]

htto.reauest. version - Reauest Yersion (HTTP Rea
>

Range {offset:length)

o [ o= |

Using this we can easily create display/capture filters as it provides us with multiple options along
with some pre-loaded expressions. To create an expression you can follow these simple steps:

1. To view the specific criteria fields associated with a protocol, expand that protocol by
clicking on the plus [#] icon next to it.

2. Once you find your desired criteria, you can select the relation such as equal to (==) or
greater than (>).

3. Next you can provide the value with which you want to compare (for example, google.
com Or @ humber).

If you notice the previous screenshot, the fieldname http.request.uri is selected to check if it is
equal to (Relation) google.com (Value). Hence the complete filter expression becomes http.
request.uri==google.com.

This was a quick demonstration of using the Filter Expression box. In the next section we will
start working with our first packet capture.
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Capturing live data

Now that we have developed enough background about Wireshark, we can start with the "Hello
World" of packet capturing. In this section we will take a quick look at how we can start with
capturing packets using Wireshark.

To start capturing data packets in a Windows environment, follow these simple steps:

1. Launch Wireshark from the start menu.
2. Apply the desired capture filters.
3. Choose a network interface to start capturing the traffic.

These same steps can be repeated for launching Wireshark in Linux-based operating systems as
well. The only difference lies in selecting the network interfaces as Linux shows network devices
instead of network description.

Once you have selected the interface, you will notice that the capture panel starts populating
with captured packets.

72! AMD PCNET; Family Ethernet Adapter (Microsofi's Packet Scheduler) [Wireshark 1.6.1 (SVN Rev 38096 fro... [2][E]&X]

Mo,

Destination

File Edit Wiew Go Capture Analyze Statistics  Telephony Tools Inkernals  Help
B e BEEXZ2E A¢+dTL|(EE QQcb oMk O
Filter: Expression. ..

Time Source Protocol  Length  Info

1 10 5 MEMNS ame gquery NB Wo UP<lhb
2 5. 5 Cadmusco_la:8h:%1 Broadcast ARP 42 who has 10.0.2.27 Tell 10
3 5.8891253 Realteku_12:35:02 CadmusCo_la:8h:91 ARP 60 10.0.2.2 s at 52:54:00:12
4 5.889137 10.0.2.15 202.56.240.5 DMS 80 standard guery A download.)
5 6.735307  202.56.240.5 10.0.2.15 DNS 237 standard guery response CH.
6 6.736464 10.0.2.15 63.245.217.39 TCP 62 nsstp > http [SYn] Seg=0 w
7 B.993678  10.0.2.15 63.245.217.39 TCP 62 ams > http [S¥N] Seq=0 win
8 7.055292 $3.245.217.39 10.0.2.15 TCP 60 http > nsstp [S¥N, ACK] Se
O 7.055345% 10.0.2.15 63.245.217.39 TCP 54 nsstp > http [ACK] Seq=1 A
10 7.075811  10.0.2.15 63.245.217.39 HTTF 518 GET 7product=Ffirefox-15.0
11 7.077100 63.245.217.39 10.0.2.15 TCP 60 http > nsstp [ACK] Seg=l A
12 7.355226 ©63.245.217.39 10.0.2.15 TCP 60 http > ams [S¥N, ACK] Seg=
13 7.335275%  10.0.2.15 63.245.217.39 TCP 54 ams > http [Aack] seq=1 ack .,
>

# Frame 1: 92 bytes on wire (736 bits), 92 bytes captured (736 bits)

# Ethernet II, sSrc: cCadmusCo_la:8b:91 (08:00:27:1a:8h:91), Dst: Broadcast (ff:ff:ff:ff:ff:Ff)

+# Internet Protocol Version 4, Src: 10.0.2.15% (10.0.2.15), Dst: 10.0.2.255 (10.0.2.255)

# User Datagram Protocol, Src Port: nethios-ns (137), Dst Port: nethios-ns (137)

# NetBIOS Mame Service v

oooo ffF £f £f ff £ £f 08 00 27 1a 8b 91 08 00 45 00 ........ e E.

0010 00 4e 00 72 00 00 80 11 21 20 0a 00 02 of Da 00 LML L

0020 02 ff 00 8% 00 8% 00 3a ed4 a6 80 37 01 10 00 01 P

Q030 00 00 00 00 00 00 20 46 48 45 50 46 43 45 4c 45 ...... F HEPFCELE

0040 48 46 43 45 50 46 46 46 41 43 41 43 41 43 41 43 HFCEPFFF ACACZACAC

0050 41 43 41 43 41 42 4c 00 00 20 00 01 ACACABL.

e File: "C:\DOCUME~1\darklordiLOCALS~14 Templwires... | Packets: 372 Displayed: 372 Marked: 0 Dropped: 0
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You can stop the live capture at any time by clicking on the Stop menu icon. A new live capture
can be started by clicking on the Restart live capture option. Note that the currently captured
data will be erased if we select the restart option.

You will notice different coloring schemes used by Wireshark to mark different protocols. Let us
move ahead and take a quick look at this coloring scheme and how it is implemented.

Understanding the Wireshark coloring scheme

You might have noticed by now the colorful scheme that Wireshark uses to distinguish different
protocols. In fact the coloring scheme is used in case of a bad packet, checksum error, and other
common packet errors that may occur in a network.

To take a closer look at the coloring scheme, click on the Edit coloring rules... from the menu
icons. This will launch a menu box reflecting the default coloring scheme.

qesn T LI(EF o Em % B
IZIExpression... Clear Apply

Enable

Disable
Move
selected filter
- - up or down
icmp || icmpvi
TCP RST tep.flags.reseteql
SCTP ABORT

| | Cancel |

You will notice different default coloring patterns used to represent protocols, errors, failures,
and so on. The default scheme can also be changed to being user specific by clicking on the
Edit button.
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i Wireshark: Edit Color Filter - Profile: Defau 5

Filter
[RELLTS Bad TCR
String: | tep.analysis.flags

Display Colors Status

Fareground Color...] ’Background Color...] [T] Disabled

| ok || cancel |

This will provide you with the flexibility to change the different coloring schemes such as
background color, foreground color, name to represent the protocol, and string pattern.

Working with captured packets

The main reason for packet capture is to analyze the network activity. Captured packets can be
analyzed very effectively using Wireshark. Let us continue from our previous discussion where

we learnt about performing a live capture. Let us click on the Stop live capture menu icon and

begin our experimentation with captured packets.

Searching for packets

Searching for specific information can be carried out by navigating to Edit | Find Packets or
by pressing the Ctrl + F keys. This will launch a search box with three different search options,
namely Display filter, Hex value, and String.

F

7! Wireshark: Find Packet

Find

By: (%) Display filker () Hex walue () String

Search In Skring Options Direckion
O up
(%) Down

The Display filter option allows us to enter an expression-based filter that will find only those
packets that satisfy that expression.

The Hex value search option is used to look for a specific hexadecimal sequence.
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The String search option allows us to look for specific strings. Searching for specific strings
activates another supporting search option listed under the Search In table. To search for a
particular string from the list of captured packets, we can select the Packet list option. To look
for a particular string type that can exist in the packet header information, we can use the
Packet bytes option. Finally to search for a string inside the data contained by the packet, we
can use the Packet details option.

Marking packets

Marking important packets can be useful in quickly retrieving the required information. This
can be helpful in keeping track of important packets in a huge list of captured data. To mark any
packet, right-click on it and select Mark Packet (toggle). The background color of the marked
packet changes to solid black for visual identification.

63.245.217.3%9 TCP 54 nsstp > http [ACK] Seg=l Ack=l win=64240 Len=0
53.245.217.39 HTTR 515 =ET Arproduct=firefox-15.0.1-partial-14.0.1l&os=win&lang=e
10.0. 2.1 50 Mark Packet (togale) 55 Win=65525 Len=0
10.0.2.15 TCP 60 http =1 Win=65535 Len=0 M55=146
63.245.217.39 TcP 54 ams 3 _ lonore Packet {togole) n=64240 Len=0
10.0.2.15 HTTP 544 HTTP/ () Set Time Reference (toggle)
202.56.240.5 DHS 84 stanc Manually Resolve Address DZ'I-|-|E.l.ﬂe‘t
63.245.217.309 TCP 54 nsstp =401 wWin=63750 Len=0
202.56.230.6 DNS 84 stanc Apply as Filker ¥ hozilla. net
10.0.2.15 DHS 328 stanc Prepare a Filker P 2-01-2967-000e. cdx. cedexis.
68.232.45.253 TCP 62 mtogp Caonversation Filter b 240 Len=0 M55=1460 SACK_PER
10.0.2.15 TCR 60 http Colotize Conversation y Ck=1 win=65535 Len=0 mMs5=14
68.232.45.253 TCP 54 mton in=64240 Len=0

80 bits), 60 bytes captured (480 bits) Follow TCP Stream

135:02 (52:54:00:12:35:02), Dst: Cadmusco_l L)

Src: 63.245.217.39 (62.245.217.39), Dst: 1C

, Src Port: http (B0), Dst Port: nsstp (103 4]

Copy '
%2 Decode As...
D0 12 35 02 0B 00 45 00 .+ veoRT ..5..,E.| = (G [
55 Ga EE ‘FE [l] 42? ga 90 P PR - T 1 - Show Packet in Mew Window

Saving captured data

To save the captured file, go to File | Save as. Here we will have an option to either save all the
captured packets or selectively save only the displayed packets after applying some display filter.
Wireshark supports various packet capture file formats such as .pcap, . cap, and .pcapng.

Exporting and merging packets

Wireshark also allows the exporting of the captured packets into different formats such as . txt,
.csv, and .xml. This feature is helpful when the data is to be used in other operations. Packets
can be exported by going to File | Export | File.
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Wireshark also provides the feature of merging different capture files into one. To merge a
capture file, follow these steps:

1. Open one of the capture files you want to merge.

2. Choose File | Merge to bring up the Merge with Capture File dialog.

Wireshark: Merge with capture file

Loak ir: |@' Desktop j |‘=_°F E3-

N Q My Documents
\_Wﬁ § My Computer
My Recent &My Network Places
Documents [ Mozilla Firefox

[ ) TOoLS
exp
Desktop I peapl
s
: e praps

My Documents

by Computer
‘:'] File name: | j Open |
by Metwork Filez of type: |AII Filez 7] j Cancel
Places
Help

Dizplay filter:

* Prepend packets to existing file
" Merge packets chronologically

" Append packets to existing fil

3. Select the new file you wish to merge into the already open file, and then select the
method to use for merging the files. You can prepend the selected file to the currently
open one, append it, or merge the files chronologically based on their timestamps.

Printing packets

Wireshark allows the printing of captured packets as plain text, post script, or to an output file
depending on your choice. It also allows you to provide a specific range of packet numbers for
selective printing. Navigating to File | Print will launch the print box.

This was a brief demonstration of working with captured packets to enhance productivity. In
the next section we will focus on some other lesser known features of Wireshark which can be
essential during packet forensics and network penetration testing.
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1
‘\Q Double clicking on any packet will open a separate

popup window displaying information about it.

Input/Output graph window

Wireshark also provides a cool feature to quickly develop a graphical overview of our captured
packets. This can be helpful in monitoring the amount of data flowing across the network.
Graphical analysis can also be helpful in analyzing large amounts of data. To generate a graphical
view of your captured file, go to Statistics | 10 Graph.

7l Wireshark I0 Graphs: AMD PCNET Family Ethernet Adapter (Microsoft's Packet Schedu... [= |[B](X]

s dog T

0s 205 405 als s 100s
>

araphs ¥ Bxis
Graph 1| Calar Style: |Line w ||| Tick interval:| 1 sec -
Graph 2 | Color Style: |Line w || | Pixels per tick: 5w
Graph 3 | Color R Style: |Line 3 [ wiew as time of day

N Y Axis
Graph 4 | Calor Style: |Line w

Unit; Packets/Tick w

Graph 5 Style: |Li A4
yie: [ne Scale:  |Auko w

Help Copy Save Close

There are different operations that can be performed with this graph.

Graphs
We can enable five different comparison graphs and provide them with different coloring
schemes for easy viewing.

Filter

We can also filter out packets from our analysis to build specific graphs. Clicking on Filter will
open the same menu box which we have seen earlier in our Setting up filters section.
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Style
Style provides us with the flexibility to choose from different graph options that we can build
(Line/Impulse/FBar/Dot).

Graph co-ordinates
The graph co-ordinates, that is, the X Axis and the Y Axis, can also be modified accordingly.

X Axis

4 Tickinterval: An interval in the X direction lasts (10/1) minutes or (10/1/0.1/0.01/0.001)
seconds
4+ Pixels per tick: Uses 10/5/2/1 pixels per tick interval

4+ View as time of day: Gives the option to view the X direction labels as time of day
instead of seconds or minutes since beginning of capture

4 Unit: The unit for theY direction (Packets/Tick, Bytes/Tick, Bits/Tick, and Advanced)

4 Scale: The scale for the Y unit (Logarithmic, Auto, 10, 20, 50, 100, and so on)
You can click on any graph region/interval to view the packet stream
s which is flowing during that time period.

Copying and saving
The Copy option can be used to copy the values of packets directly from the graph and paste
them into a CSV file. A typical CSV file will look similar to the one shown as follows:

A B

Interval start,"Graph 1"

0.000,"58"

1.000,"158"

2.000,"55"

3.000,"54"

4.000,"23"

5.000,"38"

6.000,"142"

7.000,"24"

L= R = B B SR TUR S ]

The Save option enables us to save the graph in several image formats such as JPG, PNG,
and BMP.
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File input/output

We have already seen several operations on data packets in the Working with captured packets
section. Here we will throw some light on various file formats and different importing/exporting
techniques that can be helpful for us in understanding Wireshark in detail. So let us start with a
basic discussion of opening a captured data packet.

Opening captured packets

To open the captured packet, move to File | Open. This will launch the file selection panel from
where we can select the file we want to open.

T4l AMD PCNET Family Ethernet Adapter {Microsoft’s Packet Scheduler)

®CN Edit Wiew Go Capture Analyze Statistics  Telephony  Tools  Inkernals

= Cpen... Chrl+0 l@ 2 & @« DF I
Cpen Recent 4
Merge...
Impart... Destination
% Cose Chrl+w e LeL TRV VI
74.125.128.121
& save Chri+s 8,121 10.0.2.15
[ savess.. shift+Chrl+s (8121 10, @- 215
74.125.128.121
File Set L VI - 10.0.2.15
74.125.135.95
Expart L 5 B—
2 print... Chlep [B-121 10.0.2.15
74.125.128.121
dll Quit Chrl+y 8. 121 10.0.2.15
S 1 e e Rt L W S ¥ e 74.125.128.121
2181 41.012715 74.125.128.121 10.0.2.15

In this way we can open and perform various operations on the captured packets which we have
discussed so far. We have already discussed about saving and merging different captured files in
our previous sections. An important thing to discuss here is the different file formats supported
by Wireshark. Let us take a quick look at them.

Wireshark file formats

Wireshark supports a wide range of file formats to open or save data packets. This is one of the
major reasons which makes Wireshark the most popular packet capture tool. Packets saved from
other tools can also be opened inside Wireshark, and it can save the captured packets in several
formats so that other tools can also understand and analyze them. We will look at different input
and output formats supported by Wireshark in this section.

26



Instant Wireshark Starter

Input file formats

Wireshark supports over 30 different tools to seamlessly open their captured files. Some of
them are:

4+ Libpcap: This is the most widely used file format for network captures. Products which
save captured network packets as libpcap are Wireshark, tcpdump, psniff, and so on
Microsoft network monitor (Netmon): This is a network capture tool from Microsoft
Network Associates Windows-based Sniffer: Files generated using Microsoft sniffers

Symbian OS btsnoop captures: These are Symbian-based sniffing tools

-+ 4+

IBM Series (OS/400) Comm traces: These are sniffing tools designed to work with
IBM devices

4 Pcap-ng: This is the successor of libpcap with several modifications and added features
Some of the other vendors supported by Wireshark include Juniper, HP, Toshiba, and RADCOM.
Now let us move to some of the important file formats in which Wireshark can save the packets.

4+ libpcap, tcpdump, and various other tools using tcpdump's capture format
4+ Microsoft Network Monitor - NetMon (*.cap)
4+ Network Associates Sniffer (*.cap)
4+ Pcap-ng
This was a quick reference to some of the important file formats supported by Wireshark.

This information can be helpful during file import and export. Let us move ahead with
another important discussion about file input/output.

Expert Infos

Expert Info is another powerful feature of Wireshark that helps in keeping track of any
abnormality that may arise in packet capture. It keeps a log of all the packets and provides an
approximate intelligent analysis. The information includes reporting, error, failure, protocol,
and severity. Let us take a close look at how we can leverage the power of Expert Infos.
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To launch the Expert Infos dialog, go to Analyze | Expert info Composite.

72 Wireshark: 1068 Expert Infos g@g|

Errors: 0(0) | WWarnings: 0 (0) | Motes: 1 (2) | Chats: 168 (1066) | Details: 1065

[T = C I T SR £

Group 4 Prokocol 4 Summary 4 Count 1

Sequence CP Connection establish reques :

Sequence  TCP Connection establish acknowledge (SYN+ACK): 138
Sequence  HTTP GET [ HTTR/1.14rn 3
Sequence  HTTP GET fuwana, rediff . comfPrkey=0944808w= 1350, 1
Sequence  HTTP HTTRJ1.1 200 OKirin 115
Sequence  HTTP GET fuwana, rediff . comfrx0?rkey=2497088deal= 1
Sequence  HTTR GET [b7cl=282=60356138ns_ t=134960578" 1
Sequence  HTTP HTTR)1.1 204 Mo Conkentirin 4
Sequence  HTTP GET fimgshop)215-155)shopping/pixs/ 1 36869/2( 1
Sequence  HTTP GET [imgshop)215-155)shopping)pixs) 149382( 1 4

You will notice five different tabs at the top. Let us define their purpose one by one:

+
+

Al

Errors: This tab reports about any error that may have a risen during packet capture

Warnings: This Expert Info gives warning information such as segmentation error and
out of order packets

Notes: This tab gives approximate information in case of duplicate packets, protocol
issues, and so on

Chats: This tab gives us information about communication calls such as TCP GET
request and application calls

We can view the packets any time by expanding the message and clicking on the
packet number. The capture window will automatically point to that packet.

Each tab discussed earlier contains a separate information table that displays information
contained in the tabs. This information table contains four columns, namely Group, Protocol,
Summary, and Count. Some older versions of Wireshark can also contain a fifth row named
Severity. Let us define them in a nutshell.

+
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Group: This Expert Info tells us about the category under which the information has
been categorized. The different categories include checksum, sequence, and request/
response code.

Protocol: This represents the protocol for which the Expert Info has been reported.
Summary: This gives short additional information about the Expert Info.

Count: This represents the packet position in the entire file.
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This is a quick demonstration of using Expert Infos for better network analysis. But this is not
the only way in which Wireshark provides expert analysis. We can also view this information
directly on the main capture panel. To add to this column, we will have to use the Preferences
option. Let us discuss this in detail in our next section.

Using preferences

Preferences can be used to set up our own display and monitor options. This enhances the
capability of Wireshark beyond the default settings and the user can directly view those
things which are important for his/her analysis. To bring up the Preferences box, navigate
to Edit | Preferences....

=

Til Wireshark: Preferences - Profile: Default = @&l
B User Interface iz it
Layout Packet list selection mode: | Selects w
Columns Protocol tree selection mode: | Selects 2
Font
Calars Save window position: [
Capture
Save window size;
Printing
Mame Resolution Save maximized state:!
Skatistics
Open a console window | Mever R
Protocols g
"File Open" dialog behavior: (%) Remember last directory ) Always start in:
Directory:

"File Open" preview timeout:

w

Filter display max. list entries: |10

"Open Recent” max. list entries:

o

Ask For unsaved capture files:

‘\Wrap to endfbeginning of file during a find:
Settings dialogs show a save butkon: [
Welcome screen and ttle bar shows version:

You can modify and add several different view options from this window. Let us move ahead and
add the expert column to our capture panel.

1. Select the Columns option from the left panel.
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2. Inthe properties column (center bottom) click on the Add button. This will create a new
column entry. From the Field Type drop-down menu, select Expert Info Severity.

=) User Interface Columns
Layout [The first list entry will be displayed as the leftrost column - Drag and drop entries to change celumn order]

Tllrmns Displayed Title Field type

Font Ne. Nurnber

Colors Time Time (format as specified)

c Source Source address
apture

inti Destination  Destination address
Printing
MName Resolution Protocol Protocol

Statistics Length Packet length (bytes)

Info Information
Protocols

New Celumn Expert Info Severity

Properties

Add Field type: Expert Info Severity

Remove Field name: Field occurrence:

Cancel

3. Click on the Add button to enable this column view. You can rename the column by
clicking on it and entering the name of your choice.

Once you are done with these three steps you will notice that an extra column with Expert Infos
has been added in your capture panel.

“4' AMD PCMET Family Ethernet Adapter (Microsoft’s Packet Schedular) [Wireshark 1.6.1 {SYN Rev 38096 fro.

Fle Edit Wiew Go Capture Analyee  3tatistics Telephony Tools  Intermals  Help

Beoee BEEXEE IA¢saTL BB QAQH DB % O

Filter: | | Expression...
Time Expert  Source Destination Protocol  Length  Info
0. 000000 10.0.2.15 202.56.240.5 DNS 74 Standard guery A www.rediff. —

0.397178 10

DNS 348 sStandard guery response CHAM

Q
467060

1] 10. http = sftsrv [SYN, ACK] 3Sec
0.467163 Q6. TCP 54 sftsrv > http [ACK] Seg=1 Ac
0.467925 chat T HTTF 450 GET / HTTP/1.1
0.468759 10, TCP 60 http > sftsrv [AcK] Seg=l Ac
0.627865 10.0.2.15 TCP 1404 [TCP segment of a reassemble
0. 6458204 202.56.240.5 DNS 78 standard guery A dimworld.rec
0.678038 10.0.2.15 TCP 1404 [TCP segment of a reassemble
0.678125 96.17.181.43 TCP 54 sftsrv > http [ACK] Seq=397
0. 717860 10.0.2.15 TP 1404 [TCP segment of a reassemble
0.724514 chat 202.137.238.20 TP 62 hoomerang > http [SYM] Seq=C
I >
Frame 3: 62 bytes on wire (496 bits), 62 bytes captured (496 bits)
Ethernet II, src: CadmuscCo_la:8h:91 (08:00:27:1a:8b:91), Dst: Realteku_12:35:02 (52:54:00:12:
Internet Protocol version 4, src: 10.0.2.15 (10.0.2.15), Dst: 95.17.181.43 (96.17.181.43) —
H

Transmission Control Protocol. Src Port: sftsry (13037, Dst Port: htto (800, Sem: 0. Len: O
| B
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This was a short description of using the preferences option to change the default view
according to your choice. You can explore the other possibilities by changing the preferences
of color, font, display protocols, and so on.

These were some of the kick-starter sections to get you started with Wireshark and packet
capture. By now we have covered most of the basic and some advanced topics that are essential
to understand the working of Wireshark. In the next section of this Starter guide we will cover
some top features that can be very helpful for your packet analysis if you want to dive even
deeper into the tool.
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Top 5 features you need to know about

As you start to use Wireshark, you will realize that there are a wide variety of things that you
can do with it. This section will teach you all about the most commonly performed tasks and
most commonly used features in Wireshark.

Working with packet streams

While working on network capture, there can be multiple instances of network activities going
on. Consider a small example where you are simultaneously browsing multiple websites through
your browser. Several TCP data packets will be flowing across your network for all these multiple
websites. So it becomes a bit tedious to track the data packets belonging to a particular stream
or session. This is where Follow TCP stream comes into action.

Now when you are visiting multiple websites, each site maintains its own stream of data
packets. By using the Follow TCP stream option we can apply a filter that locates packets only
specific to a particular stream.

To view the complete stream, select your preferred TCP packet (for example, a GET or POST
request). Right-clicking on it will bring up the option Follow TCP Stream.

1] Capturing from AMD PCNET Family Ethernet Adapter (Microsoft's Packet Scheduler) [Wireshark 1.6.1 (SVN Rev 3BO...

File Edit Miew Go Capture Analyze Statistics Telephory Tools  Intermals  Help

B e e EX2E A¢es»T L BE QQAQBA | @EEBX B

Filter: + | Expressian...

Time Expert  Source Destination Protocol  'Length ' Info Ll

Tl — L — =l s T T R e

53.057608 Chat 10.0.2.15 06.17.181.35 TCP 62 webadmstart > http [SYn] Seq=0 win=¢

53.962671 chat 10.0.2.15 202.137.237.29 TCP 62 Tmsocialserver > http [SrYN] Seq=0 w’
963036 Chat 10.0.2.15 202.137.237.29 TP 62 icp » http [S¥M] Seq=0 win=64240 Ler

il

Mark Packet (toggl 2 : :

53. 976380 Iar apc ke(t?tgge?) .2.15 TCP 1474 [TCP segment of a reassembled PDU]

53.076405 _ gnor_e ac oage .2.15 TCP 1334 [TcP segment of a reassembled PDU]

53. 076410 (L) Set Time Reference (toggle) 137.239.30 TCP 54 nicelink » http [ACK] Seq=392 Ack=2:

53.984266 cha Manually Resclvs Address 137.238.20 TP 62 ltp-deepspace > http [SYN] Seq=0 wir

53. 086565 .2.15 TCP 1404 [TcP segment of a reassembled PDU]

55. 986711 Apply as Filter rh.2.15 TCP 1404 [TCP segment of a reassembled POU]

53.986722 Prepare a Filter P 1137.239.30 TCP 54 asprovatalk > http [AcK] Seg=322 Ack

52.004241 Conversation Filker b 50,55, 208 TCP 54 brvread > https [ACK] Seq=664 ack=l:

54.008493 Cha Colorize Conversation p D215 HTTP 405 HTTR/L.1 200 oK (JPEG JFIF image) «
¥

+ Frame 1262: Follows TCP Stream its], B73 bytes captured (o84 bits)

% Ethernet II 52:54:00:12:35:02), Dst: Cadmusco_la:8b:91 (08:00:27:1la:8h:91)

% Internst Pr J137.2359.30 (202.137.239.300, Dst: 10.0.2.15 (10.0.2.150

# Transmissio copy , et ohttp (80D, DSt Port: cognex-insight (10697, seq: 2701, Ack:
d

0000 08 00 2 + Decodeds.. 02 08 00 45 00 TUULRT .

0010 03 5h O 2 print... . 80 af le 0a oo .

0020 02 of © . " 185 05 15 50 18

0030 FF FF 5{_ ShowPacket in New Window tda 22 a0 04 27 e

0040 ce 5¢ 82 07 3b 41 65 Se 07 97 39 39 la ec 02 72 yAsA

0050 3 ef c3 Ze 74 ho d% 99 f1 fc 7e 4a ec 43 22 c8B ..

0060 k2 05 0b 1c 12 98 b3 0c aa 77 1le 0e 63 5S¢ 70 37 b

Frame (873 bytes) | Reassembled TCP (3519 bytes)

o AMD PCMET Family Ethernet Adapter (Microsoft's Pac... | Packets: 4205 Displayed: 4205 Marked: 0
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Once you click on Follow TCP Stream, you will notice that a new filter rule is applied to
Wireshark and the main capture window reflects all those data packets that belong to that
stream. This can be helpful in figuring out what different requests/responses have been
generated through a particular session of network interaction. If you take a closer look at the
filter rule applied once you follow a stream, you will see a rule similar to tcp. stream eq
<Number>. Here Number reflects the stream number which has to be followed to get various
data packets.

An additional operation that can be carried out here is to save the data packets belonging to a
particular stream. Once you have followed a particular stream, go to File | Save As. Then select
Displayed to save only the packets belonging to the viewed stream.

7Wireshark: Save file as @@

Save in: | [ My Documents j £k EB-
-1 dMy Tusic

\_‘ﬁ .;ﬂMy Pictures

My Recent
Documnents

Desktop

My Documents

=
My Computer
“‘_} File name: | j Save |
My Network  Save as type: |eresharkftcpdumpf... - libpcap [*.peap;™.capl ﬂ Cancel
Places
Help

FPacket Range
" Captured * Displayed

& Al packets 14
" Selected packet 1
lﬁ
o
" Range: 0
-
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Similar to following the TCP stream, we also have the option to follow the UDP and SSL
streams. The two options can be reached by selecting the particular protocol type (UDP or
SSL) and right-clicking on it. The particular follow option will be highlighted according to
the selected protocol.

7! AMD PCNET Family Ethernet Adapter (Microsoft's Packet Scheduler) [Wireshark 1.6.1 (SVN Rev 38096 from ftrunk-1.6)] CEX

File Edt ¥ew Go Capture pnalyee Statistics  Telephony Tools  Internals  Help
BEeee BE%@&%??%}?% BE Qi WEma:x B
Filter: | {ip.addr eq 202.56.240.5 and ip.addr eq 10.0.2.15) and {udp.port eq 53 and % | Expression... Clear
Expert  Source Destination Protocol Length  Info
v} 10.0.2.15 202.56.240.5 DNS 72 standard guery A google.co.in
o] 202.56.240.5 10.0.2.15 DNS 232 standard query response A F4.125.235.215 A 74
0 10.0.2. DNS 76 standard guery A www.google.co.in
1 3
2 Mark Packet {toggle) =
3.406877 202.56.240.5 10.0.2.15 pHg|  lonore Packet (toggle) esponse CHNAME googlehosted. 1
3.407243 10.0.2.15 202.596.240.5 DNS () Set Time Reference (togale} ssl.gstatic. com
3.827H83 202.56,240.5 10.0.2.15 DNS M Iy Resolve Add ezponse A 173.194.38.111
6. 828542 10.0.2.15 202.56.240.5 DNS annaly Resolve Adoress www. goog]e. cam
7.17T4ATT 202.56.240.5 10.0.2.15 DS apply as Filker » lesponse A 173.104.38.115 4 1
7.424132 10.0.2.15 202.56.240.5 DNS Prepare a Filter » | Amworld. rediff. com
7.837253 202.96.240.5 10.0.2.15 DNS Conversation Filker » [esponse CNAME_'imwor'Id.r‘edw"FF
7.850215 10.0.2.15 202.56.240. 5 DM5  Colorize Comversation y | 5imgoz. redn. in
¥
# Frame 11: 236 bytes on wire (1888 bits), 236 bytes captu
¥ Ethernet II, src: Realteku_12:35:02 (52:54:00:12:35:02),  olowUDR Stream 8:00:27:1a:8h:91)
# Internet Protocol version 4, Sre: 202.56.240.5 (202.56.2 0.2.15)
# User Datagram Protocol, sr< Port: domain (53), DSt Port: Copy y
+ Domain mame System Cresponsel) ¥
0000 0% 00 27 1a 8b 91 52 54 00 12 35 02 OB 00 45 00 .| o Decodeds..
0010 00 de 00 Od 00 00 40 11 b3 b3 ca 38 FO 05 03 00 .| 2 print...
0020 02 OF 00 35 04 01 00 ca 70 05 <7 93 81 80 00 (01 .
0030 00 03 0D 03 00 03 03 77 77 77 06 &7 6f &f 67 6c . Shaw Packet in hew tindow
0040 65 02 63 6F 02 69 G2 00 00 0L 00 01 <0 OcC 00 Ol e.codn. LU0
0050 00 0L 00 00 00 58 00 04 ad <2 26 F7 <0 Oc 0O 01 ..... Koo a8
0060 Q0 01 00 00 00 58 00 04 ad ¢2 26 73 <0 OC 00 01 ..... ORI
0070 Q0 0l 00 00 00 58 00 04 ad <2 26 Ff <0 10 00 02 ..., Moo oL &L
0080 00 01 00 01 50 a% 00 10 03 Ge 73 33 06 &7 &F &f ....P... .ns3.0o0 »
O File: "C\DOCUME-1 darklordiLOCALS~ 1\ Tempiwires... | Packets: 2071 Displayed: 13 Marked: 0 Dropped: O

The Wireshark menu icons also provide some quick navigation options to migrate through the
captured packets. These icons include:

4+ Go back in packet history (1): This option traces you back to the last analyzed/selected
packet. Clicking on it multiple times keeps pushing you back to your selection history.

4 Go forward in packet history (2): This option pushes you forward in the series of
packet analysis.

4+ Go to packet with number (3): This option is useful in directly going to a specific
packet number.

4 Goto the first packet (4): This option takes you to the first packet in your current
display of the capture window.

4+ Goto last packet (5): This option jumps your selection to the last packet in your
capture window.
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Decoding packets and exporting objects

Wireshark provides a very powerful feature of decoding the captured packets into user
specified formats. The decode functionality of Wireshark temporarily diverts the specific
protocol dissections. This process can be helpful in cases where the data is flowing over
multiple ports or it is not recognized as a standard protocol. The decode functionality can
be used to easily transform the packets into their original protocol.

% The decode functionality is a temporary action and the changes will be
s lost unless the decoded packets are saved separately.

Right-clicking on a packet will reflect the option Decode as.... Clicking on it will open a box
containing different tabs and related options.

&

[ 2l Wireshark: Decode As E@E{

Link | Metwark | Transport
Decode
@ 802.3 Slow protocols
AaRP
ARS
ACE
Ethertype 0x0800 as
() Do not decode ARP(RARP
BATADY
Boardwalk,
BOFL
Shaow Current
CFM
(o 1 e [ om

You will notice three different tabs at the top. Let us understand them one by one.

4+ Decode As Link: Selecting this tab will show different protocols at the data link layer.
Choosing any of these protocols and selecting the Decode radio option will convert the
specified packet into the user specified protocol.

4+ Decode As Network: This tab contains different network layer protocols such as TCP
and UDP. It can be most useful in IPv4 to IPv6 conversion.

4+ Decode As Transport: This tab reflects the different transport layer protocols in which
the data packet can be decoded.
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You will also notice the Show Current button which shows the different user specified decodes.

Tahle Walug Initial Current
IPv4 protocol & TCP UDP

T T

Clicking on Clear will remove all the packet decodes applied by the user. Clicking on the Apply
button applies the current decode option and keeps the dialog box open for further operation.

Moving ahead with another important discussion of this section, Wireshark also provides the
feature to export different objects captured as packet streams. For example, downloading

a flash will be seen in the form of packets in the capture window, but it can be exported as a
standalone flash media by using the export feature. To view the different objects captured in an
HTTP traffic, go to to File | Export | Objects | HTTP. This will open up a list of captured objects
transferred as a part of HTTP traffic.

74! Wireshark: HTTP object list

Packet num Hostname Content Type Bytes
222 imshopping.rediff.com imagefipeq [EET)
231 imshopping. rediff.com imagefjpeg 8534
242 vy, rediff, com texkfhbml 236399
252 simg03.redn.in imagefjpeg 9176
263 metric.ind, rediff,com texkfhbml 1
316 simg02 . redn.in imagefjpeg 8213
324 simg02 . redn.in imagefjpeg 9926
434 metric.ind, rediff,com texkfhbml 1
595 v, blogger, com textfoss 19335
601 fonts.googleapis,com textfoss 247
FEZ vy, hackingalert. net imagex-icon 1150
855 2.bp.blogspot.com imagejpng 946
863 2.bp.blogspot.com imagefjpeg 3422
936 1.bp.blogspat.com image/png 1501
952 4.bp.blogspot.com imagejpng 939
959 3.bp.blogspot.com imagejpng 4368
965 1.bp.blogspot.com imagejpng 1011
939 img1.blogblog.com imagejpng 475 v

>

’ Save fs ] ’ Save Al ] I Cancel l

Selecting any of the object types and clicking on Save As will convert the packet capture into
that object type. For example, selecting an image/JPEG file type and saving it will create a new
image file on our local disk. This is a very efficient and quick way of retrieving different file types
downloaded during packet capture.
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Now let us move ahead with the next important feature of Wireshark that will be helpful in the
quick analysis of data capture.

Statistics of the captured packets

In this section we will take a detailed look at generating statistics for the captured packets in
order to have an overview of our network activity. We have already covered I/O graphs in our
previous section. Here we will uncover some more important aspects for generating quick
statistics of network capture.

The Statistics menu option of Wireshark provides some very cool statistical features that can
be used to generate an overview of network activity. Here we will cover five important tools,
namely Summary, Protocol Hierarchy, Conversations, Endpoint, and Flow Graph. Let us discuss
each of them one by one.

Summary

Summary returns a quick report about the entire capture process by reflecting key points
such as interface, capture duration, and number and size of packets captured. It provides all
the information in a nutshell. Summary is very useful during network forensics when a quick
overview of network activity is required.

=

2 Wireshark: Summary g@@ |

File
Mame: CHDOCUME~ 1 darklordiLOCALS~ 1 Tempiwireshark_730CDBFE-F346-4654-5196-5C2067A69E12_20121017114156_a01580
Length: 1427103 bytes
Format: ‘Wiresharkftcpdumpy... - libpcap
Encapsulation: Ethernet

Packet size limit: 65535 bytes

Time
First packet: 2012-10-17 11:42:00
Last packet: 2012-10-17 11:42:15
Elapsed: 00:00:14
Capture
Interface: AMD PCMET Family Ethernet Adapter (Microsoft's Packet Scheduler)
Dropped packets: 0O
Capture Ffilker: none
Display
Display Filker: none

Ignored packets: 0

Traffic 1 Captured 4 Displayed 4 Marked 1
Packets 2624 2624 o

Between First and last packet 14,342 sec

Avg, packetsisec 182,961

Avg, packet size 527,856 bytes

Bytes 1355095

Avg, bytesfsec 96577204

Avg, MEitjsec 0.773
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Protocol Hierarchy
Protocol Hierarchy reflects the statistical information of different protocols seen during network

analysis in a nodal form. It arranges the protocols according to its layers and represents their
existence in the captured file in percentage form.

B

7! Wireshark: Protocol Hierare hy Statistics

Display filter: none

Protacal %, Packets Packets % Bytes Bytes IMbitfs End Packets End Bvkes End Mbit):

B Frame
= Ethernet
(=l Internet Prokocal Version 4 1385095 0,773 ] ] 0,000

[= User Datagramn Protocol I 4,23 % 111 | 1.61 % 22369 0.012 1} 1} 0.00c
Daornain Mame Service I 4,19 %% 110 | 1.60 % 2111 0,012 110 22111 0.01:

(= MetEIOS Datagram Service | 0,04 % 1 | 0,02 % 255 0,000 1] 1] 0,000

=l 5ME {Server Message Block Pratocol) | 0.04 % 1 | 0.02 % 255 0.000 i} i} 0.00¢

(= SME Mailslot Prokocal | 0.04 % 1 | 0.02 <% 258 0,000 u] ul 0.00[

Microsoft Windows Erowser Protocal [ 0,04 % 1 [0.02 % 258 0,000 1 258 0,000

= Transmission Contral Protocol 2513 1362726 0.760 2115 1088694 0.607
[=l Hypertext Transfer Protocol | F - 158 |8.?6 %% 121333 0,068 104 SE5Z2 0,037
Media Type | 0,19 % 5 | 0.33 % 4534 0.003 5 4534 0,007
Line-based text data | 0.50 % 21 | 1.05 % 14525 0,005 z1 14525 0,008

JPEG File Interchange Format | 0,99 % 26 | 1.34 % 18591 0.010 26 18591 0,010

Portable Metwork Graphics | 0,99 % 26 | 1.52 % 20955 0.012 26 20955 0,013
Compuserve GIF | 0,23 % B | 0.30 %% 4170 0,002 ] 4170 0.00:

Secure Sockets Lavyer I 8.00 % 210 i1.02 % 152699 0,085 210 152699 0,088

Conversations

Conversation is another very interesting statistical analysis of data packets which shows
information about communication between different IPs. It also shows Conversation statistics of
different protocols transferred over an IP. This is the best statistical analysis when an end-to-end
analysis has to be carried out between the host and server.
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" Conversations: AMD PCNET Family Ethernet Adapter {Microsoft's Packet Scheduler)

Ethernet: 2 IPwd: 25 TCP: 126 LDP: &
IPv4 Conversations

Address A 1 Address B 1 Packets 4 Bytes 1 Packets A—E Y Bwtes A—B 1 Packets A—E 4 Bytes A—B 1 RelStart 4 Duratic

0.5 56 4 451 54 17 0,000000000 2

96,17.152.43 44 633 0.549913000 1.

96,17.152.57 4 24 3 180 1.329300000 B,

202,137.2358.20 21 ZTEE 1z 1595 9 1124 1.329495000 7.

96,17, 152.41 21 2 059 1z 1307 9 7582 1.378591000 B,

202,137.239.30 316 67 459 167 13941 149 53518 1.529320000 g,

31.13.79.20 64 25491 29 3903 35 215585 1.943021000 9,

154.50,99,206 445 179 102 199 19 561 246 199 241 3.034565000 11,

10.0.2.255 1 258 1 258 o 0 4741024000 0.

173.194.72.121 108 74393 46 3410 62 709583 5567176000 B,

173.194.72.95 70 38401 29 2569 41 35832 6.506549000 B,

173.194.72.191 65 42030 28 3538 37 35492 6.515909000 5.

74.125.235.134 399 299 695 158 14 518 241 285178 6.856358000 G,
74.125.235.137 136 86414 60 6 537 7o 79877 6.996626000 3,

>

Marme resalution [ Limit ta display Filker
(= =

Endpoints

Endpoint statistics is similar to Conversations as it reflects the statistics of traffic to and from an
IP address.

Flow graph

Flow graphs are a timeline-based representation of communication statistics. They represent
the different conversations carried out based on time intervals. Clicking on Flow Graph launches
a dialog box which asks for some initial information before generating the graph.

'@ Wireshark: Flow Graph E]@Wgr

Choose packets

@

() Displayed packets

Choose Flow type
(%) General flow
) TCP Flows

Choose node address bvpe
(#) Standard sourceydestination addresses

() Metwork sourcefdestination addresses

(o) o=
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We can specify information such as choosing packets, flow type, and the mode in which the
graph will reflect information. This statistical analysis is helpful in reading the timeline of
network activity. It also helps in understanding the traffic load over time duration.

This was a basic demonstration of using different statistical options provided by Wireshark in
order to have a better understating of our network capture. In the next section we will cover
some technical aspects involved in Wireshark's reassembling and name resolution techniques.

Name resolution and packet reassembling

In this section we will look at some more important Wireshark features that make our network
analysis process easier and more informative. We will start with name resolution.

Name resolution

Name resolution is the process of converting one identifying address into another for better
understanding. For example, if a computer has a physical address of 00:16:CD:6C:8B:24, the
DNS and ARP protocols allow us to view the readable name as MYPC-o1. This association makes
it easy to remember different devices on a network. Wireshark provides several name resolution
tools that can convert physical addresses into corresponding readable device names. Let us take
a quick look at some of the resolution tools present in Wireshark.

MAC name resolution

MAC name resolution uses the ARP/RARP protocol to convert a physical address (MAC) into its
corresponding logical address (IP).

Network name resolution

Network name resolution further converts the logical address(IP) into its corresponding DNS
name for better understanding. For example, 173.194.72.101 becomes google . com.

Transport name resolution

This name resolution technique identifies the service according to its port number. For example,
port 8o hosts http service.

To enable name resolution in Wireshark, select Capture | Capture Options. This will launch the
capture options dialog box which we have also seen earlier. The bottom-right side of this dialog
box shows the Name Resolution checkbox for different categories.

Mame Resolution

Enable MAC name resolution
[] Enable netwark name resalution

Enable transport name resolution

[ Start ] [ Cancel
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You can select the different checkboxes based on your needs. Alternatively, you can also launch
the Name Resolution dialog box by selecting Edit | Preferences | Name Resolution.

74! Wireshark: Preferences - Profile: Default

= User Interface Mame Resolution

3]

Layout: Enable MAC name resolution:

Columnns

Enable network name resolution: — []
Faont
Colors Enable transport name resolution:
Capture
P Enable concurrent DNS name resolution:
Prinking
Mame Resolution Maximum concurrent requests: 500
Statistics " |
Enable OID resolution:
# Protocols .
Suppress SMI errors: |:|

GeolP database directories [ Edit...

Apply ] ’ Cancel

o |

This provides even more advanced options as compared to the previous one. Here we can
also provide a GeolP database to Wireshark that can further improve the resolution power of
Wireshark by helping it in identifying the packet regions based on its GeolP.

This feature of Wireshark not only makes network analysis easier but also increases the

capability of Wireshark in recognizing different protocols and services. But name resolution also

has some drawbacks that need to be mentioned here.

4+ Name resolution may fail during live capture or while opening a saved capture file

4+ Name resolution adds extra bytes of spaces into the packet file thus affecting the
statistical graphs

4+ Name resolution adds additional overheads at packet processing

Now let us move to the next important discussion of this section.

Packet reassembling

Packet reassembling is the process of transferring large chunks of data by splitting it into
smaller packets and later on combining them again to form the complete data. In order
to efficiently reproduce the captured data, Wireshark also implements its own packet
reassembling technique.
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Wireshark collects the different chunks of packets of the fragmented data and then reassembles
it to reflect the complete file through the packet bytes panel.

TUT T 9F TW dF Ud BEY OJ 90 £d 90 SO S5d 28 OF 3 T E£3 - ee e = .

0080 < c0 <3 3F bl bd 15 4c 1d 30 8d <2 6c od 63 fd PR N (T I
0090 e9 fo obf 50 dl o4 d3 ¥l 73 af e3 76 67 36 la 3¢ I - - R,
00an he &84 9f 32 66 ce bf 0c 33 d5 d8 80 53 19 36 ef do2fols 3000508
0obho  ce a0 d% &6F 90 e0 39 a5 ae 91 6% 77 &F 9d 59 bd PP« T T 1o T
[TaFatnl s GL AR 25 IF o o~d B2 1~ A FRa s~ Fa Az £7 21 o S [u] 44 h

Frame {1121 bytes) |Reassembled TP (3767 bytes) | Uncompressed entity body {14930 bytes)

O TCP Segments (tcp.segments), 3767 bytes Packets: 4438 Displayed: 4438 Marked: 0 Dropped: O

For example, an HTTP GET request (HTML page) can be broken into smaller data packets. Once
the transmission is complete, Wireshark reassembles the different packets and creates a single
reassembled HTML page. The packet details panel adds extra information (Reassembled TCP
segments) about the different packet numbers that are reassembled to form the complete set
of data.

7 AMD PCNET Famuy Etherneudapter IMlcrosoftsPacket Schedulerl [ereshark1 6.1 (SVN Rev 38096 from ftrunk-1.6)] EEX
Flle Edt Yiew Go Capture Analyze Statistics Telephony Tools Internals Help

EEsee CERXPE Qe Ti|(EBE QA #0MK% B

Filter: | w | Expression, ..

Time: Expert  Source Destination Protocal Length Info -
ST oo TS T e gnre e s

9. 176120 96.17.182.65 10.0.2.15 TCP 1404 [TCP Segment D‘F a reassembled
9.176178 10.0.2.15 96,17.182.65 TCP 54 isoipsigport-1 > http [AcCK] se
9.176857 Chat 968.17.182.869 10.0.2.15 HTTP 1121 HTTR/L.1 200 OK (text/css)
5.177022 96,17.182.65 10.0.2.15 TCP 1404 [TCP segment of a reassembled
9.177172 chat 10.0.2.15 96.17.182.65 HTTP 365 GET fgaama_indiatimes/js/Jouer
G 1FRATA GA 17 TR2 AS A B TR AN httn » dendinsinnnrt -1 Tark] =a

>

Frame 1067: 1121 bytes on wire (8968 bits), 1121 bytes captured (8268 bits)

Ethernet II, src: Realteku_12:35:02 ¢52:54:00:12:35:02), Dst: CadmusCo_la:8b:91 (08:00:27:1a:8h:91)
Internet Protocol version 4, Src: 96,17.182.65 (96.17.182.65), Dst: 10.0.2.15 ¢10.0.2.15%)

.Transmwss‘lon CDmtrD'\ Prm:oco'l Sre POrt: http (80), Dst PDrt '|smps1gport -1 (1108), seq: 2701, ack: 325, Le

Frame: 1064 pav'\aad 0-1340 (1350 bv‘tes)'l
[Frame: 1065, payload: 1350-2699 (1350 bytes)]
[Frame: 1067, payload: 2700-3766 (1067 hytes)]
[segment count: 3]
[rReassembled TCP Tength: 3767]

= 'Hvpertext Transfer Protocol

Frame (1121 bytas) Reassembled TCP (3767 bytes) | Uncomprassed entity body (14930 bytes)
() TCP Seqments (tcp.seqments), 3767 bytes Packets: 4435 Dlsp\ayed 4435 Marked: 0 Dropped: O

The complete reassembled data is reflected under the Uncompressed entity body tab of the
packet bytes panel and its Hex dump is reflected under the Reassembled TCP tab.

Q Reassembling is enabled by default in Wireshark.
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This was a quick discussion about how Wireshark manages large chunks of data packets and how
it efficiently identifies different protocols, services, and devices. In the next and last section we
will cover how to use Wireshark from the command line.

Wireshark command-line tools

Now that we have covered almost all basic implementations of Wireshark, we can finally
conclude this section by covering Wireshark command-line tools, which are equally powerful
like their GUI counterpart. Let us jump to analyze some of these commands on the Windows
command-line. Similar commands can be used on the Linux terminal as well.

Tshark — terminal Wireshark

Tshark is the command to initiate most of the operations in Wireshark from the command line.
To start with the command line on the Windows machine, locate the Wireshark installation
directory which is by default Program Files\wireshark.

Passing the tshark help command will display a huge list of parameters that we can pass along
with tshark. Let us execute this command and read its output.

C:\Program Files\Wireshark>tshark -h

TShark 1.6.1 (SVN Rev 38096 from /trunk-1.6)

Dump and analyze network traffic.

See http://www.wireshark.org for more information.

Copyright 1998-2011 Gerald Combs <gerald@wireshark.org> and
contributors.

This is free software; see the source for copying conditions. There
is NO

warranty; not even for MERCHANTABILITY or FITNESS FOR A PARTICULAR
PURPOSE.

Usage: tshark [options] ...

Most of the parameter details are self-explanatory and you can easily understand their uses.
Let us list the different interfaces available to us using t shark.

C:\Program Files\Wireshark>tshark -D

1. \Device\NPF {730CDBFB-F346-4654-8196-5C20B7A69E12} (AMD PCNET
Family Ethernet

Adapter (Microsoft's Packet Scheduler) )

2. \Device\NPF {DD763ED6-6670-4281-8551-A3C651241F95} (AMD PCNET
Family Ethernet

Adapter (Microsoft's Packet Scheduler) )
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As you can see, the —-D parameter has been passed to list the available interfaces. Similarly we
can start capturing through any interface by using the -1 parameter followed by the interface
number and the output can be stored into a file by using the -w parameter. We can combine
the different parameters under a single command to perform our packet capture. Let us take an
example query with different parameters passed to t shark.

C:\Program Files\Wireshark>tshark -i 1 -w capture.pcap -p -c 100

Capturing on AMD PCNET Family Ethernet Adapter (Microsoft's Packet
Scheduler)

100

C:\Program Files\Wireshark>

You can see the different parameters passed to the t shark command. The complete command
can be explained in simple language as: capture from interface number 1, save the output with
filename capture. pcap, do not capture is promiscuous mode (-p), and stop capture (-c) when
the packet count reaches 100.

You can further combine other parameters along with this command according to your need.
This command will create a file named capture.pcap in the present working directory, that is,
/program files/wireshark

The next step can be to view the captured file. To do this we can use the —r parameter followed
by the input file name.

C:\Program Files\Wireshark>tshark -r capture.pcap

0.000000 10.0.2.15 -> 173.194.72.94 TLSvl 91 Application Data
0.000822 173.194.72.94 -> 10.0.2.15 TCP 60 https > opsmgr [ACK]
Seg=1 Ack=

38 Win=65535 Len=0
0.148540 173.194.72.94 -> 10.0.2.15 TLSvl 91 Application Data
0.314759 10.0.2.15 -> 173.194.72.94 TCP 54 opsmgr > https [ACK]
Seg=38 Ack

=38 Win=62839 Len=0
0.527277 10.0.2.15 -> 31.13.79.20 TLSvl 606 Application Data
0.527761 31.13.79.20 -> 10.0.2.15 TCP 60 https > hiqg [ACK]

Seg=1 Ack=553
Win=65535 Len=0

1.097436 31.13.79.20 -> 10.0.2.15 TCP 1404 [TCP segment of a
reassembled

PDU]
1.107744 31.13.79.20 -> 10.0.2.15 TLSvl 229 Application Data
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1.107790 10.0.2.15 -> 31.13.79.20 TCP 54 hiqg > https [ACK]
Seqg=553 Ack=15

26 Win=64240 Len=0

1.127783 31.13.79.20 -> 10.0.2.15 TCP 1404 [TCP segment of a
reassembled

PDU]
1.147908 31.13.79.20 -> 10.0.2.15 TLSvl 1234 Application Data
1.147942 10.0.2.15 -> 31.13.79.20 TCP 54 hig > https [ACK]

Seqg=553 Ack=40
56 Win=64240 Len=0

1.167471 31.13.79.20 -> 10.0.2.15 TCP 1404 [TCP segment of a
reassembled

PDU]

You will notice an output similar to the GUI where information such as capture time, source/
destination, and protocol is reflected. This is how we can leverage the power of Wireshark
through the command line. Let us work on some more interesting command-line tools.

Rawshark — dumping and analyzing the traffic

Rawshark is used to read the stream of packets from a captured file. This operation is similar to
Follow TCP Stream which we covered in the Working with packet streams section. To view the
available options of Rawshark, we can use the rawshark -h command.

A simple Rawshark command will look like the following:
C:\Program Files\Wireshark>rawshark -d proto:http -r capture

This command looks for HTTP protocol within the specified filename.

editcap

editcap is used to apply additional operations on captured files such as propping packets,
error correction, and filter. Its different options can be seen using the editcap -hcommand.
A simple editcap command will look like the following:

C:\Program Files\Wireshark>editcap -d capture.pcap capturel.pcap 1
100

Add Selected: 1

Not inclusive ... 1

Add Selected: 100

Not inclusive ... 100

100 packets seen, 0 packets skipped with duplicate window of 5
packets.
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The command drops duplicate packets in the range of 1 to 100 packets present in the capture.
pcap file and stores the remaining packets under the capturel.pcap file.

mergecap

mergecap is used to merge two or more captured files into a single file. It provides the option
of either concatenating or truncating the selected capture files. A simple mergecap command
that will concatenate two pcap files is as follows:

C:\Program Files\Wireshark>mergecap -a -w newcapture.pcap
capture.pcap capturel.pcap

text2pcap

text2pcap reads the ASCIl hex dump file and writes the data described into a 1ibpcap style
capture file. text2pcap can read hex dumps with multiple packets in them, and build a capture
file of multiple packets. An example command is as follows:

C:\Program Files\Wireshark>text2pcap -o h text.txt converted.pcap

Input from: text.txt

Output to: converted.pcap

Wrote packet of 37 bytes at 0

Wrote packet of 37 bytes at 37

Read 2 potential packets, wrote 2 packets

This was a simple demonstration of some of the important Wireshark command-line tools. You
will notice that similar features are also present in the GUI mode.

With this we come to an end of this section. In the next section we will perform a live capture
and implement various methodologies for packet analysis that we have seen so far in this guide.
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Wireshark activity

Now that we have covered almost all the basic features of Wireshark, in this section we will try
and practically implement the techniques we have learnt so far in the previous sections. This
exercise will be helpful in giving you a practical insight of various processes that are followed
while performing network forensics. We will be taking an example where a user visits a website
while browsing the Internet but after a few minutes he notices some weird behavior on his
system. Fortunately, the user has captured a pcap file that can help us in analyzing what exactly
happened on the wire.

For your better understanding, you can download the capture file from the following location
and follow up with this section:

https://www.dropbox.com/s/yklérhsfstuwOfp/wireshark starter.pcap

Once you have opened the packet capture in Wireshark, the first step will be to look at the
different DNS queries that are made while the user was online. This will give us a quick view of
any malicious DNS request that may have been made without the knowledge of the user. This
can happen if the website that the user has visited contains a hidden iframe of some malicious
scriptinside it.

Typing dns in the Filter box and pressing Enter will return different DNS resolutions that
occurred over the wire.

T bhole-081 5.pcap [Wireshark 1.6.1 (SYN Rev 38096 from firunk-1.6)]

Fle Edt Yiew Go Capture Analyze Statistics Telephony Tools Internals Help
SFoes EAXXEE Qe2aT L | BE QA #@mx B

Filter: | dns + | Expression... Clear

Time Expert Source Destination Protocal  Length Info _ ~
1 B 80 standard om
37.153369 202.56.240.5 192.168.42.194 DNS 456 standard guery response CMAME codecs.windowsmedia. com. akadns. ne

30.780744 192.168.42.1%4 202.56.240.5 DNS 77 standard guery A www.microsoft.com

39. 903464 202.56.240.5 192.168.42.194 DNS 477 standard guery response CMAME toggle.www.ms.akadns.net CHAME g.

40, 686857 192.168.42.1%4 202.56.240.5 DNS 78 standard guery A home.microsoft.com

40. 803166 202.56.240.5 192.168.42.194 DNS 199 standard guery response CMAME redir.blu.ch3.glbdns.microsoft. o

41.519387 1092.168.42.1%4 202.56.240.5 DNS 71 standard guery A www.msn.com

41.653250 202.56.240.5 192.168.42.194 DNS 199 standard guery response CMAME us.col.ch3.glbdns.microsoft. com »

42. 588070 192.168.42.1%4 202.56.240.5 DNS 70 standard guery A in.msn.com

42.733271 202.56.240.5 192.168.42.194 DNS 198 standard guery response CMAME in.kaw.ch3.glbdns.microsoft.com »

43, 587573 192.168.42.1%4 202.56.240.5 DNS 77 standard guery A kaw.stc.s-msn.com

43.752965 202.56.240.5 192.168.42.194 DNS 240 standard guery response CMAME stip.kaw.ch3.glbdns.microsoft. cor

44,319913 192.168.42.1%4 202.56.240.5 DNS 74 standard guery 4 adsl.msads.net v
>

# Frame 155: 80 bytes on wire (640 bits), 80 bytes captured (&40 hits)

# Ethernet II, src: ee:09:0c:dd:00:ha (ee:09:0c:d4:00:ha), Dst: CH:20:65:22:83:a3 (ChH:20:65:20:83:a3)
# Internet Protocol version 4, Src: 192.168.42.1%4 (192.168.42.194), Dst: 202.56.240.5 (202.56.240.5)
# User patagram Protocol, Src Port: 60545 (60545), pst Port: domain €530

® Domain Mame System (quaryl)

0000 & 20 65 2e 83 a3 ee 09 OcC d4 00 ha 08 00 45 00 T . E.
0010 00 42 0e fc 00 00 7f 11 87 06 O a8 2a <2 ca 38 SBaaaal . .8
0020 f0 05 ec BL 00 35 00 2e 5a 85 <f 4c 01 00 Q0 Q01 ..... G.. Zo.L....
0030 00 Q0 00 00 00 00 06 63 &F 64 65 63 73 00 6d 69 ....... ¢ odecs.mi
0040 63 72 6f 73 6f 66 74 03 63 6f 6d 00 00 01 00 01 crosoft. com..... 3

@ | File: "C:\Documents and SettingsidarklordiMy Docum... | Packsts: 5064 Displayed: 79 Marked: 0 Load tims: 0:00.120
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You will notice lots of DNS name resolutions being carried out. It looks a bit difficult to figure out
if there is anything suspicious in it. The next thing that you can do is to look for different HTTP
streams that have flown during the network activity. Typing ht tp and pressing Enter will return
different HTTP packets. You will notice several HTML, JavaScript, and image traffic become
visible to you. Taking a closer look at it, you will also find some 302 redirections, non-HTTP
streams, and Java Archive downloads. This can raise some suspicion in the investigators' minds
that the system may have been infected using a Java exploit. To investigate further, you can
look at different GET requests made through the machine. Typing tcp contains "GET" will
reflect all the GET requests in the capture panel.

You will notice a GET request with an unusual URL pattern of ?page=<random numberss.

You can right-click on it and follow the stream to see the original source code of the GET request.

T Follow TCP Stream M=1E3

Stream Content

GET /main.php?page=aa3321081a948a%1 HTTR/L.1

ﬁ%ce T: }mage!gi , image/x-xbitmap, image/jpeq, imagespipen, applicationsx-shockwave-
ash, ®/¥

ACCEPT-LANGUAgE: en-us

Accept-Encoding: ?zip, deflate

User-agent: MozilTas4.0 (compatible; MSIE 6.0; windows NT 5.1; Swl)

Host: asleep.coolparkinggames.info

Connection: Keep-alive

HTTR,/1.1 200 oK

server: nginxsl.2.2

Date: wed, 15 Aug 2012 17:46:16 GMT
Content-Type: texty/html
Transfer-Encoding: chunked
Connection: keep-alive
w—-Powered-By: PHPSS.3.10
Content-Encoding: gzip

LW
PO n.
. R o TR~ o ¥ ) I
................. 2 &0/ 0L =22 0V e
L o T o g #§o0d00 cogooonooo n_ w
>
Entire conversation (161947 bytes) w
[ Bnd |[ seveas [ pit | O asen ) EBCDIC ) Hex Dump O C arrays & Raw

[ Filter Qut This Stream ] [ Close l

You will notice that the page content is gzip encoded. Now to view the source code in plain text,
you will have to export is as an HTML page and then view its source. To do this, we can go to File
| Export | Objects | HTTP.
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This will open the dialog box that contains the complete list of different HTTP objects present in
the packet streams.

[T Wireshark: HTTP object list

Packet num Hostname Content Type Bvtes  Filename
15 natify20,dropbox. com textfplain 15 subscribethost_ink=0f&ns_map=33312G86_169,33321799_1
115 actives . microsoft, com applicationz-www-form-urlencoded 44 ocgek.dll
119 actives . micrasaft, com applicationz-www-form-urlencoded 44 acgek.dll
151 actives.microsoft, com ek html 13 ocgek. dll
152 actives.microsoft, com ek html 13 ocgek. dll
153 actives.micrasoft, com applicationyz-www-form-urlencoded 44 ocget.dll
154 actives.micrasoft, com applicationyx-www-form-urlencoded 69 ocget.dll
225 actives . microsoft, com et /html 13 ocget. dil
229 actives.microsoft, com et /html 13 ocget. dil
230 actives . micrasaft, com applicationz-www-form-urlencoded 44 acgek.dll
235 codecs.microsaft.cam applicationz-www-form-urlencoded 44 acgek.dll
236 codecs.microsoft,com applicationz-www-form-urlencoded 44 ocgek. dll
271 actives.micrasoft, com ket fhtml 13 ocget.dll
283 asleep. coolparkinggames.infa - applicationf-msdownload 121856 w.phpif=7279cke=2
285 codecs. microsoft.com et /himl 13 ocget. dil
266 codecs. microsoft.com et /html 13 ocget. dil
287 codecs.microsoft.com applicationz-www-form-urlencoded 44 ocgek.dll
283 codecs.microsaft.cam applicationz-www-form-urlencoded 69 acgek.dll
294 codecs.microsoft.com ket fhtml 13 acgek.dll
296 codecs.microsoft,com ek html 13 ocgek. dll
310 vy, micrasaft,.com ket fhtml 143 redir. diI?prd=iefpver=6&ar=msnhame 3
- e e m e [ P .
>
I Save As ] I Save Al ] [ Cancel l

Now you can select the HTML page and click on Save As to export it onto your disk. Then the
webpage can be opened in any HTML editor to view its source code. Taking a closer look at

the Export dialog box, you will notice that the application /x-msdownload executable
file (exe) isalso being downloaded from the URL pattern w.php? f=<random>. This can be
a dangerous executable that might have infected the user's system. You can select the object
and export it as an executable. Alternatively, you can export all the objects by selecting Save All.
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Coming back to our mysterious HTML page, once it has been exported, you can view its original
source by opening it in any text editor. You will notice lots of random numbers and alphabets.
Scrolling down to the bottom of the page will show some JavaScript obfuscation that is used

as the decoding algorithm for those long random texts. A quick search of some of the lines of
JavaScript on Google reveals that they are the parts of the well known Blackhole exploit kit.

J]d=11:

| For{i=33520-1;il=-1;1i--){

w=1i;

v=al[w]:

dd=33920-1-2+1;

bh=d;

dd=dd-h*eval{ "Ha"™+"ch") . floor{dd/fd) ;
k=wvkl-{dd-13) :

kk=k:

c+=3tring.fromCharCode{kk) ;

W m -] ;oo

o e
Lo O

[

FiFf(0i0==0x10})evali{c) ;}

Jif{window.document) for{i=0;i<{document .body.childNodes. length;i++) {

E iFf {docuwment .body.childNodes[i] .gethttribute{ "data") I=null) {
if{z)g=document.body.childNodes[1i].innerHTHL .replace{/ hwvehealqg, ") 2

i e
S = R, R )

r }

18 r}

19 a=[]1-

20 Tfoz( i=0;i<g.length;i+=2}){

gy=g.substr{i,0=2})
a.push{parseInt{gy,0=x10)) ;

Blackhole is a web-based exploit kit that compromises the user's system by exploiting
browser vulnerabilities in applications such as Java, PDF, and ActiveX. Once the user system
has been exploited, the exploit kit downloads malwares and viruses and infects the system.
If you remember, the application file that we exported can be a malicious malware or virus
that would have been downloaded once the user's browser was exploited by the exploit

kit. To quickly analyze the sample, it can be uploaded to malware analysis websites such as
virustotal.comor can be scanned by an effective antivirus product.

Uploading the file on virustotal.com shows that 33 out of 43 antivirus products detect it as
avirus.

7] total

SHAZEE: 3044190461 cebfc 89644b3eef3b03d2c0b7 e e/ G397 ced cBb5290e T af3c0

File name 46efbbb7 eabbB7 Obaff4EhaEa02aba7 e

Detection ratin 31743 .J‘ 1

Analysis date: 2012-10-18 05:55:28 UTC (1 day, 10 hours ago )

r

@
o

Analysis Comtrnents “otes Additional infarmation
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This finally proves that the user's system was exploited by the Blackhole exploit kit which
dropped a virus that resulted into the malfunctioning of the machine.

This was a short demonstration of how Wireshark can be used in network forensics to identify
malicious activities over the network. The complexity of the analysis may vary based on the
situation but the underlining principle remains the same.

In the last section of this book we will look into some additional information that can be helpful
for you in carrying your Wireshark study forward.
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People and places you should get to know

If you need help with Wireshark, here are some people and places which will prove invaluable.

Official sites

Hornepage:http://www.wireshark.org/

Manvual and documentation: http://www.wireshark.org/docs/
Wiki: http://wiki.wireshark.org/

Blog: http://blog.wireshark.org/

+ 4+ 4+

Source code :http://anonsvn.wireshark.org/viewvc/

Articles and tutorials

4+ How to Use Wireshark to Capture, Filter, and Inspect Packets: http: //www.howtogeek .
com/104278/how-to-use-wireshark-to-capture-filter-and-inspect-packets/

4+ 5 KillerTricks to Get the Most Out of Wireshark: http: //www.howtogeek .
com/106191/5-killer-tricks-to-get-the-most-out-of-wireshark/

4+ Network Analysis with Wireshark On Ubuntu 9.10: http: //www . howtoforge . com/
network-analysis-with-wireshark-on-ubuntu-9.10

4+ Packet Sniffin'Tips and Tricks that | wished | would have known earlier in my career...:
https://learningnetwork.cisco.com/blogs/network-sheriff/2008/08/25/
packet-sniffin-tips-and-tricks-that-i-wished-i-would-have-known-
earlier-in-my-career

Community

4+ Official mailing list: https: //www.wireshark.org/mailman/listinfo/
wireshark-dev

4+ Unofficial forums: http://www.techsupportforum.com/forums/£139/
ethereal-wireshark-131427.html

4+ Official IRC channel: irc://irc.freenode.net/wireshark

4 User FAQ: http://www.wireshark.org/faqg.html

4+ Wireshark official blog: http://blog.wireshark.com/

4+ The Cisco blog is a very useful source for getting the latest information on network
Snﬁﬁng:https://learningnetwork.cisco.com/

4+ The tech republic blog is also an important source to learn about Wireshark:
http://www.techrepublic.com/blog/opensource/
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Twitter
4+ Riverbed Technology: https://twitter.com/riverbed
4 AbhinavSingh: https://twitter.com/abhinavbom

4 For more open source information, follow Packt at http://twitter.com/#!/
packtopensource

53






Thank you for buying
susisnine 1 Instant Wireshark Starter

About Packt Publishing

Packt, pronounced 'packed’, published its first book "Mastering phpMyAdmin for Effective MySQL
Management" in April 2004 and subsequently continued to specialize in publishing highly focused
books on specific technologies and solutions.

Our books and publications share the experiences of your fellow IT professionals in adapting and
customizing today's systems, applications, and frameworks. Our solution based books give you the
knowledge and power to customize the software and technologies you're using to get the job done.
Packt books are more specific and less general than the IT books you have seen in the past. Our
unique business model allows us to bring you more focused information, giving you more of what
you need to know, and less of what you don't.

Packt is a modern, yet unique publishing company, which focuses on producing quality,
cutting-edge books for communities of developers, administrators, and newbies alike.
For more information, please visit our website: www . packtpub. com.

Writing for Packt

We welcome all inquiries from people who are interested in authoring. Book proposals should be sent
to author@packtpub. com. If your book idea is still at an early stage and you would like to discuss
it first before writing a formal book proposal, contact us; one of our commissioning editors will get in
touch with you.

We're not just looking for published authors; if you have strong technical skills but no writing
experience, our experienced editors can help you develop a writing career, or simply get some
additional reward for your expertise.



"PUBLISHING

Cisco Unified Communications
Manager 8: Expert Administration
Cookbook

ISBN: 978-1-84968-432-3 Paperback: 310 pages

Over 110 advanced recipes to effectively and efficiently
configure and manage Cisco Unified Communication
Manager

Cisco Unifled Communications Manager 8; 1. Full of illustrations, diagrams, and tips with clear
Expert Administration Cookbook step-by-step instructions and real time examples

2. Master call admission control and the technologies

associated with it, which is an important aspect of
Tanner Ezell any unified communications deployment to ensure
: call quality and resilience.

3. Master the necessary aspects of configuring media
resources to support conferencing, transcoding,
and Music on Hold.

FreeSWITCH Cookbook
ISBN: 978-1-84951-540-5 Paperback: 150 pages

Over 40 recipes to help you get the most out of your
FreeSWITCH server

1.  Get powerful FreeSWITCH features to work for you

= Al 2. Route calls and handle call detailing records

F reESWITC H 3. Written by members of the FreeSWITCH
COOkbook development team

Please check www.PacktPub.com for information on our titles



[PACKT]

PUBLISHING

OpenVPN 2 -
Cookbook >

OpenVPN 2 Cookbook
ISBN: 978-1-84951-010-3 Paperback: 356 pages

100 simple and incredibly effective recipes for harnessing
the power of the OpenVPN 2 network

Set of recipes covering the whole range of tasks for
working with OpenVPN

The quickest way to solve your OpenVPN problems!

Set up, configure, troubleshoot and tune OpenVPN

1.

Rhomobile Beginner's Guide
ISBN: 978-1-84951-516-0 Paperback: 306 pages

Step-by-step instructions to build an enterprise mobile
web application from scratch

Explore all of Rhomobile's features and products
through the creation of a mobile web application

Step-by-step instructions help you to build an
enterprise mobile web application from scratch,
through to deployment

Clear guides for developing applications on iPhone,
Blackberry, and other smartphones

Please check www.PacktPub.com for information on our titles



	Cover
	Copyright
	Credits
	About the author
	About the reviewer
	www.packtpub.com
	packtLib.packtpub.com
	Table of Contents
	Instant Wireshark Starter
	So, what is Wireshark?
	How does Wireshark work?

	Installation
	Step 1 – what do I need?
	Step 2 – downloading Wireshark
	Step 3 - installing Wireshark
	And that's it!
	Building Wireshark from source
	Step 1 – getting the source files
	Step 2 – unpacking
	Step 3 – building
	Step 4 – installing
	And that's it!

	Installing Wireshark on Unix through binaries
	Installing from RPM
	Installing from DEB

	Setting up the subversion client
	Step 1 – creating the directory
	Step 2 – setting the subversion path
	Step 3 – checkout


	Quick start – your first packet capture
	Getting started with network interface selection
	A quick look at the Wireshark GUI
	Wireshark GUI panels
	Capture panel
	Packet details panel
	Packet bytes panel
	Setting up filters
	Working with the Filter Expression dialog box
	Capturing live data
	Understanding the Wireshark coloring scheme
	Working with captured packets
	Searching for packets
	Marking packets
	Saving captured data
	Exporting and merging packets
	Printing packets
	Input/Output graph window
	Graphs
	Filter
	Style
	Graph co-ordinates

	Copying and saving
	File input/output
	Opening captured packets
	Wireshark file formats

	Expert Infos
	Using preferences

	Top 5 features you need to know about
	Working with packet streams
	Decoding packets and exporting objects
	Statistics of the captured packets
	Summary
	Protocol Hierarchy
	Conversations
	Endpoints
	Flow graph

	Name resolution and packet reassembling
	Name resolution
	Packet reassembling

	Wireshark command-line tools
	Tshark – terminal Wireshark
	Rawshark – dumping and analyzing the traffic
	editcap
	mergecap
	text2pcap


	Wireshark activity
	People and places you should get to know
	Official sites
	Articles and tutorials
	Community
	Blogs
	Twitter



