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CompTIA Network+ N10-008 Exam Objectives

Bloom's
Network+ Exam Domain Module Taxonomy
1.0: Networking Fundamentals
1.1 Compare and contrast the Open Systems Interconnection (OSI) model 14,9 Analyze
layers and encapsulation concepts.
1.2 Explain the characteristics of network topologies and network types. 1,2,4,6,7,9 Understand
1.3 Summarize the types of cables and connectors and explain which is
. . 2,5 Remember
the appropriate type for a solution.
1.4 Given a scenario, configure a subnet and use appropriate IP addressing 3,78 Apply
schemes.
1.5 Explain common ports and protocols, their application, and encrypted 1.2,34,11,12 Understand
alternatives.
1.6 Explain the use and purpose of network services. 3,8, 11 Understand
1.7 Explain basic corporate and datacenter network architecture. 7 Understand
1.8 Summarize cloud concepts and connectivity options. 7,9, 11 Remember
2.0: Network Implementations
2.1 Comparg and contrast various devices, their features, and their 1,2,3,4,5,6,7,9,10,11 | Analyze
appropriate placement on the network.
2.2 Compare and contrast routing technologies and bandwidth 9,12 Analyze
management concepts.
2.3 Given a scenario, configure and deploy common Ethernet switching 3,4578 11,12 Apply
features.
2.4 Given a scenario, install and configure the appropriate wireless 6.9 AbD|
standards and technologies. ' PRy
3.0: Network Operations
3.1 Given a scenario, use the appropriate statistics and sensors to ensure 2579 12 Apply
network availability.
3.2 Explain the purpose of organizational documents and policies. 2,4,6,10,12 Understand
33 Explaln high avallablllty and disaster recovery concepts and summarize 12,7.911,12 Understand
which is the best solution.
4.0: Network Security
4.1 Explain common security concepts. 4,6,7,8,10, 11 Understand
4.2 Compare and contrast common types of attacks. 4,6,8,10, 11 Analyze
4.3 Given a scenario, apply network hardening techniques. 2,6,7,8,10,11,12 Apply
4.4 Compare and contrast remote access methods and security
) A 4,11 Analyze
implications.
4.5 Explain the importance of physical security. 10 Understand
5.0: Network Troubleshooting
5.1 Explain the network troubleshooting methodology. 1 Understand
5.2 Given a scenario, troubleshoot common cable connectivity issues and
. 2,56, 11 Analyze
select the appropriate tools.
5.3 Given a scenario, use the appropriate network software tools and 23469 10,12 Apply
commands.
5.4 Given a scenario, troubleshoot common wireless connectivity issues. 6 Analyze
5.5 Given a scenario, troubleshoot general networking issues. 1,3,4,5,7,8,9,10,11,12 | Analyze
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PREFACE

Knowing how to install, configure, and troubleshoot a computer network is a highly marketable and excit-
ing skill. This course first introduces the fundamental building blocks that form a modern network, such
as hardware, topologies, and protocols, along with an introduction to the OSI model. It then provides in-
depth coverage of the most important concepts in contemporary networking, including TCP/IP, Ethernet,
wireless transmission, virtual networks, cloud computing, segmentation, security, performance optimiza-
tion, and troubleshooting. After reading the modules and completing the exercises, you will be prepared
to select the network design, hardware, and software that best fit your environment. You will also have
the skills to build a network from scratch and maintain, upgrade, troubleshoot, and manage an existing
network. Finally, you will be well-prepared to take CompTIA's Network+ N10-008 certification exam.

This course explains technical concepts logically and in a clear, approachable style. In addi-
tion, concepts are reinforced by real-world examples of networking issues from a professional’s
standpoint. Each module opens with an “On the Job” story from a network engineer, technician, or
administrator. These insightful stories of actual events, along with Applying Concepts activities,
Hands-On Projects, and Capstone Projects in each module, make this text a practical learning tool.
The numerous tables and color illustrations, along with the glossary, appendices, and study ques-
tions, provide a valuable reference for any networking professional.

INTENDED AUDIENCE

This course is intended to serve the needs of students and professionals who are interested in
mastering fundamental, vendor-neutral networking concepts. No previous networking experience
is necessary to begin learning from this text, although knowledge of basic computer principles is
helpful. Those seeking to pass CompTIA’'s Network+ certification exam will find the course’s content,
approach, and numerous study questions especially helpful. For more information on CompTIA®
Network+ certification, visit CompTIA’s website at comptia.org.

The course’s pedagogical features are designed to provide a truly interactive learning experi-
ence, preparing you for the challenges of the highly dynamic networking industry. In addition to the
information presented in the text, each module includes Applying Concepts activities and Hands-On
Projects that guide you through software and hardware configuration in a step-by-step fashion. At
the end of each module, you will also find progressive Capstone Projects that give you the oppor-
tunity to build on previous modules’ work and connect ideas from module to module using various
virtualized, emulated, and cloud environments.

MODULE DESCRIPTIONS

The following list summarizes the topics covered in each module of this course:

Module 1, “Introduction to Networking,” begins by answering the question “What is a network?”
Next, it presents the fundamental types of networks and describes the devices and topologies that
create a network. This module also introduces the OSI model, best practices for safety when work-
ing with networks, and the seven-step troubleshooting model.

Module 2, “Infrastructure and Documentation,” begins with a tour through a campus network’s
data rooms, from the ISP’s entry point through to the users’ endpoints. The module introduces best
practices for managing network and cabling equipment and explains issues related to managing the
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environment in which networking equipment operates. This module also describes characteristics of documentation
and explains how to create a network diagram that can be used in troubleshooting. It ends with a discussion on how
to create and follow appropriate change management procedures in an enterprise network environment.

Module 3, “Addressing,” describes addressing standards used by devices on a network at various layers of the OSI
model, including MAC addresses at the data link layer, IP addresses at the network layer, and ports and sockets at the
transport layer. It also explains how host names and domain names work. The module concludes with an introduction
to commands used in troubleshooting networks.

Module 4, “Protocols,” describes the functions of the core TCP/IP protocols, including TCP, UDP, IP, and others. It
compares common encryption protocols, such as [Psec and SSL, and then explores common remote access protocols,
such as SSH, RDP, and VPNs. The module finishes with a discussion of TCP/IP utilities used for network discovery and
troubleshooting.

Module 5, “Cabling,” discusses basic data transmission concepts, including throughput, bandwidth, multiplexing,
and common transmission flaws. Next, it describes copper cables, fiber-optic cables, and Ethernet standards, com-
paring the benefits and limitations of different networking media. The module then concludes with an examination of
common cable problems and the tools used for troubleshooting those problems.

Module 6, “Wireless Networking,” examines how nodes exchange wireless signals and identifies potential obstacles
to successful wireless transmission. The module explores wireless technologies that support the IoT (Internet of
Things). It then describes WLAN (wireless LAN) architecture and specifies the characteristics of popular WLAN trans-
mission methods. In this module, you will also learn how to install and configure wireless access points and clients,
manage wireless security concerns, and evaluate common problems experienced with wireless networks.

Module 7, “Network Architecture,” takes a journey through the progression of abstraction in network architecture.
It begins with a description of switch management and a comparison of three-tiered and two-tiered (spine-and-leaf)
switch architectures. After some discussion of SDN (software-defined networking) and SAN (storage area network)
technologies, the module presents common virtual network connection types and the concept of NFV (Network Func-
tions Virtualization). It then identifies features and benefits of cloud architecture, connectivity, and automation. The
module concludes with a discussion of key network availability concepts.

Module 8, “Segmentation,” explores the advantages and methods of network segmentation. The module examines
the purposes of subnets and their calculations. It then describes techniques for segmenting with VLANs and explains
related, advanced features of switches, including VLAN management.

Module 9, “Wide Area Networking,” expands your knowledge beyond the LAN with a discussion of WAN (wide area
network) concepts and technologies. The module explores how routers work and how various internal and external
gateway protocols select and manage routes between networks. The module follows the progression of a fictional com-
pany to compare WAN connectivity options, including DSL, cable broadband, leased lines, MPLS (Multiprotocol Label
Switching), cloud connectivity options, and SD-WAN (software-defined WAN) so you’ll understand how each technology
works and what makes each one unique. It then explores common wireless WAN technologies. The module concludes
with a discussion of common Internet connectivity issues and interface configuration problems.

Module 10, “Risk Management,” covers common security risks and vulnerabilities on a network, including risks
associated with people, technology, and malware infections. Here you’ll also learn how to assess a network’s weak-
nesses, how to apply appropriate physical security measures, and how to harden devices on the network. Finally, this
module teaches you about the kinds of information you should include in security policies for users.

Module 11, “Security in Network Design,” examines methods for hardening router and switch configurations, fol-
lowed by an exploration of common security devices specifically designed to protect a network. The module breaks
down AAA (authentication, authorization, and accounting) processes that control users’ access to network resources
and looks closely at the partnership between authentication and directory services.

Module 12, “Performance and Recovery,” presents basic network management concepts and describes how to
utilize system and event logs to collect network data. It then explores methods of using this information to evaluate,
monitor, manage, and optimize network performance. The module closes with a discussion of threats to network avail-
ability and components of a reliable disaster recovery plan and a defensible incident response plan.

The four appendices at the end of this course serve as references for the networking professional:

Appendix A, “CompTIA Network+ N10-008 Certification Exam Objectives,” provides a complete list of the latest
CompTIA Network+ certification exam objectives, including the percentage of the exam’s content that each domain
represents and which modules and sections in the text cover material associated with each objective.
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Appendix B, “Visual Guide to Connectors,” provides a visual connector reference chart for quick identification of
connectors and receptacles used in contemporary networking.

Appendix C, “CompTIA Network+ Practice Exam,” offers a practice exam containing 100 questions similar in con-
tent and presentation to the multiple-choice questions you will find on CompTIA’s Network+ examination.

Appendix D, “Project and Discussion Rubrics,” gives instructors and students a set of standards for assessing
student understanding of and engagement with each module’s discussion assignments and project activities.

FEATURES

To aid you in fully understanding networking concepts, this course includes many features designed to enhance your
learning experience.

e On the Job stories—Each module begins with a real-world story giving context for the technology and con-
cepts presented, providing insight into a variety of modern computing environments from the various perspec-
tives of different professionals in the IT industry.

e Module Objectives—FEach module lists the learning objectives to be mastered within that module. This list
serves as a quick reference to the module’s contents and a useful study aid.

¢ Applying Concepts activities—Embedded throughout each module, these “just-in-time” activities help you
solidify your understanding of concepts as you read, providing immediate practice of relevant skills with
step-by-step instructions.

e Colorful illustrations, photos, tables, and bullet lists—Numerous full-color illustrations and photos of net-
work media, protocol behavior, hardware, topology, software screens, peripherals, and components help
you visualize common network elements, theories, and concepts. Insightful diagrams provide details and
comparisons of both practical and theoretical information. The many tables and bulleted lists make essential
information easily accessible for quick reference, presenting condensed information in easy-to-digest chunks.

e OSI layer icons—These icons provide visual reinforcement of the link between concepts and the relevant lay-
ers of the OSI model. A thorough understanding of where concepts sit on the OSI model makes managing and
troubleshooting networks more effective and efficient.

e CompTIA Network+ Exam Tips and Notes—Each module’s content is supplemented with Note features that
provide additional insight and understanding, while CompTIA Network+ Exam Tips guide you in your prepara-
tions for taking the CompTIA Network+ certification exam.

¢ Legacy Networking features—Older technology covered by the CompTIA Network+ exam provides historical
reference to current technology.

¢ Key Terms and Glossary—Highlighted key terms emphasize the core concepts of networking and are defined
in the convenient Glossary.

¢ Module Summaries—FEach module’s text is followed by a summary of the concepts introduced in that module.
These summaries help you revisit the ideas covered in each module.

e Review Questions—The end-of-module assessment begins with a set of review questions that reinforce the
ideas introduced in each module. Many questions are situational. Rather than simply asking you to repeat
what you learned, these questions help you evaluate and apply the material you learned. Answering these
questions will help ensure that you have mastered the important concepts and provide valuable practice for
taking CompTIA’'s Network+ exam.

¢ Hands-On Projects—Although it is important to understand the theory behind networking technology, nothing
beats real-world experience. To this end, each module provides several Hands-On Projects aimed at providing
you with practical software and hardware implementation experience as well as practice in applying critical
thinking skills to the concepts learned throughout the module. Requiring only a Windows 10 computer and a
typical home network, the projects rely on cloud, virtualization, and simulation technologies to ensure acces-
sibility in a wide variety of learning environments.

¢ Capstone Projects—Each module concludes with two or three in-depth projects where you implement the
skills and knowledge gained in the module through real design and implementation scenarios in a variety of
networking environments. With the help of sophisticated virtualization and emulation products available
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free online, the Capstone Projects introduce you to a multitude of real-world software, hardware, and
other solutions that increase your familiarity with these products in preparation for addressing workforce
challenges.

Support for building good habits—Supplemental steps in many projects guide you in creating a customized
wiki to document information learned and projects completed. A project in the final module gives tips for
organizing this wiki as a way to display your new skills for job interviews.

User-friendly organization—Logical arrangement of content consolidates similar concepts for efficient cover-
age, allowing for deeper investigation of particularly rich concepts and skills that are emphasized in the latest
CompTIA Network+ N10-008 exam, including a strong emphasis on security, troubleshooting, and virtualiza-
tion, with added coverage of cloud, wireless, and switch technologies.

New to this Edition

Just as networking technology continues to evolve, so does learning science and the insights available to course
designers. In the interest of providing you with the most effective and durable learning experience, this latest edition
is packed with improvements and enriched features.

Fully updated—Content maps completely to CompTIA’s Network+ N10-008 exam for productive exam
preparation.

“Remember this . . .” feature—Section-specific learning objectives blend the Network+ exam objectives with
the material covered in each section to help you focus on the most important points of that section.
Self-check questions—Periodic multiple choice questions sprinkled throughout the readings help you men-
tally complete the “learning cycle” as you practice recalling the information as you learn it. With answers and
thorough explanations at the end of each module, you can check your own learning and assess your progress
toward mastering each module’s objectives.

Project prompts—“You're ready” boxes in the module indicate at which point you've learned all required
concepts to competently complete each project at the end of the module. By embedding this information in
your learning path, you can choose to interleave hands-on activities with your reading or continue with your
reading and leave the projects for later.

Flexible learning environment—New and updated skills-based projects encourage hands-on exploration of
module concepts. These projects include thought-provoking questions that encourage critical thinking and
in-depth evaluation of the material. The software tools used in the projects are included in Windows or freely
available online, and hardware requirements are kept to a minimum, making these projects accessible to more
students in a wide variety of learning environments.

Group activities—Some projects in each module offer optional group work activities to enhance the explora-
tion of various concepts and skills.

Cloud, virtualization, and emulation technologies—Projects at the end of each module challenge you to
explore concepts and apply skills with real-world tools. Many projects employ Cisco’s network simulator,
Packet Tracer, so you can practice setting up a network from start to finish, including device configuration,
subnetting, and extensive use of the command line. Other projects guide you in configuring virtual networks so
you can experience more complex networking concepts within a single, physical computer. Some new projects
also take you into AWS so you can “get your hands dirty in the cloud” and discover why IT as an industry is
becoming cloud-centric.

Text and Graphic Conventions

Wherever appropriate, additional information and exercises have been added to this text to

7 Application

6 Presentation

help you better understand the topic at hand. The following labels and icons are used through- o

out the text to alert you to additional materials: (YO Transport
OSI model icons highlight the specific layer(s) of the OSI model being discussed, and they (16 Network
indicate when the layers of interest change throughout the module. (4@ pataLink

[ 4@ Physical

Copyright 2022 Cengage Learning. All Rights Reserved. May not be copied, scanned, or duplicated, in whole or in part. Due to electronic rights, some third party content may be suppressed from the eBook and/or eChapter(s).

Editorial review has deemed that any suppressed content does not materially affect the overall learning experience. Cengage Learning reserves the right to remove additional content at any time if subsequent rights restrictions require it.



PREFACE ' Xiii

NOTE

Prolific notes draw your attention to helpful material related to the subject being described and offer expanded
insights to enrich your understanding.

EXAM
@ TIP

The CompTIA Network+ Exam Tip icon provides helpful pointers when studying for the exam.

Legacy Networking

Studying older technologies can help you better understand the ways current technologies developed and what additional
challenges future technologies need to overcome. By setting this information apart, you can identify which standards have

become obsolete but still offer rich and insightful context for understanding networking and for preparing to take the Net-
work+ exam.

Applying Concepts

Embedded Applying Concepts activities give you “just-in-time” practice with skills and concepts as you read about them.

REMEMBER THIS . ..

The Remember this . .. feature highlights important points from each section as you finish reading that material. This

invitation to pause and reflect helps you track your learning and ensure you're absorbing the most relevant concepts
as you go.

SELF-CHECK

To complete the learning cycle, these self-check questions help you practice recalling the information you've read.
With answers and extensive explanations provided to readers at the end of each module, this low-stakes practice testing
helps you assess how well you're learning and what material you might need to review before completing graded work.

You’re Ready

These action pointers indicate when you've studied the concepts needed for each Hands-on Project at the end of the module.
At each point, you can choose whether to take a break from reading to apply the concepts you've learned, or you can keep

reading. These forks in the learning path encourage you to actively engage in choosing how you learn best.
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Hands-0n Projects

Each Hands-On Project in this course is preceded by the estimated time to complete the project, the relevant exam
objective, the required resources, and a description of the project. Hands-On Projects help you understand the theory
behind networking with activities using the latest network software and hardware.

Capstone Projects

Capstone Projects give you the opportunity to apply concepts in a more in-depth way than what the Hands-On
Projects offer. By building on each other, these Capstones weave concepts from module to module, allowing you to
make creative connections and see the big picture. They challenge you to demonstrate a solid understanding and
application of skills required for the CompTIA Network+ exam and a career in networking.

& CERTIFICATION

Each main section of a module begins with a list of all relevant CompTIA Network+ objectives covered in
that section. This unique feature highlights the important information at a glance and helps you better
anticipate how deeply you need to understand the concepts covered.

INSTRUCTOR MATERIALS

Everything you need for your course is in one place. This collection of book-specific lecture and class tools is available
online. Please visit login.cengage.com and log in to access instructor-specific resources on the Instructor Companion
Site, which includes the Guide to Teaching Online; Instructor Manual; Solutions to the textbook and MindTap, and live
virtual machine labs; Test Bank files; PowerPoint Presentations; Syllabus; and Student Downloads.

¢ Guide to Teaching Online—The Guide to Teaching Online includes two main parts. Part 1 offers general tech-
nological and pedagogical considerations and resources, and Part 2 provides discipline-specific suggestions
for teaching when you can’t be in the same room with students.

¢ Electronic Instructor Manual—The Instructor Manual that accompanies this textbook includes the following
items: additional instructional material to assist in class preparation—including suggestions for lecture topics,
additional projects, and class discussion topics.

¢ Solutions Manuals—The instructor resources include two solutions guides:

o The Solution and Answer Guide includes solutions to all of the module activities found in the book, including
Applying Concepts, Review Questions, Hands-On Projects, and Capstone Projects. It also provides the
MindTap solutions, including grading rubrics for the Networking for Life and Reflection Discussion activities,
plus answers to the lab manual review questions.

o The Live Virtual Machine Labs Solution and Answer Guide includes examples of correct screenshots and
answers to the inline questions found within the labs.

¢ Test Banks with Cengage Testing Powered by Cognero—This flexible, online system allows you to do the
following:

o Author, edit, and manage test bank content from multiple Cengage solutions.

o Create multiple test versions in an instant.

o Deliver tests from your LMS, your classroom, or wherever you want.
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¢ PowerPoint Presentations—This course comes with a set of Microsoft PowerPoint slides for each module.
These slides are meant to be used as a teaching aid for classroom presentations, to be made available to stu-
dents on the network for module review, or to be printed for classroom distribution. Instructors are also at
liberty to add their own slides for other topics introduced.

e Syllabus—The sample syllabus provides an example of a template for setting up a 14-week course.

e Student Downloads—The student downloads include Accessible Launch Text for MindTap Lab Simulations
and Accessible Launch Text for MindTap Live Virtual Machine Labs.

e Packet Tracer Files—A Packet Tracer solution file is provided for each Packet Tracer project through the
Instructors site. Some Packet Tracer projects build on earlier Packet Tracer networks. If needed for one or
more students, you can provide a previous project’s solution file as a start file for one of these progression
projects.

TOTAL SOLUTIONS FOR NETWORKING

To access additional course materials, please visit www.cengage.com. At the www.cengage.com home page, search for
the ISBN of your title (from the back cover of your book) using the search box at the top of the page. This will take you
to the product page where these resources can be found.

MINDTAP

MindTap for Network+ Guide to Networks, Ninth Edition, is a personalized, fully online digital learning platform of
content, assignments, and services that engages students and encourages them to think critically while allowing you
to easily set your course through simple customization options.

MindTap is designed to help students master the skills they need in today’s workforce. Research shows employers
need critical thinkers, troubleshooters, and creative problem solvers to stay relevant in our fast-paced, technology-
driven world. MindTap helps you achieve this with assignments and activities that provide hands-on practice, real-life
relevance, and certification test prep. Students are guided through assignments that help them master basic knowledge
and understanding before moving on to more challenging problems.

All MindTap activities and assignments are tied to defined learning objectives. Readings support course objec-
tives, while Networking for Life activities encourage learners to read articles, listen to podcasts, or watch videos to
stay current with what is happening in the field of IT and networking. You can use these activities to help build student
interest in the field of computer networking as well as lifelong learning habits.

Reflection activities encourage self-reflection and open sharing among students to help improve their retention
and understanding of the material. Videos help explain and illustrate difficult information technology concepts.

Lab simulations provide students with an opportunity for hands-on experience and problem-solving practice with
automatic feedback. The live virtual machine labs provide hands-on practice and give students an opportunity to
troubleshoot, explore, and try different real-life solutions in a secure, private sandbox environment.

Practice Test questions in the ATP app allow students to quiz themselves on specific exam domains, and the pre-
and post-course assessments measure exactly how much they have learned. CNOW quizzes provide test questions
in the style of the Network+ certification exam and help you measure how well learners mastered the material after
completing each MindTap module.

MindTap is designed around learning objectives and provides the analytics and reporting to easily see where the
class stands in terms of progress, engagement, and completion rates.

Students can access eBook content in the MindTap Reader—which offers highlighting, note taking, search, and
audio, as well as mobile access. Learn more at www.cengage.com/mindtap/.

Instant Access Code: (ISBN: 9780357508190)

Printed Access Code: (ISBN: 9780357508206)
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Lab Manual

Hands-on learning is necessary to master the networking skills needed for both CompTIA’'s Network+ Exam and for
a career in computer networking. Network+ Guide to Networks Lab Manual, 9th Edition, is included in the MindTap
course and contains hands-on exercises that use fundamental computer networking concepts as they are applied in
the real world. The labs give students extra practice with challenging concepts (such as subnetting) and expanded
experiences with physical, virtual, simulation, and cloud technology (such as VMs, Packet Tracer, and AWS). Each
module offers review questions to reinforce mastery of networking topics and to sharpen critical thinking and
problem-solving skills.

STATE OF THE INFORMATION TECHNOLOGY (IT)

FIELD

Organizations depend on computers and information technology to thrive and grow. Globalization, or connecting with
customers and suppliers around the world, is a direct result of the widespread use of the Internet. Rapidly changing
technology further affects how companies do business and keeps the demand for skilled and certified IT workers strong
across industries. Every sector of the economy requires IT professionals who can establish, maintain, troubleshoot,
and extend their business systems.

The latest Occupational Outlook Handbook from the Bureau of Labor Statistics (part of the U.S. Department of
Labor) reports there were more than 370,000 network and computer systems administrator positions in 2019, the
most recent year for which this information is available, with a predicted increase of 4 percent between 2019 and 2029.
Median pay for jobs in this sector is over $83,000 annually. A somewhat more advanced job role in the same vein is
computer network architect with over 160,000 jobs in 2019, a growth rate of about 5 percent, and a median income
of over $112,000 annually. This median pay is the highest of all computer and IT occupations tracked by this site that
only require a bachelor’s degree, even more than people working as information security analysts. You can find more
information about these and related job roles at bls.gov/ooh. Overall, people employed in computer and IT occupations
make a median wage over $88,000 annually with projected growth of more than 530,000 jobs by 2029.

In any industry, a skilled workforce is important for continually driving business. Finding highly skilled IT workers
can be a struggle for employers, given that technologies continue to change quickly. With such a short product life
cycle, IT workers must strive to keep up with these changes and continually bring value to their employers.

Certifications

Different levels of education are required for the many jobs in the IT industry. While the level of education and type

of training required varies from employer to employer, the need for qualified technicians remains a constant. As the

industry continues to evolve, many employers prefer candidates who already have the skills to implement these new

technologies. Companies are relying increasingly on technical certifications to adequately identify the quality and skill

qualifications of a job applicant, and these certifications can offer job seekers a competitive edge over other applicants.
Certifications fall into one of two categories:

e Vendor-neutral certifications are those that test for the skills and knowledge required in industry job roles and
do not subscribe to a vendor’s specific technology solutions. Some examples of vendor-neutral certifications
include all the CompTIA certifications (comptia.org), Project Management Institute’s certifications (pmi.org),
and ISACA’s certifications (isaca.org).

e Vendor-specific certifications validate the skills and knowledge necessary to be successful while utilizing a
specific vendor’s technology solution. Some examples of vendor-specific certifications include those offered
by Microsoft (microsoft.com), AWS (aws.amazon.com), Red Hat (redhat.com), Oracle (education.oracle.com),
and Cisco (learningnetwork.cisco.com).
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As employers struggle to fill open IT positions with qualified candidates, certifications are a means of validating the
skill sets necessary to be successful within organizations. In most careers, salary and compensation are determined by
experience and education, but in the IT field, the number and type of certifications an employee earns also determine
salary and wage increases. For example, according to CompTIA, the U.S. Department of Defense and companies such
as Apple, Verizon, Dell, HP, and Intel recommend or require their networking technicians attain CompTIA Network+
certification. Global Knowledge reports that certified IT staff earn, on average, 8 percent more than non-certified IT
staff. In fact, according to the same report, being certified and adding new certifications is a lifestyle for a majority of
IT professionals. Eighty-seven percent of all respondents already hold one certification, nearly 40 percent said they
earned their most recent certification in the previous six months, and those with six or more certifications make, on
average, $13,000 more than someone with only one certification.

Certification provides job applicants with more than just a competitive edge over their noncertified counter-
parts competing for the same IT positions. Some institutions of higher education grant college credit to students
who successfully pass certification exams, moving them further along in their degree programs. Certification
also gives individuals who are interested in careers in the military the ability to move into higher positions more
quickly.

Career Planning

Finding a career that fits your personality, skill set, and lifestyle is challenging and fulfilling, but can often be difficult.
What are the steps you should take to find that dream career? Is IT interesting to you? Chances are, if you are reading
this course, this question has already been answered. What is it about IT that you like? The world of work options
in the IT industry is vast. Some questions to ask yourself: Are you a person who likes to work alone, or do you like
to work in a group? Do you like speaking directly with customers, or do you prefer to stay behind the scenes? Does
your lifestyle encourage a lot of travel, or do you prefer to stay in one location? All these factors influence your job
decisions, and all these preferences can find a purpose in IT. Inventory assessments are a good first step to learning
more about yourself, your interests, work values, and abilities. A variety of websites can offer assistance with career
planning and assessments.

WHAT’S NEW WITH COMPTIA NETWORK+

CERTIFICATION

With its N10-008 Network+ exam, CompTIA has emphasized foundational network concepts and the latest network
technologies that can serve as a launching pad for a career in networking, security, cloud, or other specialties. There’s
a stronger emphasis on security, virtualization, network architecture, and troubleshooting than in past versions of the
exam. Some objectives have been added, updated, or expanded, such as coverage of SDN (software-defined network-
ing), SD-WAN (software-defined wide area network), network interface configuration, database protocols, and risk
management. Some older technologies have been dropped from the objectives.

As with the previous Network+ exam, the N10-008 version includes many scenario-based questions. Mastering,
rather than simply memorizing, the material in this course will help you succeed on the exam and on the job.

Here are the domains covered on the new CompTIA Network+ exam:

Domain % of Examination
Domain 1.0 Networking Fundamentals 24%
Domain 2.0 Network Implementations 19%
Domain 3.0 Network Operations 16%
Domain 4.0 Network Security 19%
Domain 5.0 Network Troubleshooting 22%
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DEDICATION

This book is dedicated to every reader working to improve their skills, knowledge, and expertise. What you're doing
is amazing, and I'm honored to play a part in your journey.

—Jill West

READ THIS BEFORE YOU BEGIN

The Applying Concepts activities, Hands-On Projects, and Capstone Projects in this course help you to apply what
you have learned about computer networking. Although some modern networking components can be expensive, the
projects aim to use widely available and moderately priced hardware and software. The following section lists the
minimum hardware and software requirements that allow you to complete all the projects in this text (not including
the Lab Manual labs). In addition to the following requirements, students must have administrator privileges on their
workstations and, for some projects, on a second workstation or device (such as a smartphone), to successfully com-
plete the projects.

Hardware Lab Requirements

Ninety-two percent of all projects can be completed with only a Windows 10 computer with administrative privileges
to install software, a smartphone, and a home network with permission from the network owner to perform scanning
operations. Most of the other projects require a Bluetooth device (one project), a second computer (part of one proj-
ect), and cabling supplies (three projects). Detailed hardware requirements include the following:

e Each student needs a computer with at least 8 GB of RAM (preferably 12 GB), a recent Intel or AMD pro-
cessor, and a minimum of 150 GB of free space on the hard disk to support all the VM projects. Many
projects require workstations to have a wired connection to a network, and other projects need a wireless
connection.

e Some projects require the use of a second computer to create a network connection between comput-
ers—all but one of these projects can be successfully completed between a physical host computer and
one or more VMs installed on that host from earlier projects. For part of one project, a second physical
computer is required, and this system can be an older device, such as Windows 7, or a different OS,
such as macOS.

e For projects with physical transmission media, students require a basic networking toolkit that includes the
following cable-making supplies: 1-2 feet of Cat 5 or better cabling, at least five RJ-45 plugs, an RJ-45 data/
phone jack, a wire cutter or snips, a wire stripper, a crimper, and a punchdown tool.

e For projects with wireless transmission, each class (or each group in the class) should have a wireless SOHO
router capable of 802.11n or better transmission, compatible wireless NICs in the student workstations, and a
patch cable. For students learning at home, a typical home network is sufficient for this requirement providing
the student has administrative access to the SOHO router and, if they don’t own the network, written permis-
sion from the network owner to conduct scans and penetration testing.

e Some projects require each student to have a smartphone (Android or iPhone). Students can do these projects
in pairs for those students who don’t own a smartphone.

¢ One project requires a Bluetooth device, such as a Bluetooth speaker, Bluetooth earbuds, or a Bluetooth-
enabled car system.

¢ One project optionally requires a cable modem for the class to examine.

e Many projects require Internet access with a modern browser.
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Software Lab Requirements

Most projects are written for workstations running Windows 10. Software requirements include the following:

e Updated Windows 10 Professional (64-bit), Education (64-bit), or Home (64-bit), although Windows 10 Pro is
preferred. Many of the projects can be adapted to work on Linux or macOS workstations.

e The latest version of Chrome, Firefox, or Edge web browser.

e A hypervisor—most projects are written for Oracle VirtualBox (any edition of Windows) or Client Hyper-V
(Windows 10 Professional/Education only), and they can be adjusted for VMware Workstation Player.

¢ An installation image for Windows.

e Steps to download installation images for other OSs are given in the projects. These OSs include Ubuntu Desk-
top, Ubuntu Server, and Kali Linux.

e Some projects use cloud resources in AWS (Amazon Web Services). AWS Educate offers a plethora of helpful
and free resources for schools, instructors, and students. At the time of this writing, students can only join
AWS Educate when the instructor posts an invitation link in the LMS (learning management system) or when
the instructor sends an email invite from an AWS Educate classroom, which provides students with free credits
and tools for instructors to help them with their work in AWS. Instructors can allocate free credits to students
for every class, and it does not count against their free credits in their own accounts. Creating an instructor’s
AWS Educate account is easy and free. Creating a classroom in AWS Educate is even easier, and the instructor
can allocate free AWS credits for students from the dashboard. For more information, visit aws.amazon.com/
education/awseducate/. If you have questions or need assistance, contact AWS Educate staff or email the
author at jillwestauthor@gmail.com.

e Other software that will be downloaded include LastPass, Packet Tracer, Wireshark, ZenMap, Nmap, IP Scan-
ner, PuTTY, TotuSoft’s LAN Speed Test, TamoSoft’s Throughput Test, iPerf, PRTG Network Monitor, Windows
Subsystem for Linux, Advanced Port Scanner, Wi-Fi analyzer app (on smartphone), and THC-IPv6 (in Kali Linux
VM).

Cisco’s Packet Tracer is now available free to the public. Instructions for downloading and installing Packet Tracer
are given in the first Packet Tracer project in Module 2. Abbreviated instructions are repeated here for convenience,
as some instructors might want to preview the emulator:

1. Go to netacad.com/courses/packet-tracer or search for packet tracer site:netacad.com for the latest link.
Enter your name, email, and text verification to enroll in the course. Check your email to confirm your
email address.

2. Inside the course under Introductory Chapter, click Student Support and Resources. Scroll down and click
Download and install the latest version of Packet Tracer. Choose the correct version for your computer.
After the download is complete, install Packet Tracer. When the installation is complete, run Cisco Packet
Tracer. When Packet Tracer asks if you would like to run multi-user, click No.

3. When Packet Tracer opens, sign in with your Networking Academy account that you just created. If you see
a Windows Security Alert, allow access through your firewall. Cisco Packet Tracer opens.

Note to instructors: A Packet Tracer solution file is provided for each Packet Tracer project through the Instructors
site. Some Packet Tracer projects build on earlier Packet Tracer networks. If needed for one or more students, you can
provide a previous project’s solution file as a start file for one of these progression projects.
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INTRODUCTION TO
NETWORKING

After reading this module and completing the exercises, you should be able to:

0 Distinguish between peer-to-peer and client-server networks

On the Job

We were finishing installing computer equipment and setting up network connections in a new building. In the verification
phase of the install, | found that one workstation on the second floor had no network connection. All of the other worksta-
tions on the floor were connected. | started troubleshooting to figure out why this one workstation had an issue.

Since this was a recent installation, my first thought was that there was no connection at the switch. | checked the patch
panel and the network switch number to verify everything was correct. It was.

| then rechecked the physical connections for the PC to make sure the connections were secure. This didn't change
anything. Still no connection.

After that, | checked the network settings in the operating system of the PC to make sure these were set correctly. They
were correct.

| kept going, checking the VLAN setting on the switch to make sure the port was on. Then | used a known working port
on the switch and connected this to the port. Still no network connection.

| was pretty frustrated at this point because one of these troubleshooting steps should have worked. | went back and
tried some again. | even tried different cables, thinking that perhaps the cables at the patch panel or from the wall to the
PC were bad.

Finally, | tried using a wire toner to trace the wire and make sure the building cabling was not the issue, as is sometimes
the case in a new building with an initial install. Sure enough, | could not get a tone on the other end of the cable. None of
the cables in that closet received the tone. | thought the cable had been routed to the other wiring closet on the second
floor, so | tried the tone generator there. No, that wasn'tit. Finally, | tried a downstairs closet and found where the cable had
been punched down. | then connected the cable to a switch in the closet, and the PC was able to verify a proper network
connection. That was the problem: a wrongly routed cable.
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2 COMPTIA NETWORK+ GUIDE TO NETWORKS

I notified my supervisor who contacted the construction team to see if it could be corrected. In the meantime, | labeled
the cable in the patch panel and at the wall so that if/when there were issues again, the cable could be easily identified.

Jeffery Johnson
Technology Support Specialist
Georgia Northwestern Technical College

Loosely defined, a network is a group of computers and other devices (such as printers) that are connected by some
type of transmission media. Variations on the elements of a network and the way it is designed, however, are nearly
infinite. A network can be as small as two computers connected by a cable in a home office or the most complex
network of all, the Internet, made up of billions of computers and other devices connected across the world via a
combination of cable, phone lines, and wireless links. Networks might link smartphones, personal computers, main-
frame computers, printers, corporate phone systems, security cameras, vehicles, and wearable technology devices.
They might communicate through copper wires, fiber-optic cable, or radio waves. This module introduces you to the
fundamentals of networks and how technicians support them.

NETWORK MODELS

1.2 Explain the characteristics of network topologies and network types.

Average reading time: 15 minutes

A topology describes how the parts of a whole work together. When studying networking, you need to understand
both the physical topology and the logical topology of a network, as follows:

e Physical topology—Mostly refers to a network’s hardware and how computers, other devices, and cables or
radio signals work together to form the physical network

¢ Logical topology—Mostly refers to how software controls access to network resources (including how users
and software initially gain access to the network) and how specific resources such as applications and data-
bases are shared on the network

The CompTIA Network+ exam objectives are developed by industry professionals and cover the concepa
and skills they know will be most helpful to you in working with a network. The competency and scope
reflect what you would likely learn in about 9-12 months of hands-on experience in a junior network
administrator or network support technician job role. These Network+ Exam Tip boxes call your attention
to specific concepts known to be commonly tested on the Network+ exam. For example, the Network+
exam expects you to understand the difference between a physical network diagram and a logical net-
work diagram, and the purpose each serves. You might be given a scenario that includes a physical or
logical network diagram, and you will need to interpret the information given in that diagram to answer
the related question(s). As you read through the text, take a moment to consider the tips given in each of
these Network+ Exam Tip boxes to determine whether you understand the material at the level indicatedj

Let’s begin with a discussion of network models that will help you understand logical topologies and how computers
relate to one another in a network. Later in this module, you'll learn about network hardware and physical topologies.
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MODULE1 [INTRODUCTION TO NETWORKING 3

Controlling how users and programs get access to resources on a network is a function of the operating systems
used on the network. Each OS (operating system) is configured to use one of two models to connect to network
resources: the peer-to-peer model or the client-server model. The peer-to-peer model can be achieved using any assort-
ment of desktop, mobile, or tablet operating systems, but the client-server model requires a NOS (network operating
system), which controls access to the entire network. Examples include Windows Server 2019, Ubuntu Server, and Red
Hat Enterprise Linux (Ubuntu and Red Hat are versions of Linux).

Applying Concepts 1-1: Explore Network Operating Systems

It's easier to understand what a network operating system is if you've seen one or two in action. For each of the NOSs
listed previously (Windows Server 2019, Ubuntu Server, and Red Hat Enterprise Linux), use your favorite search engine
to complete the following steps:

1. Search for information about the NOS and write down a short description based on your findings. Include a few
features and advantages and identify who develops and publishes each NOS.

2. Search for images of screenshots for the NOS. What are some major elements that you notice on these screens?
How are these NOSs managed?

3. Find one or two introductory videos for each NOS and wa