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Introduction

Linux has become one of the fastest-growing operating systems used in server environments.
Most companies utilize some type of Linux system within their infrastructure, and Linux
is one of the major players in the cloud computing world. The ability to build and man-
age Linux systems is a skill that many companies are now looking for. The more you know
about Linux, the more marketable you’ll become in today’s computer industry.

The purpose of this book is to provide you with the knowledge and skills you need to
succeed in the Linux world.

What Is Linux+?

The CompTIA Linux+ exam has become a benchmark in the computer industry as a method
of demonstrating skills with the Linux operating system. Obtaining CompTIA Linux+
certification means that you’re comfortable working in a Linux environment and have the
skills necessary to install and maintain Linux systems.

Previously, CompTIA had partnered with the Linux Professional Institute (LPI) to pro-
duce the Linux+ certification exams. However, with the release of exam XK0-004 in 2019
CompTIA moved to creating its own exam, and has continued that with the updated XK0-
005 exam. The updated Linux+ certification is still a single exam that covers hands-on
components of operating a Linux system. The updated Linux+ exam focuses on four
areas of Linux:

=  System management

= Security

= Scripting, containers, and automation
= Troubleshooting

The XKO0-005 exam uses performance-based, multiple-choice, and multiple-answer ques-
tions to identify employees who can perform the job of Linux system administrator. The
exam covers tasks associated with all major Linux distributions, not focusing on any one
specific distribution. It consists of 90 questions, and you will have 90 minutes to complete it.

Why Become Linux Certified?

With the growing popularity of Linux (and the increase in Linux-related jobs) comes hype.
With all of the hype that surrounds Linux, it’s become hard for employers to distinguish
employees who are competent Linux administrators from those who just know the buzz-
words. This is where Linux+ certification comes in.

With a Linux+ certification, you will establish yourself as a Linux administrator who
is familiar with the Linux platform and can install, maintain, and troubleshoot any type
of Linux system. By changing the exam to be more performance based, CompTIA has
established the new Linux+ exam as a way for employers to have confidence in knowing
their employees who pass the exam will have the skills necessary to get the job done.
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How to Become Certified

The Linux+ certification is available for anyone who passes the XK0-005 exam. There are
no prerequisites to taking the exam, but CompTIA recommends having either the A+ and
Network+ certifications or a similar amount of experience, along with at least 12 months of
hands-on Linux administrator experience.

Pearson VUE administers the exam. The exam can be taken at any Pearson VUE testing
center. To register for the exam, call Pearson VUE at (877) 619-2096, or register online at
http://home.pearsonvue.com/comptia.

After you take the exam, you will be immediately notified of your score. If you pass, you
will get a certificate in the mail showing your Linux+ certification credentials along with a
verification number that employers can use to verify your credentials online.

y The Linux+ exam is part of CompTIA’s Continuing Education (CE) track
‘dTE of exams. It's valid for three years, but it can be renewed by acquiring an
appropriate number of continuing education units (CEUs) and paying a
yearly fee.

Who Should Buy This Book

While anyone who wants to pass the Linux+ certification exams would benefit from this
book, that’s not the only reason for purchasing it. This book covers all the material someone
new to the Linux world would need to know to start out in Linux. After you’ve become
familiar with the basics of Linux, the book will serve as an excellent reference for quickly
finding answers to everyday Linux questions.

The book is written with the assumption that you have a familiarity with basic computer
and networking principles. No experience with Linux is required to benefit from this book,
but it will help if you know your way around a computer in either the Windows or macOS
world, such as how to use a keyboard, use optical disks, and work with USB thumb drives.

It will also help to have a Linux system available to follow along with. Many chapters
contain a simple exercise that will walk you through the basic concepts presented in the
chapter. This provides the crucial hands-on experience that you’ll need to both pass the exam
and do well in the Linux world.

While the CompTIA Linux+ exam is Linux distribution neutral, it's impos-
TE sible to write exercises that work in all Linux distributions. That said,

the exercises in this book assume you have either Ubuntu 20.04 LTS or

Rocky Linux 8 available. You can install either or both of these Linux

distributions in a virtual environment using the Oracle VirtualBox soft-
ware, available at https://virtualbox.org.


http://home.pearsonvue.com/comptia
https://virtualbox.org
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How This Book Is Organized

This book consists of 30 chapters organized around the different objective areas of the
Linux+ exam:

Chapter 1, “Preparing Your Environment,” helps you with finding and installing a
Linux distribution to use for experimenting with Linux and working on the exercises
in the book.

Chapter 2, “Introduction to Services,” introduces you to the different server applications
and uses you’ll commonly see in Linux.

Chapter 3, “Managing Files, Directories, and Text,” covers the basic Linux commands
for working with files and directories from the command line.

Chapter 4, “Searching and Analyzing Text,” discusses the different tools Linux provides
for working with text files.

Chapter 5, “Explaining the Boot Process,” takes you into the inner processes of how the
Linux operating system starts, showing you how to customize the Linux boot process.

Chapter 6, “Maintaining System Startup and Services,” walks you through how the
Linux system starts applications at boot time by discussing the two methods used for
controlling program startups.

Chapter 7, “Configuring Network Connections,” shows how to get your Linux system
working on a local area network, along with the tools available to help troubleshoot
network problems on your Linux system.

Chapter 8, “Comparing GUISs,” discusses the graphical desktop environments avail-
able in Linux.

Chapter 9, “Adjusting Localization Options,” shows how to change the character set
and date/time formats for your Linux system to accommodate the different formats used
in various countries.

Chapter 10, “Administering Users and Groups,” explores how Linux handles user
accounts and how you can assign users to groups to manage access to files and
directories.

Chapter 11, “Handling Storage,” examines the storage methods and formats available in
the Linux system.

Chapter 12, “Protecting Files,” dives into the world of data backups, archiving, and
restoring.

Chapter 13, “Governing Software,” explains how Linux manages software applications
and how to install software packages on the various Linux distribution types.

Chapter 14, “Tending Kernel Modules,” discusses how Linux uses kernel modules to
support hardware and how you can manage the kernel modules on your Linux system.
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= Chapter 15, “Applying Ownership and Permissions,” explores the multiple methods
available for protecting files and directories on a Linux system. It discusses the standard
Linux-style permissions as well as the more advanced SELinux and AppArmor applica-
tions used to provide more advanced security for Linux systems.

»  Chapter 16, “Looking at Access and Authentication Methods,” explores the methods
Linux can use to authenticate user accounts, both locally and in network environments.

= Chapter 17, “Implementing Logging Services,” shows how Linux logs system events
and how you can use the Linux system logs for troubleshooting problems on your
Linux system.

»  Chapter 18, “Overseeing Linux Firewalls,” walks you through how to protect your
Linux system in a network environment.

»  Chapter 19, “Embracing Best Security Practices,” discusses various common methods
you can implement to make your Linux environment more secure.

= Chapter 20, “Analyzing System Properties and Remediation,” explores the methods you
have available to troubleshoot different types of Linux problems. This includes network
issues, storage issues, and operating system issues.

= Chapter 21, “Optimizing Performance,” discusses how Linux handles running applica-
tions and the tools you have available to control how those applications behave.

= Chapter 22, “Investigating User Issues,” explores how to troubleshoot and fix common
user-related issues, such as the inability to access specific files or directories on
the system.

»  Chapter 23, “Dealing with Linux Devices,” walks you through the types of hardware
devices Linux supports and how best to get them working on your Linux system.

= Chapter 24, “Troubleshooting Application and Hardware Issues,” focuses on trouble-
shooting methods for solving storage, application, and network problems that may
occur on your Linux system.

= Chapter 25, “Deploying Bash Scripts,” discusses how to create your own scripts to auto-
mate common tasks in Linux.

= Chapter 26, “Automating Jobs,” follows up on the topic of Bash scripts by showing you
how to schedule your scripts to run at specific times of the day, week, month, or year.

= Chapter 27, “Controlling Versions with Git,” explores the world of software version
control and demonstrates how you can use the common Git version control software to
manage your own applications and scripts.

»  Chapter 28, “Understanding Cloud and Virtualization Concepts,” walks you through
the basics of what the cloud is and how to use Linux to create your own cloud com-
puting environment.

=  Chapter 29, “Inspecting Cloud and Virtualization Services,” demonstrates how to imple-
ment cloud computing software in Linux.

= Chapter 30, “Orchestrating the Environment,” discusses how you can use containers and
orchestration engines in your Linux environment to control application development
environments and deploy applications in controlled environments.
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What's Included in the Book

We’ve included several study learning tools throughout the book:

Assessment Test. At the end of this introduction is an assessment test that you can take
to check your level of Linux skills. Take the test before you start reading the book; it
will help you determine the areas in which you need extra help. The answers to the ques-
tions appear on a separate page after the last question in the test. Each answer includes
an explanation and a note telling you the chapter in which the material appears.

Objective Map and Opening List of Objectives. An objective map shows you where each
of the Linux+ exam objectives is covered in this book. Also, each chapter opens with

a note as to which objective it covers. Use these to see exactly where each of the exam
topics is covered.

Exam Essentials. At the end of each chapter, after the summary, is a list of exam essen-
tials covered in the chapter. These are the key topics you should take from the chapter as
you prepare for the exam.

Chapter Review Questions. To test your knowledge as you progress through the book,
there are review questions at the end of each chapter. As you finish each chapter, answer
the review questions, and then check your answers against the answers provided in
Appendix. You can then go back and reread any sections that detail the topics of the
questions you missed.

ING included in this book are not derived from the actual Linux+ exam ques-
tions, so don’t memorize the answers to these questions and assume you
will pass the exam. You should learn the underlying topics, as described
in the text of the book. This will help you answer the questions provided
with this book and pass the exam. Learning the underlying topics is also
the approach that will serve you best in the workplace, the ultimate goal
of the certification.

@Ill The assessment test, review questions, and other testing elements
N

To get the most out of this book, you should read each chapter from start to finish and

then check your memory and understanding with the chapter review questions. Even if
you’re already familiar with a topic, it will help to review the material in the chapter. In
Linux there are often multiple ways to accomplish a task. Become familiar with the different
methods to help with the Linux+ exam.

Interactive Online Learning Environment and Test Bank

The interactive online learning environment that accompanies the book provides a test bank
with study tools to help you prepare for the certification exam and increase your chances of
passing it the first time. The test bank includes the following;:

Sample Tests. All of the questions in this book are provided, including the assessment
test, which you’ll find at the end of this introduction, and the chapter tests that include
the review questions at the end of each chapter. In addition, there is a practice exam.
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Use these questions to test your knowledge of the study guide material. The online test
bank runs on multiple devices.

»  Flashcards. Questions are provided in digital flashcard format (a question followed by a
single correct answer). You can use the flashcards to reinforce your learning and provide
last-minute test prep before the exam.

= Other Study Tools. A glossary of key terms from this book and their definitions are
available as a fully searchable PDF.

Like all exams, the Linux+ certification from CompTIA is updated peri-

OTE odically and may eventually be retired or replaced. At some point after
CompTIA is no longer offering this exam, the old editions of our books
and online tools will be retired. If you have purchased this book after the
exam was retired, or you are attempting to register in the Sybex online
learning environment after the exam was retired, please know that we
make no guarantees that this exam’s online Sybex tools will be available
once the exam is no longer available.

Go to www.wiley.com/go/sybextestprep to register and gain access to
this interactive online learning environment and test bank with study tools.

Conventions Used in This Book

This book uses certain typographic styles in order to help you quickly identify important
information and avoid confusion over the meaning of words such as onscreen prompts. In
particular, look for the following styles:

»  Ttalicized text indicates key terms that are described at length for the first time in a
chapter. (Italics are also used for emphasis.)

= A monospaced font indicates the contents of configuration files, messages displayed
at text-mode Linux shell prompts, filenames, text-mode command names, and
Internet URLs.

» TItalicized monospace text indicates a variable, or information that differs
from one system or command run to another, such as the name of a file or a process
ID number.

= Bold monospace text is information that you’re to type into the computer, usually at a
Linux shell prompt. This text can also be italicized to indicate that you should substitute
an appropriate value for your system. (When isolated on their own lines, commands are
preceded by nonbold monospace $ or # command prompts, denoting regular user or
system administrator user, respectively.)

In addition to these text conventions, which can apply to individual words or entire para-
graphs, a few conventions highlight segments of text, as in the following examples:


http://www.wiley.com/go/sybextestprep
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A note indicates information that’s useful or interesting but that’s some-
what peripheral to the main text. A note might be relevant to a small
number of networks, for instance, or it may refer to an outdated feature.

N

A tip provides information that can save you time or frustration and that
may not be entirely obvious. A tip might describe how to get around a
limitation or how to use a feature to perform an unusual task.

&

Warnings describe potential pitfalls or dangers. If you fail to heed a
NING warning, you may end up spending a lot of time recovering from a bug, or
you may even end up restoring your entire system from scratch.

g

A sidebar is like a note but longer. The information in a sidebar is useful, but it doesn’t fit
into the main flow of the text.

A case study is a real-world scenario, a type of sidebar that describes a task or an example
that’s particularly grounded in the real world. This may be a situation we or somebody

we know has encountered, or it may be advice on how to work around problems that are
common in real-world, working Linux environments.

An exercise is a procedure that you should try on your own computer to help you learn
about the material in the chapter. Don’t limit yourself to the procedures described in the
exercises, though. Try other commands and procedures to truly learn about Linux.

The Exam Objectives

The exam objectives define the topics you can expect to find on the CompTIA Linux+ exam.
The exam developers have determined that these topics are relevant to the skills necessary
to become a competent Linux administrator and have based the exam questions on your
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ability to demonstrate your knowledge in these topics. The official CompTIA Linux+ XKO-
005 exam topics are listed here, along with references to where you can find them covered
in the book.

1.0 System Management

1.1 Summarize Linux fundamentals. (Chapters 5, 8, 11, and 23)
= Filesystem Hierarchy Standard (FHS)

»  Basic boot process

»  Kernel panic

= Device types in /dev

»  Basic package compilation from source

= Storage concepts

= Listing hardware information

1.2 Given a scenario, manage files and directories.
(Chapters 3, 4, and 12)

=  File editing

= File compression, archiving, and backup

»  File metadata

= Soft and hard links

»  Copying files between systems

=  File and directory operations

1.3 Given a scenario, configure and manage storage using the
appropriate tools. (Chapter 11)

»  Disk partitioning

»  Mounting local and remote devices

»  Filesystem management

= Monitoring storage space and disk usage

»  Creating and modifying volumes using Logical Volume Manager (LVM)

= Inspecting RAID implementations

=  Storage area network (SAN)/network-attached storage (NAS)

=  Storage hardware
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1.4 Given a scenario, configure and use the appropriate processes
and services. (Chapters 6, 21, and 26)

= System services
»  Scheduling services

n Process management

1.5 Given a scenario, use the appropriate networking tools or
configuration files. (Chapters 7 and 20)

» Interface management
= Name resolution
= Network monitoring

=  Remote networking tools

1.6 Given a scenario, build and install software. (Chapter 13)
»  Package management
»  Sandboxed applications

= System updates

1.7 Given a scenario, manage software configurations.
(Chapters 9, 14, and 17)

»  Updating configuration files
=  Configure kernel options

= Configure common system services

2.0 Security

2.1 Summarize the purpose and use of security best practices in a
Linux environment. (Chapters 16 and 19)

»  Managing public key infrastructure (PKI) certificates
»  Certificate use cases
»  Authentication

*  Linux hardening
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2.2 Given a scenario, implement identity management
(Chapters 10 and 16)

= Account creation and deletion

u Account management

2.3 Given a scenario, implement and configure firewalls.
(Chapter 18)

= Firewall use cases

»  Common firewall technologies

»  Key firewall features

2.4 Given a scenario, configure and execute remote connectivity
for system management. (Chapter 16)

= SSH

»  Executing commands as another user

2.5 Given a scenario, apply the appropriate access controls.
(Chapter 15)

=  File permissions
= Security-enhanced Linux (SELinux)
=  AppArmor

=  Command-line utilities

3.0 Scripting, Containers, and Automation

3.1 Given a scenario, create simple shell scripts to automate
common tasks. (Chapters 4 and 25)

= Shell script elements
»  Standard stream redirection
»  Common script utilities

=  Environment variables

3.2 Given a scenario, perform basic container operations.
(Chapter 28)

=  Container management

= Container image operations



Introduction

3.3 Given a scenario, perform basic version control using Git.

(Chapter 27)

=  Common Git uses

=  Git commands

3.4 Summarize common infrastructure as code technologies.

(Chapters 27 and 30)

=  File formats

= Utilities

»  Continuous integration/continuous deployment (CI/CD)

»  Advanced Git topics

3.5 Summarize container, cloud, and orchestration concepts.

(Chapters 28, 29, and 30)

»  Kubernetes benefits and application use cases
»  Single-node, multicontainer use cases

= Container persistent storage

=  Container networks

= Service mesh

=  Bootstrapping

= Container registries

4.0 Troubleshooting

4.1 Given a scenario, analyze and troubleshoot storage issues.

(Chapters 20 and 24)

=  High latency

=  Low throughput

» Input/output operations per second (IOPS) scenarios
= Capacity issues

=  Filesystem issues

= T/O scheduler

= Device issues

*  Mount options problems

xli
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4.2 Given a scenario, analyze and troubleshoot network resource
issues. (Chapters 7 and 20)

=  Network configuration issues

»  Firewall issues

= Interface errors

»  Bandwidth limitations

= Name resolution issues

= Testing remote systems

4.3 Given a scenario, analyze and troubleshoot central processing
unit (CPU) and memory issues. (Chapters 7, 20, 21, and 24)
=  Runaway processes

= Zombie processes

= High CPU utilization

»  High load average

= High run queues

=  CPU times

= CPU process priorities

*  Memory exhaustion

= Out of memory (OOM)

=  Swapping

=  Hardware

4.4 Given a scenario, analyze and troubleshoot user access and file
permissions. (Chapter 22)

= User login issues

= User file access issues
= Password issues

= Privilege escalation

= Quota issues

4.5 Given a scenario, use systemd to diagnose and resolve
common problems with a Linux system. (Chapter 6)

= Unit files

=  Common systemd problems
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How to Contact the Publisher

If you believe you’ve found a mistake in this book, please bring it to our attention. At John
Wiley & Sons, we understand how important it is to provide our customers with accurate
content, but even with our best efforts an error may occur.

In order to submit your possible errata, please email it to our Customer Service Team at
wileysupport@wiley.com with the subject line “Possible Book Errata Submission.”


mailto:wileysupport@wiley.com
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Assessment Test

Assessment Test

What software package allows a Linux server to share folders and printers with Windows
and Mac clients?

A. Postfix
B. Apache
C. Samba

D. Kerberos
E. Docker

Which software package allows developers to deploy applications using the exact same envi-
ronment in which they were developed?

A. Postfix
B. Apache
C. Samba
D. Kerberos
E. Docker

The cat -n File.txt command is entered at the command line. What will be the result?
A. The text file File.txt will be displayed.
B. The text file File.txt will be displayed along with any special hidden characters in the file.

C. The text file File.txt will be displayed along with any special symbols representing
end-of-line characters.

D. The text file File.txt will be displayed along with line numbers.
E. The text file File. txt will be displayed in reverse order.

Which of the following are stream editors? (Choose all that apply.)

A. vim
B. sed
C. awk
D. gawk
E. nano

Which command in GRUB2 defines the location of the /boot folder to the first partition on
the first hard drive on the system?

A. set root=hd(0,1)
set root=hd(1,0)
set root=hd(1,1)
set root=hd(0,0)
set root=first

moow
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If you see read or write errors appear in the system log, what tool should you use to correct
any bad sections of the hard drive?

A
B.
C.
D
E

mount
unmount
fsck
dmesg
mkinitrd

The init program is started on a Linux system and has a process ID number. What typically is
that process’s ID number?

A.
B.

Cc
D.
E

0
1
2
10

Unknown

You need to determine the default target of a systemd system. Which of the following com-
mands should you use?

A. grep initdefault /etc/inittab

B. runlevel

C. systemctl tis-enabled

D. systemd get-target

E. systemctl get-default

The Cinnamon desktop environment uses which window manager?
A. Mutter

B. Muffin

C. Nemo

D. Dolphin

E. LightDM

Your X11 session has become hung. What keystrokes do you use to restart the session?
A. Cul+C

B. Ctrl+Z

C. Cul+Q

D. Ctrl+Alt+Delete

E. Ctrl+Alt+Backspace
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11. What folder contains the time zone template files in Linux?
A. /etc/timezone
B. /etc/localtime
C. /usr/share/zoneinfo
D. /usr/share/timezone
E

/usr/share/localtime

12. What systemd command allows you to view and change the time, date, and time zone?

A. timedatectl
B. Tlocalectl
C. date

D. time

E. locale

13. Which of the following files contain user account creation directives used by the useradd
command? (Choose all that apply.)

A. The /etc/default/useradd file
B. The /etc/useradd file
C. The /etc/adduser.conf file
D. The /etc/login.defs file
E. The /etc/login.def file
14. You need to display the various quotas on all your filesystems employing quota limits. Which
of the following commands should you use?
edquota -t
quotaon -a

A
B
C. quotacheck -cu
D. quotacheck -cg
E

repquota -a

15. What drive and partition does the raw device file /dev/sdb1 reference?
A. The first partition on the second SCSI storage device

The second partition on the first SCSI storage device

The first partition on the second PATA storage device

The second partition on the first PATA storage device

moow

The second partition on the second SATA storage device
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What tool creates a logical volume from multiple physical partitions?
mkfs

pvcreate

fdisk

A
B
C. lvcreate
D
E. vgcreate

Which of the following can be used as backup utilities? (Choose all that apply.)
The gzip utility

The zip utility

The tar utility

The rsync utility

The dd utility

moowp

A system administrator has created a backup archive and transferred the file to another
system across the network. Which utilities can be used to check the archive files integrity?
(Choose all that apply.)

A. The rsync utility
The md5sum utility
The sftp utility
The scp utility

moow

The sha512sum utility

What tool should you use to install a DEB package file?

A. dpkg
B. tar
C. gcc
D. rpm
E. gzip
What tool do you use to install an RPM package file?
A. dpkg
B. tar
C. gcc
D. rpm
E. gzip
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22.

23.

24.

25.
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The 1smod utility provides the same information as what other utility or file(s)?
A. The modinfo utility

B. The /proc/modules file

C. The /etc/modules.conf file

D. The insmod utility

E. The /run/modprobe.d/*.conf files

Which utility should be used to remove a module along with any dependent modules?

The rmmod utility
The modinfo utility
The cut utility

The depmod utility

moowp

The modprobe utility

What special bit should you set to prevent users from deleting shared files created by

someone else?

A. SUID

B. GUID

C. Sticky bit
D. Read

E. Write
What command can you use to change the owner assigned to a file?
A. chmod
B. chown
C. chage
D. ulimit
E. chgrp

Which directory contains the various PAM configuration files?
The /etc/pam/ directory

The /etc/pam_modules/ directory

The /etc/modules/ directory

The /etc/pam.d/ directory

moowp

The /etc/pam_modules.d/ directory

Which of the following can override the settings in the ~/.ssh/config file?
A. The settings in the /etc/ssh/ssh_config file.

The ssh utility’s command-line options.

You cannot override the settings in this file.

The settings in the /etc/ssh/sshd_config file.

moow

The settings in the sshd daemon’s configuration file.
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What command can you use to display new entries in a log file in real time as they occur?

A
B.
C.
D
E

head
tail
tail -f
head -f
vi

What command do you use to display entries in the systemd-journald journal?

A.
B.
C.
D.
E.

journalctl
syslogd

klogd
systemd-journald

Vi

The /etc/services file may be used by firewalls for what purpose?

A.
B.
C.
D.
E.

To designate what remote services to block
To store their ACL rules

To map a service name to a port and protocol
To determine if the port can be accessed

To designate what local services can send out packets

Which of the following is true about netfilter? (Choose all that apply.)

A.
B.
C.
D.
E.

It is used by firewalld.

It is used by UFW.

It provides code hooks into the Linux kernel for firewall technologies to use.
It is used by iptables.

It provides firewall services without the need for other applications.

Which of the following is a measurement of the maximum amount of data that can be trans-
ferred over a particular network segment?

A.

moow

Bandwidth
Throughput
Saturation
Latency
Routing

Which tool will allow you to view disk I/O specific to swapping?

A.

moomw

ipcs -m

cat /proc/meminfo
free

swapon -s

vmstat
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What command-line command allows you to view the applications currently running on the
Linux system?

A
B.
C.
D
E

lsof
kill
ps

w

nice

What command-line commands allow you to send process signals to running applications?
(Choose two.)

A.
B.
C.
D.
E.

renice
pkill
nice
kill
pgrep

Annika puts the file line PS1="My Prompt: " into her account’s $SHOME/ .bash_profile file. This
setting changes her prompt the next time she logs into the system. However, when she starts a
subshell, it is not working properly. What does Annika need to do to fix this issue?

moow»

Add the file line to the $HOME/ . profile file instead.
Nothing. A user’s prompt cannot be changed in a subshell.

Add export prior to PS1 on the same line in the file.

Change her default shell to /bin/dash for this to work.
Change the last field in her password record to /sbin/false.

A user, who is not the owner or a group member of a particular directory, attempts to use the
1s command on the directory and gets a permission error. What does this mean?

A.

mo o w

The directory does not have display (d) set for other permissions.
The directory does not have execute (x) set for other permissions.
The directory does not have write (w) set for other permissions.
The directory does not have list (1) set for other permissions.

The directory does not have read (r) set for other permissions.

Which directories contain dynamic files that display kernel and system information?
(Choose two.)

A.

mo o w

/dev

/proc

/etc

/sys
/dev/mapper
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What directory contains configuration information for the X Windows System in Linux?

A. /dev

B. /proc

C. /etc/X11

D. /sys

E. /proc/interrupts

How would you fix a “mount point does not exist” problem?
A. Employ the fsck utility to fix the bad disk sector.
Employ the badblocks utility to fix the bad disk sector.

moow

Use super user privileges, if needed, and create the directory via the mountpoint
command.

Peter is trying to complete his network application, Spider, but is running into a problem
with accessing a remote server’s files and there are no network problems occurring at this
time. He thinks it has something to do with the remote server’s ACLs being too restrictive.

You need to investigate this issue. Which of the following might you use for troubleshooting

this problem? (Choose all that apply.)
A. The firewall-cmd command
The ufw command

The iptables command

The getacl command

moow

The setacl command

Use super user privileges, if needed, and create the directory via the mkdir command.

Use super user privileges, if needed, and create the directory via the vgchange command.

Which Bash shell script command allows you to iterate through a series of data until the data

is complete?

A. if
B. case
C. for
D. exit
E. $O

Which environment variable allows you to retrieve the numeric user ID value for the user
account running a shell script?

A. S$USER
B. S$UID
C. S$BASH
D. S$HOME
E. s1
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43. What does placing an ampersand sign (&) after a command on the command line do?
Disconnects the command from the console session
Schedules the command to run later

A

B

C. Runs the command in background mode
D. Redirects the output to another command
E

Redirects the output to a file

44. When will the cron table entry ® ® 1 * * myscript run the specified command?
At 1 a.m. every day

At midnight on the first day of every month

At midnight on the first day of every week

At 1 p.m. every day

moowp

At midnight every day

45. Which of the following packages will provide you with the utilities to set up Git VCS
on a system?

A. git-vcs
B. GitHub

C. gitlab

D. Bitbucket
E. git

46. If you do not tack on the -m option with an argument to the git commit command, what
will happen?

A. The command will throw an error message and fail.
B. The commit will take place, but no tracking will occur.
C. You are placed in an editor for the COMMIT_EDITMSG file.
D. Your commit will fail, and the file is removed from the index.
E. Nothing. This is an optional switch.
47. At a virtualization conference, you overhear someone talking about using blobs on their
cloud-based virtualization service. Which virtualization service are they using?
A. Amazon Web Services
KVM
Digital Ocean
GitHub

Microsoft Azure

moo
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What is a networking method for controlling and managing network communications via
software that consists of a controller program as well as two APIs?

A. Thick provisioning
B. Thin provisioning
C. SDN

D. NAT

E. VLAN

Your company decides it needs an orchestration system (also called an engine). Which of the
following is one you could choose? (Choose all that apply.)

A. Mesos

B. Kubernetes
C. Splunk

D. Swarm

E. AWS

Which of the following is used in container orchestration? (Choose all that apply.)
Automated configuration management

Self-healing

DevOps

Agentless monitoring

moow»

Build automation

What type of cloud service provides the full application environment so that everyone on the
Internet can run it?

A. PaaS
B. Private
C. Public
D. SaaS

E. Hybrid
What type of hypervisor is the Oracle VirtualBox application?
A. PaaS
B. SaaS
C. Typell
D. Typel
E. Private
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53. What file should you place console and terminal filenames in to prevent users from logging
into the Linux system as the root user account from those locations?

A. /etc/cron.deny
/etc/hosts.deny
/etc/securetty
/etc/login.warn
/etc/motd

mo o w

54. What Linux program logs user file and directory access?
A. chroot

B. LUKS

C. auditd

D. klist

E. kinit

55. You’ve moved your present working directory to a new location in the Linux virtual

directory structure and need to go back to the previous directory where you were just
located. Which command should you employ?

A. cd

B. exit
C. cd ~
D. cd -

E. return

56. To copy a directory with the cp command, which option do you need to use?

mo o
|
C
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1.

C. The Samba software package allows Linux servers and clients to communicate with Win-
dows and Mac clients or servers using the Microsoft SMB protocol, so option C is correct.
The Postfix software package provides email service for Linux servers, not Windows services,
so option A is incorrect. The Apache package is a web server; it doesn’t allow Linux servers
to share folders with Windows and Mac clients, so option B is incorrect. The Kerberos
package provides authentication services; it does not allow Linux servers to share folders, so
option D is incorrect. The Docker package provides container services for deploying applica-
tions on a Linux server; it does not allow the Linux server to share folders with Windows or
Mac clients, so option E is incorrect.

E. The Docker package provides a method for developers to capture the entire development
environment for an application and deploy it into a production environment as a container,
so option E is correct. The Postfix package provides email services for a Linux server; it
doesn’t deploy applications, so option A is incorrect. The Apache package provides web
server services for a Linux server; it doesn’t deploy application environments, so option B is
incorrect. The Samba package allows a Linux server to interact in a Windows network with
Windows clients and servers; it does not provide an environment for deploying applications,
so option C is incorrect. The Kerberos package provides authentication services for Linux
servers; it doesn’t deploy applications, so option D is incorrect.

D. The cat -n File.txt command will display the File.txt text file along with line
numbers. Therefore, option D is correct. The command in option A will simply display the
File.txt file. Thus, option A is a wrong answer. To see any special hidden characters
within the File.txt file, you would need to enter the command cat -A File

. txt. Therefore, option B is an incorrect choice. End-of-line characters need a different
cat command option, such as the —E switch. Therefore, option C is a wrong choice. The
cat command does not have a switch that will allow a text file’s contents to be displayed in
reverse order. Thus, option E is an incorrect choice.

B, C, D. The sed, awk, and gawk utilities are all stream editors. Therefore, options B, C, and
D are correct. Both vim and nano are considered to be text editors. Therefore, options A and
E are incorrect choices.

A. GRUB?2 identifies the hard drives starting at 0, but the partitions start at 1, so the first
partition on the first hard drive would be 0,1 and option A is correct. Option B (1,0) defines
the second hard drive and an incorrect partition number, so it is incorrect. Option C defines
the first partition but the second hard drive, so it is incorrect. Option D defines the first hard
drive but an incorrect partition, so it is incorrect. Option E uses the keyword first, which
is not recognized by GRUB2, so it is incorrect.

C. The fsck program can perform a filesystem check and repair multiple types of filesys-
tems on partitions, so option C is correct. The mount program is used to append a partition
to a virtual directory; it can’t correct a partition that contains errors, so option A is incorrect.
The unmount command removes a partition from the virtual directory, so option B is incor-
rect. Option D (the dmesg command) displays boot messages, and option E (the mkinitrd
command) creates an initrd RAM disk, so both are incorrect.
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B. The init program is typically started immediately after the Linux system has tra-
versed the boot process, and it has a process ID (PID) number of 1. Therefore, option B is
the correct answer. The Linux kernel has the 0 PID number, and thus, option A is a wrong
answer. Options C, D, and E are also incorrect choices.

E. The systemctl get-default command will display a systemd system’s default target.
Therefore, option E is the correct answer. The grep initdefault /etc/inittab
command will extract the default runlevel for a SysV init system. Thus, option A is a wrong
answer. The runlevel command will display a SysV init system’s previous and current run-
level. Therefore, option B is an incorrect answer. The systemctl is-enabled command
shows whether or not a particular service, whose name is passed as a command argument, is
configured to start at system boot. Thus, option C is a wrong choice. Option D is a made-up
command and therefore the wrong answer.

B. The Cinnamon desktop environment uses the Muffin window manager. Therefore, option
B is the correct answer. Mutter is the window manager for the GNOME Shell desktop envi-
ronment, though Muffin did fork from that project. Thus, option A is a wrong answer. Nemo
is the file manager for Cinnamon, and therefore, option C is a wrong choice. Dolphin is the
file manager for the KDE Plasma desktop environment. Thus, option D is a wrong choice.
LightDM is the display manager for Cinnamon, and therefore, option E is also an incor-

rect choice.

E. The Ctrl+Alt+Backspace will kill your X11 session and then restart it, putting you at

the login screen (display manager.) Therefore, option E is the correct answer. The Ctrl+C
combination sends an interrupt signal but does not restart an X11 session. Thus, option A is
a wrong answer. The Ctrl+Z keystroke combination sends a stop signal, but it will not restart
the X11 session. Therefore, option B is also an incorrect answer. The Ctrl+Q combination
will release a terminal that has been paused by Ctrl+S. However, it does not restart an X11
session, so it too is a wrong choice. The Ctrl+Alt+Delete keystroke combination can be set to
do a number of tasks, depending on your desktop environment. In some cases, it brings up a
shutdown, logout, or reboot menu. However, it does not restart the X11 session, so option D
is an incorrect choice.

C. Both Debian-based and Red Hat-based Linux distributions store the time zone template
files in the /usr/share/zoneinfo folder, so option C is correct. The /etc/timezone
and /etc/localtime files contain the current time zone file for Debian- and Red Hat—
based systems, not the time zone template files, so options A and B are incorrect. The /usr/
share/timezone and /usr/share/localtime folders don’t exist in either Debian-
based or Red Hat-based Linux distributions, so options D and E are also incorrect.

A. The timedatectl program is part of the systemd package and allows you to both view
and change the current time, date, and time zone for the Linux system, so option A is correct.
The localectl program is also part of the systemd package, but it handles localization
information and not time and date information, so option B is incorrect. The date command
allows you to view and change the time and date but not the time zone setting, so option C

is incorrect. The time command displays the elapsed CPU time used by an application, not
the current time, date, and time zone, so option D is incorrect. The locale command allows
you to view the localization settings for the Linux system, not the time, date, or time zone, so
option E is also incorrect.
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A, D. The /etc/default/useradd file and /etc/login.defs file are files that contain
user account creation directives used by the useradd command. Therefore, options A and
D are the correct answers. Option B’s /etc/useradd file is a made-up file name, and thus
option B is a wrong choice. The /etc/adduser. conf file is only on Linux distributions
that use the adduser utility to create accounts. Thus, option C is an incorrect answer. The
/etc/login.def file is a made-up file name, and thus option E is also an incorrect choice.

E. The repquota -a command will display the various quotas on all your filesystems
employing quota limits. Therefore, option E is the correct answer. The edquota -t
command will edit quota grace periods for the system. Therefore, option A is a wrong
answer. The quotaon -a command will automatically turn on quotas for all mounted non-
NES filesystems in the /etc/fstab file, but it does not display filesystems’ quotas. Thus,
option B is an incorrect choice. The quotacheck utility creates either the aquota.group
file, if the —cg options are used, or the aquota.user file, if the —cu switches are used, or
both files if ~cug is employed. However, it does nothing for displaying filesystems’ quotas.
Thus, options C and D are incorrect answers.

A. Option A is the correct answer because Linux uses the /dev/sdxx format for SCSI and
SATA raw devices. The device is represented by a letter, starting with a, and the partition is
represented by a number, starting at 1. So /dev/sdb1 references the first partition on the
second SCSI or SATA device. Option B would be referenced by the /dev/sda?2 file, so it is
incorrect. Option C would be referenced by the /dev/hdb1 file, so it is incorrect. Option
D would be referenced by /dev/hda2, so option D is incorrect, and option E would be
referenced by /dev/sdb2, so it is incorrect.

C. The lvcreate program creates a logical volume from multiple partitions that you can
use as a single logical device to build a file system and mount it to the virtual directory, so
option C is correct. The mkfs program creates a filesystem on a partition but doesn’t create a
logical volume, so option A is incorrect. The pvcreate program identifies a physical volume
from a partition but doesn’t create the logical volume, so option B is incorrect. The fdisk
program creates and modifies physical partitions, not logical volumes, so option D is
incorrect. The vgcreate program creates a volume group for grouping physical partitions
but doesn’t create the logical volume, so option E is incorrect.

B, C,D, E. The zip, tar, rsync, and dd utilities all can be used to create data backups.
Therefore, options B, C, D, and E are correct answers. The gzip utility can be used after a
backup is created or employed through tar options to compress a backup, so option A is the
only wrong choice.

B, E. Both the md5sum and sha512sum utilities produce hashes on files, which can be com-
pared to determine if file corruption occurred, such as when transferring a file over the net-
work. Therefore, options B and E are the correct answers. The utilities mentioned in options
A, C, and D will allow you to securely transfer files but not check a file’s integrity. Therefore,
options A, C, and D are incorrect choices.

A. The dpkg program is used for installing and removing Debian-based packages that

use the DEB file format, so option A is correct. The tar program is used for creating and
extracting tape archive formatted files that use the . tar file extension, so option B is incor-
rect. The gcc program is used for compiling source code into executable programs, so option
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C is incorrect. The rpm program is used for installing and removing Red Hat—based packages
that use the RPM file format, so option D is incorrect. The gzip program compresses files
and adds the . gz file extension to them, so option E is incorrect.

D. The rpm program is used for installing and removing Red Hat—based packages that use
the RPM file format, so option D is correct. The dpkg program is used for installing and
removing Debian-based packages that use the DEB file format, so option A is incorrect. The
tar program is used for creating and extracting tape archive formatted files that use the

. tar file extension, so option B is incorrect. The gcc program is used for compiling source
code into executable programs, so option C is incorrect. The gzip program compresses files
and adds the . gz file extension to them, so option E is incorrect.

B. The /proc/modules file has the same information that is displayed by the 1smod utility
(though the 1smod utility formats it much nicer). Therefore, option B is the correct answer.
The modinfo utility provides detailed module data, whereas 1smod shows only brief
information. Thus, option A is a wrong answer. The /etc/modules. conf file is a kernel
module configuration file, and it does not provide the same information as the 1smod utility.
Therefore, option C is also an incorrect answer. The insmod command is used to dynami-
cally load kernel modules, and thus it is a wrong answer. The /run/modprobe.d/*.conf
files are kernel module configuration files, and they do not provide the same information as
the 1smod utility. Therefore, option E is also an incorrect choice.

E. The modprobe utility along with its —r switch is the utility to employ for removing
(unloading) a kernel module along with any of its dependencies. Therefore, option E is the
correct answer. The rmmod utility will remove a kernel module but not any of its depen-
dencies. Thus, option A is a wrong answer. The modinfo command does not unload kernel
modules but instead displays detailed information concerning a specified module. Therefore,
option B is an incorrect choice. The cut utility is used to filter text files and display the fil-
tered text to STDOUT. It is not involved in kernel module removal, and thus option C is a
wrong choice. The depmod utility is used to create a list of modules and their dependencies,
but it is not used to remove modules. Therefore, option D is an incorrect choice.

C. The sticky bit assigned to a directory restricts all of the files in that directory so that only
the file owner can delete the file, even if a user account is in the group that has write permis-
sions, so option C is correct. The SUID bit allows a standard user to run an application with
the file owner permissions but doesn’t block users from deleting shared files, so option A is
incorrect. The GUID bit is used on a directory to ensure that all files created in the directory
have the same group as the directory, but it doesn’t prevent users in that group from deleting
files, so option B is incorrect. The Read and Write standard permission bits control access to
read to a file or write to a file, but they don’t block users from deleting a file, so options D
and E are both incorrect.

B. The chown command allows you to set both the owner and group assigned to a file, so
option B is correct. The chmod command allows you to change the permissions for the file,
but not the owner of the file, so option A is incorrect. The chage command manages pass-
word aging for user accounts, not owners of files, so option C is incorrect. The ulimit
command allows the administrator to restrict system resources assigned to users but doesn’t
assign users to files, so option D is incorrect. The chgrp command allows you to change the
group assigned to a file but not the owner, so option E is incorrect.
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D. The /etc/pam.d/ directory contains the various PAM configuration files. Therefore,
option D is the correct answer. The other directory names are made up. Thus, options A, B,
C, and E are incorrect answers.

B. The settings within the ~/.ssh/conf1g file can be overridden by various ssh utility
options provided at the command line. Therefore, option B is the correct answer. The settings
in the /etc/ssh/ssh_conf1ig file can be overridden by both the settings in the ~/.ssh/
confiig file and the ssh utility’s command-line options, so option A is a wrong answer. The
/etc/ssh/sshd_config file is the sshd daemon’s configuration file, and it deals with
providing the SSH services, not in setting the configuration for the SSH client. Therefore,
both options D and E are incorrect choices.

C. The -f option of the tail command displays new additions to a file in real time, so
option C is correct. The head and tail commands by themselves just list the existing
entries in a file, so options A and B are incorrect. The head command doesn’t support the —f
option, so option D is incorrect. The vi editor also only displays existing data in a file and
not newly added data, so option E is incorrect.

A. The systemd-journald application uses its own binary file format for the journal

file and requires the journalct1 file to read it, so option A is correct. The syslogd and
klogd applications are syslog loggers and not able to read the systemd-journald journal
file, so options B and C are incorrect. The systemd-journald application itself only adds
event messages to the journal and doesn’t read it, so option D is incorrect. Since the journal
file is in binary format, you can’t read it using standard text editor programs, so option E is
incorrect.

C. The /etc/services file may be used by a firewall, such as UFW, to map a particular
service name to its port and protocol. Thus, option C is the correct answer. The file is not
used to designate remote services to block or store a firewall’s ACL rules. Therefore,
options A and B are wrong answers. The Linux firewall applications do not use the /etc/
services file to determine if a port can be accessed or what local services can send out
packets. Thus, options D and E are incorrect choices.

A, B, C, D. Used by firewalld, UFW, and iptables, netfilter provides code hooks into
the Linux kernel for firewall technologies to use in order to implement fully functional fire-
wall capabilities. Therefore, options A, B, C, and D are all correct answers. Unfortunately,
netfilter cannot provide firewall services on its own. Thus, option E is the only incor-
rect choice.

A. Bandwidth is a measurement of the maximum data amount that can be transferred bet-
ween two network points over a period of time. Therefore, option A is the correct answer.
Throughput is a measurement of the actual data amount that is transferred between two net-
work points, and thus option B is a wrong answer. Saturation occurs when network traffic
exceeds capacity, but it is not a measurement. Thus, option C is an incorrect answer. Latency
is the time between a source sending a packet and the packet’s destination receiving it. There-
fore, option D is a wrong choice. Routing is the process of forwarding IP packets to the
appropriate destination. Thus, option E is also an incorrect answer.
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E. The vmstat utility provides a lot of memory statistics, including disk I/O specific to
swapping. Therefore, option E is the correct answer. The ipcs -m command allows you

to see shared memory segments instead of disk I/O specific to swapping. Thus, option A

is the wrong answer. The cat /proc/meminfo command displays detailed information
concerning a system’s RAM. Therefore, option B is an incorrect answer. The free command
shows memory items such as free memory, used memory, and buffer/cache usage. Thus,
option C is a wrong choice. The swapon -s command displays swap space elements such as
type, name, and priority. Therefore, option D is also an incorrect choice.

C. The ps command with the proper options displays the active applications running on the
Linux system, so option C is correct. The 1sof command displays the files currently open
by applications but not all of the running applications, so option A is incorrect. The kill
command stops a running application based on its process ID; it doesn’t display all of the
running applications, so option B is incorrect. The w command displays all of the current
users on the system but not all of the running applications, so option D is incorrect. The
nice command allows you to start a new application with a specified priority level, but it
doesn’t allow you to display the currently running applications, so option E is incorrect.

B, D. The pkill and kill commands allow you to send Linux process signals to running
applications, so options B and D are correct. The ren-ice command allows you to change
the priority level of a running application but not send process signals to it, so option A is
incorrect. The nice command allows you to start an application with a specified priority
level but not send process signals to applications that are already running, so option C is
incorrect. The pgrep command allows you to display running applications, but it doesn’t
send process signals to them, so option E is incorrect.

C. The problem is directly related to a missing export command prior to the PS1="My
Prompt: " in Annika’s environment file. When this environment variable is exported and
when it is set, it will be set in any started subshells. Thus, option C is the correct answer.
Since Annika’s environment file exists, the $HOME/ . profi le file is not used. Thus, option A
is a wrong answer. A user prompt can be changed in a subshell, so option B is also an incor-
rect answer. Changing Annika’s default shell will not fix this issue, so option D is a wrong
choice. If Annika changes the last field in her password record to /sbin/false, she will

no longer be able to log into the system using her account. Therefore, option E is an incor-
rect choice.

E. In order for a user to list files in a directory, the directory needs to have read (r) set for
other permissions if the user is not the directory’s owner or does not belong to the direc-
tory’s set group. Therefore, option E is the correct answer. There is no display (d) permission
setting, so option A is a wrong answer. The execute (x) permission allows a user to change
their present working directory to that directory as long as all the parent directories also have
that permission set. Thus, option B is a wrong choice. The write (w) permission allows a user
to create files within that directory, so option C is an incorrect answer. There is no list (1)
permission setting, so option D is also an incorrect choice.

B, D. The Linux kernel uses the /proc and /sys directories to produce dynamic files that
contain information about the kernel and system, so options B and D are correct. The /dev
folder contains files for communicating with devices, not kernel and system information, so
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option A is incorrect. The /etc directory contains application configuration files, not files
created by the kernel for displaying kernel and system information, so option C is incorrect.
The /dev/mapper directory is used for virtual files mapped to physical device files for LVM
and LUKS, not kernel information, so option E is incorrect.

C. The /etc/X11 directory contains configuration files used by both the X.org and
XFree86 applications for controlling the X Windows graphical environment on the Linux
system, so option C is correct. The /dev directory contains device files used to send and
receive data from devices, not the X Windows configuration files, so option A is incorrect.
The kernel uses the /proc and /sys directories to create dynamic files that show kernel
and system information, not contain X Windows configuration files, so options B and D are
incorrect. The /proc/interrupts file contains information about hardware interrupts
currently used by hardware devices on the system, not X Windows configuration files, so
option E is incorrect.

D. This problem concerns a missing directory. Therefore, to fix it, use super user privileges,
if needed, and create the directory via the mkdir command. Thus, option D is the correct
answer. The problem does not concern a bad disk sector (and you cannot fix bad disk sectors
with the badblocks utility), so options A and B are wrong answers. You would employ the
vgchange command for a missing volume in a logical volume but not a missing directory.
Therefore, option C is an incorrect answer. While the mountpoint command does allow
you to see if a particular directory is a mount point, it does not allow you to create a missing
directory. Thus, option E is an incorrect choice as well.

A, B, C. Since the problem involves a remote server, you need to investigate the firewall
access control lists (ACLs) on both the local and remote systems. Therefore, depending on
the firewall employed, you can use the firewall-cmd, ufw, or iptables command in the
troubleshooting process. Thus, options A, B, and C are the correct answers. The getacl and
setacl commands deal with file inheritance issues, and therefore options D and E are incor-
rect choices.

C. The for command allows you to iterate through a series of data one by one until the data
set is exhausted, so option C is correct. The i f and case statements perform a single test

on an object to determine if a block of commands should be run; they don’t iterate through
data, so options A and B are incorrect. The exit command stops the shell script and exits

to the parent shell, so option D is incorrect. The $ () command redirects the output of a
command to a variable in the shell script, so option E is incorrect.

B. The $UID environment variable contains the numeric user ID value of the user account
running the shell script, so option B is correct. The $USER environment variable contains the
text user name of the user account running the shell script, not the numerical user ID value,
so option A is incorrect. The $BASH environment variable contains the path to the executable
Bash shell, so option C is incorrect. The $HOME environment variable contains the location
of the home directory of the user account running the shell, so option D is incorrect. The $1
positional variable contains the first parameter listed on the command-line command when
the shell script was run, so option E is incorrect.
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C. The ampersand sign (&) tells the shell to run the specified command in background mode
in the console session, so option C is correct. The nohup command is used to disconnect
the command from the console session, so option A is incorrect. The at command is used to
schedule a command to run later, so option B is incorrect. The pipe symbol (|) redirects the
output from the command to another command, so option D is incorrect. The greater-than
symbol (>) redirects the output from the command to a file, so option E is incorrect.

B. The cron table format specifies the times to run the script by minute, hour, day of month,
month, and day of week. Thus the format® @ 1 * * will run the command at 00:00
(midnight) on the first day of the month for every month. That makes option B correct, and
options A, C, D, and E incorrect.

E. This git package provides utilities to set up Git VCS on a system, so option E is the
correct answer. The git-vcs package is made up, so option A is a wrong answer. The
GitHub, gitlab, and Bitbucket packages are also made up, but they have similar names
as cloud-based remote repositories used with Git (GitHub, GitLab, BitBucket). Therefore,
options B, C, and D are also incorrect choices.

C. If the -m option with an argument is not tacked onto the git commit command, you
are placed into the vim editor to edit the COMMIT_EDITMSG file. Thus, option C is the
correct answer. All the other options are made up and therefore incorrect.

E. The Microsoft Azure cloud-based virtualization service provides blobs, which are large
unstructured data storage that is offered over the Internet and can be manipulated with .NET
code. Therefore, option E is the correct answer. Amazon Web Services (AWS) and Digital
Ocean are both cloud-based virtualization services, but they do not employ storage called
blob, so options A and C are wrong answers. KVM is a hypervisor, not a cloud-based virtual-
ization service, so option B is an incorrect answer. GitHub is a cloud-based remote repository
used in version control, so option D is also an incorrect choice.

C. A software-defined network (SDN) is a networking method for controlling and managing
network communications via software that consists of a controller program as well as two
APIs. Thus, option C is the correct answer. Thick provisioning and thin provisioning refer

to virtual storage configurations, not networking methods, so options A and B are wrong
answers. Network address translation (NAT) is a virtualization network adapter configu-
ration, which operates similarly to a NAT router in a network. Therefore, option D is an
incorrect answer. A VLAN is a virtual (logical) LAN configuration, and thus, option E is an
incorrect choice as well.

B, D. Only Kubernetes and Swarm are orchestration systems. Therefore, options B and D are
correct answers. Mesos needs Marathon to implement an orchestration engine, so option A
is a wrong answer. Splunk can be used as a monitoring tool in an orchestrated environment,
but it is not an orchestration system, so option D is also a wrong choice. Amazon Web Ser-
vices (AWS) is cloud-based virtualization services on which you can use orchestration tools,
but it is not an orchestration engine. Thus, option E is also an incorrect choice.

A, B, D, E. The concepts listed in options A, B, D, and E are all used in container orchestra-
tion. While DevOps benefits from container orchestration and often employs it, it is not used
within container orchestration. Thus, option C is an incorrect choice.



51.

52.

53.

54.

55.

56.

Answers to Assessment Test Ixiii

D. The software-as-a-service (SaaS) cloud service type provides full applications, allowing
anyone to connect to your application, so option D is correct. The platform-as-a-service
(PaaS) cloud service type doesn’t include an application; you must provide it yourself, so
option A is incorrect. Private, public, and hybrid are all methods of implementing cloud ser-
vices, not cloud service types, so options B, C, and E are all incorrect.

C. The Oracle VirtualBox hypervisor installs on top of a host operating system, making

it a Type II hypervisor, so option C is correct. PaaS and SaaS$ are types of cloud services,
not hypervisors, so options A and B are incorrect. A private cloud service is a method for
implementing cloud services in an internal network, not a type of hypervisor, so option E is
incorrect.

C. The /etc/securetty file provides a list of locations from which users can’t log in using
the root user account, so option C is correct. The /etc/cron.deny file prevents users from
scheduling jobs, not logging in as the root user account, so option A is incorrect. The /etc/
hosts.deny file blocks access from remote network hosts; it doesn’t block root access from
local terminals or the console, so option B is incorrect. The /etc/login.warn and /etc/
motd files contain messages that are displayed at login time; they don’t block users from log-
ging in as the root user account, so options D and E are incorrect.

C. The auditd program monitors system activity, including user file and directory access,
and logs events based on rules you create. Thus, option C is correct. The chroot utility
restricts applications to a specific location in the virtual filesystem but doesn’t log user file
and directory access, so option A is incorrect. The LUKS system encrypts disk partitions but
doesn’t log user file and directory access, so option B is incorrect. The klist and kinit
programs are used for Kerberos user authentication, not logging user file and directory
access, so options D and E are both incorrect.

D. The cd - command will return your process to its previous directory in the virtual
directory system, so option D is the correct answer. The cd and cd ~ commands both return
your process to your home directory, which was not necessarily the previous directory. There-
fore, options A and C are wrong answers. The exit command causes your process to exit

its current shell, not return to the previous directory, so option B is also an incorrect answer.
The return command is used in Bash shell scripts to return from a function or return from
a sourced script. Thus, option E is also an incorrect choice.

B. The -R option used with the cp command allows you to copy a directory’s contents.

You can also employ the —r or ——recursive option to achieve the same results. There-
fore, option B is the correct answer. The =1 option will ask before overwriting a preexisting
directory but not copy recursively, so option A is a wrong answer. The —v option will provide
verbose information for the copy, which is helpful but does not allow a recursive copy to
occur. Thus, option C is also an incorrect answer. The —u option is handy in that it will only
allow the cp command to overwrite preexisting files with the same name, if the files being
copied are newer. However, it is not used to recursively copy, so option D is also an incorrect
answer. The —f option forces a copy to occur and overwrites any preexisting files with the
same name but does not force a recursive copy. Thus, option E is an incorrect choice.
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Before beginning your journey to successfully pass the
CompTIA Linux+ certification exam, you need a learning space.
A learning space consists of Linux systems (virtual or physical),
where you can actively try out, practice, and explore various Linux commands and utilities.
Besides reading this book, having a private space to work freely will assist in your success.

You may already have experience working with Linux in your enterprise environment.
However, most likely you are using only one Linux distribution. Training with more than
one distribution is needed to pass the Linux+ exam.

In addition, your employer may frown upon any risky behavior on their systems. You
need to feel free to try out Linux commands that may cause a system to crash. Your own
learning space, containing various Linux distributions and their assorted tools, is a key
factor in successfully passing the Linux+ exam.

This chapter begins by looking at a few items concerning the setup of your learning space
environment. We will also explore various Linux distributions for your learning space. At the
chapter’s end, we’ll cover a method for accessing the Linux command line.

Setting Up a Learning Space

Your learning space needs to be an environment where you can freely explore Linux and its
various distributions (called distros for short) and utilities. Whereas some companies may
have a spare Linux server available for you to fully use, many of us are not so lucky. Even if
you are a student, with a nice lab environment already set up and available for your use, you
may want your own space, where you can explore without restrictions.

Although there are many different ways to set up your personal learning space, we will
focus on only a few, such as setting up Linux on an old laptop, implementing a virtualized
environment, and using the cloud. Hopefully the ideas here will spur you on to setting up a
helpful exploration and study environment.

Using That Old Laptop

If you’ve got a spare or old laptop sitting around, repurposing it as your Linux learning
space may work well for you. This is especially useful if you like to move your study envi-
ronment, such as, for example, moving to a different and quieter location in your home
when things get a little loud and crazy. An old desktop will also work, but you will be
less mobile.



Setting Up a Learning Space 5

Whatever system you choose, ensure that it has enough capacity to handle the minimum
hardware requirements for a learning space. If you plan on installing multiple Linux
distributions on a single system, booting them individually, and not using a virtualized envi-
ronment, then Table 1.1 will serve as your requirements guide.

TABLE 1.1 Hardware requirements for using a single distribution at a time

Resource Minimum Recommended
Memory 2GB >=4 GB

Free disk space 25 GB >=30 GB
Processor 2 GHz dual core > 2 GHz dual core

Although you can use this learning space, it is certainly not ideal. In addition, you can
expect this type of Linux learning environment to boot and operate slowly. This learning
space environment should be used only if you have no other options.

Creating a Virtualized Environment

Creating a virtualized environment for your Linux learning space is ideal. This setting will
allow you to boot multiple Linux distributions at the same time, enable you to move quickly
between them, and provide compare and contrast experiences. In addition, you can explore
networking utilities more thoroughly in such an environment.

If you are unfamiliar with a virtualized environment, do not despair. Not

P only are there many resources on the Internet that can get you up to
speed, but we also cover virtualization concepts in Chapter 28, “Under-
standing Cloud and Virtualization Concepts.”

There are several excellent and free virtualization products (called hypervisors or virtual
machine managers) that you can install. They include the following:

Oracle VirtualBox  This actively developed open source software is available at www
.virtualbox.org.It can run on Linux, Windows, Macintosh, and even Solaris. You
can use VirtualBox to run multiple Linux distributions at the same time, assuming your
hardware has enough resources. The website is loaded with helpful documentation and
has community forums to help you create your Linux learning space.


http://www.virtualbox.org
http://www.virtualbox.org
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VMware Workstation Player VMware Workstation Pro is a proprietary closed source
virtualization product. VMware offers a free version called Workstation Player, which is
available at www.vmware.com/products/workstation-player.html. This free ver-
sion does have its limits. Workstation Player will only allow you to run a single virtual
machine at time. Also, if you want to install it at your company’s site, you must pay a
fee to do so.

) If you are using a Mac, VMware Workstation Player will not work on your

OTE system. Instead, VMware offers a separate virtualization product called
VMware Fusion. It is available at www.vmware.com/products/fusion
.html. Unfortunately, Fusion is not free, but you can try it out for free.

Microsoft Hyper-V Server 2019  This closed source virtualization product is avail-
able on many current Windows 64-bit versions, such as Windows 10 Professional

and Enterprise. However, Windows 10 Home edition does not support it. You can use
Hyper-V to run multiple Linux distributions at the same time, assuming your hardware
has enough resources.

Please don’t feel limited by this list. It includes only a few suggested hypervisors for you
to investigate. If you have found a virtualization product that works better for your environ-
ment, use it for your learning space.

Prior to selecting and installing a particular hypervisor, determine if your laptop or chosen
system has enough capacity to handle the entire learning space’s minimum hardware require-
ments. If you plan on installing and running multiple Linux distributions at the same time,
use Table 1.2 as a guide for your needed hardware resources. However, be aware that the
virtualization products’ websites may provide more detailed information.

TABLE 1.2 Hardware requirements for using a virtualization product

Resource Minimum Recommended
Memory 8 GB >=8 GB
Free disk space 70 GB >= 100 GB
Processor x86_64 x86_64

2 GHz dual core > 2 GHz dual core

Using a virtualized learning space is very flexible. Figure 1.1 shows an example of this
type of elastic learning space environment.


https://www.vmware.com/products/workstation-player.html
https://www.vmware.com/products/fusion.html
https://www.vmware.com/products/fusion.html
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FIGURE 1.1 Learning space using Oracle VirtualBox
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Notice in the learning space depicted in Figure 1.1 that there are two installations of both
the Ubuntu and Rocky Linux distributions. These distributions provide the ability to install
either a server-oriented environment or a graphical desktop-oriented environment. With Vir-
tualBox you can easily install both environments and compare them!

Hopefully you are starting to gather some ideas of how you want to configure your
private learning space. Before you do, there is one more platform category we need
to explore.

Jumping to the Cloud

If you do not own a laptop or desktop with enough resources to provide a multiple Linux
distribution learning space, consider the cloud. While cloud servers have become increas-
ingly popular for large environments, they can also provide an easy way to run just a single
Linux system.

There are many cloud service providers where you can start up various Linux distribution
virtual machines, such as Amazon Web Services (AWS), Microsoft Azure, and DigitalOcean.
Cloud services change rapidly, so you may not be able to find the Linux distribution versions
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you need. However, it is worth your time to take a look at the various offerings from cloud
service providers. The cloud just might be a cheaper option for your learning space than a
new computer.

)/ If you choose to use a cloud service, the service may not give you a way
,@TE to explore certain CompTIA Linux+ objectives, such as, for example, mod-
ifying how a Linux server boots via BIOS versus UEFI. Keep this in mind
as you explore your learning space venue.

Before you settle on the location for your learning space, consider the various recom-
mended Linux distributions and their versions. These are additional components of your suc-
cessful learning space environment.

Exploring Linux Distributions

The CompTIA Linux+ certification is vendor neutral. In practical terms, that means no
particular Linux distribution is the focus of the exam. If you have experience with Red Hat
Enterprise Linux (RHEL), you need to learn more about utilities and features on Ubuntu and
openSUSE distributions, and vice versa.

It is tempting to think that Linux distributions are all the same and that few differences
exist between them. Unfortunately, this is a fallacy. We like to compare the Linux kernel to a
car’s engine and a distribution to a car’s features. If you have ever rented a car, the car’s fea-
tures are often rather different than the features of the car you normally drive. When you get
into the rented car, you have to take a few minutes to adjust the seat, view the various car
controls, and figure out how to use them prior to taking off onto the roadway. This is also
true with learning new distributions. The good news is that if you have lots of previous expe-
rience with Linux, learning a new distribution is not that difficult.

Linux distributions are often based on other distributions or distribution

ITE forks. Two popular distribution groups, which contain distributions help-
ful to passing the Linux+ exam, are Red Hat based and Debian based. Dif-
ferences between these two groups include software packages, names,
and their management tools; configuration filenames and/or locations;
software release schedules; firewall configuration utilities; and so on. Red
Hat Inc. tends to focus on businesses and enterprise computing, whereas
the Debian Project focuses on free software. Due to these various dif-
ferences, it is necessary to use distributions from both groups in your
learning space.

It is important to understand which Linux distros will help you in successfully passing the
CompTIA Linux+ certification exam. In addition, you should know which particular distri-
bution versions are helpful.
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Looking at Red Hat Enterprise Linux

The original Red Hat Linux started life in 1995 as an open source project. It gained in pop-
ularity to the point where it was at one time the most popular Linux distribution, used in
educational environments, in corporate environments, and even by casual Linux hobbyists.

However, in 2003 Red Hat discontinued the Red Hat Linux project in favor of the Red
Hat Enterprise Linux (RHEL) project. The RHEL project is primarily focused on business
Linux environments. RHEL is a commercial package; thus under most situations you must
purchase a license to use it. In return, Red Hat provides full customer support to help with
setting up and troubleshooting the Linux system, unlike most other Linux distributions.

Fortunately for Linux hobbyists, there is an alternative way to run RHEL. Since Linux is
an open source software package, Red Hat is required to release the source code for RHEL.
A few other Linux distributions have popped up using the RHEL source code. The most
popular had been the Community Enterprise Operating System (CentOS). It was nearly
an exact duplicate of RHEL, and a great free study resource for the CompTIA Linux+
certification exam.

However, as is often the case in the fast-moving Linux world, things have changed. In
2014 CentOS joined Red Hat’s Open Source and Standards team, and in 2020 Red Hat
replaced the original CentOS project with a new development version called CentOS Stream.
Although you can still freely obtain CentOS Stream, it’s no longer an exact duplicate of the
current RHEL version, but rather a testing ground for new concepts, making it less beneficial
as a study resource.

But have no fear, the original developers of CentOS have started yet another distribution,
named Rocky Linux. Rocky Linux has gone back to the origins of CentOS—it’s an exact
duplicate of the latest RHEL version. You can obtain a Rocky Linux distribution ISO from
the Rocky website at www. rockylinux.org. Be aware that this distribution, like many
others, comes in multiple flavors. We recommend you obtain the Rocky BaseOS download
package, in the 8.x version series (at the time of this writing, at version 8.5).

' As time goes on, new Rocky distribution versions will be available.
P Although it is always tempting to get the latest and greatest version, it is
not beneficial to use it in your learning space. Remember that the Comp-
TIA Linux+ objectives are static until the next time the certification exam
is updated. Therefore, it is wise to use the distribution versions that were
available at the certification exam'’s creation time.

As you install Rocky Linux, you’ll be prompted for the environment you want to install.
For learning Linux, it’s usually best to install a graphical desktop environment, because that
provides the easiest way to access all of the Linux features you’ll need to learn about.

After you install your Rocky Linux version 8.x BaseOS distribution, you should update
the software packages. Do this by logging into the root account using the password you set
up during installation and issuing the commands shown in Listing 1.1.


http://www.rockylinux.org
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Listing 1.1: Updating software on Rocky Linux

# sudo dnf update

Loaded plugins: fastestmirror
[...]

Upgrade 3 Packages

Total download size: 1.3 M
Is this ok [y/d/N]: y

[...]
Complete!
#

While RHEL (and its derivatives) is a popular distro, you also need a distribution in the
Debian camp. Next, we’ll explore the Ubuntu distribution.

Looking at Ubuntu

The Ubuntu Linux distribution is managed by Canonical LTD and has been around since
2004. This free and popular Linux distro is based on the Debian distribution and is a must-
have in your personal Linux learning space.

You can obtain the Ubuntu distro ISO from www.ubuntu. com. There are several flavors
of Ubuntu, and if you’d like to ensure that you can follow the examples in this book, we rec-
ommend you download the Ubuntu Desktop version 20.04 LTS.

)/ The LTS in the Ubuntu version name stands for Long-Term Support.

dng This is an indicator Canonical uses to show that it will provide mainte-
nance and security updates for an extended time period. In the case of
20.04 LTS, you can count on these updates through April 2025.

If you are unfamiliar with Ubuntu, you need to be aware of a few important items. By
default, you cannot log into the root account. Instead, when you need to use super user priv-
ileges, log into the account you set up at installation and put the command sudo in front of
your command-line commands. An example is shown in Listing 1.2.

Listing 1.2: Using sudo on Ubuntu

$ sudo grep root /etc/shadow
root:!:17737:0:99999:7:::
$

If you have never issued command-line commands in a terminal, it is rec-
ITE ommended you read this entire chapter prior to attempting to do so. You
will read more about terminals later in this chapter.


http://www.ubuntu.com
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Another important item concerns installing Ubuntu. If you are connected to a network,
you can automatically update the distribution’s software when you install the distribution.
You will see this option listed in the installation process as Download updates during
the dnstallation with a check box next to it. If you choose to not install updates dur-
ing the installation, you can update the software via the command line later on by manually
issuing the commands shown in Listing 1.3 in a terminal, using super user privileges.

Listing 1.3: Updating software on Ubuntu

$ sudo apt-get update
[sudo] password for Christine:
Hit:1 http://us.archive.ubuntu.com/ubuntu bionic InRelease

Get:2 http://us.archive.ubuntu.com/ubuntu bionic-updates InRelease
[88.7 kB]

[...]

Fetched 1,053 kB in 2s (631 kB/s)
Reading package lists... Done

$

$ sudo apt-get dist-upgrade

Reading package lists... Done

Building dependency tree

Reading state information... Done
Calculating upgrade... Done

The following packages will be upgraded:

[...]

Do you want to continue? [Y/n] Y
[...]

$

If you have room for only two Linux distros, Rocky Linux and Ubuntu make fine
choices. If you have additional resources, it would be worthwhile to add another distribu-
tion, openSUSE.

Looking at openSUSE

The openSUSE distro had its first release in 1994, under a different name, SUSE Linux. There
have been many companies involved in supporting it, with the Germany-based company
SUSE being the original.

This distro has a very loyal and solid following. Not only is the openSUSE distribution
strongly supported by community developers, the openSUSE users love it as well. One of
its unique and popular utilities is the Yet another Setup Tool (YaST). YaST, which can be
thought of as a command center utility, allows you to control many system services from one
interface.
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You can obtain the openSUSE distribution ISO from https://software.opensuse
.org. This distro comes in two primary flavors, Leap and Tumbleweed. We recommend you
select openSUSE Leap in the version 15.x series.

)/ The openSUSE community changed its distribution’s version num-
,@TE bering scheme in 2017. The version before 15.0 was 42.3. Be aware of this
dramatic change when you go to obtain openSUSE Leap.

Once you have successfully installed openSUSE, it is a good idea to update all the soft-
ware prior to exploring this distro. To update the software via the command line, manually
issue the commands shown in Listing 1.4 in a terminal, using super user privileges.

Listing 1.4: Updating software on openSUSE

$ sudo zypper patch
[sudo] password for root:
Loading repository data...
Reading installed packages...
Resolving package dependencies...
[...]

Note: System reboot required.
Continue? [y/n/...? shows all options] (y): y
[...]
Warning: One of the installed patches requires a
reboot of your machine. Reboot as soon as possible.
There are some running programs that might use files
deleted by recent upgrade. You may wish to check and
restart some of them. Run 'zypper ps -s' to list these programs.

$

You may have noticed that the last three distros use different commands for updating
software. This is another reason you need to have access to multiple distributions in your
learning space. We’ll look at one more important distro next.

Looking at Fedora

Fedora is maintained by the Fedora Project, which is sponsored by Red Hat. Innovative and
sometimes bleeding-edge software is one of this distribution’s great features. If you want to
try something new, Fedora is for you. This distro, like the others, comes in multiple flavors,
which are called editions by the Fedora Project. We recommend Fedora 34 Workstation
edition. You can get a copy of this Fedora ISO at https://getfedora.org.


https://software.opensuse.org
https://software.opensuse.org
https://getfedora.org
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Be aware that this particular distro updates its versions every six months.
,&TE Therefore, you may need to retrieve Fedora 34 Workstation from this

location instead: https://dl.fedoraproject.org/pub/fedora/

linux/releases/34/Workstation.

The Fedora distro comes not only in multiple flavors, but also in multiple spins. A spin
is an extra special flavor of Fedora. For example, if you are not happy with the default GUI
that comes prepackaged with Fedora, you can opt for a spin that has a different GUL. If you
want to browse the various Fedora spins available, take a look at the Fedora Project spins’
website, https://spins.fedoraproject.org.

Similar to the Ubuntu distro, by default you cannot log into the root account. Instead,
when you need to use super user privileges, log into the account you set up at installation,
and put the command sudo in front of your command-line commands.

Once you’ve got Fedora Workstation successfully installed, update the software. To
update the software via the command line, log into the account you set up at installation,
and manually issue the commands shown in Listing 1.5 in a terminal, using super user
privileges.

Listing 1.5: Updating software on Fedora

$ sudo su -c 'dnf upgrade'
[sudo] password for Christine:
...]

Install 4 Packages

Upgrade 161 Packages

Total download size: 295 M
Is this ok [y/N]: y
Downloading Packages:

[...]
Complete!
$

If very few packages get updated, you may need to add an additional option to your
command. Issue the command sudo su -c 'dnf upgrade -refresh' in a command-
line terminal.

If you have spent your time on Linux in the GUI or are fairly new to Linux, you may be
unfamiliar with how to access a command-line terminal. The next section will help. If you
are a seasoned command-line user, you can skip this section.


https://dl.fedoraproject.org/pub/fedora/linux/releases/34/Workstation
https://dl.fedoraproject.org/pub/fedora/linux/releases/34/Workstation
https://spins.fedoraproject.org
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Locating a Terminal

For exploring Linux and preparing to take the CompTIA Linux+ certification exam, you
need to spend some time at the command line. The terminal is your gateway to the command
line. Once you understand how to locate and use this terminal, you can start progressing
through the rest of this book’s contents.

The simplest way to reach a terminal in most distributions is by pressing the key
combination Ctrl+Alt plus one of the function keys (usually F2 or F3) after the system boots.
This will take you to a terminal named tty2. After entering the username and password you
created during the Linux distribution’s installation, you will be provided with a prompt.
Figure 1.2 shows a tty3 terminal on the openSUSE distribution.

FIGURE 1.2 o0penSUSE tty3 terminal

Welcome to openSUSE Leap 15.2 - Kernel 5.3.18-1p152.84-preempt (tty3).

localhost login: _

At the terminal prompt, you can start entering commands. If you have newly installed
the distro, go ahead and update its software as directed earlier in this chapter. To leave this
terminal, simply type in the command exit.

? If you're using a graphical desktop environment, you can also access the
ITE command line by using a terminal application.
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Summary

A learning space is a virtual or physical Linux system where you can explore, practice, and
try out various Linux commands and utilities. A private learning space is a necessity to be
successful in passing the CompTIA Linux+ certification exam. You can set up a learning
space on an old laptop, on a current laptop using a hypervisor, or within the cloud.

Having multiple Linux distributions in your learning space is also essential. Because the
distributions have differences, it is important to have them readily available to explore those
differences.

Once you have your Linux learning space set up, you can start to dive into the CompTIA
Linux+ certification objectives. We’ll begin covering those objectives in the next chapter.
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Previous versions of the CompTIA Linux+ certification exam

, included an objective on Linux server services, such as web
L : servers, file servers, and database servers. The XK0-005 exam
has dropped that as a formal objective, but there are other objectives that assume you know
what Linux server services are and how they accept connections from clients. While Linux
has had a rough time breaking into the desktop market, it has thrived in the server market,
so it is important to know how Linux servers work and what server software packages are
popular these days.

The popularity of Linux servers has much to do with their versatility, performance, and
cost. This chapter helps get you up to speed in how Linux servers operate and covers the
most common server software packages you can install and run in Linux to provide services
to your network clients.

What Is a Linux Server?

Before we dive into Linux server details, we will first explain what we mean by a Linux
server and show how a Linux server differs from a Linux desktop.

Both Linux desktops and Linux servers use the same Linux kernel, run the same shells,
and even have the ability to run the same programs. The difference comes in which programs
they primarily run and how those programs run on the system.

Linux desktops primarily focus on personal programs that you run from a graphical
desktop interface, such as when you browse the Internet or edit a document. The graphical
desktop provides an easy interface for users to interact with the operating system and all
files and programs. You start programs by selecting them from a menu system or clicking a
desktop icon. In the desktop world, everything is interactive.

Linux servers primarily operate without any human interaction. There’s no one sitting
at a desktop launching applications (and in fact, many servers don’t even have a dedicated
monitor and keyboard).

The server runs programs that provide shared resources (called services) to multiple users
(clients), normally in a network environment. Many services run all the time, even when no
clients are actively using them.

Server programs seldom rely on a graphical interface. Instead, they almost always utilize
the Linux shell’s command-line interface (CLI) to interact with a server administrator, and
often, the administrator connects to the server from a remote client to perform any interac-
tive work with the services.
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Since there’s little interaction with a human operator, servers must know how to launch
the programs that provide the services to clients on their own. How the server runs those ser-
vices can differ from server to server and service to service. The following sections describe
how Linux servers start services and how they provide access to those services to clients.

Launching Services

There are two primary ways Linux servers run service programs:
»  As a background process, running at all times and listening for requests
= Asa process spawned by a parent program that listens for the requests

When a Linux service program runs continually as a background process, it’s called a
daemon. Linux servers often utilize scripts to launch service daemons as soon as the server
boots up (see Chapter 6, “Maintaining System Startup and Services™).

Linux daemon programs often end with the letter d to indicate they’re daemon processes.
Listing 2.1 shows an example of the MySQL database server daemon running in the
background on a server.

Listing 2.1: Listing the MySQL database server daemon process
$ ps ax | grep mysql

5793 ? Sl 0:00 /usr/sbin/mysqld --daemonize --pid
file=/run/mysqld/mysqld.pid

5900 pts/0 S+ 0:00 grep --color=auto mysql

$

The mysqld daemon program listens for network connections from clients. When the
daemon receives a request from a client, it processes the request and returns data to the
client via the same network channel.

Note that the name for a background program running in Linux is

ITE “daemon” and not “demon,” as it is often confused with. Daemons are
from Greek mythology and were supernatural beings that provided help
to humans when needed.

The more services a Linux server supports, the more daemons it must have running in
the background, waiting for client requests. Each daemon requires memory resources on the
server, even when it’s just listening for clients. While today’s servers have lots of memory at
their disposal, that wasn’t always the case in the old days of Linux. Thus came the necessity
of super-servers.

Super-servers are programs that listen for network connections for several different appli-
cations. When the super-server receives a request for a service from a client, it spawns the
appropriate service program.

The original super-server program created for Linux was the internet daemon (inetd)
application. The inetd program ran as a daemon, listening for specific requests from clients
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and launching the appropriate service program when needed. The inetd program uses the
/etc/inetd. conf configuration file to allow you to define the services for which it han-
dles requests.

The extended internet daemon (xinetd) application is an advanced version of inetd. It too
launches service programs as requested by clients, but it contains additional features, such as
access control lists (ACLs), more advanced logging features, and the ability to set schedules
to turn services on and off at different times of the day or week.

)/ Linux systems that utilize the Systemd startup method (see Chapter 6)
A@TE can utilize systemd unit files to replace the functionality provided by
inetd or xinetd.

Listening for Clients

A standard Linux server supports lots of services. Usually, a single Linux server will support
multiple services at the same time. This means multiple clients will be making requests to
the server for multiple services. The trick is in getting requests from clients to the correct
server service.

Each service, whether it’s running as a daemon or running from a super-server, uses a
separate network protocol to communicate with its clients. Common service protocols are
standardized by the Internet Engineering Task Force (IETF) and published as Request for
Comments (RFC) documents. Each server software program communicates with its clients
using the protocol specified for its service, such as a web server using HTTP or an email
server using SMTP.

The network protocol for a service defines exactly how network clients communicate
with the service, using preassigned network ports. Ports are defined within the TCP and UDP
standards to help separate network traffic going to the same IP address. The IETF assigns
different services to different ports for communication. This works similarly to telephone
extensions used in a large business. You enter a single phone number to reach the business
and then select a separate extension to get to a specific individual within the office. With
services, clients use a common IP address to reach a server and then different ports to reach
individual services.

The IETF has defined a standard set of ports to common services used on the Internet.
These are called well-known ports. Table 2.1 shows just a few of the more common well-
known ports assigned.

A host of Linux services are available for serving applications to clients on the network.
The /etc/services file contains all of the ports defined on a Linux server.

The following sections explore the different types of services you will find on Linux
servers as well as common Linux applications that provide those services.
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TABLE 2.1 Common Internet well-known port numbers

Port number Protocol Description

20 and 21 FTP File Transfer Protocol (FTP) is used for sending files to and
from a server.

22 SSH The Secure Shell (SSH) protocol is used for sending
encrypted data to a server.

23 Telnet Telnet is an unsecure protocol for providing an interactive
interface to the server shell.

25 SMTP The Simple Mail Transport Protocol (SMTP) is used for send-
ing email between servers.

53 DNS The Domain Name System (DNS) provides a name service to
match IP addresses to computer names on a network.

67 DHCP The Dynamic Host Configuration Protocol (DHCP) enables
client computers to obtain a valid IP address on a network
automatically.

80 HTTP The Hypertext Transfer Protocol (HTTP) allows clients to
request web pages from servers.

109 and 110 POP The Post Office Protocol (POP) allows clients to communicate
with a mail server to read messages in their mailbox.

137-139 SMB Microsoft servers use the Server Message Block (SMB) pro-
tocol for file and print sharing with clients.

143, 220 IMAP The Internet Message Access Protocol (IMAP) provides
advanced mailbox services for clients.

389 LDAP The Lightweight Directory Access Protocol (LDAP) provides
access to directory services for authenticating users, worksta-
tions, and other network devices.

443 HTTPS The secure version of HTTP provides encrypted communica-
tion with web servers.

2049 NFS The Network File System (NFS) provides file sharing between
Unix and Linux systems.
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Serving the Basics

There are some basic Internet services that Linux servers are known to do well and that have
become standards across the Internet. The three Internet services Linux servers provide are
as follows:

= Web services
= Database services
=  Email services

The following sections discuss each of these types of Linux services and show you the
open source software packages commonly used to support them.

Web Servers

By far the most popular use of Linux servers on the Internet is as a web server. Linux-based
web servers host the majority of websites, including many of the most popular websites.

As is true for many Linux applications, there are multiple programs that you can use
to build a Linux web server. These are the most popular ones you’ll run into and should
know about.

The Apache Server

Over the years, the Apache web server has become one of the most popular web servers
on the Internet. It was developed from the first web server software package created by the
National Center for Supercomputing Applications (NCSA) at the University of Illinois.

The Apache web server has become popular due to its modularity. Each advanced feature
of the Apache server is built as a plug-in module. When features are incorporated as mod-
ules, the server administrator can pick and choose just which modules a particular server
needs for a particular application. This helps reduce the amount of memory required to run
the Apache server daemons on the system.

The nginX Server

The nginX web server (pronounced like “engine-X”) is the relatively new kid on the block.
Released in 2004, nginX was designed as an advanced replacement for the Apache web
server, improving on performance and providing some additional features, such as working
as a web proxy, mail proxy, web page cache, and even load-balancing server. While the
Apache web server can be configured to provide some of these features by using modules,
such as load balancing, the nginX web server was designed to have these features built in to
increase performance.

The core nginX program has a smaller memory footprint than the larger Apache
program, making it ideal for high-volume environments. It’s capable of handling over 10,000
simultaneous network client connections.
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While still relatively new, the nginX web server is gaining in popularity, especially in high-
traffic web environments. One configuration that’s becoming popular is to use a combination
of the nginX web server as a load-balancing front end to multiple Apache web servers on the
backend. This takes advantage of the nginX server’s capabilities of handling large traffic vol-
umes and the Apache web server’s versatility in handling dynamic web applications.

The lighthttpd Package

On the other end of the spectrum, there may be times you need a lightweight web server to
process incoming client requests for a network application. The lighthttpd package provides
such an environment.

The lighthttpd web server is known for low memory usage and low CPU usage, mak-
ing it ideal for smaller server applications, such as in embedded systems. It also incorpo-
rates a built-in database, allowing you to combine basic web and database services in a
single package.

Database Servers

Storing and retrieving data is an important feature for most applications. Although the use
of standard text files is often enough for simple data storage applications, there are times
when more advanced data storage techniques are required.

The advent of the relational database allowed applications to quickly store and retrieve
data. Relational database servers allowed multiple clients to access the same data from a
centralized location. The Structured Query Language (SQL) provides a common method for
clients to send requests to the database server and retrieve the data.

Many popular commercial database servers are available for Unix and Windows (and
even Linux); a few high-quality open source databases have risen to the top in the Linux
world. These database server packages offer many (if not most) of the same features as
the expensive commercial database packages and can sometimes even outperform the
commercial packages.

The following sections discuss the three most popular open source database servers you’ll
encounter when working in the Linux environment.

The PostgreSQL Server

The PostgreSQL database server started out as a university project and became an open
source package available to the public in 1996. The goal of the PostgreSQL developers was
to implement a complete object-relational database management system to rival the popular
commercial database servers of the day.

PostgreSQL is known for its advanced database features. It follows the standard atomi-
city, consistency, isolation, and durability (ACID) guidelines used by commercial databases
and supports many of the fancy features you’d expect to find in a commercial relational
database server, such as transactions, updatable views, triggers, foreign keys, functions, and
stored procedures.
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PostgreSQL is very versatile, but with versatility comes complexity. In the past the Post-
greSQL database had a reputation for being somewhat slow, but it has made vast improve-
ments in performance. Unfortunately, old reputations are hard to shake, and PostgreSQL still
struggles to gain acceptance in the web world.

The MySQL Server

Unlike the PostgreSQL package, the MySQL database server didn’t originally try to com-
pete with commercial databases. Instead, it started out as a project to create a simple but fast
database system. No attempt was made to implement fancy database features; it just offers
basic features that performed quickly.

Because of its focus on speed, the MySQL database server became the de facto database
server used in many high-profile Internet web applications. The combination of a Linux
server running the Apache web server and the MySQL database server and utilizing the PHP
programming language became known as the LAMP platform and can be found in Linux
servers all over the world.

Since its inception, the MySQL database has added features that can rival those found
in PostgreSQL and commercial databases. However, staying true to its roots, MySQL still
maintains the option of utilizing the faster storage engine that it became famous for.

In 2008 the MySQL project was acquired by Sun Microsystems. In 2010,

OTE when Oracle purchased Sun Microsystems, by default it also took con-
trol over MySQL development. This concerned many in the open source
community, and shortly after the purchase a group of MySQL developers
left Oracle to start the MariaDB project. MariaDB is a replica of MySQL,
using the same source code and having the same features (with some
new features added). Many Linux distributions now use MariaDB by
default instead of MySQL, so don’t be alarmed if you see that.

The MongoDB Server

With the rising popularity of object-oriented programming and application design, the use of
object-oriented databases has also risen. Currently one of the most popular object-oriented
methods of storing data is called NoSQL.

As its name suggests, a NoSQL database system stores data differently than the tradi-
tional relational database systems using SQL. A NoSQL database doesn’t create tables but
instead stores data as individual documents. Unlike relational tables, each NoSQL document
can contain different data elements, with each data element being independent from the
other data elements in the database.

One NoSQL database package that is gaining in popularity is the MongoDB package.
MongoDB was released in 2009 as a full NoSQL-compliant database management system. It
stores data records as individual JavaScript Object Notation (JSON) elements, making each
data document independent of the others.

The MongoDB database server supports many relational database features, such as
indexes, queries, replication, and even load balancing. It allows you to incorporate Java-
Script in queries, making it a very versatile tool for querying data.
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Y/ The MongoDB server installs with a default of no security—anyone can
INING connect to the server to add and retrieve data records. This “gotcha” has

been a problem for even some high-profile websites where data has been
breached. Please be careful when using a MongoDB database for your
web applications.

Mail Servers

At one time, email was the backbone of the Internet. Just about everyone had an email
address, and it was crucial to be plugged into an email server to communicate with the
world. While these days newer technology is taking over (such as texting, tweeting, and mes-
saging), email is still a vital operation for most Internet users. Just about every Linux server
installation uses some type of email server package.
Instead of having one monolithic program that handles all of the pieces required for

sending and receiving mail, Linux uses multiple small programs that work together in the
processing of email messages. Figure 2.1 shows you how most open source email software
modularizes email functions in a Linux environment.

FIGURE 2.1 The Linux modular email environment
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As you can see in Figure 2.1, the Linux email server is normally divided into three sepa-
rate functions:

»  The mail transfer agent (MTA)
»  The mail delivery agent (MDA)
s The mail user agent (MUA)

MUA is the program that interacts with end users, allowing them to view and manipu-
late email messages. Therefore, the MUA programs don’t usually run on the server side but
rather on the client side. Graphical applications such as Evolution and K-Mail are popular
for reading email in Linux desktop environments. The MTA and MDA functions are found
on the Linux server. The following sections show the more common MTA and MDA appli-
cations you’ll see in Linux.

The Mail Transfer Agent

The mail transfer agent (MTA) is responsible for handling both incoming and outgoing email
messages on the server. For each outgoing message, the MTA determines the destination host
of the recipient address. If the destination host is a remote mail server, the MTA must establish
a communication link with another MTA program on the remote host to transfer the message.

There are quite a few MTA software packages for the Linux environment, but the Linux+
exam focuses on three of them:

»  sendmail: The sendmail MTA package gained popularity by being extremely versatile.
Many of the features in sendmail have become synonymous with email systems—virtual
domains, message forwarding, user aliases, mail lists, and host masquerading. Unfor-
tunately, sendmail is very complex to configure correctly. Its large configuration file is
sometimes overwhelming for novice mail administrators to handle.

= Postfix: The Postfix MTA was written as a modular application, using several different
programs to implement the MTA functionality. One of Postfix’s best features is its sim-
plicity. Instead of one large complex configuration file, Postfix uses just two small con-
figuration files with plaintext parameters and value names to define the functionality.

»  Exim: The Exim MTA package sticks with the sendmail model of using one large
program to handle all the email functions. It attempts to avoid queuing messages as
much as possible, instead relying on immediate delivery in most environments.

The Mail Delivery Agent

Often, Linux implementations rely on separate stand-alone mail delivery agent (MDA) pro-
grams to deliver messages to local users. Because these MDA programs concentrate only on
delivering messages to local users, they can add bells and whistles that aren’t available in
MTA programs that include MDA functionality.

The MDA program receives messages destined for local users from the MTA program and
then determines how those messages are to be delivered. Messages can be delivered directly
to the local user account or to an alternate location defined by the user, often by incorpo-
rating filters.
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There are two common MDA programs used in Linux:

»  Binmail: The binmail program is the most popular MDA program used in Linux. Its
name comes from its normal location in the system, /bin/mail. It has become popular
thanks to its simplicity. By default, it can read email messages stored in the standard
/var/spool/mail directory, or you can point it to an alternative mailbox.

»  Procmail: The procmail program was written by Stephen R. van den Berg and has become
so popular that many Linux implementations install it by default. The popularity of proc-
mail comes from its versatility in creating user-configured recipes that allow a
user to direct how the server processes received mail. A user can create a personal
.procmailrc file in their $HOME directory to direct messages based on regular expres-
sions to separate mailbox files, forward messages to alternative email addresses, or even
send messages directly to the /dev/null file to trash unwanted email automatically.

Serving Local Networks

Besides running large Internet web and database applications, Linux servers are also com-
monly used in local network environments to provide simple network services. Running a local
network requires lots of behind-the-scenes work, and the Linux server is up to the task. This
section walks through the most common services you’ll find used on all sizes of local networks.

File Servers

These days, the sharing of files has become a necessity in any business environment. Allow-
ing multiple employees to create and edit files in a common folder can greatly improve col-
laboration efforts in any project.

While sharing files via a web server is common in a wide area network environment, there
are easier ways to do that within a local network. There are two basic methods for sharing
files in a local network environment:

= Peer-to-peer
= Client-server

In a peer-to-peer network, one workstation enables another workstation to access files
stored locally on its hard drive. This method allows collaboration between two employees
on a small local network but becomes somewhat difficult if you need to share data between
more than two people.

The client-server method of file sharing utilizes a centralized file server for sharing files
that multiple clients can access and modify as needed. However, with the centralized file
server, an administrator must control who has access to which files and folders, protecting
them from unauthorized access.

In the Linux world, there are two common server software packages used for sharing
files: NFS and Samba.
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NFS

The Network File System (NES) is a protocol used to share folders in a network environ-
ment. With NFS, a Linux system can share a portion of its virtual directory on the network
to allow access by clients as well as other servers.

In Linux, the software package used to accomplish this is nfs-utils. The nfs-utils package
provides the drivers to support NFS as well as the underlying client and server software to
both share local folders on the network and connect to remote folders shared by other Linux
systems on the local network. Using nfs-utils, your Linux system can mount remotely shared
NES folders almost as easily as if they were on a local hard drive partition.

Samba

These days, Microsoft Windows workstations and servers have become the norm in many
business environments. While Windows workstations and servers can use NFS, the default
file sharing method used in Windows is the System Message Block (SMB) protocol, created
by Microsoft. Although Microsoft servers use proprietary software, Microsoft has released
the SMB protocol as a network standard, so it’s possible to create open source software that
can interact with Windows servers and clients using SMB.

The Samba software package (note the clever use of embedding SMB in the name) was
created to allow Linux systems to interact with Windows clients and servers. With Samba,
your Linux system can act either as a client, connecting to Windows server shared folders,
or as a server, allowing Windows workstations to connect to shared folders on the Linux
system. Samba does take some work in configuring the correct parameters to manage access
to your shared folders.

Print Servers

In a business environment, having a printer for every person in the office is somewhat of a
wasted expense. The ability to share network printers has become a requirement for most
offices and has also become popular in many home environments.

The standard Linux print sharing software package is called the Common Unix Printing
System (CUPS). The CUPS software allows a Linux system to connect to any printer resource,
either locally or via a network, by using a common application interface that operates over
dedicated printer drivers. The key to CUPS is the printer drivers. Many printer manufacturers
create CUPS drivers for their printers, so Linux systems can connect with their printers. For
connecting to network printers, CUPS uses the Internet Printing Protocol (IPP).

Besides connecting to a network printer, the CUPS system also allows you to share a
locally attached printer with other Linux systems. This allows you to connect a printer to a
Linux server and share it among multiple users in a local network.

The Samba software package can also interact with printers shared on

OTE Microsoft networks. You can connect your Linux workstation to printers
shared on Windows networks using Samba, or you can even share your
own locally attached Linux printer with Windows workstations.
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Network Resource Servers

Running a local network requires quite a few different resources to keep clients and servers
in sync. This is especially true for larger networks where network administrators must man-
age many different types of clients and servers.

Fortunately, Linux provides a few different service packages that network administrators
can use to make their lives easier. The following sections walk through some of the basic
network-oriented services that you may see on a Linux server.

IP Addresses

Every device on a local network must have a unique IP address to interact with other devices
on the network. For a small home network, that may not be too difficult to manage, but for
large business networks, that task can be overwhelming.

To help simplify that requirement, developers have created the Dynamic Host Configura-
tion Protocol (DHCP). Clients can request a valid IP address for the network from a DHCP
server. A central DHCP server keeps track of the IP addresses assigned, ensuring that no two
clients receive the same IP address.

These days you can configure many different types of devices on a network to be a DHCP
server. Most home broadband routers provide this service, as well as most server-oriented
operating systems, such as Windows servers and, of course, Linux servers.

The most popular Linux DHCP server package is maintained by the Internet Systems
Consortium (ISC) and is called DHCPd. Just about all Linux server distributions include this
in their software repositories.

Once you have the DHCPd server running on your network, you’ll need to tell your
Linux clients to use it to obtain their network addresses. This requires a DHCP client soft-
ware package. For Linux DHCP clients, there are three popular packages that you can use:

»  dhclient
»  dheped
®* pump

Most Debian- and Red Hat-based distributions use the dhclient package and even install
it by default when a network card is detected during the installation process. The dhcped
and pump applications are less known, but you may run into them.

Logging

Linux maintains log files that record various key details about the system as it runs. The log

files are normally stored locally in the /var/log directory, but in a network environment it

can come in handy to have Linux servers store their system logs on a remote logging server.
The remote logging server provides a safe backup of the original log files, plus a safe place

to store logs in case of a system crash or a break-in by an attacker.
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There are two main logging packages used in Linux, and which one a system uses
depends on the startup software it uses (see Chapter 6):

= rsyslogd: The SysVinit and Upstart systems utilize the rsyslogd service to accept logging
data from remote servers.

»  journald: The Systemd system utilizes the journald service for both local and remote log-
ging of system information.

Both rsyslogd and journald use configuration files that allow you to define just how data
is logged and what clients the server accepts log messages from.

Name Servers

Using IP addresses to reference servers on a network is fine for computers, but humans
usually require some type of text to remember addresses. Enter the Domain Name System
(DNS). DNS maps IP addresses to a host naming scheme on networks. A DNS server acts as
a directory lookup to find the names of servers on the local network.

Linux servers use the BIND software package to provide DNS naming services. The
BIND software package was developed in the very early days of the Internet (the early
1980s) at the University of California, Berkeley, and is released as open source software.

The main program in BIND is named, the server daemon that runs on Linux servers and
resolves hostnames to IP addresses for clients on the local network. The beauty of DNS is
that one BIND server can communicate with other DNS servers to look up an address on
remote networks. This allows clients to point to only one DNS name server and be able to
resolve any IP address on the Internet!

as hostname spoofing. The DNSSEC protocol incorporates a layer of
encryption around the standard DNS packets to help provide a layer of
security in the hostname lookup process. Ensure that your BIND installa-
tion supports DNSSEC for the proper security.

% The DNS protocol is text based and is susceptible to attacks, such
P

Network Management

Being responsible for multiple hosts and network devices for an organization can be an over-
whelming task. Trying to keep up with what devices are active or which servers are running
at capacity can be a challenge. Fortunately for administrators, there’s a solution.

The Simple Network Management Protocol (SNMP) provides a way for an administrator
to query remote network devices and servers to obtain information about their configura-
tion, status, and even performance. SNMP operates in a simple client/server paradigm. Net-
work devices and servers run an SNMP server service that listens for requests from SNMP
client packages. The SNMP client sends requests for data from the SNMP server.

The SNMP standards have changed somewhat drastically over the years, mainly to
help add security and boost performance. The original SNMP version 1 (called SNMPv1)
provided for only simple password authentication of clients and passed all data as individual
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plaintext records. SNMP version 2 (called SNMPv2) implemented a basic level of security
and provided for the bulk transmission of monitoring data to help reduce the network
traffic required to monitor devices. The current version (SNMPv3) utilizes both strong
authentication and data encryption capabilities and provides a more streamlined
management system.

The most popular SNMP software package in Linux is the open source net-snmp
package. This package has SNMPv3 compatibility, allowing you to securely monitor all
aspects of a Linux server remotely.

Time

For many network applications to work correctly, both servers and clients need to have their
internal clocks coordinated with the same time. The Network Time Protocol (NTP) accom-
plishes this. It allows servers and clients to synchronize on the same time source across mul-
tiple networks, adding or subtracting fractions of a second as needed to stay in sync.

For Linux systems, the ntpd program synchronizes a Linux system with remote NTP
servers on the Internet. It’s common to have a single Linux server use ntpd to synchronize
with a remote time standard server and then have all other servers and clients on the local
network sync their times to the local Linux server.

Implementing Security

These days, security is at the top of every system administrator’s list of worries. With a seem-
ingly endless supply of people trying to break into servers, implementing security is a vital
role for every Linux administrator.

Fortunately, Linux provides several layers of security that you can implement in your
Linux server environment. The following sections walk through the server software packages
that you may run into as you implement security in your Linux servers.

Authentication Server

The core security for Linux servers is the standard userid and password assigned to each
individual user on the system and stored in either the /etc/passwd (on non-secure legacy
systems) or the /etc/shadow file. Each Linux server maintains its own list of valid user
accounts that have access on that server.

For a large network environment where users may have to access resources on multiple
Linux servers, trying to remember multiple userids and passwords can be a challenge. Fortu-
nately, there are a few different methods for sharing user account databases across multiple
Linux servers on a network.
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NIS

The Network Information System (NIS) is a directory service that allows both clients and
servers to share a common naming directory. The NIS naming directory is often used as a
common repository for user accounts, hostnames, and even email information on local net-
works. The NIS+ protocol expands on NIS by adding security features.

The nis-utils package is an open source project for implementing an NIS or NIS+
directory in a Linux environment. It’s included in most Linux distribution repositories.

The NIS system was originally designed at Sun Microsystems and
OTE released under the clever name Yellow Pages (YP). However, due to trade-
mark infringement, the name had to be changed to the more boring NIS.

Kerberos

Kerberos was developed at MIT as a secure authentication protocol. It uses symmetric-
key cryptography to securely authenticate users with a centralized server database. The
entire authentication process is encrypted, making it a secure method of logging into a
Linux server.

You can use the Kerberos authentication system for more than simple server logins. Many
common Linux server applications provide plug-in modules to interface with a Kerberos
database for authenticating application users.

LDAP

Network authentication systems have taken off in the commercial networking world. Micro-
soft’s Active Directory system is by far the most popular network authentication system
used today. However, the open source world isn’t too far behind, creating its own network
directory system.

The Lightweight Directory Access Protocol (LDAP) was created at the University of
Michigan to provide simple network authentication services to multiple applications and
devices on a local network. The most popular implementation of LDAP in the Linux world is
the OpenLDAP package.

OpenLDAP allows you to design a hierarchical database to store objects in your network.
In the hierarchical database, objects are connected in a treelike fashion to one another, as
shown in Figure 2.2.

The hierarchical databases allows you to group objects by types, such as users and
servers, or by location, or both. This provides a flexible way of designing authentication for
your local network.

The OpenLLDAP package consists of both client and server programs. The client program
allows systems to access an OpenL.DAP server to authenticate requests made by clients or
other network objects.
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FIGURE 2.2 A sample LDAP directory tree

dc=sample

Certificate Authority

The days of assigning every user on your server a userid and password are nearing an end (if
it hasn’t already come). The userid/password method of logging into a server is fraught with
security issues—sharing user accounts, simple passwords, and even accounts with no pass-
words assigned.

A better method of authenticating users is using certificates. A certificate is an encrypted
key that implements a two-factor authentication method. To log into a server, a user must
have two things:

=  Something they possess, such as the certificate file
»  Something they know, such as a PIN

A certificate identifies a specific user on the network. Only one user should have the cer-
tificate and know the PIN required to access the certificate. However, it’s important that the
server trusts the certificate as well. For that, you need a certificate authority.

The OpenSSL package provides standard certificate functions for both servers and clients.
You can set up your Linux server to create certificates for clients and then authenticate them
for network applications.

Access Server (SSH)

Remotely accessing servers in today’s environment is risky. There are plenty of people
around snooping on networks, looking for information they can steal. Logging into a server
from a remote location using a plaintext protocol such as Telnet or FTP is not a good

idea anymore.
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Instead, you should use a remote access protocol that incorporates encryption between
the client and server. The Secure Shell (SSH) provides a layer of encryption around data sent
across the network.

The most popular software package that implements SSH in the Linux environment is
the OpenSSH package. The OpenSSH package provides secure Telnet, FTP, and even remote
copy features using SSH.

' The OpenSSH program also supports a feature called tunneling. With
P tunneling, you can wrap any type of network transaction with an encryp-
tion layer, thus protecting any type of network application even if it's not
directly supported by the OpenSSH software.

Virtual Private Networks

Remotely connecting to servers on your local network via the Internet can be a dan-
gerous thing. Your network traffic takes many hops between many intermediary networks
before getting to your servers, providing lots of opportunities for prying eyes to snoop on
your data.

The solution to remotely connecting to resources on a local network is the virtual private
network (VPN) protocol. The VPN protocol creates a secure point-to-point tunnel between
a remote client or server and a VPN server on your local network. This provides a secure
method for remotely accessing any server on your local network.

In Linux, a popular VPN solution is the Open VPN package. The OpenVPN package runs
as a server service on a Linux server on your local network. Remote clients can use Open-
VPN to connect with the OpenVPN server to establish connectivity to the server and then,
once on the server, gain access to the rest of your local network.

Proxy Server

A web proxy server allows you to intercept web requests from local network clients. By
intercepting the web requests, you have control of how clients interact with remote web
servers. The web proxy server can block websites you don’t want your network clients to
see, and the server can cache common websites so that future requests for the same pages
load faster.

The most popular web proxy server in Linux is the Squid package. You can configure it to
work both as a filter and as a caching server. The nginX web server package discussed earlier
also has the ability to work as a web proxy server and is starting to gain in popularity.

Monitoring

If you have multiple Linux servers on your network, trying to keep up with what they’re all
doing can be a challenge. It’s always a good idea for system administrators to peek in on a
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server’s performance and log files just to be aware if anything bad is about to happen or has
already happened.

There are several monitoring tools available in the Linux world. The Nagios software
package is quickly becoming a popular tool, especially in cloud Linux systems. Nagios uses
SNMP to monitor the performance and logs of Linux servers and provide results in a simple
graphical window environment.

Improving Performance

Developers and administrators of high-volume Linux applications are always looking for
ways to improve the performance of the applications. There are three common methods for
improving performance that all Linux administrators should be aware of. This section covers
these methods.

Clustering

A computer cluster improves application performance by dividing application functions
among multiple servers. Each server node in the cluster is configured the same and can per-
form the same functions, but the cluster management software determines how to split the
application functions among the servers. Since each server in the cluster is working on only
part of the application, you can use less powerful servers within the cluster than if you had
to run the entire application on a single server.

The cluster management software is the key to the performance of the cluster. One of the
earliest attempts at creating clusters of inexpensive Linux servers was the Beowulf cluster. The
Beowulf cluster relied on parallel processing libraries, such as the Parallel Virtual Machine
(PVM) library, to distribute an application’s library calls between multiple Linux servers.

Newer versions of clustering include the Apache Hadoop project and the Linux Virtual
Server (LVS) project.

Load Balancing

Load balancing is a special application of clustering. A load balancer redirects entire client
requests to one of a cluster of servers. While a single server processes the entire request, the
client load is distributed among the multiple servers automatically.

Common Linux load-balancing packages include HAProxy, the Linux Virtual Server
(LVS), and even the nginX web server.

Containers

One of the biggest problems for application developers is creating a development environ-
ment that mirrors the actual server environment the applications run in. All too often a
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developer will get an application working just fine in a workstation development environ-
ment only to see it crash and burn when ported to the server.

Linux containers help solve this problem by creating a self-contained environment
to encapsulate applications. A container packages all of the necessary application files,
library files, and operating system libraries into a bundle that you can easily move between
environments.

Several Linux server packages are available that support containers. Currently, the two
most popular ones are Docker and Kubernetes. You can use these packages to easily port
application containers to any Linux server, whether it’s a physical server, a virtual server, or
in the cloud.

Summary

Linux servers provide network applications that support both clients and network devices.
Server applications are called services and are launched by the Linux server without human
intervention. When a Linux server can launch services directly, they’re called daemons. The
daemon runs in the background and listens for client connection requests. A super-server
runs in the background and listens for client connection requests for multiple services. When
a connection request is accepted, the super-server launches the appropriate service.

Linux supports services for all types of applications. The Apache and nginX services pro-
vide web server applications for Linux. For database applications, PostgreSQL, MySQL,
and MongoDB are the most popular. If you’re looking to run an email server, the sendmail,
Postfix, or Exim application should do the trick. Linux also works well as a server for a local
network environment. There are open source packages for file, print, and network server
resources as well as packages for security authentication and certificate applications.

Finally, you can configure Linux servers for fault tolerance by clustering a large group of
small servers together to create one large server. The clustering software can either work to
split an application to run over several servers simultaneously or assign individual clients
to specific servers to implement load balancing. To support application development, Linux
servers also support containers. Containers allow developers to migrate the same environ-
ment used to develop an application to a production environment, ensuring that applications
will work the same in both development and production.
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Exam Essentials

Describe the ways to start server programs in Linux. Server programs in Linux can either
run continually in the background as a daemon process or be started from a super-server
daemon when requested by a client.

Explain how clients know how to contact a server program. Server applications listen for
client connections on well-known ports. Clients must send a connection request to the server
on the well-known port for the application they want to interact with.

Explain the components commonly used in a LAMP stack. The LAMP stack uses the Linux
operating system, the Apache web server, the MySQL database server, and the PHP program-
ming language to provide a platform for web applications.

Describe the difference between a relational database and a NoSQL database. A relational
database stores data records in individual data tables. Each data type consists of one or more
data fields that contain individual data elements. A data record is an instance of data for
each data field in a table. A NoSQL database stores data values in documents. Each docu-
ment is independent of all of the other documents in the database. Each document can also
contain different data elements.

Understand the ways a Linux server can share files in a local network. Linux servers can
use the nfs-utils package to communicate with other Linux servers to share folders using
NFS. The local Linux server can mount folders from the remote Linux server as if they
were local disks. Linux servers can also use the Samba package to share files on Windows
local networks with Windows clients and servers as well as map folders located on Win-
dows servers.

Understand which server packages are commonly used to support network features on a
local network. The DHCPd package provides DHCP server services to assign IP addresses
to clients. The BIND package provides DNS server services to both clients and servers on

a local network for hostname resolution. The net-snmp package allows you to implement
remote device management using SNMP, and you can use the ntpd package to create an NTP
time server for the local network.

Describe how to create a network directory server using Linux. The OpenLDAP package
allows you to create an LDAP directory of users and devices on the local network. Cli-
ents and other servers can use the LDAP directory to authenticate users and devices on
the network.

Explain how to improve the performance of a network application. For network applica-
tions in a high-volume environment, you can improve performance by implementing either
a cluster or load balancing environment. In a cluster, you can split application functions
between multiple servers by using a cluster package such as Apache Hadoop. With load
balancing, you can distribute client connections between multiple servers using packages
such as HAProxy and Linux Virtual Server (LVS).
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Review Questions

1.  Which web server is used in the popular LAMP stack?

A. nginX
B. Apache
C. Lighthttpd
D. PostgreSQL
2. A runs in the background and listens for client connection requests for a single
application.

A. Daemon

B. Super-server

C. Shell

D. Graphical desktop

3. Which open source database provided fast performance and became a popular choice for
web applications?

A. MongoDB
B. PostgreSQL
C. MySQL

D. NoSQL

4. How does a server know what client request is sent to which application daemon?
A. IP addresses
B. Ports
C. Ethernet addresses

D. Services

5. What popular open source web servers can also perform as a load balancer?
A. nginX
B. Apache
C. PostgreSQL
D. Lighthttpd

6. What format does MongoDB use to store data elements in the database?
A. Relational
B. YaML
C. JSON
D. Encrypted



10.

1.

12.

Review Questions 39

Which part of the Linux mail process is responsible for sending emails to remote hosts?
A. MUA

B. MTA

C. MDA

D. Evolution

Which part of the Linux mail process allows you to create filters to automatically redirect
incoming mail messages?

A. MUA
B. MTA
C. MDA

D. Evolution

What protocol should you use to mount folders from remote Linux servers on your local
Linux server?

A. SNMP

B. NTP

C. DHCP

D. NFS

The software package allows your Windows workstations to mount a folder stored
on a Linux server.

A. ntpd

B. Samba

C. DHCPd

D. Evolution

Which two software packages are used in Linux to maintain log files? (Choose two.)

A. rsyslogd
B. journald
C. ntpd

D. DHCPd

Which software program should you load on your Linux server to synchronize its time with
a standard time server?

A. DHCPd
B. BIND
C. ntpd
D

Samba
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13.

14.

15.

16.

17.

18.
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What software package allows a Linux server to print to a network printer?
A. DHCPd

B. BIND
C. ntpd
D. CUPS

If you see the named program running in the background on your Linux server, what service
does it provide?

A. Network time
B. Hostname resolution
C. Dynamic IP address allocation

D. Printing

Which authentication package used to be called by the name “Yellow Pages”?
A. Samba

B. Kerberos
C. NIS
D. BIND

What package do you need to install to allow your Linux server to provide IP addresses to
clients on your local network?

A. DHCPd

B. BIND

C. ntpd

D. Evolution

The package allows you to create a secure tunnel across a private network to access
your local network remotely.

A. BIND

B. ntpd

C. OpenSSH

D. OpenSSL

What server role should you implement to block your local network clients from accessing
sports websites during business hours?

A. A DHCP server
B. A web server

C. A web proxy
D

A container
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19. What server role should you implement to increase performance on your company’s website?

20.

A.

B
C.
D.
A

A load balancer
A web proxy
A DHCP server

A container

allows your developers to easily deploy applications between development, test,

and production.

A.

B.
C.
D

web proxy
DHCP server
container

cluster






Managing Files,
Directories, and Text

v Objective 1.2: Given a scenario, manage files and directories




In the original Linux years, to get anything done you had to
work with the Gnu/Linux shell. The shell is a special inter-
active utility that allows users to run programs, manage files,
handle processes, and so on. The shell provides a command-line interface, which furnishes
a prompt at which you can enter text-based commands. These commands are actually
programs. There are literally thousands of commands you can enter at the command

line. However, you need to use only a few hundred commands on a regular basis in your
daily job.

While it is highly likely that you have had multiple exposures to many of the commands
in this chapter, you may not know all of them. In addition, there may be some shell com-
mands you are using in an ineffective manner. Our purpose in this chapter is to improve
your Linux command-line tool belt. We’ll cover the basics of managing files and direc-
tories, reviewing text files, and finding information. The simple and oft-used 1s command is
covered as well as the interesting di ff utility. Commands and concepts in this chapter will
be built upon and used in later chapters.

Handling Files and Directories

Files on a Linux system are stored within a single directory structure, called a virtual
directory. The virtual directory contains files from all the computer’s storage devices and
merges them into a single directory structure. This structure has a single base directory called
the root directory, which is often simply called root.

Often one of the first skills learned at the command line is how to navigate the virtual
directory structure as well as how to create directories and remove them. Viewing files, cre-
ating them, copying and moving them, and deleting them are also important skills. The fol-
lowing sections describe how to use commands at the command line to accomplish these
various tasks.

Viewing and Creating Files

The most basic command for viewing a file’s name and its various metadata is the list
(ls) command. Metadata is information that describes and provides additional details
about data.
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To issue the list command, you type 1s and any needed options or arguments. The basic
syntax structure for the list command is:

1s [OPTION]... [FILE]...

In the list command’s syntax structure, [OPTION] means there are various options (also
called switches) you can add to display different file metadata. The brackets indicate that
switches are optional. The [FILE] argument shows that you can add a directory or filename
to the command’s end to look at metadata for either specific files or files within other virtual
directory structure locations. It too is optional, as denoted by the brackets.

Syntax structure is depicted for many command-line commands within

ITE the Linux system’s manual pages, also called the man pages. To find a
particular command'’s syntax structure, view its man page (e.g., man 1s)
and look in the Synopsis section.

When you issue the 1s command with no additional arguments or options, it displays
all the files’ and subdirectories’ names within the present working directory, as shown in
Listing 3.1.

Listing 3.1: Using the 1s and pwd commands

$ s

Desktop Downloads Pictures Public Videos
Documents Music Project47.txt Templates

$

$ pwd

/home/Christine

$

Your present working directory is your login process’s current location within the virtual
directory structure. You can determine this location’s directory name by issuing the pwd
command, which is also shown in Listing 3.1.

To display more than file and directory name metadata, you need to add various options
to the list command. Table 3.1 shows a few commonly used options.

Table 3.1 has the best 1s command options to memorize, because you will use them
often. However, it is worthwhile to try all the various 1s command options and option
combinations. Take time to peruse the 1s command’s options in its man pages. You can, for
example, try the —1h option combination, as shown in Listing 3.2, which makes the file size
more human-readable. When you experiment with various command options, not only will
you be better prepared for the Linux+ certification exam, you’ll also find combinations that
work well for your particular needs.
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TABLE 3.1 The ls command’s commonly used options

Short Long Description

-a --all Display all file and subdirectory names, including hidden files’ names.

-d --directory Show a directory’s own metadata instead of its contents.

-F --classify Classify each file's type using an indicator code (*,/,=,>,@, or |).

=i --inode Display all file and subdirectory names along with their associated
index number.

-1 N/A Display file and subdirectory metadata, which includes file type, file
access permissions, hard link count, file owner, file's group, modifi-
cation date and time, and filename.

-R N/A Show a directory’s contents, and for any subdirectory within the original

directory tree, consecutively show their contents as well (recursively).

Listing 3.2: Exploring the 1s -1h command

$ pwd

/home/Christine/Answers

$

$ 1s -1
total 32
drwxrwxr-x.
drwxrwxr-x.
-rw-r--r--,
drwxrwxr-x.
$

$ 1s -1h
total 32K
drwxrwxr-x.
drwxrwxr-x.
-rw-r--r--.
drwxrwxr-x.

$

N = NN

N = NN

Christine Christine 6 Aug 19 17:34 Everything
Christine Christine 6 Aug 19 17:34 Life
Christine Christine 29900 Aug 19 17:37 Project42.txt
Christine Christine 6 Aug 19 17:34 Universe
Christine Christine 6 Aug 19 17:34 Everything
Christine Christine 6 Aug 19 17:34 Life

Christine Christine 30K Aug 19 17:37 Project42.txt
Christine Christine 6 Aug 19 17:34 Universe

Be aware that some distributions include, by default, an alias for the 1s -1 command.
It is 11 (two lowercase L characters) and is demonstrated on a CentOS distribution in
Listing 3.3. An alias at the Linux command line is simply a short command that represents
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another, typically complicated, command. You can view all the current aliases your process
has by typing alias at the command line.

Listing 3.3: Exploring the 11 command

$ s -1

total 32

drwxrwxr-x. 2 Christine Christine 6 Aug 19 17:34 Everything
drwxrwxr-x. 2 Christine Christine 6 Aug 19 17:34 Life
-rw-r--r--. 1 Christine Christine 29900 Aug 19 17:37 Project42.txt
drwxrwxr-x. 2 Christine Christine 6 Aug 19 17:34 Universe

$

$ 1

total 32

drwxrwxr-x. 2 Christine Christine 6 Aug 19 17:34 Everything
drwxrwxr-x. 2 Christine Christine 6 Aug 19 17:34 Life
-rw-r--r--. 1 Christine Christine 29900 Aug 19 17:37 Project42.txt
drwxrwxr-x. 2 Christine Christine 6 Aug 19 17:34 Universe

$

If you’re working with lots of files and directories, sometimes it helps to see a graphical over-
view of things. If you don’t have access to a graphical desktop, you can still view things on the
command line in a pseudo-graphical format using the tree command, as shown in Figure 3.1.

FIGURE 3.1 The tree command output

rich@ubuntu20: ~/test

rich@ubuntuze:~/test$ tree

dir1
file3
file4
dirz
filel
file2

2 directories, 4 files
rich@ubuntuze:~/test$ ||
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The output from the tree command creates a tiered structure, showing which files are
associated with which directory, making it easier to sort things out.

The touch command will allow you to create empty files on the fly. This command’s pri-
mary purpose in life is to update a file’s timestamps—access and modification. However, for
studying purposes, it is useful in that you can quickly create files with which to experiment,
as shown in Listing 3.4.

Listing 3.4: Using the touch command

$ touch Project43.txt

$

$ 1s

Everything Life Project42.txt Project43.txt Universe
$

$ touch Project44.txt Project45.txt Project46.txt

$

$ 1s

Everything Project42.txt Project44.txt Project46.txt
Life Project43.txt Project45.txt Universe

$

Notice in Listing 3.4 that with the touch command you can create a single file or mul-
tiple files at a time. To create multiple files, just list the files’ names after the command, sepa-
rated by a space.

Directories are sometimes called folders. From a user perspective, a directory contains
files, but in reality a directory is a special file used to locate other files. A file for which the
directory is responsible has some of its metadata stored within the directory file. This meta-
data includes the file’s name along with the file’s associated index (inode) number. Therefore,
a file can be located via its managing directory.

You can quickly create directories, but instead of using touch, use the mkdir command.
The -F option on the 1s command will help you in this endeavor. It displays any directories,
including newly created ones, with a / indicator code following each directory’s name. List-
ing 3.5 provides a few examples.

Listing 3.5: Exploring the mkdir command

$ 1s -F

Everything/ Project42.txt Project44.txt Project46.txt
Life/ Project43.txt Project45.txt Universe/

$

$ mkdir Galaxy

$

$ 1s -F

Everything/ Life/ Project43.txt Project45.txt Universe/
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Galaxy/ Project42.txt Project44.txt Project46.txt
$

$ pwd

/home/Christine/Answers

$

$ mkdir /home/Christine/Answers/Galaxy/Saturn

$

$ 1s -F Galaxy

Saturn/

$

To create a subdirectory in your present working directory, you simply enter the mkdir
command followed by the subdirectory’s name, as shown in Listing 3.5. If you want to build
a directory in a different location than your present working directory, you can use an abso-
lute directory reference, as was done for creating the Saturn directory in Listing 3.5.

P working directory, it is easy to become lost in the directory structure.
Quickly move back to your previous present working directory using
the cd - command or back to your home directory using just the cd
command with no options.

é/ If you are creating directories and moving into them from your present

Be aware when building directories that a few problems can occur. Specifically this can
happen when attempting to create a directory tree, such as the example shown in Listing 3.6.

Listing 3.6: Avoiding problems with the mkdir command

$ 1s -F

Everything/ Life/ Project43.txt Project45.txt Universe/
Galaxy/ Project42.txt Project44.txt Project46.txt

$

$ mkdir Projects/42/
mkdir: cannot create directory 'Projects/42/': No such file or directory

$
$ mkdir -p Projects/42/

$

$ 1s -F

Everything/ Life/ Project43.txt Project45.txt Projects/
Galaxy/ Project42.txt Project44.txt Project46.txt Universe/
$

$ ls -F Projects

42/

$
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Notice that an error occurs when you attempt to use the mkdir command to build the
directory Projects and its 42 subdirectory. A subdirectory (42) cannot be created without
its parent directory (Projects) preexisting. The mkdir command’s —p option allows you to
overwrite this behavior, as shown in Listing 3.6, and successfully create directory trees.

P mkdir command to ensure that the directory was built. Instead, use
the —-v option on the mkdir command to receive verification that the
directory was successfully constructed.

é/ It is tedious to enter the 1s —-F command after each time you issue the

Copying and Moving Files

Copying, moving, and renaming files and directories are essential skills. There are several

nuances between the commands to complete these tasks that are important for you to know.
To copy a file or directory locally, use the cp command. To issue this command, you use cp

along with any needed options or arguments. The basic syntax structure for the command is:

cp [OPTION]... SOURCE DEST

The command options, as shown in the structure, are not required. However, the source
(SOURCE) and destination (DEST) are required, as shown in a basic cp command example
within Listing 3.7.

Listing 3.7: Using the cp command

$ pwd
/home/Christine/SpaceOpera/Emphasis

$

$ 1s

melodrama.txt

$

$ cp melodrama.txt space-warfare.txt
$

$ 1s

melodrama.txt space-warfare.txt

$

$ cp melodrama.txt

cp: missing destination file operand after 'melodrama.txt'
Try 'cp --help' for more information.

$

In Listing 3.7, the first time the cp command is used, both the source file and its desti-
nation are specified. Thus no problems occur. However, the second time the cp command is
used the destination file’s name is missing. This causes the source file to not be copied and
generates an error message.
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There are several useful cp command options. Many will help protect you from making a
grievous mistake, such as accidentally overwriting a file or its permissions. Table 3.2 shows a
few commonly used options.

TABLE 3.2 The cp command’s commonly used options

Short Long Description

-a --archive Perform a recursive copy and keep all the files’ original attributes,
such as permissions, ownership, and timestamps.

-f --force Overwrite any preexisting destination files with the same name as
DEST.

=i -—interactive Ask before overwriting any preexisting destination files with the
same name as DEST.

-n --no-clobber Do not overwrite any preexisting destination files with the same
name as DEST.

-R,-r --recursive Copy a directory’s contents, and for any subdirectory within the
original directory tree, consecutively copy its contents as well
(recursive).

-u --update Only overwrite preexisting destination files with the same name
as DEST if the source file is newer.

-V --verbose Provide detailed command action information as command
executes.

To copy a directory, you need to add the -R (or -r) option to the cp command. This
option enacts a recursive copy. A recursive copy will not only create a new directory (DEST),
but it also copies any files the source directory manages, source directory subdirectories, and
their files as well. Listing 3.8 shows an example of how to do a recursive copy as well as
how not to do one.

Listing 3.8: Performing a recursive copy with the cp command

$ pwd
/home/Christine/SpaceOpera
$

$ 1s -F

Emphasis/

$
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$ cp Emphasis Story-Line
cp: omitting directory 'Emphasis'

$

$ 1s -F

Emphasis/

$

$ cp -R Emphasis Story-Line

$

$ s -F

Emphasis/ Story-Line/

$

$ ls -R Emphasis

Emphasis:

chivalric-romance.txt melodrama. txt
interplanetary-battles.txt space-warfare.txt
$

$ 1s -R Story-Line/
Story-Line/:

chivalric-romance.txt melodrama.txt
interplanetary-battles.txt space-warfare.txt
$

Notice that the first time the cp command is used in Listing 3.8, the -R option is not used,
and thus the source directory is not copied. The error message generated, cp: omitting
directory, can be a little confusing, but essentially it is telling you that the copy will not
take place. When the cp -R command is used to copy the source directory in Listing 3.8,
it is successful. The recursive copy option is one of the few command options that can be
uppercase, -R, or lowercase, -r.

To move or rename a file or directory locally, you use a single command: mv. The com-
mand’s basic syntax is nearly the same as the cp command:

mv [OPTION]... SOURCE DEST

The commonly used mv command options are similar to cp command options. However,
you’ll notice in Table 3.3 that there are fewer typical mv command options than common cp
options. As always, be sure to view the mv utility’s man pages, using the man mv command,
to review all the options for certification studying purposes and explore uncommon options,
which may be useful to you.

The move command is simple to use. A few examples of renaming a file as well as
employing the -1 option to avoid renaming a file to a preexisting file are shown in
Listing 3.9.
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TABLE 3.3 The mv command’s commonly used options

Short Long Description

-f --force Overwrite any preexisting destination files with the same name as
DEST.

-1 -—interac- Ask before overwriting any preexisting destination files with the

tive same name as DEST.

-n --no-clobber Do not overwrite any preexisting destination files with the same
name as DEST.

-u --update Only overwrite preexisting destination files with the same name as

DEST if the source file is newer.

-V --verbose Provide detailed command action information as the command
executes.

Listing 3.9: Using the mv command

$ 1s

chivalric-romance.txt melodrama.txt
interplanetary-battles.txt space-warfare.txt
$

$ mv space-warfare.txt risk-taking.txt

$

$ 1s

chivalric-romance. txt melodrama.txt
interplanetary-battles.txt risk-taking.txt
$

$ mv -i risk-taking.txt melodrama.txt
mv: overwrite 'melodrama.txt'? n

$

When renaming an entire directory, there are no additional required command options.
Just issue the mv command as you would for renaming a file, as shown in Listing 3.10.

Listing 3.10: Renaming a directory using the mv command

$ pwd
/home/Christine/SpaceOpera
$

$ s -F

Emphasis/ Story-Line/
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$

$ mv -1 Story-Line Story-Topics
$

$ 1s -F

Emphasis/ Story-Topics/

$

You can move a file and rename it all in one simple mv command, as shown in List-
ing 3.11. The SOURCE uses the file’s current directory reference and current name. The DEST
uses the file’s new location as well as its new name.

Listing 3.11: Moving and renaming a file using the mv command

$ pwd

/home/Christine/SpaceOpera

$

$ s

Emphasis Story-Topics

$

$ ls Emphasis/

chivalric-romance.txt melodrama.txt
interplanetary-battles.txt risk-taking.txt

$

$ 1s Story-Topics/

chivalric-romance.txt melodrama.txt
interplanetary-battles.txt space-warfare.txt
$

$ mv Emphasis/risk-taking.txt Story-Topics/risks.txt
$

$ ls Emphasis/
chivalric-romance.txt interplanetary-battles.txt melodrama.txt

$
$ 1s Story-Topics/

chivalric-romance.txt melodrama.txt space-warfare.txt
interplanetary-battles.txt risks.txt
$

In Listing 3.11, the file risk-taking.txt is located in the Emphasis directory. Employ-
ing a single mv command, it is moved to the Story-Topics directory and renamed to
risks.txt at the same time.

For lightning-fast copies of big files or when you are copying large groups of files, the
remote sync utility is rather useful. This tool is often used to create backups, can securely
copy files over a network, and is accessed via the rsync command.
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When you're copying files over a network to a remote host, the file
transfer process typically needs protection via encryption methods. The
rsync command can be tunneled through OpenSSH to provide data pri-

vacy. Also, the scp command can be employed to provide a secure file
copy mechanism. Both of these methods are covered in Chapter 12, “Pro-
tecting Files.”

To quickly copy a file locally, the rsync command syntax is similar to the mv command’s

syntax. It is as follows:

rsync [OPTION]...

SOURCE DEST

Certain rsync options will assist you in making quick file copies. Certain switches are
helpful for copying large files or creating backups locally, so it’s a good idea to review the
commonly used rsync options listed in Table 3.4.

TABLE 3.4 The rsync command’s commonly used local copy options

Short Long Description
-a —-archive Use archive mode.
-D N/A Retain device and special files.
-g -—group Retain file’s group.
-h -—human- Display any numeric output in a human-readable format.
readable
-1 --links Copy symbolic links as symbolic links.
-0 -—owner Retain file's owner.
-p --perms Retain file's permissions.
N/A  --progress Display progression of file copy process.
-r --recursive Copy a directory’s contents, and for any subdirectory within the original
directory tree, consecutively copy its contents as well (recursive).
N/A --stats Display detailed file transfer statistics.
-t -—times Retain file's modification time.
Y --verbose Provide detailed command action information as command executes.
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Archive mode, turned on by the —a (or ——archive) switch, is an interesting feature.
Using this one switch is equivalent to using the option combination of —-r1ptgoD, which is a
popular rsync command option set for creating directory tree backups.

An example of using the rsync utility to copy a large file is shown in Listing 3.12.
Notice that when the copy is complete, the utility outputs useful information, such as the
data transfer rate. If you want additional file transfer statistics, add the --stats option to
your command.

Listing 3.12: Moving and renaming a file using the rsync command

# ls -sh /media/USB/Parrot-full-3.7_amd64.iso

3.6G /media/USB/Parrot-full-3.7_amdé4.1iso

#

# rsync -v /media/USB/Parrot-full-3.7_amd64.iso /home/Christine/
Parrot-full-3.7_amd64.1iso

sent 3,769,141,763 bytes received 35 bytes 3,137,030.21 bytes/sec
total size is 3,768,221,696 speedup is 1.00

#

# 1ls -sh /home/Christine/Parrot-full-3.7_amdé64.iso

3.6G /home/Christine/Parrot-full-3.7_amd64.1iso

#

The remote sync utility will often display a speedup rating in its output.

A OTE This rating is related to conducting synchronized backups. If you are
using the rsync command to conduct periodic backups of a particular
directory to another directory location, the speedup rating lets you know
how many files did not need to be copied because they had not been
modified and were already backed up. For example, if 600 of 600 files had
to be copied to the backup directory location, the speedup is 1.00. If only
300 of 600 files had to be copied, the speedup is 2.00. Thus, whenever
you are using the rsync command to copy a single file to a new location,
the speedup will always be 1.00.

Removing Files

Tidying up an entire filesystem or simply your own directory space often starts with deleting
unneeded files and directories. Understanding the commands and their switches to do so is
paramount to avoid mistakes in removing these items.

The most flexible and heavily used deletion utility is the remove tool. It is employed via
the rm command, and the basic syntax is:

rm [OPTION]... FILE
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There are many useful options for the rm utility, so be sure to view its man pages to see
them all. However, the most commonly used options are listed in Table 3.5.

TABLE 3.5 The rmcommand’s commonly used options

Short Long Description
-d -—dir Delete any empty directories.
-f -—force Continue on with the deletion process, even if some files

designated by the command for removal do not exist, and do not
ask prior to deleting any existing files.

-1 -—interactive Ask before deleting any existing files.

-I N/A Ask before deleting more than three files, or when using the —r
option.

-R,-r --recursive Delete a directory’s contents, and for any subdirectory within the

original directory tree, consecutively delete its contents and the
subdirectory as well (recursive).

-V --verbose Provide detailed command action information as command executes.

To simply delete a single file, you can use the rm command designating the filename to
remove and not use any switches. However, it is always a good idea to use the -7 (or
--interactive) option to ensure that you are not deleting the wrong file, as demonstrated
in Listing 3.13.

Listing 3.13: Deleting a file using the rm command

$ 1s Parrot-full-3.7_amd64.iso

Parrot-full-3.7_amd64.1iso

$

$ rm -i Parrot-full-3.7_amd64.1iso

rm: remove write-protected regular file 'Parrot-full-3.7_amd64.is0'? y
$

$ 1s Parrot-full-3.7_amd64.iso

1ls: cannot access Parrot-full-3.7_amd64.iso: No such file or directory
$

$ rm -i Parrot-full-3.7_amd64.1iso

rm: cannot remove 'Parrot-full-3.7_amd64.iso': No such file or directory
$

$ rm -f Parrot-full-3.7_amd64.1iso

$
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Notice also in Listing 3.13 that when the file has been deleted, if you reissue the rm -1
command, an error message is generated, but if you issue the rm -f command, it is silent
concerning the missing file. The -f (or —-force) switch is useful when you are deleting
many files and desire for no error messages to be displayed.

Removing a directory tree or a directory full of files can be tricky. If you just issue the rm
-1 command, you will get an error message, as shown in Listing 3.14. Instead, you need to
add the -R or -r option in order for the directory and the files it is managing to be deleted.

Listing 3.14: Deleting a directory containing files using the rm command

$ cd SpaceOpera/

$

$1s -F

Emphasis/ Story-Topics/
$

$ rm -1 Emphasis/

rm: cannot remove 'Emphasis/': Is a directory

$

$ rm -ir Emphasis

rm: descend into directory 'Emphasis'? y

rm: remove regular empty file 'Emphasis/melodrama.txt'? y

rm: remove regular empty file 'Emphasis/interplanetary-battles.txt'? y
rm: remove regular empty file 'Emphasis/chivalric-romance.txt'? y

rm: remove directory 'Emphasis'? y

$

$1s -F
Story-Topics/
$

If you have lots of files to delete, want to ensure that you are deleting the correct files, and
don’t want to have to answer y for every file to delete, employ the -I option instead of the
-1 switch. It will ask before deleting more than three files as well as when you are deleting a
directory full of files and are using one of the recursive switches, as shown in Listing 3.135.

Listing 3.15: Employing the rm command’s -I option

$ s -F
Story-Topics/
$

$ rm -Ir Story-Topics/

rm: remove 1 argument recursively? y
$

$ 1s -F

$
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Deleting an empty directory, a directory containing no files, is simple. Use the remove
empty directories tool by issuing the rmdir command. You’ll find that adding the -v (or
--verbose) switch is helpful as well, as shown in Listing 3.16.

Listing 3.16: Using the rmdir command

$ mkdir -v EmptyDir

mkdir: created directory 'EmptyDir'

$

$ rmdir -v EmptyDir/

rmdir: removing directory, 'EmptyDir/'

$

If you want to remove a directory tree, which is free of files but contains empty subdirectories,
you can also employ the rmdir utility. The —p (or ——parents) switch is required along with
providing the entire directory tree name as an argument. An example is shown in Listing 3.17.

Listing 3.17: Using the rmdir command to delete an empty directory tree

$ mkdir -vp EmptyDir/EmptySubDir

mkdir: created directory 'EmptyDir'

mkdir: created directory 'EmptyDir/EmptySubDir'

$

$ rmdir -vp EmptyDir/EmptySubDir

rmdir: removing directory, 'EmptyDir/EmptySubDir'
rmdir: removing directory, 'EmptyDir'

$

You may have a situation where you need to remove only empty directories from a
directory tree. In this case, you will need to use the rm command and add the -d (or --d1ir)
switch, as shown in Listing 3.18.

Listing 3.18: Using the rm command to delete empty directories in a tree

$ mkdir -v EmptyDir

mkdir: created directory 'EmptyDir'

$

$ mkdir -v NotEmptyDir

mkdir: created directory 'NotEmptyDir'
$

$ touch NotEmptyDir/File42.txt

$

$ rm -id EmptyDir NotEmptyDir

rm: remove directory 'EmptyDir'? y

rm: cannot remove 'NotEmptyDir': Directory not empty

$
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An important skill is understanding the commands used to create and remove directories
along with the various commands to view, create, copy, move, rename, and delete files. Also,
having a firm grasp on the commonly used command options is vital knowledge. This exper-
tise is a valuable tool in your Linux command-line tool belt.

Linking Files and Directories

Understanding file and directory links is an essential part of your Linux journey. While many
quickly pick up how to link files, they do not necessarily understand the underlying link
structure. And that can be a problem. In this section, we’ll explore linking files as well as
their implications.

There are two types of links. One is a symbolic link, which is also called a sof¢ link. The
other is a hard link, and we’ll take a look at it first.

Establishing a Hard Link

A hard link is a file or directory that has one index (inode) number but at least two differ-
ent filenames. Having a single inode number means that it is a single data file on the filesys-
tem. Having two or more names means the file can be accessed in multiple ways. Figure 3.2
shows this relationship. In this diagram, a hard link has been created. The hard link has two
file names, one inode number, and therefore one filesystem location residing on a disk parti-
tion. Thus, the file has two names but is physically one file.

FIGURE 3.2 Hard link file relationship

Filename #1 ——— (inode #1234) «——— Filename #2

Disk

A hard link allows you to have a pseudo-copy of a file without truly copying its data. This
is often used in file backups where not enough filesystem space exists to back up the file’s
data. If someone deletes one of the file’s names, you still have another filename that links
to its data.

To create a hard link, use the 1n command. For hard links, the original file must exist
prior to issuing the 1n command. The linked file must not exist. It is created when the
command is issued. Listing 3.19 shows this command in action.
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Listing 3.19: Using the 1n command to create a hard link

$ touch OriginalFile.txt

$

$ s

OriginalFile.txt

$

$ 1n OrdiginalFile.txt HardLinkFile.txt
$

$ 1s

HardLinkFile.txt OriginalFile.txt

$

$ s -1

2101459 HardLinkFile.txt 2101459 OriginalFile.txt
$

$ touch NewFile.txt

$

$ 1s -og

total 0

“rw-rw-r--. 2 0 Aug 24 18:09 HardLinkFile.txt
-rw-rw-r--. 1 0 Aug 24 18:17 NewFile.txt
-rw-rw-r--. 2 0 Aug 24 18:09 OriginalFile.txt
$

In Listing 3.19, a new blank and empty file, OriginalFile. txt, is created via the touch
command. It is then hard-linked to HardLinkF+ile.txt via the 1n command. Notice that
OriginalFile.txt was created prior to issuing the 1n command and HardLinkFile.txt
was created by issuing the 1n command. The inode numbers for these files are checked using
the 1s -1 command, and you can see that the numbers are the same for both files.

Also in Listing 3.19, after the hard link is created and the inode numbers are checked, a
new empty file is created, called NewFile. txt. This was done to compare link counts. Using
the 1s -og command, the file’s metadata is displayed, which includes file type, permissions,
link counts, file size, creation dates, and filenames. This command is similar to 1s -1 but
omits file owners and groups. You can quickly find the link counts in the command output.
They are right next to the files’ sizes, which are all © since the files are empty. Notice that
both OriginalFile.txt and HardLinkFile.txt have a link count of 2. This is because
they are both hard-linked to one other file. NewFile.txt has a link count of 1 because it is
not hard-linked to another file.

P command. Just type unlink at the command line and include the linked

é/ If you want to remove a linked file but not the original file, use the unlink
filename as an argument.
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When creating and using hard links, there are a few important items to remember:
»  The original file must exist before you issue the 1n command.
= The second file listed in the 1n command must #ot exist prior to issuing the command.
*  An original file and its hard links share the same inode number.
»  An original file and its hard links share the same data.
*  An original file and any of its hard links can exist in different directories.

»  An original file and its hard links must exist on the same filesystem.

Constructing a Soft Link

Typically, a soft link file provides a pointer to a file that may reside on another filesystem.
The two files do not share inode numbers because they do not point to the same data.
Figure 3.3 illustrates the soft link relationship.

FIGURE 3.3 Soft-link file relationship
Filename #2 (inode #5678) — Filename #1 (inode #1234)

Disk

To create a symbolic link, the 1n command is used with the -s (or —-symbol1c) option.
An example is shown in Listing 3.20.

Listing 3.20: Using the 1n command to create a soft link

$ touch OriginalSFile.txt

$

$ 1s

OriginalSFile.txt

$

$ 1n -s OriginalSFile.txt SoftLinkFile.txt
$

$ s -1

2101456 OriginalSFile.txt 2101468 SoftLinkFile.txt
$

$ 1s -og

total 0

-rw-rw-r--. 1 0 Aug 24 19:04 OriginalSFile.txt
Trwxrwxrwx. 1 17 Aug 24 19:04 SoftLinkFile.txt -> OriginalSFile.txt
$
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Similar to a hard link, the original file must exist prior to issuing the 1n -s command.
The soft-linked file must not exist. It is created when the command is issued. In Listing 3.20,
you can see via the s -1 command that soft-linked files do not share the same inode
number, unlike hard-linked files. Also, soft-linked files do not experience a link count
increase. The 1s -og command shows this, and it also displays the soft-linked file’s pointer
to the original file.

d Sometimes you have a soft-linked file that points to another soft-linked file.
P If you want to quickly find the final file, use the readlink -f command
and pass one of the soft-linked filenames as an argument to it. The read-
link utility will display the final file’'s name and directory location.

When creating and using soft links, keep a few things in mind:
»  The original file must exist before you issue the 1n -s command.

»  The second file listed in the 1n -s command must not exist prior to issuing
the command.

=  An original file and its soft links do not share the same inode number.
*  An original file and its soft links do not share the same data.
»  An original file and any of its soft links can exist in different directories.

*=  An original file and its soft links can exist in different filesystems.

ING called a dead link, is when a soft link points to a file that was deleted or
moved. The soft-linked file itself is not removed or updated. If a file with
the original file’'s name and location is created, the soft link now points
to that new file. If a malicious file is put in the original file's place, your
server’s security could be compromised. Use symbolic links with caution
and employ the unlink command if you need to remove a linked file.

@III Stale links can be a serious security problem. A stale link, sometimes
N

File and directory links are easy to create. However, it is important that you understand
the underlying structure of these links in order to use them properly.

Reading Files

Linux systems contain many text files. They include configuration files, log files, data files,
and so on. Understanding how to view these files is a basic but important skill. In the follow-
ing sections, we’ll explore several utilities you can use to read text files.
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Reading Entire Text Files

The basic utility for viewing entire text files is the concatenate (cat) command. Though this
tool’s primary purpose in life is to join together text files and display them, it is often used
just to display a single small text file. To view a small text file, use the cat command with
the basic syntax that follows:

cat [OPTION]... [FILE]...

The cat command is simple to use. You just enter the command followed by any text file
you want to read, as shown in Listing 3.21.

Listing 3.21: Using the cat command to display a file

$ cat numbers.txt
42

2A

52

0010 1010

*

$

The cat command simply spits out the entire text file to your screen. When you get your
prompt back (shown as the $ in Listing 3.21), you know that the line above the prompt is
the file’s last line.

y There is a handy new clone of the cat command called bat. Its developer
A&TE calls it “cat with wings” because of the bat utility’s many additional fea-
tures. You can read about its features at https://github.com/sharkdp/bat.

One cat command option that is useful is the -n (or ——number) switch. Using this
option will display line numbers along with the file text, as shown in Listing 3.22.

Listing 3.22: Employing the cat -n command to display a file

$ cat -n numbers.txt

1 42

2 2A

3 52

4 0010 1010
5

Another useful command to view entire text files is the pr command. Its original use was
to format text files for printing. However, nowadays it is far more useful for displaying a file
when you need some special formatting. To view a small text file, use the pr command with
the basic syntax that follows:

pr [OPTION]... [FILE]...
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The special formatting options are what set this command apart from simply using the
cat command. Table 3.6 shows some useful pr utility options for displaying a file.

TABLE 3.6 The pr command'’s useful file display options

Short Long Description

-n —--columns=n Display the file(s) in column format, using n columns.

-1n --length=n Change the default 66-line page length to n lines long.

-m --merge When displaying multiple files, display them in parallel, with

one file in each column, and truncate the files’ lines.

-sc --separator=c Change the default column separator from tab to c.
-t -—omit-header Do not display any file header or trailers.
-wn --width=n Change the default 72-character page width to n characters

wide.The —s option overrides this setting.

To display one file, you need to use the page length option, -1 (or ——length), to shorten
the page length. If you do not use this switch and have a very short file, the text will scroll
off the screen. Also the -t (or ——omit-header) option is useful if you only want to see
what text is in the file. Listing 3.23 shows the pr command in action.

Listing 3.23: Employing the pr command to display a file

$ pr -tl 15 numbers.txt
42

2A

52

0010 1010

*

$

Where the pr utility really shines is displaying two short text files at the same time. You
can quickly view the files side by side. In this case, it is useful to employ the -m (or ——merge)
option, as shown in Listing 3.24.
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Listing 3.24: Using the pr command to display two files

$ pr -mtl 15 numbers.txt random.txt

42 42

2A Flat Land

52 Schrodinger's Cat

0010 1010 0010 1010

* 0000 0010

$

) If you want to display two files side by side and you do not care how
OTE sloppy the output is, you can use the paste command. Just like school

paste, it will glue them together but not necessarily be pretty.

When a text file is larger than your output screen, if you use commands such as cat and
pr, text may scroll off the screen. This can be annoying. Fortunately, there are several util-
ities that allow you to read portions of a text file, which are covered next.

Reading Text File Portions

If you just want to read a single file line or a small portion of a file, it makes no sense to use
the cat command. This is especially true if you are dealing with a large text file.

The grep utility can help you find a file line (or lines) that contain certain text strings.
While this utility, covered in more detail later, is primarily used to search for text patterns
within a file, it is also very useful in searching for a single string. The basic syntax for the
grep command is as follows:

grep [OPTIONS] PATTERN [FILE...]

When searching for a particular text string, you use the string for PATTERN in the
command’s syntax and the file you are searching as FTLE. Listing 3.25 shows an example
of using the grep command.

Listing 3.25: Using the grep command to find a file line

$ grep christine /etc/passwd

$

$ grep -1 christine /etc/passwd
Christine:x:1001:1001::/home/Christine:/bin/bash
$

Be aware that the grep utility pays attention to case. If the string you enter does not
match a string exactly (including case) within the file, the grep command will return
nothing, as happened for the first command in Listing 3.25. If you employ the -1 (or
-—ignore-case) switch, grep will search for any instance of the string disregarding case,
as shown in Listing 3.25’s second command.
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Another handy tool for displaying portions of a text file is the head utility. The head
command’s syntax is as follows:

head [OPTION]... [FILE]...

By default, the head command displays the first 10 lines of a text file. An example is
shown in Listing 3.26.

Listing 3.26: Employing the head command

$ head /etc/passwd
root:x:0:0:root:/root:/bin/bash
bin:x:1:1:bin:/bin:/sbin/nologin
daemon:x:2:2:daemon:/sbin:/sbin/nologin
adm:x:3:4:adm:/var/adm:/sbin/nologin
lp:x:4:7:1p:/var/spool/1lpd:/sbin/nologin
sync:x:5:0:sync:/sbin:/bin/sync
shutdown:x:6:0:shutdown:/sbhin:/sbin/shutdown
halt:x:7:0:halt:/sbin:/sbin/halt
mail:x:8:12:mail:/var/spool/mail:/sbin/nologin
operator:x:11:0:operator:/root:/sbin/nologin

$

A good command option to try allows you to override the default behavior of only
displaying a file’s first 10 lines. The switch to use is either -n (or —-1ines=), followed by
an argument. The argument determines the number of file lines to display, as shown in
Listing 3.27.

Listing 3.27: Using the head command to display fewer lines

$ head -n 2 /etc/passwd
root:x:0:0:root:/root:/bin/bash
bin:x:1:1:bin:/bin:/sbin/nologin
$
$ head -2 /etc/passwd
root:x:0:0:root:/root:/bin/bash
bin:x:1:1:bin:/bin:/sbin/nologin
$
Notice in Listing 3.27 that the -n 2 switch and argument used with the head command
display only the file’s first two lines. However, the second command eliminates the n portion
of the switch, and the command behaves just the same as the first command.
You can also eliminate the file’s bottom lines by using a negative argument with the -n
(or —=11ines=) switch. This is demonstrated in Listing 3.28.
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Listing 3.28: Using the head command to not display bottom lines

$ head -n -40 /etc/passwd
root:x:0:0:root:/root:/bin/bash
bin:x:1:1:bin:/bin:/sbin/nologin
daemon:x:2:2:daemon:/sbin:/sbin/nologin
adm:x:3:4:adm:/var/adm:/sbin/nologin

$
$ head --40 /etc/passwd
head: unrecognized option '--40'

Try 'head --help' for more information.

$

Notice in Listing 3.28 that the —n switch’s argument is negative this time (-40). This tells
the head command to display all the file’s lines except the last 40 lines. If you try to use a
negative argument without using the —n switch, as you can do with a positive argument,
you’ll get an error message, as shown in Listing 3.28.

If you want to display the file’s last lines instead of its first lines, employ the tail utility.
Its general syntax is similar to the head command’s syntax:

tail [OPTION]... [FILE]...

By default, the tail command will show a file’s last 10 text lines. However, you can over-
ride that behavior by using the -n (or —-lines=) switch with an argument. The argument
tells tail how many lines from the file’s bottom to display. If you add a plus sign (+) in
front of the argument, the tai1l utility will start displaying the file’s text lines starting at
the designated line number to the file’s end. There are three examples of using ta+il in these
ways shown in Listing 3.29.

Listing 3.29: Employing the tail command

$ tail /etc/passwd

saslauth:x:992:76:Saslauthd user:/run/saslauthd:/sbin/nologin
pulse:x:171:171:PulseAudio System Daemon:/var/run/pulse:/sbin/nologin
gdm:x:42:42::/var/lib/gdm:/sbin/nologin
setroubleshoot:x:991:985::/var/lib/setroubleshoot:/sbin/nologin
rpcuser:x:29:29:RPC Service User:/var/lib/nfs:/sbin/nologin
nfsnobody:x:65534:65534:Anonymous NFS User:/var/lib/nfs:/sbin/nologin
sssd:x:990:984:User for sssd:/:/sbin/nologin
gnome-initial-setup:x:989:983::/run/gnome-initial-setup/:/sbin/nologin
tcpdump:x:72:72::/:/sbin/nologin

avahi:x:70:70:Avahi mDNS/DNS-SD Stack:/var/run/avahi-daemon:/sbin/nologin
$

$ tail -n 2 /etc/passwd

tepdump:x:72:72::/:/sbin/nologin
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avahi:x:70:70:Avahi mDNS/DNS-SD Stack:/var/run/avahi-daemon:/sbin/nologin
$

$ tail -n +42 /etc/passwd
gnome-initial-setup:x:989:983::/run/gnome-initial-setup/:/sbin/nologin
tecpdump:x:72:72::/:/sbin/nologin

avahi:x:70:70:Avahi mDNS/DNS-SD Stack:/var/run/avahi-daemon:/sbin/nologin
$

One of the most useful tai1l utility features is its ability to watch log files. Log files typ-
ically have new messages appended to the file’s bottom. Watching new messages as they are
added is handy. Use the -f (or —-follow) switch on the tail command and provide the
log filename to watch as the command’s argument. You will see a few recent log file entries
immediately. As you keep watching, additional messages will display as they are being added
to the log file.

Some log files have been replaced on various Linux distributions, and

ITE now the messages are kept in a journal file managed by journald. To
watch messages being added to the journal file, use the journalctl --
follow command.

To end your monitoring session using tail, you must use the Control+C key
combination. An example of watching a log file using the tai1l utility is shown snipped in
Listing 3.30.

Listing 3.30: Watching a log file with the tail command

$ sudo tail -f /var/log/auth.log

[sudo] password for Christine:

Aug 27 10:15:14 Ubuntul804 sshd[15662]: Accepted password [...]
Aug 27 10:15:14 Ubuntul804 sshd[15662]: pam_unix(sshd:sess[...]
Aug 27 10:15:14 Ubuntul804 systemd-logind[588]: New sessio[...]
Aug 27 10:15:50 Ubuntul804 sudo: Christine : TTY=pts/1 ; P[...]
Aug 27 10:15:50 Ubuntul804 sudo: pam_unix(sudo:session): s[...]
Aug 27 10:16:21 Ubuntul804 login[10703]: pam_unix(login:se[...]
Aug 27 10:16:21 Ubuntul804 systemd-logind[588]: Removed sel[...]
AC

$

your book, your Linux distribution may not have the /var/log/auth.log

é/ If you are following along on your own system with the commands in
P
file. Try the /var/log/secure file instead.
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Reading Text File Pages

One way to read through a large file’s text is by using a pager. A pager utility allows you to
view one text page at a time and move through the text at your own pace. The two com-
monly used pagers are the more and less utilities.

Though rather simple, the more utility is a nice little pager utility. You can move for-
ward through a text file by pressing the spacebar (one page down) or the Enter key (one line
down). However, you cannot move backward through a file. An example of using the more
command is shown in Figure 3.4.

FIGURE 3.4 Usingthe more pager

/ete/nsswitch. conf

An example Name Service Switch config file. This file should be
sorted with the most-used services at the beginning.

The entry '[NOTFOUND=return]' means that the search for an

entry should stop if the search in the previous entry turned

up nothing. Note that if the search failed due to some other reason
(like no NIS server responding) then the search continues with the
next entry.

Valid entries include:

HHEER RS RS

nisplus Use NIS+ (NIS version 3)

nis Use NIS (NIS version 2), also called YP
dns Use DNS (Domain Name Service)

files Use the local files

db Use the local database (.db) files
compat Use NIS on compat mode

hesiod Use Hesiod for user lookups
[NOTFOUND=return] Stop searching if not found so far

# To use db, put the "db" in front of "files" for entries you want to be
# looked up first in the databases
#

# Example:

#passwd: db files nisplus nis
#shadow: db files nisplus nis
#group: db files nisplus nis
passwd: files sss

shadow: files sss

The output displayed in Figure 3.4 was reached by issuing the command more /etc/
nsswitch.conf at the command line. Notice that the more pager utility displays at the
screen’s bottom how far along you are in the file. At any time you wish to exit from the more
pager, you must press the q key. This is true even if you have reached the file’s last line.

A more flexible pager is the less utility. While similar to the more utility in that you
can move through a file a page (or line) at a time, this pager utility also allows you to move
backward. Yet the less utility has far more capabilities than just that, which leads to the
famous description of this pager, “less is more.”

Figure 3.5 shows using the less utility on the /etc/nsswitch.conf text file. Notice
that the display does not look that dissimilar from Figure 3.4, but don’t let that fool you.
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FIGURE 3.5 Usingthe less pager

/etc/nsswitch.conf

An example Name Service Switch config file. This file should be
sorted with the most-used services at the beginning.

The entry '[NOTFOUND=return]' means that the search for an

entry should stop if the search in the previous entry turned

up nothing. Note that if the search failed due to some other reason
(like no NIS server responding) then the search continues with the
next entry.

Valid entries include:

nisplus Use NIS+ (NIS version 3)

nis Use NIS (NIS version 2), also called YP
dns Use DNS (Domain Name Service)

files Use the local files

db Use the local database (.db) files
compat Use NIS on compat mode

hesiod Use Hesiod for user lookups
[NOTFOUND=return] Stop searching if not found so far

To use db, put the "db" in front of "files" for entries you want to be
looked up first in the databases

R S HEREEEERR RS

Example:
#passwd: db files nisplus nis
#shadow: db files nisplus nis
#group: db files nisplus nis
passwd: files sss
shadow: files sss

/etc/nsswitch. conf

The less page utility allows faster file traversal because it does not read the entire file prior
to displaying the file’s first page. You can also employ the up and down arrow keys to traverse
the file as well as the spacebar to move forward a page and the Esc+V key combination to move
backward a page. You can search for a particular word within the file by pressing the ? key, typing
in the word you want to find, and pressing Enter to search backward. Replace the ? key with the /
key and you can search forward. As with the more pager, you do need to use the q key to exit.

By default, the Linux man page utility uses less as its pager. Learning
P the less utility’s commands will allow you to search through various
man pages with ease.

The less utility has amazing capabilities. It would be well worth your time to peruse
the less pager’s man pages and play around using its various file search and traversal com-
mands on a large text file.

Finding Information

There are many ways to find various types of information on your Linux system. These
methods are important to know so that you can make good administrative decisions and/or
solve problems quickly. They will save you time as you perform your administrative tasks, as
well as help you pass the certification exam. In the following sections, we’ll explore several
tools that assist in finding information.
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Viewing File Information

It’s not uncommon to look through a directory and see files that you’re not familiar with, or
perhaps even forgot why they’re there. Linux has a couple of handy commands that can help
you out with that.

The file command can provide basic information about the file type of a specified file,
as shown in Listing 3.31.

Listing 3.31: Using the file command

$ file mytest

mytest: Bourne-Again shell script, ASCII text executable
$

The output from the file command shows that Linux recognizes the mytest file as a
shell script file, in ASCII text format, and as an executable file.

If you’d like to see information about when a file was created, modified, or last accessed,
use the stat command, as shown in Listing 3.32.

Listing 3.32: Using the stat command

$ stat mytest

File: mytest

Size: 1016 Blocks: 8 IO Block: 4096 regular file
Device: 805h/2053d Inode: 1054186 Links: 1
Access: (0764/-rwxrw-r--)
Uid: ( 1000/ rich)
Gid: ( 1000/ rich)
Access: 2021-11-06 09:18:23.856584608 -0500
Modify: 2021-10-31 11:25:22.048406517 -0500
Change: 2021-10-31 11:25:22.048406517 -0500

Birth: -

$

As seen in Listing 3.32, the output from the stat command provides basic information
about the file, such as the file’s name, size, inode number, and the physical device it’s stored
on. But it also provides some harder-to-find information, such as the last time the file was
accessed and modified.

Exploring File Differences

A handy command to explore text file differences is the di ff command. It allows you to make
comparisons between two files, line by line. The basic syntax for the command is:

diff [OPTION]... FILES
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With the di ff utility you can perform a variety of comparisons. In addition, you can
format the output to make the results easier for viewing. Table 3.7 shows a few commonly
used options.

TABLE 3.7 The diff command’s commonly used options

Short Long Description

-e --ed Create an ed script, which can be used to make the first file
compared the same as the second file compared.

-q ——brief If files are different, issue a simple message expressing this.

-r --recursive Compare any subdirectories within the original directory tree,
and consecutively compare their contents and the subdirecto-
ries as well (recursive).

-s -—-report- If files are the same, issue a simple message expressing this.
identical-files

-Wn --widthn Display a width maximum of n characters for output.

-y --side-by-side Display output in two columns.

To simply see if differences exist between two text files, you enter the diff command
with the -q switch followed by the filenames. An example is shown in Listing 3.33. To help
you see the exact file differences, the pr command is employed first to display both files side
by side in a column format.

Listing 3.33: Quickly comparing files using the diff -q command

$ pr -mtw 35 numbers.txt random.txt

42 42

2A Flat Land

52 Schrodinger's Cat
0010 1010 0010 1010

* 0000 0010

$

$ diff -q numbers.txt random.txt
Files numbers.txt and random.txt differ

$

For just a quick view of differences between files, modify the diff command’s output to
display the files in a column format. Use the -y (or -—-side-by-side) option along with
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the -W (or ——width) switch for an easier display to read, as shown in Listing 3.34. The pipe
symbol (|) designates the second file’s lines, which are different from those in the first file.

Listing 3.34: Using the diff command for quick file differences

$ diff -yW 35 numbers.txt random.txt

42 42

2A | Flat Land

52 | Schrodinger's
0010 1010 0010 1010

* | e000 0010

$

The di ff utility provides more than just differences; it also denotes what needs to be
appended, changed, or deleted to make the first file identical to the second file. To see the
exact differences between the files and any needed modifications, remove the -q switch. An
example is shown in Listing 3.35.

Listing 3.35: Employing the diff command

$ diff numbers.txt random.txt
2,3¢2,3

< 2A

< 52

> Flat Land

> Schrodinger's Cat
5c5

< %

> 0000 0010
$

The diff command’s output can be a little confusing. In Listing 3.35, the first output line
displays 2,3c2, 3. This output tells you that to make the first file, numbers. txt, just like
the second file, random. txt, you will need to change the numbers. txt file’s lines 2 through
3 to match the random. txt file’s lines 2 through 3. The output’s next six lines show each
file’s text content that does not match, separated by a dashed line. Next, the 5¢5 designates
that line § in numbers. txt needs to be changed to match line 5 in the random. txt file.

The di ff command is rather powerful. Not only can it tell you the differ-

OTE ences between text file lines, but it can also create a script for you to use.
The script allows you to modify the first compared text file and turn it into
a twin of the second text file. This function is demonstrated in the next
chapter.
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The letter c in the di ff utility’s output denotes that changes are needed. You may also
see an a for any needed additions or d for any needed deletions.

Using Simple Pinpoint Commands

Commands that quickly locate (pinpoint) files are very useful. They allow you to determine
if a particular utility is installed on your system, locate a needed configuration file, find help-
ful documentation, and so on. The beauty of the commands covered here is that they are
simple to use.

The which command shows you the full path name of a shell command passed as an
argument. Listing 3.36 shows examples of using this utility.

Listing 3.36: Using the which command

$ which diff

Jusr/bin/diff

$

$ which shutdown

Jusr/sbin/shutdown

$

$ which line

Jusr/bin/which: no line 1in (/usr/local/bin:/usr/bin:/usr/local/sbin:
Jusr/sbin:/home/Christine/.local/bin:/home/Christine/bin)
$

$ echo $PATH
Jusr/local/bin:/usr/bin:/usr/local/sbhin:/usr/sbin:
/home/Christine/.local/bin:/home/Christine/bin

$

In the first example in Listing 3.36, the which command is used to find the diff com-
mand’s program location. The command displays the full path name of /usr/bin/diff.
The shutdown utility is located in a sbin directory. However, the 1ine program is not
installed on this system, and the wh+ich utility displays all the directories it searched to find
the program. It uses the PATH environment variable, whose contents are also displayed in
Listing 3.36, to determine which directories to search.

Environment variables are configuration settings that modify your pro-

A 9TE cess’s environment. When you type in a command (program) name,
the PATH variable sets the directories Linux will search for the program
binary. It is also used by other commands, such as the which utility. Note
that directory names are separated by a colon (:) in the PATH list.

The which command is also handy for quickly determining if a command is using an
alias. Listing 3.37 shows an example of this.
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Listing 3.37: Using the which command to see a command alias

$ which 1s

alias ls='ls --color=auto'
Jusr/bin/1ls

$

$ unalias s

$

$ which 1s

/Jusr/bin/1s

$

When the which utility is used on the 1s command in Listing 3.37, it shows that cur-
rently the 1s command has an alias. Thus, when you type 1s, it is as if you have typed in the
1s --color=auto command. After employing the unalias command on 1s, the which
utility only shows the 1s program’s location.

Another simple pinpoint command is the whereis utility. This utility allows you to not
only locate any command’s program binaries but also locate source code files as well as any
man pages. Examples of using the whereis utility are shown in Listing 3.38.

Listing 3.38: Employing the whereis command

$ whereis diff

diff: Jusr/bin/diff /usr/share/man/manl/diff.l.gz
/usr/share/man/manlp/diff.1lp.gz

$

$ whereis line

line:

$

The first command issued in Listing 3.38 searches for program binaries, source code files,
and man pages for the diff utility. In this case, the whereis command finds a binary file as
well as two man page files. However, when whereis is used to locate files for the fictitious
line utility, nothing is found on the system.

A handy and simple utility to use in finding files is the locate program. This utility
searches a database, mlocate.db, which is located in the /var/lib/mlocate/ directory,
to determine if a particular file exists on the local system. The basic syntax for the locate
command is as follows:

locate [OPTION]... PATTERN...
Notice in the syntax that the locate utility uses a pattern list to find files. Thus, you can

employ partial filenames and regular expressions and, with the command options, ignore
case. Table 3.8 shows a few commonly used locate command options.
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TABLE 3.8 The locate command’s commonly used options

Short Long Description

-A --all Display filenames that match all the patterns, instead of displaying
files that match only one pattern in the pattern list.

-b --basename Display only file names that match the pattern and do not include any
directory names that match the pattern.

-C —--count Display only the number of files whose name matches the pattern
instead of displaying file names.

=i --ignore- Ignore case in the pattern for matching filenames.
case
-q --quiet Do not display any error messages, such as permission denied,

when processing.

-r --regexpR Use the regular expression, R, instead of the pattern list to match
filenames.
-w --wholename Display filenames that match the pattern and include any directory

names that match the pattern. This is default behavior.

To find a file with the locate command, just enter locate followed by the filename. If
the file is on your system and you have permission to view it, the locate utility will display
the file’s directory path and name. An example of this is shown in Listing 3.39.

Listing 3.39: Using the locate command to find a file

$ locate Project42.txt
/home/Christine/Answers/Project42.txt
$

Using the locate command PATTERN can be a little tricky, due to default pattern file
globbing. File globbing occurs when you use wildcards, such as an asterisk (*) or a question
mark (?), added to a filename argument in a command, and the filename is expanded into
multiple names. For example, passw*d could be expanded into the filename password
or passwrd.

If you don’t enter any wildcards into your pattern, the locate command, by default,
adds wildcards to the pattern. So if you enter the pattern, passwd, it is automatically turned
into *passwdx. Thus, if you just want to search for the base name passwd, with no file
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globbing, you must add quotation marks (single or double) around the pattern and precede
the pattern with the \ character. A few examples of this are shown in Listing 3.40.

Listing 3.40: Using the locate command with no file globbing

$ locate -b passwd

/etc/passwd

/etc/passwd-

/etc/pam.d/passwd
/etc/security/opasswd

/usr/bin/gpasswd

[...]
/usr/share/vim/vim74/syntax/passwd.vim
$

$ locate -b '\passwd'

/etc/passwd

/etc/pam.d/passwd

Jusr/bin/passwd
/usr/share/bash-completion/completions/passwd

$

The first example in Listing 3.40 shows what would happen if you allow the default
file globbing to occur. Many more files are displayed than those named passwd. So
many files are displayed that the listing had to be snipped to fit. However, in the second
example, file globbing is turned off with the use of quotation marks and the \ character.
Using this pattern with the locate utility provides the desired results of displaying files
named passwd.

d If you do not have permission to view a directory’s contents, the locate
P command cannot show files that match your PATTERN, which are located
in that directory. Thus, you may have some files missing from your
display.

Keep in mind that the locate command’s PATTERN is really a pattern list. So, you can
add additional patterns. Just be sure to separate them with a space, as shown in Listing 3.41.

Listing 3.41: Using the locate command with a pattern list

$ locate -b '\passwd' '\group'
/etc/group

/etc/passwd
/etc/iproute2/group
/etc/pam.d/passwd
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Jusr/bin/passwd
/usr/share/X11/xkb/symbols/group
/usr/share/bash-completion/completions/passwd

$

Another problem you can run into deals with newly created or downloaded files. The
locate utility is really searching the mlocate.db database as opposed to searching the
virtual directory structure. This database is typically updated only one time per day via a
cron job. Therefore, if the file is newly created, locate won’t find it.

The mlocate.db database is updated via the updatedb utility. You can run it manually
using super user privileges if you need to find a newly created or downloaded file. Be aware
that it may take a while to run.

Using Intricate Pinpoint Commands

While using simple commands to locate files is useful, they don’t work in situations where
you need to find files based on things such as metadata. Thankfully, there are more complex
commands that can help.

The find command is flexible. It allows you to locate files based on data, such as who
owns the file, when the file was last modified, permission set on the file, and so on. The basic
command syntax is:

find [PATH...] [OPTION] [EXPRESSION]

The PATH argument is a starting point directory, because you designate a starting point in
a directory tree and find will search through that directory and all its subdirectories (recur-
sively) for the file or files you seek. You can use a single period (.) to designate your present
working directory as the starting point directory.

There are also options for the find command itself that handle such

OTE items as following or not following links and debugging. In addition,
you can have a file deleted or a command executed if a particular file is
located. See the find utility’s man page for more information on these
features.

The EXPRESSION command argument and its preceding OPTION control what
type of metadata filters are applied to the search as well as any settings that may
limit the search. Table 3.9 shows the more commonly used OPTION and EXPRESSION
combinations.

The find utility has many features. Examples help clarify the use of this command. List-
ing 3.42 provides a few.
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TABLE 3.9 The find command’s commonly used options and expressions

Option Expression  Description

-cmin n Display names of files whose status changed n minutes ago.

-empty N/A Display names of files that are empty and are a regular text file
or a directory.

-gid n Display names of files whose group id is equal to n.

-group name Display names of files whose group is name.

—inum n Display names of files whose inode number is equal to n.

-maxdepth n When searching for files, traverse down into the starting point
directory’s tree only n levels.

-mmin n Display names of files whose data changed n minutes ago.

-name pattern Display names of files whose name matches pattern. Many
regular expression arguments may be used in the pattern
and need to be enclosed in quotation marks to avoid unpre-
dictable results. Replace —name with —iname to ignore case.

-nogroup N/A Display names of files where no group name exists for the
file’s group ID.

-nouser N/A Display names of files where no username exists for the file's
user ID.

-perm mode Display names of files whose permissions matches mode.
Either octal or symbolic modes may be used.

-size n Display names of files whose size matches n. Suffixes can be
used to make the size more human readable, such as G for
gigabytes.

-user name Display names of files whose owner is name.

Listing 3.42: Employing the find command

$ find . -name "x.txt"
./Project47.txt

./Answers/Project42.txt
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. /Answers/Everything/numbers.txt
./Answers/Everything/random.txt
./Answers/Project43.txt
./Answers/Project44.txt
./Answers/Project45.txt
./Answers/Project46.txt
./SpaceOpera/OriginalSFile.txt

. /SpaceOpera/SoftLinkFile.txt

$

$ find . -maxdepth 2 -name "x.txt"
./Project47.txt
./Answers/Project42.txt
./Answers/Project43.txt
./Answers/Project44.txt
./Answers/Project45. txt
./Answers/Project46.txt
./SpaceOpera/OriginalSFile.txt

. /SpaceOpera/SoftLinkFile.txt

The first example in Listing 3.42 is looking for files in the present working directory’s tree
with a txt file extension. Notice that the ~name option’s pattern uses quotation marks to
avoid unpredictable results. In the second example, a -maxdepth option is added so that
the find utility searches only two directories: the current directory and one subdirectory
level down.

The find command is handy for auditing your system on a regular basis as well as when
you are concerned that your server has been hacked. The —perm option is useful for one of
these audit types, and an example is shown in Listing 3.43.

Listing 3.43: Using the find command to audit a server

$ find /usr/bin -perm /4000
/usr/bin/newgrp
Jusr/bin/chsh
Jusr/bin/arping
Jusr/bin/gpasswd
Jusr/bin/chfn
Jusr/bin/traceroute6.iputils
Jusr/bin/pkexec
Jusr/bin/passwd
Jusr/bin/sudo

$
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In Listing 3.43, the /usr/bin directory is being audited for the potentially dangerous SUID
permission by using the find utility and its ~perm option. The expression used is /4000, which
will ask the find utility to search for SUID settings (octal code 4) and, due to the forward slash
(/) in front of the number, ignore the other file permissions (octal codes 000). The resulting file-
names all legitimately use SUID, and thus, nothing suspicious is going on here.

P would enter +4000 to designate the permission. The plus sign (+) is now
deprecated for this use and has been replaced by the forward slash (/)
symbol for the find command.

é/ On older Linux systems, to enact a search as shown in Listing 3.41, you

Earlier in this chapter we briefly covered the grep command for the purpose of reading a
portion of a text file. You can also use this clever utility to search for files on your system.

Suppose it has been a while since you last modified your /etc/nsswitch.conf configura-
tion file. A problem arises that requires you to make a change to the hosts: setting within the
file and you can’t remember its exact name. Instead of digging around using the 1s command,
just employ the grep command as shown in Listing 3.44 and quickly find the file’s name.

Listing 3.44: Using the grep command to find a file

$ sudo grep -d skip hosts: /[etc/*
/etc/nsswitch.conf:hosts: files [...]

$

In Listing 3.44, the grep command is used to search all the files within the /etc/ directory
for the hosts: setting. The -d skip option is used to skip any directory files in order to
eliminate messages concerning them. The grep utility displays the configuration filename, fol-
lowed by a colon (:) and the file’s line where the setting is located. If you are not sure where
in the /etc/ directory tree the configuration file is placed, you can tack on the -R (or -r, or
—-—recursive) option to recursively search through the specified directory tree. If you don’t
have permission to search through various files, the grep command will issue annoying error
messages. You’ll learn in the next chapter how to redirect those error messages.

Quickly finding files as well as various types of information on your Linux server can help
you be a more effective and efficient system administrator. It is a worthwhile investment to
try any of this section’s commands or their options that are new to you.

Summary

Being able to effectively and swiftly use the right commands at the shell command line
is important for your daily job. It allows you to solve problems, manage files, gather
information, peruse text files, and so on.

This chapter’s purpose was to improve your Linux command-line tool belt. Not only will
this help you in your day-to-day work life, but it will also help you successfully pass the
CompTIA Linux+ certification exam.
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Exam Essentials

Explain basic commands for handling files and directories. Typical basic file and directory
management activities include viewing and creating files, copying and moving files, and
deleting files. For viewing and creating files and directories, use the s, touch, and mkdir
commands. When needing to duplicate, rename, or move files, employ one of the mv, cp, or
rsync commands. For local large file copies, the rsync utility is typically the fastest. You
can quickly delete an empty directory using the rmdi r utility, but for directories full of files,
you will need to use the rm -r command. Also, if you need to ensure that you are removing
the correct files, be sure to use the =i option on the rm utility.

Describe both structures and commands involved in linking files. Linking files is easy to do
with the 1n command. However, it is important for you to describe the underlying link struc-
ture. Hard-linked files share the same inode number, whereas soft-linked files do not. Soft or
symbolic links can be broken if the file they link to is removed. It is also useful to understand
the readlink utility to help you explore files that have multiple links.

Summarize the various utilities that can be employed to read text files. To read entire text
files, you can use the cat, bat, and pr utilities. Each utility has its own special features. If
you need to read only the first or last lines of a text file, employ either the head or tail
command. For a single text line out of a file, the grep utility is useful. For reviewing a file a
page at a time, you can use either the less or the more pager utility.

Describe how to find information on your Linux system. To determine two text files’ dif-
ferences, the d-i ff utility is helpful. With this utility, you can also employ redirection and
modify the files to make them identical. When you need to quickly find files on your system
and want to use simple tools, the which, whereis, and locate commands will serve you
well. Keep in mind that the locate utility uses a database that is typically updated only one
time per day, so you may need to manually update it via the updatedb command. When
simple file location tools are not enough, there are more complex searching utilities, such as
find and grep. The grep command can employ regular expressions to assist in your search.
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Review Questions

1. You are looking at a directory that you have not viewed in a long time and need to determine
which files are actually directories. Which command is the best one to use?

A. mkdir -v

B. 1s
C. 1s -F
D. 1s -i
E. 11

2. You are using the 1s command to look at a directory file’s metadata but keep seeing meta-
data for the files within it instead. What command option will rectify this situation?

A. -a

B. -d
C. -F
D. -1
E. -R

3.  You have just created an empty directory called MyD+ir. Which command did you most
likely use?

A. mkdir -v MyDir
B. touch MyDir
C. cp -R TheDir MyDir
D. mv -r TheDir MyDir
E. rmdir MyDir
4. You have a file that is over 10 GB in size, and it needs to be backed up to a locally attached
drive. What is the best utility to use in this situation?
A. readlink -f

B. mv

C. cp

D. scp

E. rsync
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A long-time server administrator has left the company, and now you are in charge of her
system. Her old user account directory tree, /home/Zoe/, has been backed up. Which
command is the best one to use to quickly remove her files and still indicate that you are
removing the correct directory, but without forcing you to confirm every file deletion?

A. cp -R /home/Zoe/ /dev/null/
B. mv -R /home/zoe/ /dev/null/
C. rm -Rf /home/Zoe/
D. rm -ri /home/Zoe/
E. rm -rI /home/Zoe

There is a large directory structure that nee